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CHAPTER 1V

FINDING AND RESULTS Y'

4.1: Introduction !%\

This chapter discusses the analysis of the data produced from the q?'mui\'e part of
this study with the use of questionnaire. The results were based he collection of

.ZIC saluation of the
training materials took place in the post questionnaire. Th

N
drawn in the figure 3. é J | -{—)

pre and post questionnaire obtained from the participants.

.

: S Figure: S’R% irch Planned Strategy

\(—3

The repo Ndings are categorized into four main sections; that are:

Qnogruphic information and general information security questions

2- Security awareness

3- Security practices

4- Personal opinion



47

Section five was designed especially to evaluate the training materials based on

secondary school students' perspective in the post questionnaire. v
4.2: Information Security Awareness (ISA) “Training Tools” 10)

The aim of this section is to provide an overview of the available secglty” awareness
training tools. The source of these tools is cyber portals and QEF of South-East

Asia. '

4.2.1: Method é '.{_}
4 /

} s 1&_ mportant
thigs{‘uritv issues.

The Internet security or commonly known as “CyRgr” cun&
rit rtal to innovate a

aspect in how the governments could educyffe -us r:‘a

Following this, South-East Asia countries m g Q@

new way in creating awareness towar riggs that ghey \@' face while using the
] &
Internet. Some of the South-East AsMggoupty v not4¥vide any cyber portal to

—

X s
date, but as far as the study§g ted, t ad :\}’v'ew in case any new cyber
4 $ &

portal created. Table 5 lis '1ilabil'|t r-s Ity portals in South East Asia.

i Vi 1 O
1537

>
&
%\ S
S
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Table: 5 Available -Non Available Cyber Security Portals

Country Available cyber Non-available T

Security portal cyber Security

portal

Brunei

East Timor

Cambodia

Indonesia

Laos

Malaysia

Myanmar

Philippines

Singapore

Thailand

Vietnam

From table 5, J
#; & i
setup a SCCK ber portal. For m&k results to find out a new way to evaluate the

secur'l)%ness tools for South-East Asia countries, another searching for the

wdlnites JRat provide security awareness training tools is done on the CERTSs website

for each country.

The CERT is The Internet official emergency team, which stands for (computer

emergency readiness team) which was formed by the Defence Advanced Research
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Projects Agency (DARPA) in November 1988 after the Internet was assaulted in the
Internet worm incident. Today, CERT focuses on security breach and denial of G
incidents, providing alerts, incident-handling, and avoidance guidelines. %\also
conducts an ongoing public awareness campaign and engages In rese$i1ned at

improving security system. (Rouse, 2011) Vz

As listed in table 6, it can be reported that few countries of SOYBM Asia did not

provide a security awareness tool for the public. \d
@ \ &

Table: 6 Available CERTs and Sec

Country Available CERT

Philippine (PH-CERT) v {?

Thailand (TH-CERT)

Indonesia (ID-CERT)

Cambodia (COM-CERT

Taiwan (TW-CER

Vietnam (VN-Cg

Laos

Myanmz -CERT) NV N
<

v v

* *

Singapore (SING-CERT) v 3

Malaysia (MY-CERT) v 3




4.2.2: Review and Results

From the section 4.2.1, we can state that countries who own a security porﬂg the
users, they do provide awareness training tools, tips for cyber security, 1&\\’5215 well

as contact information; in the case of any emergencies in the futur‘vh as spam

attack. The available security awareness training tools that arew and in these

websites are presented in table 7. z l
Table: 7 Security Awareness Bools \d' X

Cyber portal Video | Post Gam} | wsla?ers

N7 oY
Malaysia (Cyber-safe) N 4&7

Singapore (Go safe online) \

-
po:
Singapore (Cyber-wellness) - ;

Brunei (Secure verify connect

9, t’_,c,
i
3

Y

P

%

Cambodia (Secudemy) ( - v

b

l S
Q/

¢11l1§ o and games that are available, but

Website such as (G \)nl

orulmaao alﬁ Moreover, the video game is limited to

more likely for UEL
the citizen sl ts & you have to uu our citizen school to start playing the game.

Another \n associated with the website with (Cyber-wellness), as the news latter

canlaot boPound when you search for any articles in any years. Brunei cyber security
(Secure Verify Connect) contains cyber security awareness for the public, some

problem on this website related to the video available on social networks was in the

citizen language, games also cannot be played as they open only as an interface in

some cases or not available.



4.2.3: Discussion

After this searching on the security awareness tools on the South-East% was
completed, an actual employing to these materials that summarized\fronf theses
portals took place. The posters, videos, and games that were desi or this age
based on “cyber safe and cyber wellness™ were conducted in a rewcurity training

program for secondary school students. z '

4.3: Pre-Questionnaire Results

The first step in this study is submitting the pre-q 'K entsjl.is action
was to collect more details about the currenf, 11 i ity reness among
students. The next subsections discussed in S eedb@ on the presented

Based on the results of the parl)’ ipar ls&Jnﬁé}p’ figure 4, it was found that the

male famale

Fieure: 4 Gender Frequency of the Respondents (x= gender, y= percentage)
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The age of students varied as the sample was chosen randomly, as in figure 5, 16% (8
respondents) were at the age of thirteen, 18% (9 respondents) were at tl e of
fourteen, 18% (9 respondents) in the age of fifteen, 18% (9 respondents)gx of
sixteen, 18% (9 respondents) in the age seventeen, and finally, 12% spondents)

were at the age of eighteen. q
20% . q

15%
10%

5%

0% -

Figure: 5 Respondents Age ?20 1

The students” education level is ed I :
(8 respondents) are at sev , 16% (8 yl@anls) at eight grade, 16% (8

respondents) at ninth grm 9 }esp\enls ten grade, 18% (9 respondents) at
eleventh grade, and ltMes ogder }l e grade.

seventh ten grade ninth eleventh eight twelve
grade grade grade grade grade

Figure: 8 Students” Educational Level (x= grade, y= percentage)



Figure 7 draws the sample nationality as 90% (45 respondents) Libyan, 6% (3

respondents) were Iraqi, while 4% (2 respondents) were Palestinian see section 3.3.3.
0% s L . Y'
Libyan Iraqi palestin '

Figure: 7 Nationality Frequency of the Respondents (x= jonality fy= Cf'{?%g'

en out W&n they
ho@ figure 8.

ar-\lQ”o five months,

16% two months, 8% two years, n%4a #o thgh two’&ears For further
N ar

In the part of general security information the autho st
IS

started using social networks, and the results @wcaledw‘

From figure 8, 18% stated that they start visitin sn e 0

information we asked students about | y etwgi? they have, there were

48% (or 24 respondents) haveffio 1al ngtwo s.l 9 respondents) have one
s c‘

only, 12% (six respondents ve thri i netgﬁr‘ks, and 22% (11 respondents)

have two. This can lead to 1ati<cl\j&[)out the security practices by the

students.

two five one year two years more than
months  months that

Fieure: 8 Social Networks Usages (x= start using social networks, y= percentage)



The influence of the students’ friends can be seen when 66% of them hear about social
networks through their friends, 2% by classmates, 22%by siblings, and 8% through

media as drawn in figure and frequency in tables.

0()/0 — — ,- = - - - v
friends classmate siblings&dia ' -\0}
4 T
Figure: 9 Source of Knowledge about Social Net\Rrks i1 N y S!N\e’nts
(x= source, r@) 0‘
Table: 8 Frequency by Source o %ledgmgo @Jetworks

\ A“'
Friends ?. 66%
Classmates \2 (J 4%
4%\0 l e
Siblings ” 1 C}Q 7%
4
8%
&
—
T

Another cor \'here based on how many social networks students have, in order to
stand on g Mnge of risk regarding their multi accounts. The finding listed in figure

10 and the frequency in table 9, reported that 18% (9 respondents) has only one, 22%

(11 of the respondents have two), 12% (6 of respondents) have three, and 48% (24 of

respondents) have four social networks.
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Figure: 10 The Number of Social Networks used by Stud m'mber of used

accounts, y= percentage
| _\"}

Table: 9 Number of Social Networks by ?u en
VV

Frequenw er(ﬁn 48'

One 18 O‘g

Two

£)
37

?Q

;

N s
In the aspect of aschml agy Sshodl s&%i}lt s about kinds of passwords they are

using as in figu d talgle he \&duated that 82% (41 of respondents) used
? S
1T

. : .f ,
their datg 0 as a password, \1?% (7 respondents) used three letters, 2% (1
respon d: Ld part of song password, 2% (1 respondents) used blank password.
ThiS uggested as that students do not consider the real dangers of using this

asswords as it is easy to attacker to break same passwords.



90%
80%
0% |—————
60% ————

50%
40% :
20/0 —_—
20% |

10% 14% 2%
three letter blank  date of birth part of § V

password  password  password

Figure: 11 Passwords Habits of Students (x= kind of paSggord, y—kpgdn‘t

| S
Another risk discovered in the way they are changinZWggir pas.g\\ rdglas p -\Ent
figure 12 and the frequency composition in the %z; St rlslfég'ﬁawour can

be seen as shown in the percentage of S@ respon ) déwt change their

passwords as this can be combmed w U I‘lSk 1g @date of birth as a

password to show clearly the Ingl ri k pr lﬂed studems. Followed by

18% (9 respondents) change it oane r, ,’v hil Spondents) indicated that
l

they changed it once a monlh%% 3\ dth)/c hange their passwords twice a

N
IS 7

Did not once a once a year twice ayear
change my month
password

Figure: 12 Changing Passwords by Students (x= times of changing passwords,

y= percentage)



Table: 10 General Security Information

Frequency & Valid percent

What kind of passwords did you use? !%

A blank password | Three letters Date of birth Paatof song

1 2% 7 14% 41 82% 2%

How many times did you change your p vo%s?

I did not change my passwords | Once a month nc ea

26 52% 12 | 24%

Cyberbullying is a new form of misuse Ngology

~

each section on this questionnaire to stu aéa
o q Qc?
phenomena. Figure 13 reflects s * perfogmagice ox(g'berbullying and table 11

presents the frequency Thegma v iy hdent) have been bullied by
de 13

emails, 38% (19 of respm\l
and 10% (5 respondeﬁ\s% usi

¢
by using emails w mos/po
&
A«m% '

\ 30%
o 20%

10%
0%

bullying by  bullyingby  bullyingby  bullying by
emails text messages phone call chatting
rooms

Figure: 13 Technology used to Bully Students (x= kind of bullying, y= percentage)



Table: 11 CyberBulying Forms between Students

Method of Bullying Frequency Percent %

Bullying by using emails 23 469

Bullying by using text messages 19 38%

Bullying by using phone call 1 Vo

Bullying by using chatting rooms

®
NS
For further information about the effects resulted fi ullying gve 'e! rb):ztudems
4 X
N im on%erbul]ying.

e lt’< ;he majority of

gry and this can be

about their emotions when they were put in a poqmn :

f the danger that can be

have presented in t

high damage on ¢



50%

gy
u A0

ety

40%
30%
20%
10%

0%
angry sad hard to trust don'tgo to

others schooN

Figure: 14 Effect Caused by the Cyberbullying Utilit] Ktnd tleffe Y=

percentage) é ’ .§~

The interaction of students who are being bulliec‘?!\he car des®wbed as in

v

figure 15 and the composition of the tabl@ IMWTh Tl‘gl sk Eg ented in the

percentage of 36% (18 respondents) bu mb llﬁe* (lfﬁ spondents) they

simply pretend to ignore it, 18% (9 res? ntsg have good r@tion as they chose to
q Q-

“talk to others about it”, and only m 6 eﬁjts) iaﬁx%ated that they delete all

the bullier messages. %z '

\ pretend to talk to others bully the bullier delete all the
ignore it bullier
o messages

Figure: 15 Actions Taken by Students when Victimized in Cyberbullying (x= kind of

action, y= percentage)
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Table: 12 Cyberbullying Related Issues

Frequency &Valid Percent

Are you aware about Cyberbullying category? 3 E‘ ;

Emails Text Messages Phone Call Chattir ms
23 | 46% | 19 | 38% 1 2% N 0%
How you feel when you been bullied via Ir e l
Angry Sad Difficult to trust othegs o ot seh
|
A
20 | 40% 8 16% 17 3498 P Y@&
NV
e X

O
“Delete all the

Pretend to

N

ignore it ' bullier messages

15 30% 6 12%
4.3.2: Security Awar
This section foc of security awareness in three areas,

and the ¢ N‘mon of this section presented in table A “see appendix C”. Figure 16

drawlgheWercentage of the current awareness level as presented by secondary school

stude'® Students showed a risky behavior when they were asked about posting

)

personal information via social networks as 30% (or 15 respondent) answered they did

not consider posting personal information via social networks as dangerous, while
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28% (14 respondents) they did not know about this issue, and 42% (21 of

respondents) they agree that posting personal information is risky.

N

40%
30%
20%
10%

%

&

expected to be with the general informatN he parti nts'@rspectives as a

formal user to the social network sites 17 \11 . polls in this issue.
o A
the @acy sitting on social

S

networks, while 26% (13 res ndst ans,ere xlilh and 30% (15 respondents)
they did not know about t&pra Cy, se@ rof,éd by social network sites. This
question leads us to cogSi1Tegho r@]d z%p% students when someone get their

|
trol ghe li ottzvlc)jam look for their profiles and somehow

44% (or 22 respondents) know l\ dea

phone number or ey,

post in their pro%

0% =

yes no I do not know

Figure: 17 Dealing with the Privacy Setting in Social Network Sites
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The passwords have an important aspect in strengthening the security of different
accounts of users. The general security awareness was asked to students in r {0
measure their awareness level based on passwords habits. Figure 18 1§whe
knowledge of students about passwords. The percentage of 64% “mlgated that
passwords should be more than 8 letters length, while 20% are not surc€bout that, and

16% indicated that they did not know about this regulation. As 1 Nﬁrized from the
v g

previous statements, students’ knowledge about strong passwRrtgis ’e,y limited, even

(2012).

70%
60%
50%
40%
30%
20%
10%

0 y 0

A part of, &se‘tion on assessing ;le awareness asked students about changing the

passgOree Figure 19 shows students’ answers. The majority of 40% indicated that

they ' passwords should be changed regularly, while 40% indicated no, and 20%
did not have any idea about this issue. This also refers to the awareness issue in
presenting the highest risk occurred, when they may face multi attacks without taking

in mind that their passwords are the important key in preventing the attacker and



reduce the risks. Padric (2012) also stated that students appeared risky behaviour in

the way they never change their passwords.

NS
s X~

40%
30%
20%
10%

0% -

yes no 0\\\4
.y

S
Figure: 19 Changing Passwords based of dents’_Indicdfion A\
4 \,Y'

e fm&‘; Figure 20

; N 84% (42 of

—

Cyberbullying has increased in its severity b 0 :he

drawn students’ attention to the word berbu

1 rith this word, and

respondents) know what Cyberbullyi %A] W.
a =
esult

9
S oyred tl ibyan secondary school
N
hou, 1ltl

8% unaware about cyberbullying.

students are also presented ith&;& a
fri

§ ov'v‘ y were victims of its forms as
&

Pk

ere some students who are

o)

not aware about this kindo\

found in the results.

yes no I do not know

Figure: 20 Cyberbullying Awareness among Students



From the results we can clearly identify that security awareness level is slightly high
in ethical issue, and when asked students about their answer, we clearly obse'Y&al
ask

students take this practice from creating new accounts, as the program

them to enter more than 8 letters in length. \

4.3.3: Security Practices for the Pre-Questionnaire

the students” performance in answering this sectior

not apply the security rule to avoid any possible 1'islg Tab

W

&his section in order

A ) \
cenfin 53‘8—311 one the influences of

o NS
friends as they have a vast my rmpre{din 1 @edge about social networks,
ma re{

@vdaily activities with friends via

=

tigfl 4%&gongly disagree to share their daily

figure 21 drawn the students’ reaflin

social networks. The @sh
1 Yo @isagr .le ile 2% were neutral and did not like to
NS

activities with fneE ®

appear any opi% out Ans ’tim@% respondents agreed, and 26% strongly
. 1 : : et

agree. Thls\ early show to us&hl students did not consider the danger of this

habit as dicated that they do not organize the list of their friends or who can see

Ih@oﬂheir profiles.



35%
30%
25%
20%
15%
10%

5%

0%

strongly disagree neutral agree
disagree

Figure: 21 Sharing Daily Activities with Friends via

An example was given to students as a part of the quesQ if theyjpost eir 58,@'%1
information “as their city”. Figure 22 gives the percen of ghuden perf?rmance,

as 4% strongly disagreed to have the samwct

respondents were neutral, but the risks slM ring
and 36% strongly agreed on posting %«mal ]
N
| N ")
Students did not recognize what ar\ consis%cjo"fiq%éme behaviour as they
did not mind to post it and giye tailﬁlabo el @ng place as they think the
N

other person can not cause{yr dangQ nf‘é)q

i i;f;ﬁ _. i N

strongly disagree neutral agree strongly
disagree agree

-
;n/
(i}
L }
a
1(‘0
{'i
=.
o
£
o~

0
ja social networks.

9

Figure: 22 Posting Personal Information via Social Networks

The stringers played an important role in threatening others as a part of the risk caused

by bad security practices in social networks. Figure 23 presents the percentage of
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students’ answers. A majority of 14% (or 7 respondents) strongly disagreed to accept

agreed and 16% strongly agreed to accept invitation from people they d dc .

As a result. students’ behaviour in this case can lead them to face evelv%bullying

as it results from strangers in many cases of bullying. Q
K —————————————————————— i

30%
250 R
20%
15%
10%

5%

0%

strongly disagree
disagree

The more advance service provy y s,>c1a

people it is interesting to sebur loca’ 1 4

know, but this can be a \sk ml une ecte %ys Figure 24 shows the students’
N
interaction with 1111 mgnen. oﬁglitl at 24% strongly agreed and 16%

agreed to send all(}‘l g so networl\ sites, while 34% of respondents

were neutra&s rongly d1sagree‘§0/o disagreed to post their location via social

networks. nts did not believe that posting of their location can couse any risk to

thegm Iso believe themselves to be far from being followed by criminals or any

risks that could result from posting their location.
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40% — =
35% e = v . —
30%
25%
20%
15%
10%
5%
0%

strongly disagree neutral agree ngy
disagree greel

\d

Figure: 24 Students Interact with Posting their Lodagon via Spcial ejtw'%f,g~
Loy
Another security issue presented in this study cmvd paé as Y'ﬁga.n have a

huge loss of personal information as it tar%N matﬁ ids o& urity attacks.
Figure 25 gives a presentation of students’x‘omw hgl@g the passwords.

48% (24 respondents) of respondents 1;/ 3‘1‘%’1 14"@(.
‘%3 “ &
that passwords should contain N chwang&ﬁﬁmbers”. while 18% (9
=
respondents) neutral, 8% (4 % nts) slon di;@ed, and 12% (6 respondents)

’ f &
&he pai \i& Thgyue reflects the risk presented by

%r d 'rthéya password that makes it contains
¢

respondents) agreed

disagree in term of buildi

students when they

numbers only. Q'
6%‘0 i i

0%
0 30%

20%
10%
0%
strongly disagree neutral agree strongly
disagree agree

Figure: 25 Students Attitude about the Contents of their Passwords
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Figure 26 showed students’ indication about sharing their passwords with friends.

Results indicated that 30% (15 respondents) strongly disagree to share their passwords

words with friends, 18% (9 respondents) disagree, with the percent of {E(ll

respondents) were neutral, while 18% (9 respondents) agreed, a % (6

respondents) strongly agreed to share their passwords with friends. T

35%
30%
25%
20%
15%
10%

5%

0% -

strongly  disagree
disagree

ords with¥ie (K:\
a N,

“ QO
s, ¢ isk (§ybard students as drawn in
N
figure 27. The majority of 24 esponflentgf of e¥ydndents strongly disagreed to
5 s 3
i \Q em “’S

write their passwords dmw ord gJ—O% (10 respondents) disagree,

while 20% (10 respon@\ver . 22@"14 respondents) agree to write their

( : ’
passwords, and 8% sporglemnts)
d m?:.g

their personalgr ation, omt?xge can easily take this information illegally
&
and use it w te their personal ac®ounts.

N

Figure: 26 Shari

oo

The way of remembering passworN

4

tronfly agree. This could result in violating of
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30%
25%
20%
15%
10%

5%

0% B

strongly disagree neutral agree
disagree

Figure: 27 Writing down the Password to

What students’ passwords include where another plane

aw stugients p'r@;‘a:]ce.
tion QR building
Yn

&ﬁmlding their
&

their personal information asg parNf theirpassyoyd
=5 SV
25% &\MJ,V e

20%

15

0
\b/
:% 0 i

Figure: 28 Passwords Contain Personal Information

strongly  disagree neutral agree strongly
disagree agree

The last part of this section focused on Cyberbullying. The action of being a victim of

cyberbullying and what students should do in the same situation was presented in
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figure 29. The majority of 18% strongly agreed, and 32% agree to tell someone in
case they have been bullied. While 16% strongly disagree, and 4% disagree to have

any indication to tell others. Nearly 30% of students were neutral to show K ng.

This practice presented by students illustrates the amount of harm calx:ccia upon

students when they been a victim of cyberbullying. As summarized fr literature,

there were students who suffer from the same situation comparedw case of other

students who tell others “parents or teachers™ to help themmé%m d'anger.

Y% ———————————————————— \, o

30% S —— — S $ E—
20%
15%
10%
5%
0%

strongly disagree tral

disagree Py
4
E &
Figure: 29 Toph thgrs abou Be@ullied
(o N
Figure 30 shows the per&tag of el wﬂ‘b've involved in some forms of
cyberbulling. 18% 01‘@61} oty di@e and 6% disagree in receiving a

O

‘ ¢ ! G
hate message fronyg ne, fvhile '3 v@ neutral. 18% strongly agreed and 22%
\‘£\
agree as they T weYa hal poc fr®on someone. These results show the spread of
'Aween students, ah@ugh the high majority did not indicate any but

cybcrbullyk

the thronge®¥present.



30%

40% e — = — —
20% —

10% . e B ' :
strongly  disagree neutral agree stronglyi
disagree aw

Figure: 30 Receiving a Hate Message from ;ne l

o8 3

To measure the spread of cyberbulling between stuc@e askefl th if t have
g

A

engaged in cyberbullying. Figure 31 draws the perc e of stud tsw bullied

others. The total of 28% (14 respondents) stron.% gr

2% @;spondents)
disagree to bully someone, while 10% (5walents) st y @e, and 24% (12

respondents) agree (0 bully someone. majorit 16/ respondents) were
)

. . L '] i

neutral on this issue. The action \u ylm%ojl?s ca&&idicate the severity of

cyberbullying caused by studentsvl the"esu S ts who answer to bully the
l o }

bullier, cyberbullying will spre:ad ’moq& 1936, based on this the schools need

to hold the action amon@s m@t cy@llying in the early stage.

—

strongly  disagree neutral agree strongly
disagree agree

Figure: 31 Majority of Students Bullying Others
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To measure the effects of cyberbullying on students’ behavior, we ask them if they

can go to school in case they were bullied. Respondents interaction presented in figure
32. Nearly 38% (19 respondents) strongly disagree, and 26% (13 r&&dents)

disagree as cyberbullying will not impact on them and they can go to thﬂ'r sca)ols. On

the other hand, 8% (4 respondents) strongly agree, and 14% (7 res Ats) agree as
they will not go to school in case they bullied. Finally, 14% Wpondents) were
neutral about their situation. The result of students who wi OEC aile to go to their

school reflects the bad effect of bullying and this Wigresul w academic

o i
performance as presented in faryadi (2011) report. é ’ _\"}
L 4
40%

S

30% |- NN
25% —

20%
15%
10%
5%
0% L RS

strongly
disagree

strongly
agree

Figure: 32 Cybggbu ng ln St@‘ts Ability on Going to School

’
4.3.4: Personal (%- i(}rb)r §onnaire

The last sc@n the pre- qucsn@rg is asked the secondary school students on

their pu@ pinion related to the previous mentioned issues “passwords, social

yberbullying™. Table C draws the frequency of students’ answers “see

appendix C”
From the results of the students’ personal opinion, figure 3 draws students’ personal

opinion on a sample of password. The total of 40% disagree (20 respondents) while
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46% (23 respondents) agree that “123” is a good password. Only 14% (or 7
respondents) were neutral on this issue. The simplicity of this issue presents the
limited knowledge of students about the structure of strong passwords. It is%z to

enhance students' performance after the training program which eseas the

importance of passwords. Y.

35%
30% — S S = - ]
25% = - T T 3% S
2094 N [ L V
]
15% - e e ‘ — ’ (§~
10% ] '&
5% VY.
0%

strongly
disagree

disagree

IK()
'S
“« Q-
& .
théoncem as presented in

<

!agfé) to change their passwords

&

y disagree) to change their

strongly disagree  neutral agree strongly
disagree agree

Figure: 34 Changing Passwords after Sharing them
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Some people prefer to use the same password for all of their accounts. figure 35 shows

the results of students personal opinion on this issue, it was found that 40% strongly

agree, 20% agree that it is easier for them to use the same password for\]z their

accounts. On the other hand, 4% of respondents were strongly ﬁag d, 24%
disagree to use the same password. Nearly 12% were neutral. SV.S think in a
simple way which make them remember their passwords by | using one only

without thinking what will happen if someone manage to 1gpas word and broke

their accounts and get their sensitive and private informati \d'

30%
25%
20%
15%
10%

5%

0%

strongly  di
dlsagree

Figure: 35 USingJhe ali‘ or all Accounts

l
1 net\ orkas s’re]@jted in Figure 36. The total of 38% (12%

Posting personal pho(\&em isk c?j&feople Students dealing with their

personal photos or

strongly disag 76"/{ ﬁe) hare their personal photos with others via

social netwQrRS™=®he total of 54% (@% strongly agree and 30% agree) to share their

%s. Finally, 8% (or 4 respondents) were neutral. When comparing the

e Jind positive results, we clearly summarize that students appear a risky

person

behaviour in sharing their personal photos without thinking about who can use this

photo in a sleazy way or even to be harassed by others.
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35%
30% |-
25% |— o
20%
15%

10%
5% ,
0% | ——

strongly  disagree  neutral agree stron
disagree agree

Figure: 36 Posting Personal Photos via Sodal &Works
Making new friends sounds attractive for students, b ie C Wal networks

.
they will not be able to identify who is the second Figufe 37 dta&c;s;dents’

indication. The majority of 56% (28 respor sIO\{g reegl'd 10% (5

respondents) agree that it is good to makecwlendg‘on cial f&/ork sites even

they did not know them. Unlike, 16% (8 r¢ dents) of pon@s were neutral, 4%

(2 respondents) was strongly disagé%] L‘ e pogggs) disagree with this

&sa @' neutral agree strongly
&

disagree agree

N b
%Figure: 37 Good to Make New Friends via Social Networks

hqu%’ showed the percentage of students in accepting friend request from

unknown people. The total of 60 % (38% strongly agree and 22% agree) to accept the

invitation, while 28% (22% disagree and 6% strongly disagree) to accept the
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invitation. Followed by 22% (11 respondents) were neutral on this issue. This question

stands as the key of the risks students face while using social networks, as this
presents the effect and the role of attacker, bullyier and harasser to target K&case of

students who did not know them in person. : ,

40%
30%
20%

10%

0%

strongly  disagree neutral
disagree

Figure: 38 Accept Friends’ R

Students are familiar with the term o bull \T] tﬁw&pread of technology
cyberbullying starts appearing ed @he en %out their opinion, if

cyberbullying is more danger s n nal mg and figure 39 draws
erg l

students” opinions on this C% In th
agree, 18% (9 respond@ree ¢

bullying. While 8% Spo dgn Strpngl 1sagree, 8% (4 respondents) disagree,

and 18 % (9 resj S) nefitralinjthi '4.%‘(11 Although some male students indicated
’ oy

that they prcﬁ% bullied tragit' ikl bullying™ as they can present themselves and

S

N el
gction, but the results of students’ opinion that cyberbullying is more

o /o (24 of respondents) strongly

bully 1s more dangerous than the normal

react to

1an normal bullying.
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60%
SOOI BN B 1 L : =R
40% el e st
30%
0% b—m—

strongly  disagree neutral agree strongly

disagree agree

Figure: 39 Cyberbullying is more Dangerous than TrawyBulling

The effects caused by cyberbullying, and how to prevé@ris We bullying

@
action a crime in itself. Figure 40 draws students’a@s. 12% (6 f’e Y(;ents)
ﬂ‘ - no@zrime if 1

strongly disagree and 34% (17 respondents) dis n teK

Y'
y a and 18% (9
X

dent ere neutral from

bully someone™, followed by 20% (10 r%wns)

respondents) agree about this issue. Neam

/0 S\res
any indications. From the results it is%%edﬂt%e
s ca

d Q-
bullying as a serious problem, ancN S nts &ﬁﬁ]d be educated as well as

\
provided with the real life siffies gout su.lient \il@r from being bullied and the
: ) ’ s
judgment caused to the ﬂlier. "li N ions é( provide students with the real

S

ts dd™ot take the action of

strongly disagree neutral agree strongly
disagree agree

Figure: 40 It is a Crime when Bullying Someone



The last issue of this section presented in students’ interaction when they bullied.
Figure 41 shows the students’ performance at 14% (7 respondents) were strongly

disagreeing, 26% (13 respondents) disagree to bully the bullier in case they bmy

o\

someone. The majority of 18% (9 respondents) strongly agrees 1%
onag

BN

(11
respondents) agree to react in the same way. However, 20% (10 r nts) were
neutral.

30%

25%
20%

15%
10%
5%

0% =
strongly  disagree 4 neutfal
disagree %

0 1 &
Figure: 41 Repeating\ ctjo yingi&'the Bullier

RS
4.4: Post-Questionnaire Re%v<bj‘|§
O

Based on the planned strgte fthils studly, the s@md part after the pre questionnaire
N
was conducting a tre' Mpr rem ﬂle (agq{% participants. The post-questionnaire

was given to stu %as;e tli}r wagdwmess, practices, and opinion based on what

they have par&‘ip ed in the traini rogram. The part of evaluating the security

awareness Nng tools took place in the section five of this questionnaire.

4.441: D&ographic and General Security Information for Post-Questionnaire
In this section as the participants are the same as those who have done the pre

questionnaire almost all the answer of this section were the same as the pre
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questionnaire except some of the questions that the students obtained the answers

from what they have learned from the training program.

The reaction of cyber bullying is presented in figure 42 while table 13 E the
frequency. The action of bullying the bullier decreased at the pexA % (or 2
respondents only), followed by deleting all the bullier messagwm% (or 10

respondents), and “talk to others about it” at 30% (or 13ggesp¥ndents). Finally,

“pretend to ignore it at 46% (or 23 respondents). This sho reallenhancement on

students” behaviour as this can have a positive impacgon s gl i dﬂeﬁwe the
é | &

effect caused of being bullied.

4
S Y\"Y.
50% %
40% k
30% O
20%
10% D
0% : ‘4/ -
delete all the
bullier
messages

Figure: 4@% Wlll be aken&tndems when Bullied

' !
In the statement of%g stydent ut(h:av many passwords they will have, figure
N
43 presents sudgn(¥ resifl 9 13@3 detailed the results. 76% of respondents
indicated y will use one fs&lach account, followed by 12% of them will use
one o ¢ 12% of respondents will use three passwords. Students’ knowledge
risk that could be caused in case of using one password for all of their
accounts as they indicated in the pre-questionnaire, have been reduced as a result of
the training program students have had in previous stages of the research. This

practice should continue with students in order to prevent any future risks.



40%

30%

20% -

0% +—

10% i b g T
one only three  one for each fourYy

Figure: 43 Number of Passwords will be use udents \d
®

\
Figure 44 illustrates the enhancement in students’ habi@anmﬁ pgssﬁgrds

and the composition in table 13. 82% (or 41 respo ents)

passwords once a month, followed by 8% % d

year, 4% (or 2 respondents) will chang% \d\

respondents) they will not change thei ord®at alp §hi

e their

ch%ge it twice a

txe , and 6% (3
N

s 4u@stion clearly shows
the enhancement of students’ kn d tr the training program.

Students are suggested to keep ms, lj*'la earned during the training

program as this will gmde&\ SS)%I’IS

A 4%
will not oncea  onceayear twice a year
change my  month
password

Figure: 44 Times Students will Change their Passwords



Table: 13 General Information Security Questions “Post-Questionnaire™

What will you do if you bullied? q

Pretend to Talk to others Bully the Delete all the bullx
ignore it about it bullier me agR.
23 | 46% | 15 | 30% | 2 4% 1 %%
How many passwords will you use for all y 0 l'lt ! .
One only Three Y ,8.
6 12% 6 12%

How many times will you chag

Once a month Once a year | Twice

(3]

41 82% 4%

Basically from this sectiongher®gvas .’in en ncem%m students’ performance on the
W

critical issues as this QWS t j?}din risks to them, as this reflects the
importance ofthe@!pr(}zr m g 1 akﬁe change on students’ behaviour.

4.4.2: Securi(ﬂéreness for the P \()uestionnairc
In this c% we will focus on the important issues to provide a better understanding

personal information via social networks is dangerous™ as in figure 45: 96% (48

respondents) yes, 2% (one respondents) no, 2% (one respondents) I do not know. This
clearly shows students’ awareness about posting their personal information compared

to their results on the pre questionnaire as in figure 15. Enhancing students’



knowledge about posting personal information will limit other possible risks can

caused from the same habit and this also reflect the positive outcome from the Nzg

£

program.

100%
80%

60%
40% — —
"y
20% |— 5 | (}
0% — A
yes no \,Y.

Figure: 45 Post-Questionnaire Results b@m sdpal ngmation

Dealing with privacy setting is an im asp e % deems against

unsuitable use of their information. F 46 d1 & th res& r the term of dealing
P 5

with the privacy setting on socj ks. 4% |37 %pondems) yes, 16% (or 8

respondents) no, while 10% (or 5 apox oA ey‘ d1d not know about it. From

ea l’ v the@i cy setting means to prevent any

!

i&

the results it could be stal

@/

=

N 91'110 can see the contact number, this

3

lead students to m@ngg™their POl nd lsling the unwanted contact with strangers.

A e‘r
L ey SRR

possible risk. As mem

yes no Ido not know

Figure: 40 Dealing with Privacy Setting on Social Network Sites
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In the statement of “I should change my passwords regularly™. figure 47 presents the

respondents’ performance. Totally 82% (41 respondents) answered with yes, 10% (5
respondents) no, followed by 8% (4 respondents) did not know. This consbqq as an

important finding of straightening the password protection between :m and to

reduce the risks caused by any kind of misuse of their personal infonvbn.

100%
80%
60%
40%

20%

0%

yes

Figure: 47 Changing Passwn%asedMo Q@Snonnaire
o S

9 Q—
4.4.3: Security Practices for the uestio e A‘Q
N

The main purpose of this se% stand ’urtl (!n’l}v students going to apply what

they have learned from Mnmglpr\n F tep presented in figure 48 to show

how students share Nu YpagUVINes qac&)mxal networks from strongly disagree to
strongly agree. ajon 0,

Sy

‘@8‘@ respondents) strongly disagrees, 12%
disagree to heir ac vm{S Rﬁ]owed by 28% (14 respondents), 4% (2
A S’

respondegi™yand 18% (9 respondents) were neutral in sharing their activities. This

resuliys wgsed on the information students gain from the training program, although
som¢ ents still standing in the negative side but the threats decreased with taking
in mind what information they can share and what they need to think carefully before

sharing them.
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40%
35%
30%
25%
20%
15%
10%

5%

0%

strongly disagree neutral agree strongli
disagree

Figure: 48 How Students will Share their Da ;ivitles

4 : 2 4
In the state of accepting friend request from unknownfgerson, styden owe@ good

e

practice as in figure 49. Starting at 54% (27 respond®gis) str.on ly xsagr‘a 26% (13

n@ongly agree,

% é’:spondents) were
i é-g\‘iles information and

respondents) to accept the friend request. Wigle SWo (

4% (two respondents) agree to accept th\%ﬂon Las

neutral. Therefore, students can preve mlsus\N?
any unexpected threat as cyberb 00 ur i h'éy @ly the roles of accepting

the invitation “friends’ request st

den d@thmk before chatting with a
new friend or any request o! we,r thefi t_) hotos and in the case of similar

action they strongly re&e ded@te th wanted friend.
\

*

strongly disagree neutral agree strongly
disagree agree

Figure: 49 Future Dealing with Friends Request
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Students’ readiness to share their passwords with friends illustrated good results as in
figure 50. Total of 76% (38 respondents) strongly disagree, 18% (9 respondents)
disagree to share their passwords, followed by 4% (two respondents) neutral, ZTE
respondent) agree to share the password with friends. This finding prese 1%\%1115’
attitude in critical issue as sharing the password, and reduce the viole% of their
accounts even the person who they share with it may seems trustag, bu¥they need to

be aware of any action that may cost them extensively in the ‘1tuQ '

80%
70%
60%
50%
40%
30%
20%
10%

0%

strongly  disagree %tral
disagree O
\E ;} j i
Figure: 50 How ts will S th@asswords
BN

s , :
zi NG‘.L dra‘géiéood finding as presented in the
figure 51, when 30% (\&ond S
' )
il( (—)

ngl@ree. 30% (15 respondents) agree as
they will not wri ey paghw o(dfr to remember it. Followed by 20%
\

(10 rcspondent‘%bly d& :8%$espondems) disagree with this term, while
n§

N
12% (6 rcs;\ s) were neutral. N‘ﬂlparing to the results of students” indication in
the prg-quge™nnaire, a real improvement presented in the post-questionnaire. As they
lcaohnve a good a memorable passwords which did not need to save them

anywhere else except their minds.

e,

How students will rememb\lhel p



35%
30%
25%
20%
15%
10% |

5%

0%

strongly disagree  neutral agree tror%z

disagree agree

Figure: 51 Students’ Interaction in Writing the@ﬂd@
‘
Two important issues presented in this section refen@yher : '1e t one

presented in figure 52, as it showed will students b 1 ing Internet.
66% (33 respondents) strongly disagree, 26% MponH‘n Yc:bully any,
while 2% (one respondents) neutral, 6%% d str@ly agree on this
term. This considered as an acceptabl l 1cax tu ' behavxor based on
their performance. It is really neede\ ve thi of q&%{eness program to reduce

the spread of cyberbullyingffas tRe resulfs o the tquestlonnalre shows how
) '3 4
o &

students change their atutu&m bull)‘b

strongly  disagree  neutral agree strongly
disagree agree

Figure: 52 Bullying Someone by Internet
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The second issue reflected is one of the bad effects of cyberbullying when students

could not go to school as a result of being bullied. Figure 53 showed the frequency of

Students in this issue as 60% (30 respondents) strongly disagree, @2
respondents) disagree to will not be able to go to their schools ifthey@while
2% (one respondent) strongly agree, 6% (three respondents) agrevhis term,
followed by 8% (four respondents) were neutral. Students showw the previous
sections in a high majority they will tell others in case the Ybe a victim of
cyberbullying and in this section, they answer in the maj% A)wwill be

N\
attending their classes even under the action of bullyi se resflt n"e@e the
L 4

negative effect on their academic performance as wevmleir‘u% s, N

{\Y'

70% —_—
60%

strongly
agree

strongl disagrer
disa
\ , y
Figure: Q eglice the >e tlvgjfect Caused by the Bullier

¢

Bl s

4.4.4: Personz@n for the Post-Qupstionnaire

In order to Mon the change that occurred after the training program, assessing
StudentSgerdgnal opinion is important. It is important to have a change on students
Dersognion as this will reflected on their awareness level as well as their security
Practices on the three security issues “passwords, social networks, and cyberbullying”.

Figure 54 presents students’ indications of the kind of password contain “123™ as a

800d password. The total of 38% (or 19 respondents) strongly disagree, 38% (19
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respondents) disagree with this term. Followed by 22% (11 respondents) neutral, 2%
(one respondent) agree. This result reflects the change in students' opinion on what

can be considered as a good password.

40% T———
30% - e —

20% - - , V
10% - - Y.
0% -+ Emy— L

strongly disagree neutral agr

disagree agre ' ‘S
Y‘gw'\s 4

Figure: 54 Considering “123°

Figure 55 shows the students’ interacm@ ir*Jersoifed photos via social

networks. The majority of 46% (%espon trgn disagree, 44% (22
respondents) disagree to share thej al photo 0114&3&’: by 8% (4 respondents)
neutral, and 2% (one respond@ \is enn 1s finding strongly approves
the enhancement on the s pers Ll }1 m although there were still a few

students insisted to s Nelr ;lhot but %e idea of having personal privacy
N I Cj‘v
(—) l >

Z !\0
0% - — -
strongly disagree neutral agree strongly

disagree agree

occurred.

Figure: 55 How Students will Share their Daily Activities via Social Networks
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4.5: Training Program Evaluation “Post-Questionnaire”

Based on secondary school students' practices on the training program, they are
required to evaluate the materials based on what they have exercised as osen
tools were almost for this age especially. Students are required % ure the

materials based on the benefits and information they gained tvhe training
program. Y V

4.5.1: Evaluation of Cyber Safe Training Materials \d
2
. 2
For each cyber portal presented to students, the equir \‘il}é‘& these
. . ¢ il
materials based on the outcome they have gained. sectiag pigvfdes thebvaluation

ced students. Each

of Malaysia cyber portal”Cyber Safe™ for allcNer'

tool quLllrL\ students to answer two re]eva qllwy asge QIIS effectiveness.
a

Figure 56 draws students” evaluation 0 '?\‘; )b"

tet;ihe majority of 16% (8

respondents) disagree, 42% (21 resp nts) 6%, respondents) agree, and
6% (three respondents) %Ilo%g e in fhe rli :ers are easy to understand”.
Furthermore, another qughgon con', he sighplicity of the posters in explaining

)

the security issue as'\h Ire en@howed that 6% (three respondents)
o
4
strongly disagree, 2840 elits) (&agree 22% (11 respondents) neutral, 40%

(20 responden, s% 5 dll({l 0 ({17\ xépanenls) with this term.
\A i

S
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45%
40%
35% — e _—
30% - :

25%

20% \z
15% —— S » (—)
10% s

. ' | [$3

0%

strongly disagree neutral  agree  strongly
disagree agre V

Figure: 56 Students Indication on Posters

50%
40%
30%
20%
105 ———

0% L

strongly dlsagree n
disagree

]

Figure: 57 Students 10n o th E lue osters
I
e .' N
The next material is a video ch 1¥pr dn ﬁglb zs In the statement of “the

B

—-—-

video explains the securit ry den ted in the percent of 12% (or 6
respondents) disagree resgon )‘1 t(r? 52% (26 respondents) agree, 22%
(11 n,spondcnl agrec:\\ s stafdment.
&
% \ . s
O% e ——————————— e e - - - — o
0% b——————————— - .
0% e __,__-,._ o L o
strongly  disagree  neutral agree strongly
disagree agree

Figure: 58 The Video Explains the risk very Well
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Figure 59 draws the students” interaction with the statement “video make me know
what 1 need about information security”. Nearly 2% (1 respondent) disagree, 10% (5

respondents) neutral, 40% (20 respondents) agree, and 48% (24 respondents QZW

agree with the statement above.

A
50% : 5 VY.

40% ——————
30%

20%

10% —
o
0% i— —-

strongly ~disagree  neutral

stréh
disagree q Sggg Y.
Figure: 59 How Video Provides the K\ﬁe abc@&m@ Security

Last evaluation is for the games as illu e)iné'k re .1&%:5’ understanding of

“« QU
the issue is presented in the game ile d 1%16 r@“cfndem) neutral, 32% (16
5 :
respondents) agree, and 66%&% ixonde s) spfon ree on this term. While the

] 's f &
statement of “the game (es mei \ , (& Folve the security problem™ is

presented in figure Ewl tot‘ '4% espondents) agree, and 66% (33

(5

respondents) strm@ :

©)
=

strongly ~ disagree  neutral agree strongly
disagree agree

Figure: 60 Students Understanding of the issue Presented in the Game



92

70% |
60%

50% |—
40%

30%

20%

10% —

0% . -

strongly disagree  neutral agree  strongly
disagree agree R

Figure: 61 Game Makes Students Learn How to Solge SYH”)/ Risk

4.5.2: Evaluation of Cyber Wellness Materials \d'
Yv

| | | &
Singapore “Cyber Wellness™ provides games to e te SC’OI dar scl% about

security issues. Figure 62 draws students’ resu‘%z's S \.‘Fhe l}é&ty of 60%

(or 30 respondents) strongly agree, 36% (I\%ndems)

neutral. and 2% (one respondent) st%\/ disa}x%
(]

understand the problem. % 4
N Aj Ky

70%
60%
50%
40%
30%
20%
10%

strongly
agree

agree

%\ure: 62 Students Evaluation on Game of Cyber-Wellness

Indke stP¥Ement of “game makes me learn how to solve the security issue” figure 63

illustrates students’ indication. 2% (one respondent) strongly disagree, 4% (two

respondents) neutral, 40% (20 respondents) agree, 54% (27 respondents) strongly

agree with this statement.
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60%
50%
40%
30%
20%

10% —— )
2% 4%

0% |t b
strongly disagree neutral agree stron z
disagree agree

Figure: 63 The Percentage of GameBé: l
g,
4.6: Finding and Results of the Pre and Post Que@ire ’ -\(,}
! g
to b

As listed in the section 1.4, all the training mate@re N %‘raluated by
students in order to measure their effecti\%w S 01‘01 Al ng section 4.5.2

.S

e Q'e need to identify

represents respondents’ polls on these @sﬁ t
what is the ideal tool for the age of se ry €cho de@)escriptive statistic by

the function of “Mean™ is deplom d[
hav

summarized from the table ames est mean, followed by videos
2 F &

and posters respectivelw i \
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Table: 14 Training Materials Evaluation

Descriptive Statistics

N Mean

The posters are easy to 50 3.32 T
understand Malaysia %\
The poster makes it 50 3.32 -\

easy to understand

their meaning of T

security Malaysia

The video explains the
risk very well Malaysia
The video makes me
know what I need to

know about
information security
Malaysia

The game makes me

understand the issue
Malaysia

The game makes
learn how to solvgtlie
security issue
Malaysia \

The game md e ,
undersl:%tsue i

Singapore wgllne 4

The \nal@
. [O o) \
: 1 O

comparing it with the results on the section of security awareness in the post

questionnaire by using “Crosstab Function™ in SPSS which helps in providing the

values of multi choices separately. The results after calculating the values in the table



\O
N

15 is summarized that the majority of 38% (or 19 respondents) has a slight level of
awareness, compared to 62% (or 31 respondents) unaware. This result illustrated the

need for security awareness training program for students. After condt 1in§ the

training program the post-questionnaire submitted to students in order 1&5 and in its

effectiveness in enhancing the students’ security awareness level. Tab howed the
results of the “Crosstab Function™ and after solving the percen jor each value

“negative and positive™ we found that 86% (or 43 respon S)z\\ar . and 14% (7
respondents) unaware. From these results we clearly s

program has a positive impact on secondary school 5@ behayio ' _{‘)

%'. N
Table: 15 Crosstab Values for Security Ayareiigss i \PT\’-QL egli§Tnaire

5

el

awareness_mean * Closstabulat ‘Q
y Q
L AVN

‘z!meip&~ Total
awareness_mean o A&S 3
%\ 6 9
b 2 7
6 10
\ 9 10
& 3 3
S i
2 2
34 50
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Table: 16 Crosstab Values for Post-Questionnaire
AWARENESSMEAN * gender Crosstabulation

Gender T
Male Female Total \
10 18 28 )

10

AWARENESSMEAN 1
1 1

W NN NN
—_

Total 16
s%yn w ‘101 / tlzirgsearcher. The
e N’VI d go mvolve within a
science research were very excited%/ stfhed as¥ing @h kind of researches

they have to take part. After tl% 10\&/@ students are required to
answer the questionnair s% tl

th we need to answer these
questions”™. When the sty@en mislle

As far as this work was done, the part of

researcher found that students in the ghrst tir

(¢7

the pre questionnaire they set for
a traini ¥

a traiing program. e ¥, " $hoV ers to all students and gave them the
brief for a while Qﬁndu}u resgonlled Ry positively when they started playing the

games comm their case whel‘q&y watched the videos. Most of the students

showed tention on the subject of the games, and they took some kind of

for the games when asked to answer questions. Finally, the post

questiORnaire was given to students and some of them suffered boredom as they ask

2> / / e SYSY « Q er =) « (> 11 1T C o 1 2
Why we need to answer the same questionnaire for the second time™.
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All the students’ questions were answered by the researcher as the subject of this

study required. Another point mentioned by a female student when she asked about

cyberbullying *if someone bully her.” she indicated 1 will be neutral as 1 K ut |

did not receive any bullying messages”. Some of younger teen aged fiym to 18
showed acceptance of the content of posters as they interested Y tting brief

information. Moreover, female students were more careful in pwthelr personal

2 t the culture of

photos than male students and this could be clearly referr

Islam between students, as female students especially to ke 1 otos

. ) \
private from the stranger which could affect lheéﬂdlll n’bg{&
\ s

unrespectable ways. i X
e leve C

Finally, to find if there are any differer h awareness and

practices between students in term of d 1 the 0 ? A deployed in this

study. Table 17 illustrates the imgk vel of security

a
"
(&)
6( j?

=)
—
jamy
=
[¢]
—_—
¢

awareness and security pmcm e refults gn ualg@(hdl there is a relationship

'
between the level of awareness agtl se m.q Lfcq}ms ed on students, gender.

or Sé»ﬁt) Awareness and Practices

C-)
Qghts"

*

Q/

Table: 17 Th

e

[ Q‘I‘ﬂcients Standardized t Sig.
\A \‘—}' Coefficients
B Std. Error Beta
nstant) .307 .369 .833 409
1 awareness 488 133 459 3.679 .001
practice 176 .091 .242 1.938 .059
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Furthermore, the results showed the significance level at 0.001 for ANOVA test as

in table 18.

Table 18: ANOVA Test for Significant

ANOVA®
Model Sum of Squares df Mean Square
Regression 2.932
1 Residual 7.948 47

N
=
~
D

Total 10.880 49 é

4.7: Summary N °‘

the first objective of this study “to ity ar wal ate able security awareness

training tools used for secondar \vﬂ st,den

Asia cyber-portals, two cyber pO als q (‘&qnd the materials were “games,

7 bas@n the results of South East

videos. and posters”. Thfgsu of 'e fi ob|e¢b e showed that game is the best tool

\ (\

as reported from s% ifditatj ,t'ro&f)lhe post-questionnaire.  The second
. \

objective of lhl% foc cys ss%hm the level of security awareness among

secondary ¢ Qﬂud ents related t ial networks, passwords, and cyberbullying™.

.

The rusult > obtained from the analysis showed that students’ knowledge in the
pregentcOpgisks of this study very limited, and their awareness level was very low.
After conducting the training program, students showed improvement in their

behaviour as reported from the post-questionnaire results. The overall objectives of

this study toward Libyan secondary school students were investigated.
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