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APPENDIX B
Research Operational Template (ROT)
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standard of Risk Management). Numerous s have been found Gontext Assessment

for the spam classification and clustering, but only small number of i
research available for the final phase, risk assessment. This missing (RICCA) of S
piece is needed to be filled in order to assist users to decipher the Messages U, nger
spam’s risk and help them respond accordingly against spam. Theory
THEORITICAL MODEL
Danger Theory by Matzinger (1994) T
Dendritic Cell Algorithm (DCA) by Greensmith (2007)
Deterministic Dendritic Cell Algorithm (dDCA) by Greensmith (2010) V
,,,, —
PROBLEM STAT EMENT

Unknowing of a risk level of the received spam would lead to seriou
k in security chain and due to lacking of awar

E im'act, since human is

the weakest lin S e el i

response inappropriately. Hence, there is a critical need to develQ intgllig ision_support
system in aiding users (0 make decision wisely in reminding thfgotential rigk and@es on@?ﬁgainst
spam. i

P

RESEARCH QUESTIONS s
i How text spam messages can be assessed for its risk
What is the possible mechanism to apply Dagger
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.4
&

1.
ii.

messages?
iii. How canthe proposed risk assessment m\r

solution?

OBJECTIVES o

to study and evaluate the Danggg _ T Sk e

1.

assessment on text spam messag@gs:
ii. to propose and develop a modum& g pent of spam risk level T
integration of the Danger The Kt miging ment methodology; and
iii. to c&ﬂu;uc the accuracy@f the z»poscd odel m of more than 90% AR e
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"}3. corpus and self-collected data.

N

RESEARCH DI l» ) (
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YN TO THE BODY OF KNOWLEDGE

o Theory of AIS is recognized as one of the applied alternative in assessing risk.

ndings of this w orks can be extended in determination of severity level for other form of
message such as email spamming, instant messaging or chat media such as WhatsApp and
other’s Internet spamming such in social media and blog website.

iii.  The automated mechanism llmt' has b.ccn 'ch\'cloped. could e.nhance' the research work in text
mining, specifically in computational linguistics and information retrieval.




APPENDIX C

Research Milestone

194



81-AeN-6T
81-KeN-20
81-8ny-0¢
81-IEN- 1€
81-1BN-TT

8I-1EN-11
S1-1BA-1E

L1-AON-0€

L1-AON-0€
L1-ReN-1€
L1-KeN-61
L1-1dy-0¢

SI-IN-1€
FlInf-p1

pl-Inf- I

é. wfvwiuoé

dosg

81-AeN-67
81-4eN-20

_ 81dv-10

81-1EN-61
81-1eN-1T
8I-2eN-11

L1-9d-10

L192a-10 |

L1-unf-10

Lrengto

L1-KeN-L]
L1-1dy-0¢

91-R0-10

c&m

P1-994-¢1
PRIl

(1LO) 1591 Fuyipend) ui josodoad yoreasas ay) (3duajap pue) 1uasalg

UOISSIS 9I0A-BAIA
(L# 1ade ) uoneargnd jewnof 10y 1aded paydasoy B
TOISSIUI( NS [BUL SIS L PUE II0A-BAL
UOISSIS BAIA 10J UOISSIUIQNS mmwozh\
(93 1ade ) Fuipaaooud 1oy 1aded paydasoy :
(jenod S ! BlA) UOISSILUQGNS v::onccm. j

S1SaY) 3y JO

1pa [euL.
Juipeayjooud 10y uoissiuigng
320A-BAIA 10, UOISSTWIQNS SISII| ]

9 19ydey)) pue ¢ 1ydey) - Junum sisay _A,

siskeue ejep pue Funsay [eury

(panunuoo) ad4jo101d jo yuswdojasag

Bunsay jenr pue ad4jojorg ap jo Juawdopasg
ad{0j01d jo yuswdopaaa(g :

(6# 10deq) Fuipaasoud 1oy 1aded quouu(\::

(t# 1adey) uo

A

o1gnd [ewnol 10§ 1aded pajdasoy

1q1sea) Wy

d[e Ajnuapt o) Junsay ndaxy

A1essadau se udisap-a1 pue udisap wiyuoT[e [eniul 3y} Jo uonen|eas]

uonen|eA7 |elIny se Junss | wyuod|y w

¢ 12ydey)) - Funum sisay |

(g2 1ade) Fuipaasoid 10 1oded paydasoy
sisk[eue ejep [eniu]

uo13[|03 Ble(] ;

(Z# 12deq) Fuipassoud 10y 1aded paydasoy

ylomaweyy pue wiuodie jo uoneudisag

jiomdue § pasodoag ayy jo noneudisaq

(1# 1adeg) uoneagnd jewnof 10§ 1aded voauuu,a,

|esodoid 3y Jo uoISIaA PaLIPa JO UOISSILGNS

yuawnsop [esodoid ay) Jo JuswpUIUIE 10 UONIILIOD Fuiyely

jesodoid yoseasas aredary
jesodol g qa1easay Jo uoisspuqns pue upuasaig

Z 1aydey)) - Sunum sisay |

pue £30j0

s2a1192(qo pue ded youes

{pms dyoeq se 213y 3

N Y2185y

[esodosg gaaeasay s e 0°1

8107
910T
10T
(sseq)
u()!)lull(]

puy

e

L ELA SdA

QUOISIIA [DIRISAY
- D XIANAddV



APPENDIX D
Source Code For The RiCCA Prototype

D CA Calculation

jmport java.util.Map;
public class CalculatorDca {
public static boolean calculate(ProcessInput procinput, ProcessResult N ]
) c E it

Map<String, Double> schemes) {
// Level of input signals )
for (String x: procResultwords) {
// TODO:?
7/ if (x.equals("ok") { \)

// continue;
e q '

if (schemes.containsKey (x)) {

if (procResultlistOfTerm1.cont@msKgy (x) Py
ListOfTerm lot cResultflistO eTnl X);
lot.n+++; A '

}else {
Doublev = es. {); \’T
ListOfTgrm 10§= ne g""ktOfTeerS.

A
n{d,paPampl && lot.value >=

proclnput.dcal’amp2)
\ _ = A@nstLEVEL_PAMP;
seif e< nput.dcaPamp2 && lot.value

N

: t. l@ppConst.LEVEL_DANGER'

% elgd if (Wt.yaludL procinput.dcaDan ,

>= proclnput.dcaSafoZ) \ l \} } Q’ e
& lot\evel = AppConst.LEVEL_SAFE;

%\ ) "l-oc(R‘)@} listOfTerm1.put(x, lot);
O
&,

:/%alculntc (max, mi aY;rage) value of terms
istOfTerm maxPam&? null;

ListOf Term maxDanger = null;
ListOfTerm maxSafe = null;

0 ListOfTerm minPamp = null;

= proclnput.dca Danger2)

ListOf Term minDanger = null;
ListOfTerm minSafe = null;

double totalPamp = 0.0;
double totalDanger = 0.0;
double totalSafe = 0.0;



int nPamp = 0;
int nDanger = 0;
int nSafe = 0;

for (String key : procResultlistOfTerm1.keySet()) {
ListOfTerm lot = procResultlistOfTerm1.get(key);

"non

// System.out.printin(lot.word + ", " + lot.value + ", " + lot.n +‘; " 4

// AppConst.getLevelName(lotlevel));

if (lot.level == AppConst.LEVEL_PAMP) { \
if (maxPamp == null || maxPamp.value < lot.valye)
maxPamp = lot;

if (minPamp == null || minPamp.value > lot.#flue)

minPamp = lot; V
totalPamp += (lot.value * lot.n);
nPamp += lot.n; '
e

} else if (lot.level == AppConst.LEVEL_ (
if (maxDanger == null || maxDa valup <
maxDanger = lot;

)
o

if (minDanger == null | anger.valug > 1@t.valye
minDanger =1 b 4

/A
4

totalDanger += (lotagalue,¥lot.

nDanger += lot.n;
} else if (lot.level == ONStBEVEL_S
if (maxSafe == nu

maxSafe.v,
max@afe = lot;

if (MinS S
& fe

procResulgna’

t.gg Dar gep =
xSaff =m

inPahp =pnipPar =null 7 0 : minPamp.value;
prgReSNtminpahee 1in er == null ? 0 : minDanger.value;
.t minSaf@= yﬁnm.-z null 7 0 : minSafe.value;

AcResultavgPamp = nk > 0 ? (totalPamp / nPamp) : 0;
nger > 0 ? (totalDanger / nDanger) : 0;

yrotResultavgDanger = :
§ bwl{cxult.angafc = nSafe > 0 ? (totalSafe / nSafe) : 0;
il Systom.out.println(”Max-> " + procResult.maxPamp + " : " +
// procResultmaxDanger +":" 4 procResult.maxSafe);
// System.out.printin("Min-> " + procResultminPamp + " : " +
// procResultminDanger + ":" + procResult.minSafe);
// S_\'stcm.om.println("Avg-> " + procResultavgPamp 4+ ": " +

// procResultavgDanger + "+ procResult.avgSafe);

@? 0 : maxPamp.value;
2%;= null 7 0 : maxDanger.value;

=nall ? 0 : maxSafe.value;

&

// Calculate output signals - Cycle 1
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(p roclnput.dcaCsm2

pr

%of)

(proclnput.dcaMch X

(proclnput.dcaCst * procResyg®min anger)
cInpu
procResult.otputS dc r

),
(proclnput.dcaSlmlCZ * pro Nminl]:m

(proclnput.dc;ﬂ\’ldf! y

(procInput.GEdts

(proc

(proclnput.dca Mdc2

procResultoutputCsm1 = (procinput.dcaCsm1 * procResult.maxPam
* pmcRcsult.mnannger) s
+ (procInput.dcaCsm3 * procResult.maxSafe);

// S_\'Stﬂﬂﬂllt.pl'int]n(String.format("CSM1 = (%f * %f) + (% * %f) + (%f * % H
0 0

// %f", procinput.dcaCsm1,

// procResultmaxPamp, proclnput.dcaCsm2, procResult.maxDanger

// pmclnput.dc;iCsm3, procResult.maxSafe, T

// pm(Rusu]t.uutputCsml)); c\

procResult.outputSmdcl = (procInput.dcaSmdc1 * procResuA‘pamp) +

ocInput.dcaSmdc2 * yrocResult.maxDanger
|

+ (procInput.dcaSmdc3 * procResult.max !

// S_\'slonumt.println(Stl'ing.fol'mat("smDCl = (%f* % Pof * %) + (%f *

/] => %f", procInput.dcaSmdcl, i

// procResultmaxPamp, procInput.dcaSmdc2, pr t.m*Dan er

// procinput.dcaSmdc3, procResult.maxSafe, ;

// pmcRcsult.outputSmdcl)); \J‘ Y'

procRcsu]t.uutputhcl = (proclnput.dc rocRe§ul X‘aAcg?+
pmcRcsult.maxDanger)

4 \
- (procInput.dcaMde3 esu&% e);
// S_vstom.nut.println(String.fornc 1= Wof* o) + (Q%f) + (% * %f)
0

/] %f", procinput.dcaMdcl, \ O<<

// procResultmaxPamp, pr Inputtica maxDanger
// procinput.dcaMdc3, pr, %t.maxS WT l{k C
// procResultoutputMdcl 'y C}

U
// Calculate outputsi;N ycle A‘Q
pmcRcsultuutput? prognputd acs'gPFOCReSu]t.minPamp) +

I*Q

()
%]

caC ? Result.minSafe);
pu .é?mdcl * procResult.minPamp) +

0
.dcaS@ * procResult.minSafe);
iocln@ caMdc1 * procResult.minPamp) +

put.qtaMdc3 * procResult.minSafe);

hgulate ({x >Wnal‘-‘®de 3
-oesult.outputCsm3 %xﬁoclnput.dcaCsml * procResult.avgPamp) +
* procResultavgD 1)
+ (procinput.dcaCsm3 * procResult.avgSafe);
procl{csult.mxtput5n1dc3 = (procinput.dcaSmdc1 * procResult.avgPamp) +
aSmdcZ * pmcRcsult.anganger)
+ (procinput.dcaSmdc3 * procResult.avgSafe);
proc}{csult.outputMdc3 = (proclnput.dcaMdc1l * procResult.avgPamp) +
3 pmcRcsult.anganger)
- (procinput.dcaMdc3 * procResult.avgSafe);

pmcR'Nt utMc
y %L,Ul i

// S_\'stmn.out,prinlln("procResult.outputCsm1: "+ procResult.outputCsm1);
1/ Systom.out.primln("procResult.outputSmdcl: "+ meRESUIt-OUtputSmdc’l).
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e\ n");

e\ n");

// Systcm.mn.println("procResult.outputhcl: " + procResult.outputMdc1 +

// System.out.printin("procResult.outputCsm2: * + procResult.outputCsm2);
// System.out.printin("procResult.outputSmdc2: " + procResult.outputSmd)'?_ ;
// S'\,Swm,ou[_println("procResu]t.outputhcZ: ap procResult.outputhch-k),

// S_\'stcm.out.println("procResult.outputCsmB: " 4 procResuIt.outKang).

// Systcm.out.println("procResult.outputSmch: " + procResult.qffft dc3);
// Systcm.out.println("procResult.outputhc3: " + procResult. %ﬂddi)’

procResult.smDc = 0;

if (pmcRcsu]t.uutputhCl > procResult.outputS 1) z

procResultmdc++;

// Compare value mDC and smDC
procResult.mdc = 0; V

if (pl‘()(RL‘Slllt.outputhCZ > procResult.outputSmap2) \d,
procResultmdc++; ' G}Y.

if (procRvsult.outputMdc3 > procResult.ou Smdc}) é
procResultmdc++; Y. \ N

if (P,-ocRcsult.outputMdcl < procﬁwltputg‘nd ¢

procResultsmDc++; \ 4&
it'(pr()gRcsult.outputMch r:rocR ul W‘Tﬂ 2& O
f : y ' L
if (procResult.output

procRgsult.o pﬂts@s)

procResult.sm § A

N
// procResult1 cGré&terThangmdcg Q; %
// procRosult.x% erThy md}‘t‘:@Result.outputhcl >
// procResujgoutpreom 7 1g9,
// P"“CRL‘:" NGI'C 1 céﬂjrocResult.outputhcZ >
// procRéSiMgutput 0;

// prog llsn{?}l—: (procResult.outputMdc3 >
// prc

oufputSn } 1
/ & tegng wi ',Dh,:@ﬁ{um & Low
SgpIng X :#n ity s) {

procResultsmDc

s

! if (schemes.contgin Key(x)) {
if (pro&;su1t.listOFI‘erm2.containsKey(x)) {

ListOfTerm lot = procResultlistOfTerm2.get(x);

ListOfTerm lot = new ListOfTerm();

\ lot.n++;
) else {
Double v = schemes.get(x);

lot.word = X;
lot.value = v.doubleValue();

lotn=1;

if (lot.value <= procinput.dcaPamp1 && lot.value >=

proclnput.dcal’amp?_)
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- lot.level = AppConst.LEVEL_HIGH;
else if (lot.value < procInput.dcaPamp2 && lot.value

>= proclnput.dcaDangch)
lot.level = AppConst.LEVEL_MEDIUM;

else if (lot.value < procInput.dcaDanger2 && lot.value

lot.level = AppConst.LEVEL_LOW; Y'
procResultlistOfTerm2.put(x, lot); \
) .\

== proclnput.dcaSafe2)

}
// Calculate MCAV Vz

procResult.totalHighMedium = 0;

procResult.totalAll = 0; Yv
for (String key : procResultlistOfTerm2.keyS '
ListOfTerm lot = procResult.listOfTer et(k )\d
®
if (lot.level == AppConst.LEVEL_HI
AppConst.LEVEL_MEDlUM) {

procResult.totalHighMgdiu
} q
procResult.totalAll += 1gt.n;
} \
procResult.mcav = ((doub%ocResﬁNWgh éqm) / ((double)
N,

procResult.totalAIl);
o S

: q
if (procResultmdc >K sult.stRe & Proﬁtmcav > procinput.dcaTm)
{ e

procResult! esu etR@\tHighMedium g

|
procResult.mcav); Q (procinput,
}else if (procRésultihde <p, pspDT&& procResult.mcav <

proclnput.dcaTm) { m \ &

& lt.m&wRe ItLevele=getResultLow(procinput,

procResu]t.mcav);
}elseg NRe 1]t‘

m —:lpre'sc@ult.stc && procResult.mcav >
procinput.dcaTm) { ’
cal

Res@evel = getResultHighMedium(proclnput

ocRefult.
procResultmcay, 2 %
sgftf (procRdgul t.fldc T rocResult.smDc && procResult.mcav <

procinput.dcaliN{ %ﬁ’
procResult.nM esultLevel = getResultLow(procInput

procResu \)
} else if (procResultmdc > procResult.smDc && procResult.mcav ==

procl M Tm) {
procResult.mcavResultLevel = getResultHighMedium(procinput
proc t.mcav); :
}else if (procResultmdc < procResultsmDc && procResult mcav ==

proclnput.dcaTm) {
procResu]t.mcavResultLevel = getResultLow(procInput

procResult.mcav);
} else if (procResult.mdc > procResult.smDc && procResult.mcav <

proclnput.dca'l'm) {
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procResult.mcavResultLevel =
AppConst.LEVEL,CONDl'l‘lON_MISMATCH;
} else if (procResultmdc < procResult.smDc && procResult.mcav >

proclm)m.dcn'[‘m) {
procResult.mcavResultLevel =

AppConst.LE\’EL»CONDl'l'lON#MlSMATCH;

} z

return true; \
} N
private staticint getResultHighMedium(ProcessInput procinput, d cav) {

if (mcav <= procinput.dcaPamp1 && mcav >= proclnput.ddgPamp2)
return AppConst.LEVEL_HIGH;

else if (mcav < procinput.dcaPamp?2 && mcav >= procInp®dcaDanger2)
return AppConst.LEVEL_MEDIUM; Yv
0%ln

else if (mcav < procInput.dcaDanger2 && mcav put.dcaSafe2)

return AppConst. LEVEL_VALUE_MIS :
return 0; \d
.

}
| S
private staticint getResultLow(ProcessInput pro t, double pca¥y) { -\
if (mcav <= procinput.dcaPamp1l && \Y% prozfn t aPa.@i)
M \ﬂ-\l

return AppConst.LEVEL_VALU
caveger = PRQC npu@angeﬂ)

else if (mcav < procinput.dcaPamp&&
return AppConst. LEVEL f7ALOGMISM
else if (mcav < proclnput.dca@&& mc FO@ut.dcaSafez)
return AppConst.LEVEL” :
return 0; \Y &k
| SR
6 )
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dDCA Calculation

import java.util.Map;
public class CalculatorDdca {

public static boolean calc
Map<String, Double> schemes) {

// Level of input

for (String x: procResult.words) {

if (schemes.containsKey (x)) {
if (procResultlistOfTerm l.containsKey(x)V

>= proclnput.ddcalnputAZ)
>= proclnput.ddcalnputBZ)

>= proc]nput.ddcalnputCZ)

}

procRest

alt.
m

m

1 m
t

ListQPLErmgt =
// Syst Touk
// AppConst.g

ulate(ProcessInput procinput, ProcessResult procRe&Y’

signals

ListOfTerm lot = procResult.li$gQfT
lot.n++; w

} else {
Double v = schemes.get
ListOfTerm lot = nevgLi
lot.word = x;
lot.value = v.doub
lotn=1;

&5
]\&,Wlot.value

NGER;
ikn tA2 && lot.value

L_DANGER;
alnputB2 && lot.value

n gell

erm1l.keySet()) {
esultlistOfTerm1.get(key);

(lotword +"," + lotvalue + ", " + lot.n 4+ ", " +
Name(lot.level)); '

el
N

if (lot.level == AppConst.LEVEL_DANGER)

procResult.totalDanger += (lot.value * lot.n);

else if (lotlevel == AppConst.LEVEL_SAFE)

procResult.totalSafe += (lot.value * lot.n);

procResultnumOfTerms += lot.n;

procRe
procResultk =

sult.sk = procResult,totalDanger - (2 * procResult.totalSafe);
procResult.sk / procResult.numOfTerms; :

if (procResultk > 0 && procResultk > procinput.ddcaTk) {
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procResult.outputResultLevel = getResultHighMedium(proclnput
procResultk); ,
}else if (procResultk < 0 && procResultk < procInput.ddcaTk) {
procResult.outputResultLevel = getResultLow(procinput,
procResult.k):
} else if (procResultk == 0 && procResultk > proclnput.ddcaTk) {
procResult.outputResultLevel = getResultHighMedium(procl

’

procResu]t.k);
} else if (procResultk == 0 && procResultk < proclnput.ddcaTk%\
t,

procResult.outputResultLevel = getResultLow(procln

procResult.k);
}else if (procResultk > 0 && procResult.k == proclnput.d

procResult.outputResultLevel = getResultHighMeditygh (proclnput
procResult.k); '

procRcsult.outputResultLevel = getResultLo Input

}else if (procResult.k > 0 && procResultk < pr d ) {
procResult.outputResultLevel = w
®

AppConst.LEVELfCONDITION_MISMATCH; Y’
} else if (procResultk < 0 && procResult.k > Inpm:? ' (:’\

} else if (procResultk < 0 && procResultk == procln!iut.NTk) {

procResult.k);

procResult.outputResultLevel =

AppCOnSt.LEVEL»CONDlT]ON_MISMATCH; ’
) R . \

return true;

} (o
private static int getResultHighMediunNss]

return 0;

else if (k < procinputd tAP&& k pro, \ut.ddcaOut tB2
q putB2)
return AppCoggst: [U (o
else if (k < 0) O\ X
return App?u:vs VA _Mls@rcn;

}

b
—Cg(/

nput, double k) {

>= proclnput.ddcaOutputA2)
E_MISMATCH;

& k >= proclnput.ddcaOutputB2)
ALUE_MISMATCH;

X
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ire: Implicit Risk Of Spam

Messages
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UNIVERSITI SAINS ISLAM MALAYSIA
AP RAT AR

ISLAMIC SCIENCE UNIVERSITY OF MALAYSIA

QUESTIONNAIRE (4 pages)

“IMPLICIT RISK OF SPAM MESSAGES”

Researcher’s General Information: Kamahazira Zainal is a Ph.D. student from

Technology of Universiti Sains Islam Malaysia (USIM). Her research

information security focuses on assessing the potential risk of spam
theory that is known as Artificial Immune Systems (AIS) is applicfigin
capability and reliability in measuring the severity concentratio

can be contacted via arizah78@yahoo.com or +6012-3802629 for a

Objective: This questionnaire is conducted with the purpose rity the yhd
their abilities in identifying the risk and impact loss that may
from this questionnaire will be considered as an expert ju
the risk-level calculated from the proposed solution,

CA,Whi
thi

concentration for Context Assessment is develope i
divided into two (2) Sections; General information

risk level.

urthgr

se by sha

ated

please tick your answer.

1. | Age 1

& >,7 &
section A: Respondent’s General Inform@ (] 4 Cg

X
O

ulty of Science and
interest-based on

ges. An immunology
research to verify its

Qc ent.’The researcher

i
a‘dmg("of users and
mes!ages. The result
\%}’be compared to
{N on known as Risk
eSearch. This survey is
th@)erspectives on spam’s

~
"[@1-40 years old

() Over 41 years old

2. | profession

N
/ (] Private

Are you usingéi ’
@,ar,tmtme_forj

communicatio

Have you ever M = ‘
the received SMS spam |

5. messages? (please
respond if answered Yes |

to question no.4)

‘;? Gpver ?' C.) (O Other
1 _ A\()

WIFAE -

| O VYes \,v (O No

| O

|

‘ (O Yes (O No

' (O VYes,allthetime | (J Sometime (O Never

q1|Page




Based on your prior experience (if any) and common sense, please rate the following SMS spam
messages for its possible risk level. The different risk levels are defined and distinguished as the
following:

i, HIGH RISK: the spam message may cause SEVERE IMPACT if the user is responding
accordingly as requested such as clicking on a given URL link. This action literally could
activate phishing activity and scam/fraud action by the perpetrators. These may cause users
to lose money and lead to identity theft.

ii. MEDIUM RISK: the spam message may cause SERIOUS IMPACT but lesser than high risk. This
may happen if user responding to the message such as return call or text iven
unknown numbers. This action may impose some unnecessary/hidden cositogsers or in
worse case scenario; social-engineering technique may be applied for erpetrator
stealing confidential information such as bank card number and identifica%%mber.

iii. LOW RISK: the spam message basically only contains information otification of
something without requesting the user to reply or take any further ac his type of spam
messages may have a NEGLIGIBLE RISK OR NONE at all. For certajp cirdgmstances, the very
low risk for spam messages may validate as non-spam messages. %

section B: Respondent’s Perspectives (d

L ]
please tick your answer according to a reasonable risk level yourf poi Jfﬁ(with the
assistance of defined risk stated in the previous paragraph§ questignnafe ha samples of

GMS messages to be tagged for its possible risk level. Thes s arafa d f@'the real-world
case scenario.

-
%{ T
NO SMS messages PoQIe risk level
o
|

t
ENS
’i Happy Birthday from TM Rewards! G s‘lf ’ ' C}
i for RM9.90 (worth RM57.6 1 Jbo 9
prints ( h X ﬁ p@ OMedium |(O Low
s

| till 31/3/17.7&;Capply
RM100K on Big Win now! Go2 wwyg.bi
| &amp; guess as ma
sincerelyCelcom.Info:1114"

|
|
1 i frame+2.5% Cashback www.shopbac
| RMO Guess the number ofv?%st &athp; Jinl 0
‘ igyViel. 4
pa

High OMedium [(J Low

N
.
3
4%
wv
e ainad

’l{MO Have you hear

single? Get WE D e ol
| L
CallMeTones now,(! S883* 69 1P OP.F days! O 18 (O Medium |(J Low

w

SincrelyCelcom. % 1 B 7 el SR
icco #168,45.3.2015 at :
You hv a missed¥al rO67613333&\]‘? a O High (O Medium | Low

11:50 am)

Kindly not \bill amoun'tirl{éyti;RM85.1 is now
5 | overd Femit pymt within 20 days to avoid call | (J High OMedium |3 Low
barging. W INfo: dial *1114.TQ

| LAZA our order 364244777 is being shipped.

6 | Please check your email for more info on the | (J High OMedium |[(O Low
| shipment.

RMO BNM alert! Beware of phone calls or emails you
| receive. BNM/bank/PDRM will never require you to | (3J High OMedium |(OJ Low
| disclose your PIN or transfer your money to another

~N

2|Pdg‘,c




No SMS messages Possible risk level
: account.
RMO Thank you for your payment of RM108.00. Stay . )
= connected with Celcom! O High U Medium Lox
| RMO You've utilized 70% of your 4.00GB Internet. . .
9l (3 High O Medium Low
| RM0.00 M2U: Your TAC No. is 933417. TRANSFER TO
MAYBANK A/C ***0787/AMAN PALES for RM150.00 . ;
10 on 23 Dec 2016 17:43:31. Did not request? Call: 03- O High DMEd% L
58914744 s
— | RMO Your pay-per-use data roam charges have
11 | reached RMX. To continue using the service sends | (J High [:]Wum Low
YESDATA to 28882. Thank you. w
— | RM0.00 JQKclub.com; Live Casino, Slot Games
12 | Sportsbook &amp; 4D; Register Now for 100% Medium Low
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Samsung Galaxy S6 at only RM188! SMS; space; New i
13 | NRIC No; space; B2 to 66628 by 31/8/15. T&amp;C: - T
www.maybank.com.my ‘;\
[/’ RMO0.00 Win Cash Prize with Maybank EzyCastt \ )
EzyPay Plus or Balance Transfer from nowggtill Y.
14 | 21/08/16. Find out more http://mybk.co N’ High Dé}dlum i
T&amp;C apply. % Q
— | You have an important custome SeViCae )
15 announcement from PREMIER. C%gﬁg &&.DMednum Lo
— | Hi - this is your Mailbox Messaging rt. Qof . C;‘
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16 | pack on 09056242159 to retrieve %ss an D{k B LOY
matches f 3 @
— | Your unique user ID is 1172. val sghd ! NI
17 | {0 87239 customer services Q8708584 'z\f#q)(‘d:] High O Medium Low
— T check Out Choose m& jcos @
18 | sms.shsex.netUN fgkslp slp N O High O Medium Low
— | congrats! 1-year specgl r.1 i:g?ﬂrs,
call 09061209465 :%)c , (Vatrix3, _
19 %E!Px 20 \@ISOpm O High O Medium Low
Dontﬂiss out! o=
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please state your suggestion if the definition of the stated risk level should be different (disagree)
from the Jforementioned paragraph (on page 2). Kindly please justify your suggestion.

Thank you for your co-operation.

v
D 4\ lg )

a4|Pa ge



APPENDIX F
Validation Form: The Influence Of Risk C oncentration For Context Assessment
(RiICCA) Of SMS Messages In Daily Use
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UNIVERSITI SAINS ISLAM MALAYSIA
AN Al oelie

ISLAMIC SCIENCE UNIVERSITY OF MALAYSIA

VALIDATION FORM 1%

THE INFLUENCE OF RISK CONCENTRATION FOR CONTEXT ASSESSW(RiCCA) OF
SMS MESSAGES IN DAILY USE V

Dear Datuk / Datin / Prof. / Assoc. Prof./ Dr., Y' '

| am a Ph.D. student of Faculty of Science & Technolog@ itiNeaigd Islam Malaysia
(USIM). My research that is interest-based on informatiofysecufity focu of @‘éssing the
potential risk of SMS messages. An immunology theo%is knj Lm{f&ial Immune
systems (AIS) is applied in this research to verify its cqgabMey an@rgli |litk'ﬁrmeasuring the
severity concentration of spam content. \

NV ..
Due to your reputation in the field of informatg V%J

rity, Iiﬁ: ask for your opinion
in validating the proposed model in this stu a uli your time and effort

gr
participating in this questionnaire. % K? \&

l S g;’« S
Objective: )
This questionnaire is conducted wit r erifyIfte necessity or influence of the
proposed model, Risk Concentrgtion{or Coq)ext e ent (RiCCA) in assisting users in
detecting danger that may cause%am nyisii} R®re are many mobile apps available
online for spam filtering, bu%no@ |cip‘g&the risk that may occur.
The result from this ques@ire i‘lr? psig)r‘g in the literature review of the thesis.

’

Research Gap Analvsi;%v \(J
Theoharidou, Mylo ritzgh 6) Yeboah-Boateng & Amanor (2014) proclaimed

that SMS spam haék observed as o the mobile threats due to its malevolent impacts.
gince spam is nxa o be treated as?hreat, then it is required to be managed as proposed
in most of the r nagement standards in order to prevail over it. There are three (3) main
processes I ed in managing spam which are spam classification, spam clustering, and

determiggtiowevel of spam’s severity which also includes the options available to the
response apest spam.

There are numerous study found for SMS spam filtering (Lota & Hossain, 2017; Choudhary &
Jain, 2017; Abdulhamid et al., 2017; M.EI-Alfy & Alhasan, 2016; Sulaiman & Jali, 2015;
Mosquera et al., 2014) which differentiation of spam and ham (valid) messages. However, so
far there are no study found in assessing the risk of SMS spam messages. A study done by

1



Theoharidou et al. (2012) shared a risk that may occurred for many type of threats in a smart
phone which this study is more focus for threat assessment. Other than that, author in
Adewole, Anuar, & Kamsin (2016) suggested a framework to assess the risk of microblogging
comments into six (6) different levels; extremely normal, normal, low risk, medium risk, high
risk, extremely harmful. This framework that combined multinomial NB and kNN consist of
spam identification and risk assessment. However, this study did not provide proposal for
5MS messages risk measurement. Expected as one of the complement safegux. control
the potential loss cause by spam messages, this RICCA model is proposed as, lowing.

s
>

|
|
|
|
|

trafion (output signals)

\

% 5

ged with High, Medium or 1

Spam messag€ie ‘
\bcw tevel of nisk \

Fig%The flow process of functionality for the proposed model, RiCCA

The phadaggydetermination of spam’s severity level is divided into three (3) main risk
category:
i High —spam message could be expected to have a severe or catastrophic adverse effect;

ii. Medium —spam message could be expected to have a serious adverse effect; and
iii. Low —spam message could be expected to have a limited or negligible adverse effect.



As in a common risk assessment, the risk level of a threat is measured via the function of
impact and likelihood of identified threat that exploiting vulnerabilities. Basically, risk
Jssessment is the critical phase which the evaluation of risk will influence the decision on how
to deal with it.

validation of necessity:

Based on the aforementioned gap analysis and a model proposed (RiCCA) in this please
circle the numbers corresponding to your degree of agreement to each item w& denoted
scale.

1 Strongly disagree \
Z Disagree Y'
3 Neutral
4 Agree V
5 Strongly agree q '
— [
No. il T Questions Scale
1. | The proposed model is reliable in assisting user dete '2 (N 4 |5
malicious messages. b -

By

Ny
=
w
H
(2]

2. | The proposed model is feasible in daily use as
3. | Itis a good thmg to have this proposed m eI
for daily use.
4. | The proposed model canincrease awar n

among users. \\? A

5. | Itis potentlallyto expand the usabl is Rrﬁt@,ﬁ o| 1
other platforms such as email a edla R
AV

b

wn
o
Q
=
o)
QU
—
=
N
w
N
w

N
w
N
(9}

X~ l e
please state any of your sugg% egar: g J"@h@wtter Kindly please justify your

suggestion.
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APPENDIX G
Interface Of RiCCA Prototype

DCA Interface
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dDCA Interface

-1)

Output signals Range (negative

yyyyyyy

206



	Image00208.jpg
	Image00209.jpg
	Image00210.jpg
	Image00211.jpg
	Image00212.jpg
	Image00213.jpg
	Image00214.jpg
	Image00215.jpg
	Image00216.jpg
	Image00217.jpg
	Image00218.jpg
	Image00219.jpg
	Image00220.jpg
	Image00221.jpg
	Image00222.jpg
	Image00223.jpg
	Image00224.jpg
	Image00225.jpg
	Image00226.jpg
	Image00227.jpg
	Image00228.jpg
	Image00229.jpg
	Image00230.jpg
	Image00231.jpg
	Image00232.jpg
	Image00233.jpg
	Image00234.jpg
	Image00235.jpg
	Image00236.jpg
	Image00237.jpg
	Image00238.jpg
	Image00239.jpg
	Image00240.jpg
	Image00241.jpg
	Image00242.jpg
	Image00243.jpg
	Image00246.jpg
	Image00247.jpg

