CHAPTER V \Y~
CONCLUSION AND FUTURE WORK Aj
5.1: Introduction \,z

The increased usage and dependence on the sm oz has' made it a new
target for cybercriminals. An unsecured smartphone nerab Wy threats.

@
Also, studies show personal devices are not % securgd r’ac@ and
0

Hovden, 2009). The university students are f largeSt.groups of\, sartphone

viceéwxrg university

students and had a profound impact @v«as. Ac so@media sites, such
t}{éd the attention of the

as Facebook and Twitter, and features as text \»ay?c
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students, and many students conSidera 4am of time utilizing these

users (PEW Research, 2012). The smartphage is awubi
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’
ven Wi

iy ; g . .
malicious softwaresK tI] \nL products, firewalls and security software,
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This study focused especially on university students as a frequenter of smartphone
users. And to assess their awareness on smartphone security threats and se@tures
as a cycle of fragility and its mitigation. This thesis is arranged as . The first
chapter represents a general introduction about the topic and the statement of the problem.
Chapter Il discusses the related studies to the concerned area. Then Chapter 11l presents
the methodology which used to fulfil the study objective chd by Chapter IV that

presents the results and findings. Finally, Chapter V d trKhe? and suggests

@
relevant future works. ' C}Y'
AN
P 4
5.2: Study Achievement YV \ g

From the PEW Research in 20\6@1 repor t cﬁge-aged students are

among the largest group of smartph@gsers. 't? l;ésuggested that university
N,

students are the best option for%searﬂwer i ey% to focus on smartphone
kw;r ss level ﬁkhen provides better awareness

security threats and measure%
training programs. This i% the univer t){lsi[z&ts are the basis composition of the
community and org&’ﬁt&ons. /}n \y hav be aware of the threats and security

features to reduci &\da ge 0 thr@ and to reduce the loss of confidential and
n t

private infor the publig. \(J
X ’D)' {_3\

ﬁo the questionnai{%results, it was found the university students have a
ENg

mod \ebvel of awareness on smartphone security threats. It seems that, smartphone
still not fully aware about the damage that security threats can cause on their
personal information. The result showed that 44.3% of the respondents still store their

personal data on their Smartphone. This situation puts the educational organizations at
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risk. As poor security awareness not only exposes an organization to threats, but the entire

internet can be compromised, Similar findings were also reported in (Chen &IEOOG).

Also, 60% of the respondents know the existence of sm ne malicious

%‘

software. And 23.7% of them were attacked by malicious program n"the other hand,

*1

66.6% of the respondents know the existence of Smartphon sec software, but still
just 51.4% of the students use these softwares. Mylona! (2 3) found that the
respondents do not tend to use smartphone security s arefon devices, even

- - | S
though they tend to consider them essential. A
P 4

Result showed the students have a %Ze Ig,‘e
security features. It seems that, the sm@ users haéﬁufflment knowledge

about the security features on theif” s artphoE @s to lower the security

awareness level on the smartpho wmder@now feature of smartphone

password, But 41% don't of this f e. In addition, 59.3% of the

4

ware ?on smartphone

h

respondents know the SI% ode on thei 5(1‘1a ones But 48.6% do not willing to

use this feature. Al \@3%'0 resp nts know the screen lock of their
smartphone, But ng ta) u this feature. These findings support by
related studle at<cond \rgs’ hone security awareness (Androulidakis and
Kandus, ﬁ(/ D)f V("

AN S

E his study, some factors like (gender, age, educational level, academic
a

% ation and smartphone experience) were tested with Person correlation to come up
the effect of these factors on students’ security awareness level. Based on our

analysis the gender factor don't effect on students' awareness level. This may be due to
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the increase of the Internet and smartphone usage among females. Also increase the
participation of females in business activities in Libyan society. These rea @ to an
increase in the level of awareness among females. This aligns wit 2014) that
affirmed there was no correlation between the gender and sec %el

If gender

influences the security awareness, then training programs couldabe adjusted accordingly.

Some studies identified females to be more conservative !n rw.!ecurlty (Jones, et al.,

2012) while other studies identified males as more vative curl practitioners
(Mensch, et al., 2011). In addition, some studies s d a diffefence fW"{'ﬁESS level
between males and females (Androulidakis and Kan 010} ‘T

\ v
’ N
The research is inconclusive rega Mcorr lati etw(i age and security

(Mensch et al,. 2011 and Riola, 2014). n our studyythe age/factor don't effect on

students' awareness level. Also, w :una noﬁ&p’o n the (educational level,
“« Q=
awarengss eve&i@ addition, the studies were
\
lon bet

een the s ization and smartphone securit
S v

inconclusive regarding a gorre
Some studies found a coraatl e erF. &9 major and smartphone security

(Androulidakis, et a&l ) (ﬁ@ et ak¢,2011). On the other hand, other studies

N
(.z
found no correla jn f% 3n'd(J rtphone security (Grajek, 2013). Finally, the
nce xa

smartphone gx san t on the students' awareness level.
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5.3: Research Limitations and Difficulties

This research presents interesting findings. But there are specific MYHS that
must be considered to develop upcoming researches in this area. ThAﬂearch did not
include all potential factors which can affect the awareness level o thone security
such as, IT experience and working on the computer. And m tion of the study is

od

that the findings may be affected by the sample's gender. e'blased towards the

female population, since the majority of the respondents Were f %) However,
the researcher found no differences between th@of the/ parti lplln.tf)responses
depending on the gender of the sample. Also th rit f't spoerents were aged

(18-22) years with 84.3% of the sample,dwmtro C klnd‘}a\ f bias in research

analysis. Finally, there are Iimitations of%the ti e an Iace @1e guestionnaire was

administered in Libya. It was ver y t ad rI er data back to Malaysia.
This makes the time for data coI of IMC @hls study.
5.4: Future Work I 0’

\ &

This study f@ |Iev of us\ areness on smartphone security threats
also on securlt res stu dlﬁs)('?leed to cover a wide range of security
vulnerabilit' r|sk§. S @tphone malware. Also, they need to add more
factors mc n affect the awarg];gs. level of smartphone security awareness. And they
need nd this research to contain a larger size of the sample, which can contribute

>

results. In addition, future studies should deploy more statistical data analysis,

Qﬁ regression and one-sample T-test which ensure many relevant findings.
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5.5: Summary

This chapter concludes the study. It also presents the main findir\eg:thesis

and provides better understanding of the relationship between study % Finally, the

limitations and future work were also presented. Y‘
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