CHAPTER 6

DEVELOPMENT OF LAO-3D LIGHTWEIGHT BLOCK CIPKI!E
6.1 Introduction v
This chapter highlights the design structure of the 3D ciphs\th}z;as been adopted.
In order to develop a new lightweight algorithm based on t BWer, the formulation of
a 3D rotation function is presented in Section 6.2. The ation i@in component
jon 63.' Design
O
construction of the new lightweight block cipher is explainedsin detail to wevide a clear

T Y
overview of the algorithm developed for security p dugis \l’ement ion.
3 )

6.2 Formulation of 3D Rotation Rtinction \T ,<\
ra

in the development of the lightweight block cipher @s,discussed in Séc

N,

This section presents the desi secite crypt component in order to fulfil

Research Objective 2, in whir%?hulii 0 S@tion method is developed. The
e

3D rotation method is sui% imgj me eJquLn;Q block cipher with a block size that
XG, 51 d 1,000). Thus, the 3D design does not

can be the square root ee (e.g.,
increase the bloc We izes ,bloq@lpher algorithm. 64 bits block cipher is the

D

option to fit in the implementation of security

ideal size of a@ hma‘?)

products "@Ie phc{n hich req ires a compact encryption algorithm with small
)

compuqk er to optimize the\glization of the device resources (Rahim et al., 2018).

Ny
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The selection of the 3D cipher design approach in this research is due to its capability
to enhance the security strength of block cipher with improvements of the {Rsion and
diffusion properties. Enhancement made to the new 3D cipher mainly:&@o increase

security without enlarging the size of the block cipher algorithm, whi&h improves existing

3D cipher methods. \,
T
6.2.1 3D Bit Rotation .l\d
As the foundation of the development of the 3D fetation compon tln éamn 6.2.2,
a 3DBitRotation function is introduced to performﬁnut}ti \qn_ﬂatiaa—%n the 3D (4
X 4 x 4 bits) cipher state as shown in Figure % ry i \'

of 16 bits plaintext that is assigned at\kalce. In
accommaodate all 64 bits block size of@ﬂew lig i W g@sipher that is discussed in
? o 2)

f the ¢ipher state consists

Section 6.3.
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Figure 6% -Dimensional Cipher State
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The 3DBitRotation function can be applied on the X-axis, Y-axis, or Z-axis. Figure

6.2 shows the rotation formation of the 3DBitRotation function that is rotate&& specific

clockwise direction as follows: :(‘)

i) Sliceo: Rotate 0° (no rotation). Y*
ii) Slice1: Rotate 90°. \)

iii) Slicez: Rotate 180°. z l

iv) Slices: Rotate 270°.

Sh"ce7

3 \’:
Slice,
Slice, ;\Z
371l »
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1 5 9 113
2700 0] 4|8 ]12

\‘v \.I' N
% Ffu?e : :5D(§TDRotation Formation
NS
&, A 5
X
6.2.2 @o ation Function g}/

3D rotation function is designed called Double3DRotation that combines three

@ tions including the 3DBitRotation_X-axis, AddRoundKey, and 3DBitRotation_Z-

to answer Research Question 4. In this rotation function, a plaintext and key are the

input of the 3D cipher design to execute the encryption process.
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The overall structure of the Double3DRotation function is displayed in Figure 6.3.
This component can be easily plugged into any block cipher algorithm wherqh{?ock size
is divisible by n3® (e.g., 64-bit and 512-bit). Details of every S@m of the

Double3DRotation are specified in the following subsections.
& :
4

o
1)
i~
S
®
&
2
S
Q
=
S
3

6.2.2.1 3D Bit RO'LQs(X-axli
0]

Implementati

§Yic\€§}3y placing the data bits into 4 x 4 x 4 matrices.
r p@text is represented by W = wgsl|... [lwyl|lw, as

)
displa)\' igure 6.4. \<'7

| wes | wer | e | g ‘ Wyg ‘ Wyy W3y | w3y | Wy ‘ | Wiy | Wig | Wis ‘ Wiy | ...... | Wy | Wy ‘

Q Figure 6.4: 2D Plaintext

W ‘ e | W33
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The initial 16 bits plaintext, wys]|... ||lw;|lw, are ordered in Sliceo defined as

aool| - lao14||@o,1s and the subsequent 16 bits wyy|l... [[wy,[lw; are Io&&n Slice1

defined as ay gl|... llas 14]|@s,15. The consecutive 16 bits of the plainteﬁcaassigned as

Slice2 defined as ay | llaz14]|az 15 and Slices defined as as o|| %lfesria||as 15 Which

completed the 3D cipher state as presented in Figure 6.5.
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The 3D cipher state is then rotated in a specific clockwise direction at the X-axis as
shown in Figure 6.6 with 90° rotation for Slice1, 180° rotation for Slicez, ZYQRation for
Slices, and no rotation for Sliceo. The cipher state of each Slice before aﬂ operating

X

the 3DBitRotation_X-axis function is depicted in Figure 6.7.

Slicey Slicey Slice, Slices
Qg0 | @o,1 | Qo2 | Q0,3 Q10 | Q11 (@12 |A13 Qz0 (G231 | Q22 | Q23 Q30 | 03,1 (G322 | 433
Qo4 | Q05 | Qo6 | Qo7 a4 |Q15 |G [D17 Q4 Q25 |G26 | 927 (3,4 | Q35 | A3 |day
Qg | @p9 |@p10 |Qo,11 a1g | Q19 |Q110 (21,11 Qyg | Qz9 (G210 |%211 QA3 | 23,9 |%3,10 [93,11
Qg,12 (Qp,13 |Qp,14 |Qp,15 Q112 |@113 [A1,14 |P1,15 Q312 |A2,13 (0214 |F2,15 Q312 Q3,13 (A3,14 |A3,15

Cipher State Before 3D Bit Rotation

Slicey Slice; Slice, Slicey
Qg0 |@o,1 | Qo2 | Qo3 Q1,12 (18 (@14 | Q10 2,15 |@2,14 G213 G212 Q33 | @37 |A3,11 |@3.15
Qg4 | Qps | Ao | Qo7 Q33| Q19 |15 | F11 Q11 |A210 | @29 | 92,8 Qzz | A3,6 (93,10 |23,14
o | @09 |@0,10 |%0,11 Q34 |Q110 | Q16 | F12 Q7 |Qz6 | Q25 | Q2,4 Azy | Q35 |39 |4313
Qp,12 (@p,13 |%0,14 |0,15 Q1,15 [A1,11 | Q1,7 | 91,3 Qz3 (22 | @21 | Q2,0 GAzo | Q34 |Q3p (3,12
Cipher State After 3D Bit Rotation

> 4 ¥
9
t

) &y
Figure 6.7: it Rotation ( IS) C&er State
X | S

N

Formulation of the éDatRo atid ﬁs(i@nction can be represented as linear

equations as listed ir@.l !\t are erive@ﬁm the 3D Bit Rotation Formation shown
N

in Figure 6.2. Th@Ro tion ay,sf ulation is divided into four Slices that consist

O
of 16 bits ou IS generated fro equations.
L e
.Y 3
S
S
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Table 6.1: Formulation of 3D Bit Rotation (X-axis)

Slice Input, X Equation Output, Y
Slice, | 012345678, vy 0,1,23,4,5 WN?V
9,10, 11, 12, 13, 14, 15 9,10, 11, 12, ;%
16, 17,18, 19 Y = —4X + 92 28, 24, 20, 16
Slices 20, 21, 22, 23 Y = —4X + 109 29, 255*, )
24, 25,26, 27 Y = —4X + 126 30, 8
28<X<31 Y = —4X + 143 28, 29430, 31
. 32, 33, 34, 35, 36, 37, 38, 39,
Slicez | 4o 41 42,43, 44,45, 46,47 | Y= X+79
48, 49, 50, 51 Y = 4X — 141
. 52, 53, 54, 55 Y = 4X — 158
Slices
56, 57, 58, 59 Y = 4X — 175
60, 61, 62, 63 Y = 4X — 192

Output

Slice 0

3 4 5 6 7 8 9 10 11 12 13 14 15

Input

ong,\ other. For better

g@gsplayed in Figure 6.8.

Output
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Slice 2
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(ii) Slicex

Oulpul

Input
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(iii) Slicez
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Slice 3
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Tnput
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Slice 0, 1, 2, and 3

o] 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50 52 54 56 58 60 62
Input

(v) Combination of Sliceo, Slice1, Sli n 'Ii%
Figure 6.8: 3D Bit Rotation (Xsaxis) Output . \Y'
| S
P 4
&y

The presented graphs indicate that the distributio \Qutput énérated from the

3DBitRotation_X-axis function are diffe n@ach us 8Qorrelation exists. 3D
cipher is able to withstand cryptanal)e'c atta kwﬁa’sti alléqalyses, hence, making a
cryptographic algorithm more se@ asrabud & \rakpam, 2021). Therefore,
N
er (jlé@lon property to the new block
cipher algorithm. z S
3 £ &y
6.2.22 AddRo ’d%Qy Functi
2N |

AddRoundKey_is an fO 0 rﬁig@_g the round key (ko to kes) and the present state
(Sliceo to ) hich® ine@form a data string as presented in Figure 6.9. The

; . > 4 _ : :
purpos lementing the Add'@.lndKey function is to add confusion property in a block

the enhanced 3D rotation functio F

cip rithm. This function is repeatedly used depending on the number of round keys

@led by the key schedule algorithm of a block cipher.
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Round Key ‘ kotokys | kg to ks, | 3y to kyy ‘ kyg to ks |

State [ Slice, | Slice, | Slice

|
Figure 6.9: Add Round Key s

The specific state used in the AddRoundKey operation for 3D cipher design

Slice, |

N

is the output of the previous 3DBitRotation_X-axis functio igge 6.10 shows the state of

every Slice that contains different data values that are ed after Wryption round

L

with the addition of round keys. ' _\c}‘r
% j b

Jk(} kl k, k.% k\l kS kﬁ k? kS k‘) klO kil klE kls k14 kli

o0 | Qo1 | o2 | Y03 | Yoa | Yos | “oe | Fo7 | Fos | Yoo | Fop0 | o1 | Foa2 | Dou3 | o4 [ Do.15

’ ’ ] ] r t t
Qoo | Qo1 | Qo2 | o3 | 904 | 905 | Qos | Yo7 | Dos | Doo | Dogo | Doa1 | Fogz | Gog3 | Gou4 | G015

k’ﬁ kf." k28 k29 kSO kl 1

G| Gig | Ga | o | Gz | D | Ds | g | Da | Do | Fie | T2 | s | Y | T | s

r r r r r
Ay | s | 9ra | 910 [ 9z | 919 | 915 | 910 [ Faa | 90| 916 | 912 | 9as |9 | 97 | 913

k]’ k.B k34 kSS k36 k_w kSS k39 k—‘l[] k—‘ll '1(4" IIJI(4.“-5 lIJICAM k45 kq,(, k47

Gos | 9204 | 9203 | Y202 | Y21 | Y200 | P dag ay7 25X ys ayy a3 i a1 a0

r ' r r ' ' ' ' ' r
a5 | Gaga | Fogaz | Faga | oy | Fago | a9 | ag | Gag | Gag | Gas | Gag | Gaz | Gan | G2 dag

(iii) Add Round Key Slice2
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33 | a7 | Gaq) | @ags | 32 | G3g | G300 | 93,04 | C3) | G35 | G | Gag3 | G3p | d3y | G3g | d3pn

' ’ ' r r r ’ L '
Q33 | 37 [Gan [ d3)5 [ @3z | dag | D30 [ D34 | D31 | G35 [ 3o [ G313 | 3o | a4 | d3s | G312

(iv) Add Round Key Slices h S

Figure 6.10: Add Round Key (Sliceo to ?}

6.2.2.3 3D Bit Rotation (Z-axis) Function \d‘ X~

This function applies the same method as%orevio ion_X-axis
function. However, the 3D cipher state is rotate¥i~th
where the rotation direction remains the arﬁ?(e pr

Slice1, 180° rotation for Slice2, 270° rotation for Ski aTn rotation for Sliceo. The input

of this function is the output from the oundKe s sho@n Figure 6.12.

¥
i)

F@\n’a 6.11: Z-axis Rotation

.
.
(’i:%@/

as shg\m’in Figure 6.11

nctietqwﬂh 90° rotation for

>
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Slicey Slice; Slice, Slices

ﬂ'u,u aru,1 ﬂru,z a'u,a a’l,[) 0’1,1 a’l,z a’1,3 a'z,u a’z,l a’z,z a’z,s a’:;,o a,s,:l a’z,z a’s,z
a'os |@os |@os |a'07 a'yy |15 | Qe a'yz a'zy |05 [a2e a'sq a'zs |a'zs a6 |a's7
a'ys |a'og |@o0|@011 a'y1g |19 @110 111 a8 |a'29 |@'210 |®211 a'zg @39 |a'310(a'311
ﬂ'n,u ﬂrn,13 arn,u ﬂ'n,15 ﬂ'l,_lz ﬂ'1,13 ﬂ'l,u a’1,15 a’g,lg a'z,lg 0'2,14 a‘2,15 a,3,12 0’3,13 0’3,14 0'3,15

Cipher State Before 3D Bit Rotation

Slicey Slice; Slice, Slices

1 r ! I ’ ’ r r r I ’ I I I 1 ’
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o 'l o ' ' 1 a ! ! / a a'zy |a a' a'
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@ 12|34 X311 Q03 Q315 |@35 [@213 (%07 Q3 |A36 @14 (0,11 Q30 A37 |@o2 (A015

Cipher State After 3D Bit Rotation
- J e
Figure 6.12: 3D Bit Rotation (Z-axis) Cipher'St \ &
\ N
N

Formulation of the 3DBitRotati - func deri from the 3D Bit

Rotation Formation that is representéd_in linea \qua on 9s\kk'sted in Table 6.2. The

-9

N,
3DBitRotation_Z-axis formulationgi 'dedqnto un Slzo (qhat contain 16 bits outputs
that are produced from the Iin%\g'&atio . N

S
/.
=
e 04//
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62 |
In total, 26 indep%;uaﬂc‘)‘i w

function that is point&N@‘a spegi
nct

produced from th

Graphical rep nta
displayed 'EWe 619

Ny

Table 6.2: Formulation of 3D Bit Rotation (Z-axis)

Slice Input, X Equation Output, Y
0,1,15 Y = 13X 0,13,3
2,3,5 Y=-11X + 84 62, 51, 29
Slice 4,8,12 Y = 49X — 576 4,8,12
6,7 Y =-23X+196 58, 35
9,10 Y =9X—-36 45, 54
11,13, 14 Y =-11X + 204 19,61, 5
16,17, 24 Y =-7X+128 16,%
18, 23 Y =37X —-620 46, 3
Slice, 19, 21, 22 Y =17X — 332
20, 28 Y =—-15X + 384
26, 27, 29 Y =—15X + 4 3,571
25, 30, 31 Y=-27X+8 ,
32,36, 37 Y = —15X + 576 ,36,21 |
33, 38,39 Y =17X — 5, 26, 43 '
Slice, 34,35 !
40, 43, 44
41,42, 47
45, 46
48, 49, 52, 56
50, 51
53
. 54,55
Slices 57 58
59
60,

e

n indi
’

ons [of thelout

ice an

tt

€
s

)
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Ha@d from the 3DBitRotation_Z-axis
&

input data. Multiple linear equations
I(e-\jaices are not correlated with one another.

@t )from the 3DBitRotation_Z-axis function are



Slice 0 Slice 1

5 36 Z 3
£ 22 32
O 28 528

0 1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
Input Input

Slice 2

EES

£

A8 8

24

20

16

12

8

4

1 0

32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 53 60 61 62 63
Tnput Input

(iii) Slice2 g iv) Slices’
iii) Slice ‘Q Q?Vaﬁ

Slice 0,1, 2, and 3

utput

(8
v
&

0 2 4 6 B 10 12 14 16 1B 20 22 24 26 2B 30 32 34 3b 38 40 42 44 46 48 50 52 54 56 58 60 B2
Input

@Co inatio E;lSIi@-,/Slicel,Slicez,and Slices
% Figure 6113
NI

3 Rotation (Z-axis) Output
&
Nraphs show that the d@ibutions of output produced from the 3DBitRotation_Z-
is function are not identical, thus no correlation exists between each Slice. Therefore, the
n function can provide significant diffusion property to the new lightweight block

cipher.
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6.3 Development of LAO-3D Lightweight Block Cipher

This section highlights the development of the new lightweight bWipher
algorithm called Light Algorithm Operation (LAO-3D) based on 3- i‘@ional (3D)
permutation to answer Research Question 5 and to fulfil Research Objective 3, thus
producing Research Contribution 2. LAO-3D is specifically desighned for security products
as it is more compact and requires small computing power. heWhm provides security
at a low cost due to its design simplicity which is dev based n'the ighly efficient
RECTANGLE block cipher. In order to improve the s@eurity strength o hi o'rtgjﬁﬁl cipher
design, the new algorithm implemented the 3D rotation,methad intr ucedw'%r\Section 6.2.
The combination of the 3D rotation method, and o

resulted in the development of a secure @ lightweight/block-Cipher.

In the following subsections, %mneral \Ol-t[ ti ;;bt the new algorithm are

N
discussed to introduce an overvie% des@;n st re.{f}(@(t, the encryption algorithm

is presented by detailing each%ryp‘ a fur@s used in the lightweight block
I on

cipher. This is followed trodu Iﬁeﬁa schedule algorithm along with its
s 2o 9
N O

design components.
Q7 &

'

6.3.1  Algogithm Specificatipn \(;J
Lig:%grithm {)mgn (Is;%-BD) based on 3-dimensional permutation is a

)
lightw ck cipher with Zmrated encryption rounds. LAO-3D is built with 64-bit

bl iz€ and 128-bit key size. The cipher state is divided into four rows for its cipher
@ons which implements the Substitution-Permutation Network (SPN) structure. SPN

structure is adopted as it takes lesser execution time, consumes lower energy
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implementation, and requires a smaller number of rounds function compared to the Feistel
network (Biswas et al., 2020). Y.
Every encryption round of LAO-3D cipher consists of three main Flrst the
linear layer guarantees high diffusion over multiple encryption rounds. Second, the non-
linear layer has a parallel application of the S-box that has highynon[ihearity properties.
Third, the key addition layer applies a simple XOR of th rOLWy to the intermediate

cipher state that introduced confusion property to the . Wtation of the

linear and non-linear layers in LAO-3D would pro%ﬁusmn nd rsfg&operties

in the algorithm which are the fundamental requir ts of,a ecure Ilghgwelght block

N

The different transformations op t% the in iatﬁsult of this cipher is

gular array of bits. This

cipher (Pehlivanoglu et al., 2017).

called the cipher state. The cipher sta n be p

array has four rows while the nu olunfh

UJ

is I t block size (64 bits) divided
&

by the number of rows. On o er s key is similarly pictured as a
be (g'cmns of the secret key is equal to the

rectangular array with fon% The n

key size (128 bits) di & by f0L|r r These esentations of the cipher state and key
r

&
state are illustrate igure 6. [ O
¢
~ = ()

Qp,15 | Qp,14 dpz | o1 | Qoo V31 | Vzo V3 51 g
Q15 | 03,14 - | @12 | Q11 | Q10 Vg3 | Vez - | V34 | V33 | V32
QAz15 [Qz,14 Az2 | Q21 | Q20 Vg | Vos Vgs | Ves | Vea

P P O P 3

0' Cipher State Key State

Figure 6.14: Cipher State and Key State
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6.3.2  Encryption Algorithm

The round transformation of LAO-3D block cipher is composed of four{different

functions as shown in the following pseudo C notation: :(’)

RoundKeysGeneration (Key)
AddRoundKey (CipherState, RoundKeyo)
fori=1t0 20 \)

{
SubColumn (CipherState); Il

Double3DRotation (Ciph , RoundKeyi);
} . x-
| &
In this notation, the AddRoundKey, SubColumnyand Dou‘pl D tati@nnctions are

- : s b :
operated on arrays in which the inputs are the Statéand R y. Thg overall encryption

and decryption process of LAO-3D blo %\gdis edin F%(e 6.15.
> - D A
(64 bits

- 1

Secret Key

AddRoundKey ]'-,- 8]

[ P
1 R;‘:;d : 3DBitRotation (Z-axis) I
= T Key Schedule [ 3 £
g [ SubColumn ] ! . - d l‘s =
= ! Algorithm o o WA R
S ; = AddRoundKey S EHEs
= 1 B . 1 QS o
g I (=] 3DBitRotation (X-axis) .- _<"ROU nd Keys == S B
= 2 —_ (64 bits) - 1 . ; sl I =
Z |z B3 — ' 3DBitRotation (X-axis) =
® |E ' 2
g |2 = 1 =2
E. 2 g AddRoundKey i 1 £
1 N S
E‘ ;...: i : [ SUbC:Iiiumn: J E
— I le
=B 3DBitRotation (z-axis) "Round !
L
B iy-[ AddRoundKey ] /

]

|
]

Plaintext
0: Figure 6.15: LAO-3D Encryption and Decryption Process
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For the decryption process, the functions are implemented in reverse order starting
with rounds of the Double3DRotation and SubColumn functions, then fo@ y the
AddRoundKey. The round keys are used in reverse order for the decrypti 3 ess. Every

functions transformation of the algorithm is shown in the following notation:

RoundKeysGeneration (Key)
fori=1t020

{
Double3DRotation™* (Cipher nd y21-i
SubColumn! (CipherState);
} L]
AddRoundKey (ClpherStat(@Keyo | _\‘*}

6.3.2.1 Add Round Key \; 0\ %
In  the AddRoundKey opeM) the texd%efmed as A=

®$ rfn_p\e bitwise XOR with the
")

N k:,ﬁ&am”ko 15 - ko o to produce
the cipher state as shown in Figure 6.16. 'F he l it r@nd key is generated using the key
schedule algorithm as d % in Se{agj this function, the input and output of
AddRoundKey used @cr IIOI‘I d dec@on processes are displayed in Table 6.3.
Lo

a3‘15 e a3‘0||a2,15 LR} a2,0 ||a1‘15 e al

round key defined as K = kj 15\

Plaintext ‘ 3,15 | 3,14 "—Ffsl | 5ol 92,15 ‘ Ay1q | weee | a1 | 920 | 415 | appq | e ‘ Lyl | a0 |ao.15 | “o,ul ------ | Ao, | o0 ‘
Round ‘ k3 15 | kj 14 | RS ‘ kj.l | k.‘i,ﬂ | Ji’2.15 ‘ kE.H ‘ | lkll | 'kZ.O I kl,lS | k1.14 | EEA ‘ Ji:].1 | kl,ll] | lk\?.ls | kO,M | """ | hl | k‘lﬂ ‘
CHPEN [y 15 Basa | e [ Bax [ 30 [ Bass [ Basa | o [ Bas [ P2 [Buas [ Buas ] oo | Bua | Buo [[Bais | Borel] = | on | Bon ]

State

0: Figure 6.16: Add Round Key
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Table 6.3: Input and Output of Add Round Key

Input Output Q
Encryption Plaintext Input of SubColumn \
Decryption | Output of SubColumn Plaintext %

6.3.2.2 Sub Column ?

SubColumn is a non-linear bit substitution that oper \ipendently on each

stitl'tion box using the

PRESENT S-box (Bogdanov et al., 2007) as shown in Ta 4. MENQS-box is
N

implemented to replace the original RECTA!@-box u o'ité&s%tisfactory

P 4
cryptographic properties as well as its small hard\mot There ar y lightweight
algorithms implemented PRESENT S-box @&riP

et al., 2020), LED (Guo et al., 2011), PHMI (Guo e

et al., 2010). This S-box function i OD b)ﬁﬁzbs@gmion box where the output
‘% L&

distribution of the S-box can be ﬁ%

(,)Y'\: bj__g}

column (4 bits) of the state. This function implemented

irija § 2020), u2 (Yeoh

W
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Table 6.4: S-box

Hexadecimal Decimal Binary
Input, x | Output, S(X) | Input,x | Output, S(x) | Input,x | Output, S(x)
0 C 0 12 0000 ﬁW)L
1 5 1 5 0001 101
2 6 2 6 0010
3 B 3 1 0011 1
4 9 4 9 0100 ? 1001
5 0 5 0 0101 7 0000
6 A 6 10 0110 1010
7 D 7 13 01 1101
8 3 8 3 0 , 0011
9 E 9 14 [ 1110
A F 10 15 010 g %1
B 8 1 8 1 )
C 4 12 4 \ 1100] | P 0100,~.%
D 7 13 7 1101 |@f @111
E 1 14 1 11100 |4 0004
F 2 15 ? 1 e0fo

‘012‘34567‘89101112131415

Figure’6.17: itrfaution of S-box
N <=
N
The input @ S- O%ﬂ"l (tfg'gubColumn function is the output from the

AddRoundKey med:ab}j = @\bz,j”h,j”bo,j and the output is S(Col;) =
P 5
0311”0214‘&"0'1' for 15 > j 2®'depicted in Figure 6.18. Table 6.5 displays the input

and o?\)f the SubColumn function used in the encryption and decryption processes.

S
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0,15 02 o1 o0

Cl‘ls ses cl‘z cl,l Cl,n
€215 €2 Gl Ca0 \z l

€315 €32 G Cip r

~ | \Y. -
Figure 6.18: Sub Col | (’\)s

A

{ b3
Table 6.5: Input and Out ub% Y

Input Output
Encryption |  Output of Add uﬁv Input o oubotation
Decryption | Output of Doubl% on Input of AddRolindKey

6.3.2.3 Double 3D Rotation “« Q-
\ RN,

The formation of thng Ie3,> otation fudetion is constructed using the
3DBitRotation_X-axis,

formulated based o

are displayed i

n ,(\Q rotation

output of the Do kﬂQRot ti

NS
SR

(
dKey, an }Dgﬁnation_z-axis. This function is

specifietsin Section 6.2. In general, the input and

&
ghsy ion &s')@‘ in the encryption and decryption processes
’

O

6.6. NS
A A
Table 6.6: Inpy_isgw_d Output of Double 3D Rotation
N
Input Output
Encryption | Output of SubColumn Ciphertext
Decryption Ciphertext Input of SubColumn
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6.3.2.3.1 3D Bit Rotation (X-axis)

The rotation formation of the 3DBitRotation_X-axis function is rotatqu specific

clockwise direction at the X-axis as follows: :c')

i) Sliceo: Rotate 0° (no rotation). Y.
ii) Slice1: Rotate 90°. \)

iii) Slicez: Rotate 180°. z '
iv) Slices: Rotate 270°. \d
X

n e{) ed ioﬁe form of a
N <

e U\Jtpu bits @ribution of the
&
3DBitRotation_X-axis can be observed m\ 6.19. O

\ AL
Table 6.7: 3D Iﬁ&m ﬂe%tga!oj'lﬁ(x-axis)
/¥

Values of the 3DBitRotation_X-axis functi

permutation table as shown in Table

A b
Permutation Tage (X-axis Rotation)

5 % 7
134 15
75021 | 17
Q2712319
42 | 41| 40
34 [33]32

54 | 58 | 62
52 |56 | 60

[AERERE] 6 1 S ]Iﬂ]ll]l I’ ’ ’ ’.& Iullﬁl ] ||| 2 li’il’ ’i 1 l:lﬁl :-1 5]4.‘]:'.]4-:55:5!’3"55:.’. .’-!: ]’::I.-“ ‘9’ ] ] ’S ﬁ.l ] ] _6_4!_.‘3_.‘_ |

Q:‘ Figure 6.19: Distribution of Bit Rotation (X-axis) Output
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The input for the 3DBitRotation_X-axis is the output of the SubColumn function

demed as C = C3’15 C3,0||C2,15 CZ,O||C1,15 C1,0||C0‘15 C0,0 and the OU%E P(C) =

ds1s - dsg||dz1s - daol|dis - dio|do1s - doo are depicted in Figusgﬁ Table 6.8

displays the input and output of the 3DBitRotation_X-axis used iv?ﬁ,encryption and

decryption processes. \,

&
|C3Js | C3.14| ------ | C3) | Cip |Cz.1s | '33.14| | €1 | Can |C1.15 | CI.L4| | €11 | €0 |Co,15 | Co,ul ------ | Co,1 | Co,0 |
l%{-mﬂ's
|dm | dyig | o | dy, | dyo |d3_.5 | dygg | | dy, | dyo | dyss | d,, ,, | d,, | dyo |donj | dm4| ...... | dy, | dyo |
Figure 6.20: 3D Bit R (X- axf's)bj \,‘T
: oo
Table 6.8: Input and Out B t axis)
\ (%“
Input Output

Encryption | Output Column'\\ _Input of A ndKey
Decryption Output( under' plj o olumn

Aj q
6.3.2.3.2 Add Round Key
In this operation, utput .' |tRotat|on _X-axis defined as D =

ds1s - dsol|dz1s - \Py ld1 o 0.15 <50 |s XOR with the round key defined as

O

/1,€

K =ksqs - k3 : 0||'k ,1!1 ofHo 15 - ko 0 to produce the new cipher state as
shown in F Fpl’bh-ls).l e input and output of AddRoundKey used in the

encrypti onN ecryption proces re displayed in Table 6.9.
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Cipher

State ‘ dy s | ds.ul ----- ‘ dy, ‘ dyg ‘ dy 15 | dll-il | dy | dyg |d1‘15 | d1.14| | dy, | dig Idous | ‘io.ul ------ | dy, | dyg ‘

@
‘ Iklls | Ikll-lt | """ ‘ Jic!.l ‘ klO [ k?.ls | k2.|.4 | | Ik2.1 | ke.o | kI.IS | Jicl.l-l | seznas | kl.l | Ik!‘ll.'l I kﬂ.ls | Ik’.ﬂ.ltt | """ l ko.l l kﬂﬂ ‘

Round
Key

New
Cipher ‘ €315 | es.14| ------ ‘ €31 ‘ €30 [22.15 | ez.L-sl | €1 | €0 |el.15 | el.|-1| | LW | €10 Ieo,ls | eu,ul ------ l €g,1 l €0 ‘
State

Figure 6.21: Add Round Key \,z
Table 6.9: Input and Output of Add mﬁzey '

[ A
Input Output
Encryption | Output of 3DBitRotation_X-axis | Input of 8DBitRotation Z-axis 1
Decryption | Output of 3DBitRotation Z-axis of 3DBitRotatign iSN

6.3.2.3.3 3D Bit Rotation (Z-axis) ? o,

The rotation formation of the 3D®Z- is f cticBQ,rotated in a specific

clockwise direction at the Z-axis as foavss:

i) Sliceo: Rotate 0° (no@_y HAQQ;
ii) Slicei: Rotate 90°_Y~ , ‘é\
o, nj 'S

Y
5‘/)),

iii) Slice2: Rotate

4 .“49
R hﬂo‘).l\ %

iv) Slices: &

N

The SD%uﬁon_ -axis value be presented in the form of a permutation table
L i T e
as shown e ou

e 6.10. tp@’lts distribution of the 3DBitRotation_Z-axis can be

@)
obser, MFigure 6.22. ™~

S
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Table 6.10: 3D Bit Rotation Permutation Table (Z-axis)

Permutation Table (Z-axis Rotation)
0 [13|62|51] 4 ]29|58]35
8 |45|54|19|12]|61|50] 3
16| 9 |46 55|20 |25]4239
24 1413823 |28|57|34
32| 5[30]|59|36|21]26
40 | 37|22 |27 |44 53|18
48| 1 114|163 ]52]17 |10
56 33| 6 |31|60|49]| 2

§ ?’i] 1 IsI 1§ 6’ 1519 Il]l. ’ ’I *]a"]s:],o

.I]: : ’l‘! &7

S
Rr’ o
Figure 6.22: Distribution ofB{, ation M OutgLR'

t tput o t‘hégéddRoundKey defined as
E =e3;5 .. e30llezs - e2,0||e1 o , % d ™ output of this function
produced the ciphertext defin . E% Saollfits - frollfos - foo
are depicted in Figure 6. Zq*;‘ Ln { p& d output of the 3DBitRotation_Z-
axis used in the encry and @ proc are displayed in Table 6.11.
Q:F\" e (*\

[
1

The input for the 3DBitRotation

|93.15 | es.ml ------ | €3 | €ip | €215 | | €3, €p | €115 ‘ 91.14| ------ | €] | €10 |eo,1s | eo,ml | €g,1 | €0 |
lpz-mu's
[ s [ fusa | o |ﬁ||ﬁp|ﬁw|ﬁm|mm o | fas | Fusa | o | i | i [Sass [ oas | e | o | oo |

S,
Figure'6:23: 3D Bit Rotation (Z-axis)

0% Table 6.11: Input and Output of 3D Bit Rotation (Z-axis)

Input Output
Encryption Output of AddRoundKey Ciphertext
Decryption Ciphertext Input of AddRoundKey
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6.3.3  Key Schedule Algorithm

The round keys are derived from the secret key using the key schedul&&?m In
total, the number of round key bits is equal to the block length multiplie number of
rounds plus one. (e.g., for a block length of 64 bits and 20 rounds, 1, %d key bits are
required). The RoundKeyExtraction process selected a 64 bits row from the revised

key after executing the NonceXOR, KeySubColumn and R WTWSY)rmation functions as

shown in Figure 6.24. '\d
1IN

|

Secret Key ’ _\C}
128 bits

/ \ ~y
5 NonceXOR
e
wn
o
g RoundKey Round Key
g- Extraction 64 bits
e B
(I% E KeySubColumn
=
e = 1
H
:-
E —[ RowTransformation

-

& e6@) 3D Schedule Process
N
@)

\ g

'

a2, [)37¢

6.3.3.1 NE‘(
In the, initial stage of the l&j‘gzhedule algorithm, the secret key defined as S =

5127”§~N|50 is XOR with a nonce defined as N = ny,||...|In,||n, to obtain the key

§ hown in Figure 6.25. The nonce is a random 128 bits data that is modifiable and
dded in the algorithm. In LAO-3D block cipher, the nonce is derived from the author’s

name as displayed in Table 6.12.
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s | | 51 [ 50 ]

Secret )
Sg3 Sga | e 833 833 83
Key

Nonce | gz | iz | e | Mo | Hog | Mos | Mog | e | M5 | Mgy | Mg | Pz | e [ M3 | T3y | n3y | Mg | ‘ ", ‘ o [

Key
State

Table 6.12: Nonce ‘ q

Nonce
Character ABDULALIFZAKARIA | x
Hexadecimal | 414244554C414C494 414B41524941 Y‘

010000010100001001
010011000100000
0100011001011
01000001010100

The purpose of adding the nonc@ey

confusion property in the generatlor(wjhe rouni % /é?dltlon the nonce would

[
remove the correlation betwee ecret key rd t enerated round keys. For

Binary

implementation purposes, the ca;re change greed upon by the participating

users such as a group of |w Is or

da
|
g@ Using different nonce, a secret key
@)

should not be able t e thd sa set 0f<0 d keys, thus providing extra security to
the users. For thi on, he,in rld \t of NonceXOR are displayed in Table 6.13.
(J
Table 3 In@b nd Output of NonceXOR
A"ad
Input Output

ret Key | Revised Key

&
N
S
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6.3.3.2 Round Key Extraction

LAO-3D block cipher utilized a 128 bits key that generated a set of Wkeys.
The key schedule algorithm requires selecting 64 bits from the k . Let V=
V1271]... ||v11lvo defines the key state and each row is notated as the %ﬁeys as shown in

Figure 6.26.

Vz1 | Vao L U1 Vo k0,31 ko,ao ko,z 0,1 ko,o RowKey,

Vg3 | Va2 V3q | V33 | V32 k1.31 kLso k1,z k1,1 kl.ﬂ RowKey,

kz'z kZ,'l kz,o ROWK&yz

k32 | k3z |Kao RowKey;

Key State

' b

Figure 6. 0 Ke)?\ é‘r

16 rightmost columns of each y ar@g\yd?d ér,oduce the 64-bit of the it"

0 ve)
round key Ki at round i for 0< i % presented F‘igl@ 27. The round keys are used
N 5
tion

decryption processes. For this

in the AddRoundKey functmT g the en
function, the input and ou o\ mc@re displayed in Table 6.14.
@)
—

''''' | k:u Tka,o IkJ.I.S | k.!,l-i | e | kJ.l | k?,\'l lr‘:ms | ki,u

K= | ks | K | ua [ B [ Roas [ Ko [ o | oa [ s |

: Irﬁ)ut and Output of Round Key Extraction

Y
Input Output

E\ Revised Key | Round Key
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6.3.3.3 Key Sub Column

Upon completion of round key extraction, the round key value is r&% each
round using the KeySubColumn function. Four uppermost rows an QQD rightmost
columns of the key state are reconstructed by using the same S-box from the SubColumn
function in Section 6.3.2.2, i.e., k3 ;||k5 ;|| k1 ]|k, = S(k3,j||k$,j) for7>j >

0 as depicted in Figure 6.28. For this function, the input a ou%t of KeySubColumn are

displayed in Table 6.15. | '\d
R,y

| N

| &
kog | | kos | | Kos | | Koa | | Kos | | Ko | [Koa | | Koo | =N
k]..? kl.ﬁ lIk1.5 k1.4 kl.s kl.z kl.l kl.ﬂ \,Y'
by | | hag | | kas | | Kaa | | Ras | | Koa | | R | | Ko [T

k3,7 k3,6 k3,5 k3.4 k3,3 k3,2 k3,l k3,0

P b bbb bk

k ,O,? k Irl].6 r(‘.',5 k'0,4 k'0,3 k !{'J,2 k,O,l k'0,0
kll,? krl,ﬁ k'I.S k'1.4 k,1,3 k'I,Z kll,l k’l.ﬂ

I'2,"." k ’2,6 II2,5 k'2,4 k’2,3 I'2,2 I'2,1 k'2,0
kJ3-7 krlﬁ k'3.5 k'3.4 k'3.3 k,3,2 kJ3, 1 k,3.0

h;n égg‘)eg‘%é&)o,\c)o.lumn
%

@6.1 . nd @ét of Key Sub Column
{ ~ | K
Input Output
% Revised Key Q@)’ut of RowTransformation
Fir =

X

Sﬁ’ S
6.3.3. Transformation™

%new key state or known as the updated round key produced from the
eySubColumn is rearranged into RowKeys representation as shown in Figure 6.26. All

RowKeys are revised using the RowTransformation function, i.e., RowKey, =
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(RowKey, <<< 8) @ RowKey,;, RowKey; = RowKey,, RowKey; = (RowKey, <<

< 16) @ RowKey;, and RowKey; = RowKey, as displayed in Figure K&For this

function, the input and output of RowTransformation are displayed in TS&@&

RowKey'y = [Ko23 | woeeee koze |Koz2s |Koza | 5 k1a1 | - | Kuz | ki1 | Ko
RowKey'; = |Ka3q | wwoeeee kap | ka1 | koo
RowKey', = kg5 | e kag |ko17 |Ko16 |5 (K331 | - [ K3z [ K31 [K3p
RowKey's = [koz1 | - Koz | koa | Koo

~ | Y.

Figure 6.29: Row Trawion ’ -\C}Y'
X

Table 6.16: Input and Output Transfo ion_“\
N <NTNY
Input | Output

Output of KeySubCJ\
AN

G NV&

6.4 Chapter Summary 0 c}

rithm. There are three innovations

(@]
o
>
—r
c
@,
o
>
QD
>
o
2
=
c
Q,
o
>
e}
=]
D
=
—
w
5
QD
=¥
N ——
(@]
=
k]

:
¢ he @( innovation of the 3D design is the

o

cipher stéa-%m the form of cipher bits. Secondly, the 3D

introduced in the new{c' e|r
implementation of & i
0 !
design does not eong toi ea'se&cé)olock and key sizes of any block cipher that
% NS
intend to a 3Dystru ‘;e. Th@ly, the 3D rotation method applied double-axis
rotationgmch are the X-axis a d;iaxis that are separated by an AddRoundKey function.

This Xtion method is the main cryptographic component in the development of a new

li eight block cipher.
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The base construction of LAO-3D is referred to the RECTANGLE block cipher.
Introduction of the 3D rotation method probably will provide better confusm&Wusmn
properties to the original RECTANGLE algorithm. Double 3D rotatio@d in LAO-
3D aimed to decrease the correlation between the plaintext and ciphertext, thus probably
will contribute to the improvement of the randomness property. \/

Key schedule algorithm of LAO-3D block cipher pro abWﬂTimprove the previous
version of RECTANGLE algorithm. Three modificati were Ade the original

algorithm that consist of reducing the number of raupd keys, Incre ir)g ?chgféngth of
T

constants, and improving the substitution compone he gnh nc entwobably will
solve the weak round key generation faced bt\h/x key éh%ule algorithm.
For a better picture of the con\ls@ of L IltuS\‘velght block cipher,

Ia

APPENDIX A, APPENDIX B, and APPEN component of the key

schedule, encryption, and decryp%oritmns i
ade

are also provided in the appe he

ail. Qc&t vectors of the algorithms

re@uct the new block cipher.
The following Ch% |scus;§ ;J Jgfpralysw of LAO-3D algorithm that

includes Avalanche 3@ ests @i‘on coefiicient, bit error rate, and key sensitivity),
&
randomness tests Y. tan lattacx{<_s,\(llnear and differential cryptanalysis) to
observe the se t thisflig ig t@ck cipher.
$oty

R
S
N

S
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