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APPENDIX B 

1)EVELOP11ENT A NE\\17 FRAMEWORK FOR "BRING YOUR OWN 

DEVICE" SECURITY 

Faculty of Science and Technology 

Master of Computer Science via Mixed Mode in Information Security and 

Assurance 

Interview Questions 

This interview aims to evaluate the proposed BYOD security framework by 

(Systematic Literature Review). This interview questions divided into seven 

sections each one related with the elements of the framework. 

Section A: Bring Your Own Device trend 

Section B: Device Profiles 

Section C: Anti-malware scanner 

Section D: User Profiles 

Section E: User Role 

Section F: Internal Apps 

Section G: External Apps 

Section A: Bring Your Own Device Trend 

Q1. Do you support the idea of using personal mobile device for work purposes? 

...................................................................................................... 

...................................................................................................... 

Q2. Do you think the use of personal mobile device for work purposes increase the 

productivity and efficiency'' And how? 

...................................................................................................... 

.................................................................................................... 
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(>I. I Iovv (io you think that the adoption of 13)'OD policies can mitigate the emerging 

attacks of' using, mobile devices? 

...................................................................................................... 

Section 13: Device Profiles 

QI. Do you think that the setup of device profiles will increase the security of BYOD? 

Q2. I low can device profiles setting secure BYOD environment? 

...................................................................................................... 

...................................................................................................... 

Q2. Do you think that employees should not be able to adjust their device profiles`? 

And why? 

Section C: Anti-Malware Scanner 

QI. Do you support the idea of implcnlcntation of anti-malware scanner on mobile 

clrvicr: ' 

...................................................................................................... 

...................................................................................................... 
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O?. I Io%v is imhlcmcntin_, anti-malw arc scanner on mobile devices consider a good 

IdCll lo 1ll1llgatC the emerging attacks? 

Q ý. In your consideration, to what level the security will increase if the organization 

implements the use of anti-malware scanner? 

...................................................................................................... 

...................................................................................................... 

Section D: User Profiles 

Q 1.1-low do you think that setting user profiles based on user role can help to apply 

more security to BYOD environment? 

...................................................................................................... 

...................................................................................................... 

Q2. What arc the relationship between user profiles and BYOD security'? 

...................................................................................................... 

...................................................................................................... 

Q3. Do you think it is important that any organization should prevent their employees 

IT-0111 adjust profiles setting in order to provide more security to BYOD? 

...................................................................................................... 

...................................................................................................... 
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Section F: User Role 

OI . l)o you think the elassifieation of user authorizations based on user role and ob 

description is a rood idea to secure BYOD environment? 

Q2. How can classification of user authorizations help to provide more security to 

ßYOD cnvironmcnt? 

...................................................................................................... 

...................................................................................................... 

Q3. Who should set the user roles'? 

...................................................................................................... 

...................................................................................................... 

Q4. In your opinion. based on what this classification should be done? 

...................................................................................................... 

...................................................................................................... 

Section F: Internal Applications 

Ql. Is it important to control the access to internal apps of organization? 

...................................................................................................... 

...................................................................................................... 

ý)2 \Vliat it' an cmhloVee accesses con1iidcntial resources on his/her mobile 

device Outside the organization? 



88 

......... ............................................................................................ 

...................................................................................................... 

serurity issues may carry if an employee login to internal apps outside the 

(1C! -'all l7al IOIl .' 

...................................................................................................... 

Section G: External Applications 

Ql. Do you support the idea of controlling the access to external apps 

through organization network? 

...................................................................................................... 

...................................................................................................... 

Q2. How may external apps affect the security of BYOD environment'? 

...................................................................................................... 

...................................................................................................... 

Q3. How about applying user roles to access the external apps? 

Q4.110v\ about playing games during working hours? 
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APPENDIX C 

Interviews Documents with Experts 



Scctiun A: Bring Your (hNn llcvicc Trend 

(11.1)o you support the idea of using personal mobile device for work purposes? 

................ :... a. ý G. ý .:............................................................... 

...................................... I ............................................................... 

Q2. I)o you think the use of personal mobile device for work purposes increase the 

productivity and efficiency'? And how? 

... -ýýýýý. ý ... ýý ý ýýt 
ý 

ý. (V VVtl. 0. j I`-" 
...... .ýý. 

ý. 
...... 

1. ........ 

... 

C" L: `. 1! 
q 

.... 

ýý 
l^. ý- Q "Y .ý.... 

4ýý ý ý. 

... , 
r', ý. ýL-we, e 

.................. 

Q3. How do you think that the adoption of BYOD policies can mitigate the emerging 

attacks of using mobile devices? 

4 ý ze_. 

y, ýt 
Ii 

(( ýn 
......... 

ý.. 

. 
ý! ̀. 7. YT1ýý. 

... 

ýýiný. 
r lýfý . 

... 
f 

`. 
. . 

ý. 
L1S. 1. F. 

. 
ti, ). ý'.!, 

........ ....... . 

Atw 

... 
*1`ýi.....? ý..... 

ýý-. ý. ý.. ý... ýY. 
'Lýý'.,...... `. ýý.. oMý 

Section B: Device Profiles 

(ý l. Do you think that the setup of device profiles will increase the security of BYOD? 

.. 
ý' 

............................................. ............................................... ` 

.......................................... 

Q?. How can device profiles' setting secure BYOD environment? 

kA, V 1"1. ý ýJSt�... Cý"'.. ýý Lý, r $. ýa s... ý.. ý'L`4 
.. 

ý`''ý'" 
-Sim 

... ... ................ 

. ..... ý10? 't, 
k... CVQ ýý a'1 

............... .. 
.................... ............................ 

`'fIANCýpµtt. l 
T KHA Pe+tý" atan c 

Pusal 
Bo IV h74 kWm3t 

16 . Ketýa 

0 1ýnidýý 

Islam ýtaVSa 



Section A: Bring your Own 1)evice Trend 

Q 1. Do you support the idea of using personal mobile device for work purposes'. ' 

................... ................................................................................. 

Q2. Do you think the use of personal mobile device for work purposes increase the 

productivity and efficiency? And how'? 

Q3. How do you think that the adoption of BYOD policies can mitigate the emerging 

attacks of using mobile devices? 

KIO 

...... ýý. r.. ý': ý': 1..... -fý: e..... ý.. .. ....... 

Section B: Device Profiles 

Q1. Do you think that the setup of device profiles will increase the security of BYOD? 

................... 

................ ............. I. ý........... .. I................ I .................................. 

Q2. How can device profiles' setting secure BYOD environment? 

II , ý1 

....... 
r. 

Y............ 
h. 

"ý. 
i'\. .......!..... 

: )`ý....... 
ý. e 

f/ 

!? ý . ý..... I. -t........ .... ...................................................... ýý 

ýRGL }ý ýý 1')l'A It 

I 
Sýc LL r i' ýý. ) ýS S 12-e,. 

I 



Section : 1: 13ring Your Own I)ev ice Trend 

Ol . 
I)o you support the idea of using personal mobile device for work purposes? 

....... 
ý 

... 
` 
......................................................................................... 

...................................................................................................... 

Q2. I)o you think the use of personal mobile device for work purposes increase the 

productivity and cüiciencv? And how? 

... ....:.. .ý.. 
i.. 

h 

..... . ... .... .: 
k 

.:.... .ý.. 
ý. 

,. . 
'. 

.. 
`.. '. 

i1ý 

............ :..... .. Cý. .. º1.... 

P ::. +.. T:. c7. ý. ý 
.... ...... 

iý:..... Cý'. 'Lý.... ý` ................................................ 

Q3. Now do you think that the adoption of BYOI) policies can mitigate the emerging 

attacks of using mobile devices? 

............. 
1.1..:...... 

ý_ . _.....:. .......... ':. 
H. 

1'1J . uu.............. ýcý. ýai1. q.:....... l. i. t ..... (ý. ̀ .! .... 1. ý%........ 

n 
ýý "rr r`: 1v rn 

Section It: Device Profiles 

Q1.1)o you think that the setup of device profiles will increase the security of BYOD? 

,1 
-t= ýl-c 

..... ..:......................................................................................... , _"----_ ý 
ý. ýý... 

. fi........ 
}'ý.?.......: >7: -ý. ý?...... ýý.... ý. ý. ý. ý: '. SS.... ýýr. ýý'. ̀ ?. ý: ýj:..... 14 ýf,;; 

t, )?. How can device profiles' setting secure BYO[) environment? 

.i_ iý- Y. . o; ,. ,. .. ý........ ....... . ........... 
i 
............................................. 

....... ... 
ltiý 

...... ......... :.. 1 a .............. ýlW.. 
ýý. 

ý.. 1. 
ýý........ 

;. ý. 'ý`'f. .. 
ý_..... ý ý:: }r, 

'ý-`ýr :` 
ý t I1 r'. j (T, 1ý b 0 11, 

ý'" lg `( I 

b 1 ̀ ýý. 

t 

ý 

. ý- t1i )ý�ý 



Section A: Bring Your Own Device Trend 

O1. Do you support the idea of using pcrsonal mobile device for work purposes? 

. $u 
...................................................................................................... 

Q2. Do you think the use of personal mobile device for work purposes increase the 

productivitýý and ef#icienc%ý'? And ho\%" 

a l_Gl. S-S ÜN. l, w; ý in cý'ý. 

.......................................................... a....................... ................ 
Q3. How do you think that the adoption of BYOD policies can mitigate the emerging 

attacks of using mobile devices? 

.............: `:..... 
ýFýý±j. `ý ............ yý, '.... ̀ :........ .. . ̀ý.... L .................. 

. 
ýý... 

6-, n 1Y\ 
................................................... 

Section B: Device Profiles 

Q 1. Do you think that the setup of device profiles will increase the security of BYOD? 

,, 
t Yc 

...................................................................................................... 

..................................................................................................... 

Q2. I low can device profiles' setting secure BYOD environment? 

ýý°ý 
.. 
wý..... 

... 
ýýýý. 2-?..... ý...... '6e- 



Section A: Bring Your Own Device Trend 

Q I. 1)o you support the idea of using personal mobile device for work purposes? 

V tý< 
,i.......................................................................................... 

Q2. Do you think the use of personal mobile device for work purposes increase the 

productivity and efficiency? And how? 

............. 
j.......... 

7..... 
n.... 

................... 

Ii 

......... . 
l. 

` . 

4. 

.ý/. .ý: `.. ý. 
....... 

C. 

., 
\lt. 

.... 

`. L. 
..... 

L.. C 

.lý.... . 
ý. 

. 

Q;. How do you think that the adoption of BYOD policies can mitigate the emerging 

attacks of using mobile devices? 

J.. ý'............. 5..... ) ............... . ................................................. 

iý.. ,.. .... .} ......... 
ý.. 

}. 
'}ý.... 

ýý 
..... °ýýý. 

-ýý 

.ý.. .ý... 

ýýi 

Section B: Device Profiles 

O1 . 
Do you think that the setup of device profiles will increase the security of BYOD? 

...................................................................................................... 

...................................................................................................... 

Q2. How can device profiles' setting secure BYOD environment? 

.......!. .. 
=. 

..:............................................................................. 

................. 
4'...... raý...... ýý.: Ey. ̀ '1ý: ý : ýý.;; It: t. ý. r........ ý zt. v,. 

ý...... ýs.... (... ý! 
. 
t1. 

ý' ý, 
n-S Cjýý, -ý, ý' y1X J 



P 

POSTGRADUATE SOCIETY 

usiM 

HICý HFý 
EDUC 4iICn 
LE 4D ERýHF 
4 ". .-t.. + t 

certificate of ißarttcipatton 
This is to certýfý tMar 

SANAA ABDOUSSALAM AMMAR ENNAJEH 
3130057 

6s successf uýýý particýatecý in-, 

Ko [o kum Siswaza4 Sains ä, 
a. n Teäno%9 i (KoSiSTi5) 

'1'1ý1fi1 týc týemc : 

`IVCOUff[n(, 9Slmic ScU0. Y'S tYl. rollqý sClentl ý "ReeQrCf1 

lýtý Octoýer 2015 (Tuesai) 

., > c-. 

r -, ýr i "ý ý f ý' 

R11A 

.. I 

ý 

Li 

ke z ý 

.... 
l 

I 

ý 

I 

ý 

, 
C' 

; ,c . ý. 
ý 

.. I ,I -C- 7 11 4ý ;R ,ý',,, 1; - ' 


