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APPENDIX B

DEVELOPMENT A NEW FRAMEWORK FOR “BRING YOUR OWN
DEVICE” SECURITY

Faculty of Science and Technology : % |

Master of Computer Science via Mixed Mode in Information Securit¥and

Assurance

Interview Questions

Section A: Bring Your Own Device trend
Section B: Device Profiles

Section C: Anti-malware scanner

Section D: User Profiles

Section E: User Role
Section F: Internal Apps

Section G: External Apps \
Section A: Bring Your Own%«:: renﬂ

Q1. Do you support the i@ﬁnb@
‘ \1 ¢ |

_ {E & the use of personal mobile device for work purposes increase the
atwand etticiency? And how”

lllllllllll

llllllllllllllll

llllllllllllllllllllllllllllllll
llllllllllllllllllllll

lllllllllllllll
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Q3. How do you think that the adoption of BYOD policies can mitigate the emerging

attacks of using mobile devices?

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Section B: Device Profiles

Q1. Do you think that the setup ot device profiles will increas

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

(

%z IrTONMm

Q2. How can device profiles™ setting secure BY

Q2. Do you think that employees shM '

Yv

4

And why?

QlI. D¢

devia

-----------------------------------------------------------------------------------------------

llllllllllll
-------------------------------------------------------------------------------------
.
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Q2. How is implementing anti-malware scanner on mobile devices consider a good

idea to mitigate the emerging attacks?

Section D: User Profiles

Q3. Do you umegdNLt 1S important thateg \’organization should prevent their employees

N

--------------------------------------------------------------------------------------

from ad] les setting 1n order to provide more security to BYOD?

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii
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Section E: User Role

Q1. Do vou think the classification of user authorizations based on user role and job

description 1s a good 1dea to secure BYOD environment?

Q2. How can classification of user authorizations help to provg

BYOD environment?

----------------------------------------------------------------------------------

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

02.What if an employee accesses confidential resources on his/her mobile

device outside the organization”
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lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

(3. What sccurity 1ssues may carry if an employee login to internal apps outc N;
organization? A

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

Section G: External Applications
Ql. Do vyou support the 1dea of controlling th

through organization network?

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

....................................................
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iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Q4. How al



APPENDIX C




Section A: Bring Your Own Device Trend

| US| ' e far work purnoses”?
O1. Do vou support the 1dea ot using personal mobile device 101 work purposes:

2. Do you think the use of personal mobile device for work purposes incr%et z

productivity and efficiency? And how?

1
—

)
4

Q2. How can ch@ro!‘ilcs’
\"‘ . O AR AU WA A
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iiiii
.............................................
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Qection A: Bring Your Own Device Trend

O1. Do you support the idea of using personal mobile device for work purposes?

{ {
......... f f“‘/}”l‘;/ga-«;f;’)az“x“*:

Q2. Do you think the use of personal mobile device for work purposes mcreaw

Y. |

productivity and efficiency? And how?

* \Yd ), r ,
0 ------ y o S “ L [ 4. N A bﬁf

llllllllllllll

Qection B: Device Profiles

S

Q1. Do you think that the SHK evic@

L] " @ -l---ll

[11n e the security of BYOD?

QY f




Section A: Bring Your Own Device Trend |

O1. Do you support the idea of using personal mobile device for work purposes?

ATl T

Q3. How do you think that the adoption of BYOD policies Rt

NV

attacks of using mobile devices?




Section A: Bring Your Own Device Trend

1. Do you support the 1dea of using personal mobile device for work purposes?

productivity and efficiency? And how?”

4)’[‘. Al\loww WAV

Section B: Device Profiles

Yv

Q1. Do you think that the setup oTdcvije profile

b




Q3. How do you think that the adoption of BYOD p

attacks of using mobile devices? \% |
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