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CHAPTER V

SYSTEM EVALUATION \i

S.1 INTRODUCTION

This chapter highhghts the experiments and the evaluation that have been carried gut to the TX

IO

F and physical

and RX systems. 1t includes a step by step output for each execution phase for th as shown

in Figure 4.7. The chapter 1s organized as follows: section 5.2 shows prepgarat

the conclusion of this chapter.

52 PREPARATION OF THE EXPERIMENT
The project contains two systems, An SDR TX syster

<vstem that will act as a WSN base station. The ne

N\

that can be shown 1 figure 4.6 for the TX and |

contain a laptop connected to HackRF (acts {15\

an RTI-SDR dongle which acts as thff W R;gas

live 3.7.8 live distribution mstalled

System 1s using GNURadio

g

. whike

(
aspberry P1 2 1s using Raspian

that is installed on an SD card.

The TX systems have ). & cck d, with a 4GB RAM, while Raspberry

P12 model B has an A ()

i cp process for the TXed

&

sections show a step byN the RX systems.
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WSN P e Station
' attery

5.3 WSN TX SYSTEM
Starting with the TX system, the system

described in detail to give a better unde

5.3.1 INITIAL ECC PRIVATE KENGRUASE _

iWal EC(C prijlf-

Xxthe mi

X command (1n our system username =
onth), Figure 5.3 shows the output of the

o

nitial privat

R\
S
S
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symmetnic - Notepac

- hile  Edit Format View Help

Eymmetric_key

(e

private_initial_ecc_key - Notepad

File Edit Format View Help
314009418-2015-07

Fioure 5.3: Initial ECC key creation.
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5.3.2 CREATE PUBLIC KEY FROM PRIVATE KEY PHASE

111111

Usine SECCURE function, ECC public key will be derived from the ECC initial

Fioure 5.4 shows the result of deriving the public key trom the private key. %\
public_ecc - Notepac s vl e iy

- File Edit Format View Help T
>5Q-; ,1Cctwi80) 2ME&Kpao™ V™D
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5.3.3 ENCRYPT SYMMETRIC KEY WITH ECC PUBLIC KEY PHASE

The WSN symmetric key will be encrypted with the ECC public key from previous Y

Figure 5.5 shows the output of the WSN symmetric key encryption.,

r

encrypt_symmetnc - Notepad

File Edit Format View Help
| 5"°D - ™ AI#EQTefdyx6-c3}1&'déiYKI]=P-*,f
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5.3.4 CONVERT THE ENCRYPTED KEY TO BINARY PHASE

output for converting the last phase result from ASCII to Binary.

Ascil_to_Binary - Notepad

—_—

,Fiir: Edit Format View Help % |
0b1101011001010001100000110100000000100100010110101100101011108100110010 . |

<
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FAKLE CODE ENCAPSULATION PHASE

w —

In this phase. fake code 1s added to the start and end of the last phase result, F

shows the result of adding the fake code.

r

fake encapsulation - Notepad

File Edit Format View Help

0b10000000100000000110000001100000111001101110100011 oomz 11001001110100 .
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5.3.6 SPREADING CODE PHASE

[n this phase. a spreading code will be chosen depending on current time (minutes

corresponding chosen spreading code will be XORd to spread with the outu

previous step. Figure 5.8 shows the spread output.

spread_code_result - Notepaa

——
———— e o o

File Edit Format View Help

I
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5.3.7 XOR ENCRYPTION PHASE

In this phase the spread code phase result will be XOR'd with binary code. Figur

shows the XOR encryption result.

7

xor result - Notepad

File Eclif Format View Hélp
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5.3.8 PACKET ENCODER PHASE
In this phase packet GNURadio will encode the result of the last phase to prepare it for modulatio

Figure 5.10 shows the output of the encoder phase.

packet_encoder - Notepad

File Edit Format View Help
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5.3.9 GMSK MODULATION PHASE

1 his 1s the last phase before sinking data into the HackRF One, the output of the lasyggmase

will be modulated using GMSK. Figure 5.11 shows the output of GMSK \lélliml

plmsc.
s ) - T
sinkec_result - Notepad '

File Edit Format View Help

. €7NR)9TuL?,aT<Iuz7>pI>1IVv77? |
GE': €:55:75.5 € Ay (5. |5

64> 179,970C07: €7 «'7-

T7 7 C0s<§97\ 1:074> CO;

,,21 > | _S.' ; !
\ i

_ 1

) |
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JAR |
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14, C €7DEOTOEOE
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- i, A=e1.Cce87 FOg ~
. ' *

Figure 5.11 GM?
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5.4 WSN RX SYSTEM
| he first phase in [ X system s to create an intial ECC private key that will be used to Qiyrapt
the symmetric WSN key., the mitial key will be a combination of getting the currm%\ user
name using “whoami™ Linux command (in our system username = 3140094 e current

date (Dayv. Year, Month), Figure 5.12 shows the output of the initial private I\R’.

N -

- = ———

=

( orivate_initial_ecc_key - Notepad

T

File Edit Format View Help
314009418§-2015-0/

- B

S -
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5 4.1 GMSK DE-MODULATION PHASE

In this phase a GMSK demodulation process will start to demodulate the inco mingT.

1.9

n

No printed out put came out from phase as shown in Figure

-
n_gmsk_demod - Notepaa

File Edit Format View Help




5.4.2 PACKET DECODER PHASE

The output from the GMSK demodulation phase will be decoded. Figure 5.14 S]]T\C

packet decodes output.

V

_packet_decoder - Notepad

File Edit- meat Vi_r:_w Help

M



5.4.3 XOR DECRYPTION PHASE
The output of the packet decoder phase will be decoded by XOR with simple bina

I'igure 5.15 shows the output of the XOR decryption phase.

| nx_xor_output - Notepad

File  Edit Format View Help

-
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5.4.4 CODE DE-SPREAD PHASE

.
n_spread_output - Notepad

File Edit Format View Help

0n10000000100000000110000001100000111001101110100011

00100001101011100110010011111001010z1b1010101011000110
11000100001000010111110000010010001100100100000110
0:1b01b11101100001101110101100110010001011010011¢
1011001110101011100001010010010110101:1b10001011 Al
(011011001010100111100010111110101010101000111:0b1R1I'™N
1001p1010100111011¢1010001011001001111100111 10
000010111110000011001000101100021b11000:z1¢c00011 18
0100001111011010¢€1101000001101101001000000114
0c001:1p00111001001110¢0110101101100111000110

01101100011110110000010011101100010001010

0010110010111b( . |
0¥01011110111001¢c0 = |
100111011100101001
00110001111000010017 |
0145010000000100005 '
101490:0c100110C
00110011110
@1 %94 00100

10111110010001011010100111110010010000010 N11010111
100011~0b000001011111001001010010100110 1011%{5100100100 .
1100000001011010000000110:1b0100100110008P 10108¢11001111001 |
11010111101101111000010111100101111100010%01105RQ1 NQ0000 1'i{fbowlomlom :
011101101121¢01111011000000011100111 @001 100Lﬁa§30101101100110 |
11110101000100101100100111000111 000401 PH011,0™M111010010010117 |
| 01c110001011111b0111000111110010 o% 111180010011001100110
01111110010:1¢1100110:0b100111000 1L 0% 0011010110001001

110101b0100000001001110001100111101 Q0

-

L

J




S.4.5

phase.

r

save what's in between mn a new file. Fig

FAKLE CODE DE-CAPSULATION PHASE

In this phase. the output of the last phase will search for the prefix and suffix wd‘w

« conduct_fake_code - Notepaa

: T = - = = = —— = = =

——— ———— E—

File -édit Format View Help
0h11010110010100011000001101000000001001000101101011001

ure 5.10 shows the output of the dc!x%mmn

68

a 3 =] | X" |
\[ S————

WOO(Q 00110010 . |
\d'
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5.4.6 BINARY TO ASCII PHASE

'he output of the last phase will be converted from binary to ASCII to gam the sy, nn?ric

encrypted key. Figure 5.18 shows the output of the conversion phase.

A - ™
binary_to_ascu - Notepad ot

' File Edit Format View Help |
| : — = —— n — t
S"TD = ™ AICFEQTEayx6-c3iI&ae1yYKl]=p.2 T |

|

|

|

|

|

* |

i .. .. S T PR

Or ' .. shm lhec
&

Froure 5.18: The conversion

-
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5.4.7 SYMMETRIC KEY DECRYPTION PHASE

| he output of last phase will be decrypted using the mitial key to gamn the symmg riciey.

[Fiegure 5.19 shows the decrypted secret key. 1

ooyt $11

! - . 1!‘?:1':::*&*&4 — !':-' I:"}:- i* i T ﬁ_' "'1-"'|
symmetnc - Notepaa R —

File Edit Format View Help
ymmetric_key
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5.4.8 SEND THE SYMMETRIC KEY TO SENSOR NODES

I'he next phase is to send the symmetric key to WSN sensor nodes using ZigBee, R
is not within the research limit. The research Iimit 1s to send the key sccurc" \%ﬁlfl\’l
station to the WSN base station. &

5.5 CONCLUSION




