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CHAPTER V 

SVSTI? \1 EVALUATION 

5.1 INTRODUCTION 

This chapter higIII igIlls the experiments and the evaluation that have been can-ied out to the TX 

and RN systems. it includes a step by step output for each execution phase for the project as shown 

it, 1'ILLire 4.7. The chapter IS or-_anized as follows: section 5.2 shows preparation for and physical 

arrangement of the sv stem. Section 5.3) shows the steps of the TX system and the output for each 

phase. Section 5.4 shoves the steps of the RX system and the output of each phase. Section 5.5 is 

the conclusion ofthis chapter. 

5.2 PRI. PARATION OF TIII? EXPERIMENT 

The project contains two systems, An SDR TX system that vyiII act as FM station, and an SDR RX 

system that Will act as a WSN base station. The next sections will show the result lör the phases 

that can he shove n in Geurc 4.0 (or the IX and R\ systems. Fiture >. l shows the two systems that 

contain a laptop connected to I lackRF (acts as FM station) and a raspberry pi that is connected to 

an R'I I. -SDR domoIc vyhich acts as the WSN Base Station. The TX system is using GNURadio 

li\c 3.7.5 live distribution installed on USB thumb drive, while Raspberry Pi 2 is using Raspian 

that is installed on an SI) card. 

, Hic TX systems have a cpu i7 2.13 GHZ clock speed, with a 4GB RAM, while Raspberry 

Pi 2 model B has an :A 1)()()MIlz quad-core ARM Cortez-A7 CPU with IGB ofRAM. The next 

sections shoe a step by step process for the TX and the RX systems. 
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Figure 5.1: TX and RX hill systems implenmentation. 

5.3 \\'SN T\ SYS'T'EM 

Starting vyith the TX system. the system is divided into nine phases. each phase will be 

described in detail to give a better understanding to use. 

5.3.1 1NIVAII. FCC PRIVATE KEY PHASE 

The first phase is to create an initial FCC private key that will be used to encrypt the 

symmetric \V'SN key as shown in Figure 5.2, Be initial key will be a combination ofgetting 

the current I_inux user name using "whoami'' Linux command (in our system username = 

3140094) and the current date (l)ay. Year, Month). Figure 5.3 shows the output of the 

initial private key. 



_yn ^ie- c- . etepa. 

File Edit Fermat ". ie. % Help 

kyr'ret ric_4. e 

Figure 5.2: Symmetric Key 

p" vvate_initial_ecc_key - No-epad 

File Edit Fermat Vie. '. Help 

131-009415-2015-0 
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Fijiure 5.3: lullial FCC key creation. 
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5.3.2 PUBLIC KJ V FROM PRIVATE KEY PFIASF. 

Using SFCCURF function. FCC public key will be derived from the FCC initial key, 

FQure 5.4 shows the result or deriving, the public key from the private key. 

pub, c_-cc - Notepad 

File Edit Fermat Vle", Help 

-C sq 1ctv., -. b0; r, 8h: pao 

Figure ý. I: Output oCPublic I: CC: key derived from initial key using SRCCURI function. 
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I, - PUBLIC KEY PHASE 5.3.3 F CRYPT SYMMETRIC KEY \V'1"l it 

The AV'SN symmetric key will be eucrv1)ted with the FCC public key toin previous step. 

Figure 5.5 shots the output of the \V'SN symmetric key encryption. 

e^cr, p-_; vrn me-c - Notepad 

File Edit Format Vieo Help 

5"[ 1ýýEq"ýidj=6-C 1&'cEll'F7]=F'-', f 

Figure 5.5: NNISN Symmetric key encryption output. 
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5,3.4 CONFER"I "I'IIh; EN( RYP7'EI) KEY TO BINARYPIIASE 

In this phase the encrypted key will be converted from ASCII to Binary, Figure 5.6 shows the 

output fi- con' erting the last phase result from ASCII to Binary. 

A_ci_to_Binar}" - 'notepad 

File Edit Fermat Vie, %. Help 
-- 

L-_-. 

Ob11C1O110010100011P00001101000000001001000101101011001010111000100110010 

Figure 5.6: ASCII to binary conversion result. 
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c. 3.; F: 11ýE ('OI)F ENCAPSULATION P1IASI 

In this phase. thke code is added to the start and end of the last phase result. Figure 5.7 

shoxv s the result ofadding the take code. 

fake-encapsulation - Notepad 

File Edit Format View Help 

-1b10000000100000000110000001100000111001101110100011000010111001001110100 

Figure 5.7: Fake code encapsulation phase. 
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5.3.6 SPREADING CODEPHASE 

In this phase. a spreading code will be chosen depending on current time (minutes), the 

corresponding chosen spreading code vv ill be XOR-d to spread with the output of the 

previous step. Figure 5.8 shows the spread output. 

I 

ý ýIr_ý'I\I sp"ead_cede_result - Notepad 

File Edit Fcrmat View Help 
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Figure 5.8: Spread Code phase result. 
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5.3.7 \OR ENCRYPTION PILASF 

In this phase the spread code phase result will he XOR'd with binarv code. Figure 5.9 

shoes the XOR encryption result. 
r- 

>: or res: lt - Notepad 

File Edit Format View Help 
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Fit-'ure 5.9: NOR encryption phase output. 
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5.3.8 PA('tih: 'h I: NCOI)h: R PHASE 

In this phase packet (; NURadio will encode the result of the last phase to prepare it for modulation phase. 

FI, 'ure 5.10 shows the output ofthe encoder phase. 

r 

packet-encoder - Notepad L_° Lr 

File Edit Format View Help 
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Figure 5.10 shows the output ofthe packet encoder phase. 
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5.3,9 G\1-SK MODULATION PHASE 

I his is the last phase hefore sinking data into the FlackRF One, the output of the last phase 

"Al he no dulated using (_iMSK. Figure 5.11 shows the output of GMMSK Modulation 

phase. 

ý 
eke--resul' - Notepad 'i 

File Edit Format View Help 

L i: a Tz?, ýý °Y, ?z ýýa[: a>d-1^- 55 1i - 57- 57Oak>17 C'9". D 
ä, ¬ ý. CC. 41ýR 57 57 (ý; [>n. lý )7'DO? - 5ý ^oýý 
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-5.11 

GNISK Modulation phase output. 
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5.4 N\ ti\ IZ\ SYS 1 1: NI 

I he first phase in I\ system is to create an initial FCC private key that will he used to encrypt 

the svnuuctrie \V S\ key. the initial key \\ ill be a combination ofiettine the current I. inux user 

name using "ýý hoami Linux command (in our system username = 3140094) and the current 

date (I)ay. Year. Month), Figure 5.12 shows the output of the initial private key. 

I- 

pr, v, ate_initial_ecc_key - Notepad 

File Edit Format Vier: Help 

31-: 009=15-2015-07 

i, 17- `''! I 

I 

I 

1: inure 5.12: Symmetric Key. 
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5.4.1 G: AISK DE-MODULATION PHASE 

In this phase a GMSK demodulation process will start to demodulate the incoming signal. 

No printed out put came out from phase as shown in Figure 5.13. 

- r 
rx grr�k_certiod - Notepad : iý _ý1 L 

File Edit Fermat View Help 

Figure 5.13 GMSK demodulation phase output. 
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5.4.2 PA('KF"1 l)ECODER PHASE 

hic output from the GMISK demodulation phase will be decoded. Figure 5.14 shows the 

packet decodes output. 

rx_packet_decoder - Notepad 

File Edit Format View Help 
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Figure 5.14 shows the Packet decoder please output. 
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5.4.3 \OR DECRYPTION PIIASE 

l he output ol'the packet decoder phase will be decoded by XOR with simple binary code. 

l inure 5.15 shows the output of the XOR decryption phase. 

I 
r.. _xor_output - Notepad 

File Edit Fcrrnat View; Help 

ýR 

I 

-c 

=S 

C 

<F 
:R 

5 

ý = 

<R 

Figure 5.15: XOR decryption phase. 
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5.4.4 (, ()1)h: 1)F: -SPRFAL) PHASE 

I'lic output of tlhe XOR decryption phase will be dc-spread. same as RX system. the chosen 

spreading code depends on time. Figure 5.16 shows the output of the dc-spread phase. 

rx_-pread_cutput - Notepac 

File Edit Format Viev,; Help 

Obi0000000100000000110000001100000111001101110100011000010111001001110100 
CIO 10000110l011100110010011111001010-1b1010101011000110111010010110010111b( 
1100010000100001011111000001001000110010010000011OOlQ1OObQlOllllO1llOO1cO 
0-1 b01bi11O110000110ii101oil 0011001000101101OO1i01i11il0lOOi1101110010100J 
1011001110101CI11100001010010010110101_1b1o00101110010000110001111000010011 
Cl 1011001010100111100010111110101010101000111-0b1011011011001000000010000- 
1001blo10100111011c101000101100100111110011111110111l00O01101l00=Oc100110( 
0000101111100000110010001011000-1bi1000-l CO 0011110011110111100000110011110 
0100001111011O1Oc1101O000O11011010010000001111001011011010101101110100100 
Oc001_1b0111001001110c01101011oi10011100011011110010001010111101100111000( 
01101100011110110000010011101100010001O1O1c0000101111011100111100110000c1 
101111100100010110101001111lOOlOOlOOOOOlO10111110010001010100011OilOlOl11 
100011' Ob0000010111110010010100101001101101011000011011101011110100100100 
1100000001011010000000110_1b010010011000001-1b0110110101110100011001111001 
i1O1O1111011Oilll00001O11110010111110001000110b10101000001011001010101010 
0111011011'lcOliilOll0000000111OO111Ol0010ioillo1O101OOii11OOlOllOllOOllO 
111101010001001011001001110001110000010010O111b110-1b011010111010010010117 
O1cii0001011111b011100011111001000010110000011000011111000010011001100110 
01111110010=1c1100110-Obl001110001001010101101110111100010001lOlOll000l001 
11O1O1b01000OCO0100111OOOliOO1111011110OOl1010OcOO11l00000000010011010011 

, ... ý 

Figure 5.16: De-spread phase output. 
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ý. I. ý F: ý1: 1: ('OUI: I)l: (': 1PSU1,. ý'hION PHASE 

In ihiý phasr. ihr output of thr last Phase \\ill search 60" the prefix and suffix coxics and 

ý: nr Mhat's in hcmrrn in a 11r\\1ile. Fi, urr ý. 16the output ofthr dc-capsjilaj toil 

1ýhase. 

c.: co^duct_fake_code - Nbtepao 1 -: `ýj I 

File Edit Format Vie, a Help 

0h11Cl0110010100011000001101000000001001000101101011001010111000100110010 

insure 5.17: De-encapsulation phase output. 
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5.4. ( BFNAR1 "CO : ASCII PHASE 

fhc output of the last phase will be converted from binary to ASCII to gain the symmetric 

encrypted key. Figure 5.18 shows the output of the conversion phase. 

binary_to_asc: - Notepad 

File Edit Format Viev, Help 
i. _ ýe_" äi_=Eq"ýfaj>_6-c3;: & aeiY'-KJ]=F-'. f 

ý LJ IU IYý.: ý 

Fizuure 5.18: The conversion output shows the encrypted secret key. 
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5.4.7 S1 \I\IF'TRIC KI DECRYPTION PHASE 

The output oi last phase \\ ill he decryhtcd using the initial key to gain the srnunetric key. 

I: iýgurc x. 19 shows the decrypted secret key. 

i-- 

_ymme; r: - Notepac 

File Edit Format Vievý Help 

r, yr, r-et ri c_k ey 

ý, ý iý . 

Figure 5.19: The final phase tor gaining the secret key. 
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. 4.8 SI': A1) 1 111: Sl'NINlh: 'I'RI( KEY TO SENSOR NODES 

I lie nc. yt phase is to send the sN, mmeiric key to \VSN sensor nodes using Ziggl3ce, but this 

is not \\ 1111111 the research limit. llic research limit is to send the key secure! Iirom ISM 

station to the AVSN hase station. 

5.5 ('0N('I. l'S10N 

Ibis chaptcr described step by step evaluation for the TN and RN systems by shove 11w, tile 

output of cyery phase: beginning with encrypting the secret key in the TX svstem and uh to 

de-crvpting the key in the RN system. F('(' was used to encrypt the secret key and embed it in 

IA1 hand. and send the key securely within few seconds as, first, it's hard to sniff because of 

the transmission's short time (to any listener. It is just an I'M distortion), and the secure Fu(' 

encryption layer keeps the secret key safe. 


