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CHAPTER II

SYSTEMATIC LITERATURE REVIEW

2.1 Introduction

This chapter presents systematic literature review (SLR)gqon Ming your own
device (BYOD) trend which 1s conducted ba edv academic and
professional  journal  papers published from
summarizes the existing studies related to bri
policies.

This chapter reviews systematically t

your own device (BYOD) security

has been undertaken using Kitche and it fulfilled the

requirements of standard = sys to be beneficial to

researchers to have an over

nt @e of research trend 1n this
arca. The systematic _ ébc ed using “bring your own
device AND wor@rom various available databases.

?!d (uthhls review are found in the IEEE

The articles that,

xplore. Scierc

u@s the most useful ones 1n computer

science. InYgddYion, Springcrlh%, as chosen because it coordinates with the

My and authors in the scientific community. The search for relevant

acadend

all the review questions defined 1n the review protocol to achieve the main

objective of this research.
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2.2 Results of the Literature Search

“Bring Your Own Device” 1s a new phenomenon in technology era and

new concept in the field of researches, for this reason the number \ gicles

returned 1n searching process through different databases was qu¥e 13 v. The

following table gives an example of the number of aﬁic]esved during

Q)

searching process for the following keywords:

Search Name IEEE ScienceDirect ink

Xplore

BYOD 78

Bring your own | 18]

device

e

BYOD  security | 23

policy

Bring your own | 26

device security

policy

2 &

lnﬁl’search results

T

of “Bring \‘l‘))ur Own Device” 1s relatively new term,

Since

wherglar the results more focused to the research topic the

of the search was narrowed to 2011-2015. By doing this narrow we

can limit the results to peer-review journals. The number of articles returned

during narrowing the search process as follow:
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Search Name + IEEE ScienceDirect | Springerlink | Scopus
(2011-2015) Xplore

BYOD 78 360

Bring  your  own | 123 48,063

device

BYOD security | 23 224
policy

Bring  your  own | 24

device security

policy

Table 3: Key words se

Another way to make the re¥y Eore re

operators allow researcher jg

Process such as AND. we used AND Boolean

operator to combine Device”™ AND “security

policies”™ through S >re available databases which are
[EEE  Xplore, %:'Dir Y' SpringerLink since 2011 until 2015
N

using Englis uage only and tho.&aults were as following:

N
N
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Database Name Number of articles
(2011-2015)

|[EEE Xplore 3

ScienceDirect | 83

SpringerlLink 71

Scopus [ 5

Total 172

Table 4: Search R

172 articles returned during nan*owiniw:sea

between “Bring Your Own Devicé

combining

D “secully terms In

Cg]ber _&;S
. o % | A

screening stage to exphcit wi tudlx:}e]e

studies should be discarded. Y’ |

2.3 Articles Related K

A
&\as sent forward to
S

B

for review and which

databases advanced mention. This

o)

inestigate the articles were found during

N
$ should be put in the next stage. 18

pers which had\teen identified during screening process based

[t was neces
searching pJ

articles K

on _ g criteria that have been mentioned in methodology chapter IlL

Nys sPlecting preformed through studying the title and abstract of the article.
154 articles were discarded based on exclusion criteria. The 18 articles which

have been identified to be review must send forward to the next stage.
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2.4 Articles Related Literature Quality Assessment

) nrtirnloc AN ~ 7% > . = . o
|8 articles have been 1dentified during screening stage. In the

assessment stage, each paper was read and examined to see whether Qzuld
be included for final review or no. These articles were examined Sinv uality

assessment criterta mentioned early in methodology chapter. 0 articles

which have been identified during this stage. Below 1is theWy assessment

checklist of the 18 papers based on the quality asses

nt crittiria mentioned

in methodology chapter:

Title Author Purpose
&Year
) ~
-
S 3
Towards Entforcing on | Costantin YV

The -Fly policies 1n | o

BYOD Environments nework

control | Y N Y Y

Advanced Per

| framework using multi-

layer security

Control Framework




L7

High-Level Design

Keunwoo

Mobile Device

\;’

N

N

N

for a Secure Mobile | et al., Management system
Device  Management | (2013) composed of an agent
System and a device
management server.
Context Based Smart | Kang | Security framework
Access Control on | etal., (Smart Access
BYOD Environments | (201)5) based on contexti
Modifying security | Vignesh | Proposed é 3-tie Y
policies towards | & Asha enhancedY' ‘p@&
BYOD ‘chy
Corporate security N |Y |Y

solutions for BYOD:

novel user-cenfglc

novel.

Describe a

adaptive  and

software system called

(MUSES) to secure

BYOD environments.
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and tomatic

Own

Your

Device Policies.

of

5

by modeling the
behavior of  Android
applications and
verifying their
compliance with

"BYOD security /.ahadat Proposed BYOD security | Y |Y |Y |Y
engineering a et al.. framework with three
framework & 1ts (2015) pillars: people, policy
analysis management, technology.
BYOD security | Morrow Presented a  security N
challenges: control | (2012) challenges for BYO[N
and  protect  your and guidelines ti
most sensitive data secure sensitive |
BYOD -  popular | Beckett Data N
and problematic (2014) implicatic
arisey
Implement network %
SCCUI‘“}" control
solutions m  BYOD e |
N
environment | c@ang of
- regﬁ’ and by
e
W singcfy 302.1x
CIE;?)tion standard.
N
Formal ){Z)poscd a framework | Y |N |Y |Y




security policies.

Remote Mobile | Ocano Propose BYOD|Y |N |Y |Y

Screen  (RMS):  an | et al.. security  Framework  to
approach for secure | (2015) secure BYOD by using
BYOD architecture consist of
environments two  sides,  enterprise

side and BYOD sid

Techniques and real Jaramillo Presented techn

world experiences in | et al.. real world

mobile device security | (2014) secur wﬁ
M;IOI].

Q)|

Bring your own Armando

device, securely et al.,

th the

i&)rtajr?zation security
N

ROI1cy can be installed.

% s

GGSSI]CF\(‘)i Proposed a solution that 'Y [N |Y |N

et al., enhances the security 1n
(2013) BYOD scenario without
solution compromising the

usability and flexibility
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of the system

'Role of software
product customer 1n
Bring Your Own
Device(BYOD)Trend:
Empirical observations
on software quality

construction

Seth et al..

(2014)

l[dentiied the role of
software customers 1n
deciding about the

quality of products and

the impact in BYOD.

Preserving dates and
timestamps for
incident handling n

Android smartphones

Verma
et al..

(2014)

Crossorer: secure and

usable user interface

for mobile devices

which

mechanisms

le multiple

with multiple 1sola® on a
OS < : k

\‘ T .
/9‘“10 quality assessment  was completed, 10 papers related to BYOD

security policies were put forward for the final literature review.




21

2.5 Overview of Studies

10 studies only on “Bring Your Own Device”™ security policies were

identified using  “bring your own device” AND “security policy” &;R(ml by
scarching  from  several available databases which are :b Xplore.

i1l 2015 by

ScienceDirect. Scopus and SpringerLlink. Dated since 2

reviewed by

English  language only. These studies were identiﬁcdw €

15‘ d
study. The studies covered difterent types of

technical. literature review and system design. é

Classifi ﬁ%?:

analyzing the context of each study, research quest the result of each

survey.

[ 40% Y , L A B survey
'I I - J . © System design
\ * W Literature Review

© Technical |

4

e — i — —_——— Em—

igure 2: Classification of papers reviewed

Aé/k-
e\ 1
N

The studies that have been identified in this review covered a range of
resecarch topics related to bring your own device. These studies were

categorized into following main topics:
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e What s Bring Your Own Device?

e Bring Your Own Device benefits.

e Bring Your Own Device concerns.

e Bring Your Own Device policies.

2.6 The Current State of Security Policies on BYOD

elv new

1o

1ng wrocess during

‘Qs quite low then

&

in Figure 3. This

This
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From Figure 3.

Most  organizations — are Increases  the

productivity and efficiency who have

adopted BYOD such  assets

Brine

h as, smartphones, laptops, and tablets to

brine own mobile devices suc

work proposes (Costantino et al., 2013; Kang et

orkMaece and usce them for

al., 2015).

The BYOD refers to bring your own device to workplace to use for work

purposes.  This new  phenomenon developed due to consumerization in [T
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The concept  of  consumerization indicates to the increasing rate of

Information Technology that used i the beginning of consumer market and it

shifted i the end to organmizations and educational 1nstitutions. The olR

of using BYOD 1s to use the mobile devices such as smartphone %ts and

laptops tor both work and personal use (Vignesh & Asha, 2015).

BYOD 1s not a new phenomenon 1t has been intmducwzt business

world since the employees begun bringing their partic law as USB tlash

drive. 1nstalled some types of software in order PUrposes

(Zahadat et al.. 201)5).

2.8 BYOD Benetfits

S

the productivity

1S

.\

because the employees kccp WOTrkl mobile device at

any place and anytime out

Fu@m e. BYOD 1ncreases

N
%anacnon because ot good

the speed and etticiency W also,um er’

I
ﬁé} have adopted BYOD save

($ assets (Alharthy & Shawkat.,
O o

]
cffal. (IDIS. Costantino et al., 2013).

(J

communications. Additional,

the costs of purchi

2013: Vignesh & !\%\
In fact. therg knan
l..

2015): c_}'

€1 .a

BYOD (Z 2k

B increases  productivity and  etfficiency when the employees are

cll known how to use their own devices, this is means that the burden
of training 1s lowered.
e Employees who use their own devices in workplace providing more

care to these devices than devices provided by the company.
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e By using BYOD services can be provided to rural areas. for example.

patient monitoring 1n remote locations. This service can be done using

BYOD 1n very low cost.

e By using mobile devices via apps such as GoToMeet \irtual

conferences, can be setup from anywhere in fast and easy way.

e There are some organizations such as Hanfard/M% . and Khan

Academy provide online education ideal , foRIBYOD learning

. o

1on  shgring ei*\f

K g

experiences with hittle cost and high quality.

e BYOD provide communication and infor

anywhere and anytime.

2.0 BYOD Concerns

= |
é&OD such as device
(.)

Y .
111@31twe data about the
N

. As% the employee leaves the
'O

1 -@YD policies owned device

There are many risks that can

lost or stolen, 1 this case

W]]OTCﬁ 0 ,S

company, the employee sighed {

supported by organiw&\ccl

n
for various reasoRy 1S

company and customers

and avancially may leave the company

O

ﬁ‘@ question on the ownership of the

1$I {

device. lfurtlt'mk . inp Ko s

Nay  not complim{;ﬂvith organization policies which lead to

device th
twork attacks such as eavesdropping, man in the middle attack
Using  personal mobile device 1n workplace can lack the emplovee’s

privacy, as companies may monitor the personal information saved in the

devices. On the other hand., the worries of the companies become bigger as
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mobile device connect to the company network, it gives more chances of

cyber attacks. vulnerable to data leakage as well as unauthorized sharing of

NJ
0
Y—

individual.,

information between employee and company (Ocano et al., 2015).

2.10 BYOD Policies

There 1s an increasing pressure allow devices owne

particular users get access to network, services, an

These contexts must nvolve specific rules defining

devices. This definition and enforcement called

using their own devices in

strong password, using cncnq)t\

stored on the device, enapling§fautomafic
period of time, monitor  the ‘el ssi ork »M well as enable the remote

<

Costdpno et al., 2013).

L
2 9
S

5

@of' the systemaﬁc{’ review, it can be summarized that the

locking in case of the d¢ Se

7.11 The Existigo works

fes that have been done to modeling the security policies for

ell as improve the security of mobile devices as a whole.

Costantino et al.. (2013) in their study, they proposed a framework that

enforces on-the-fly instantiated policies. This framework describes using a
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role-based access control  system based upon user identity and his context.

Each user receives set of policy from a server, based on his role and current

context. The effective user 1dentity 1s confirmed using OAuth2.0 and dT

integrity 1s ensured by means of TPM installed on each device.

Zahadat ¢t al.. (2015), the BYOD security framework was prey

study have seven stages imncluding the BYOD security lifecycw

'OR withlin

determine the stages of mobile device during its partici

program. These stages 1nclude Plan, Identify,
Recover. and Monitor. The BYOD security lifecycl

structure and context to the steps presented in BYO

ICcy (@odel consist

O

10§s Aevel and device

N

chec@ to
7
coéﬁ( should be restricted

el p@vides security in the form
&

-y n |
_ ¢
of mobile device :applic*% knor \JS\ O%JDevice Management include

Mobile Content Man;\\
C)l Ajthotkyy CA credentials and encryption

device level. tlQ 2

applications arg g yted. ’ | E
Y
Y S

Ocano et N.’I(HS)‘ in this study the researchers presented Remote Mobile

Vignesh & Asha (2015) introduced mult@ec %l

of three levels which are organizati eVl

level. The organization level cons™ see before

implementing BYOD 1n the ()rgaMOn.
plicatil

us ?rotee} he data in smartphones. In the

2 &

1ficdte

ScrecglKMS) which consist of two sides which are enterprise side and
BYOD"™®de. RMS modifies BSF via moving the enterprise space inside the

corporate network, using a new element named Corporate Space Manager
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(CSM) employmmg  VNC  protocol to allow the employee to access the

corporate space.

Zulketli et al., (2015), presented multi layer security system based on \z

Control and context aware Multi Level Security (MLS). Layel ;%RA

architecture. allow admin to manage, monitor the activities that e done

by employees through MDM, MAM and DLP. Layer two Nrus/malware

| ‘Rlo levice scans

‘ontrol.

Scanner, 1 this layver the emplovee’s device should s

based on employee’s level in the organization. Laye

cach employee should to pass this layer to ensure

Layer four Multi Level Security, MLS d1v1dcd

and the employee needs to choose one of ewasedg‘m SUlfilty of the
organization. Layer five Policies, based (N n 1glat10 f la@ | to layer 4

the security policies are created. (;\\
a.‘\éﬁ adaptive user-centric

-

a$tem : appae el Qld(:hll‘lt Learning  and

Computational ]ntelligen e ._- 1S ' users" behavior to adapt.

ﬂ

Y

Ol) d

MUSES system by Cuevas et _al.,

end-to-end  system.  Thi

improve and help to

Armando et 5

Android Ntions and veritying their compliance with security policies.

I'®

the gnter ﬂé.ﬁty policies.
A/ S
T

2014). designeq'_\;y system that modeling the behavior of

applied 1 a corporate context for allowing the company to define

and enforce the security policies for BYOD on employees™ mobile device.
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Kang ¢t al.. (2015). the researchers 1mn this study presented smart access
control framework which defines context based on context. This security
framework can transform the information from low level into an

meanineful context. Furthermore, this framework allows enterpris

context-based. a flexible security policies by using access ob

security policies based on context.

AlHarthy & Shawkat (2013), they implemented B
through presented network security solution by cr

increase the security level using specify rang o)

1NC

protect it against several attacks. \%V

(2014).

prcscnlcdc,ﬂi‘vcral
techniques % W

devices in an organization.

standard and AES over CCMP used to

Jaramillo et al..

factors 1volved

Table 6: Summary o

%(.J

Sab aWL

wvel y
| ;m, create

and create

solution

o

AN to

X
X ' e@%ﬂion
.

' %r‘ity and

This

mobile

&d &Q)’OD security policies

Method

S

2%.; Mechanisms/Applica
tions
(2013) | Qualitative | Framework

implements a role-
based access control
based on user role and

his context.
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2 | Moditying Security Vignesh & (2015) | Qualitative | Multilevel security
Policies Towards Asha policy model
BYOD (orgam@m

appl % level.
%&:vel)

3 | Corporate security | Cuevas., et (2015) | Qualitativelg A ptli-adaptive user-
solutions for BYOD: A | al ventﬁc end-to-end
novel user-centric and 'Ste v amed

Y.
self-adaptive system M SFS-\@Ye-m. [t
J pli@ﬁachine
¥Mng and
Oﬁ%mputational
intelligence
techniques.

4 | BYOD secunty BYOD security

engineering: A framework with three
pillars: people, policy
management,
| technology.
5 | AdvansgdRersistent (2015) | Qualitative | Access control

Thre

d

Security-Access

Control Framework

framework using
multi-layer security
based on context

aware Multi-level




%l

security (MLS)

And access control.

NS
A

6

C'ontext Based Smart

Access Control on

BYOD Environments

Kang., et al

(2015)

Qualitative

SnWass control
Nwo rk which

I

ctings context based

Formal modeling and

of Bring Your Own

Device policies

automatic enforcement

Armando..

et al

@:0‘[

Al& vid applications

g veritying their

Q.FE
compliance with

security policies.

secure BYOD

cnvironments

&/
S

Remote Mobile Screen

(RMS): an approach fi

BYOD security

framework using two
sides: enterprise side

and BYOD side.

9

Tues and Real

Experiences 1

Mobile Device Security

(2014) |

Qualitative

Presented techniques
and real world

experiences.
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Implement Network AlHarthy & | (20135) | (Interview | Network security

0 | Securiy Control Shawkat tSurvey) solution by create

Solutions in BYOD Ccparate \&iz\\’hlth

Environment specify§gang HP

2.12 Critical Analysis

sccurity policies and to enhances th

8;211‘1'0 without

uk can noted that

compromising the usability and flex

the access control 1s the most zations to mitigate

the security risks associated
organization activities that

lype of information

&
acces:é?%ncent et al., 2014). There
&

. 9 ) ‘ AT O y § 2 S :
arc  various speciige ﬂy a secure mobile devices and
appropriate .JL.L

?1' ICE  Tresources  suc S e
created cons device resou uch as processing

pPOwWer an

vdeled based on access control and the most relevant attributes.
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Profiles

User Role

Device

AV

Advanced Persistent Threat
Mitigation Using Mult;
Level Security-Access
Control Framework

(Zulketh et al., 2015)

Towards Enforcing On-The-
Fly Policies in BYOD
Environments (Cosantino et

al.. 2013)

Modifying security policies
towards BYOD (Vignesh &

Asha. 2015)

Formal modeling and

qutomatic enforcement of %

Bring Your Own DeviK
policies (Armando et

2014)

S

Context Bas

1-AV: Anti-virus/malware

2-RBAC: Role Based Access Control

Table 7: Previous BYOD Approaches and their Attributes
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While cach method in these studies addresses a solution to a single and

specific problem. none of these approaches are able to fully addressing the

issue of BYOD security. However, through the evaluation of each. s&fftion
shown in Table 7 we have found that each solution in these sy
specific beneficial an attribute. From (Zulketh et al,. 2015) we find
system using multi layer security based on context and
The-Fly policies (Cosantino et al., 2013) also mmplem
access control based on user role and his contex
specific policy from a server based on current rol
& Asha. 2015) introduced multilevel security

classifications based on user role and pro%z;n

naro

et al.. 2014) modeled the behavior o

S

et b

compliance with security policies

porate
L

Smart contros

2015) also implemented

context.

(%Curing mobile devices from

To address the roadRlo

1€ resources such as

|-

S ——

attacks and muhx*;u*@wl

processing  poweg wan can combine the concepts in

previously med

ThifGhMer presented @ systematic literature review related to bring vyour

OWN Vice security policies. In this chapter the primary articles related to

rescarch arca are summarized and presented. The systematic literature review

has been undertaken using Kitchenham guidelines. The systematic literature
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review conducted from several available databases using “bhring vour own
device” AND  “security  policy”™ keyword. The articles that have been
gathered 1n this review are found in the IEEE xplore, ScienceDirect,YWus
and Springerlink. The search for relevant articles and papers wiz%\]ed to
those published between the year 2011 until 2015, and the resuX was 10
papers which were analyzed. The review revealed that 111%‘5; Your Own
Device” term 1s relatively a new concept; therefor Tesult of articles

umber of

returned in searching process from 201 lunitl 2015 e thQ?

articles was quite low then 1t was slowly increasifig in the [hst

result 1s because of BYOD a recent phenome

pr;()c

the review questions defined in the revi

of this research.



