CHAPTER 8

RESULTS AND DISCUSSION

8.1 Introduction v

This chapter highlights the results and discussion of the cr@s conducted on

the new LAO-3D algorithm and other existing block ciphers. rto the cryptanalysis
conducted in Chapter 7, this chapter presents three aval ff cts erl nts including
correlation coefficient, bit error, and key sensitivity tests. In additio rardo ss tests,
differential cryptanalysis, and linear cryptanalysis vﬁo e}e te

sectlons In the

|nt
théﬁglnal RECTANGLE

s@sof LAO-3D lightweight
f—?

block cipher against the other eX| rltﬂn Q.
In addition to the crypta es I\M@esents the performance tests of
parls

,th r‘géu@’f LAO-3D lightweight block cipher

The presentation of the results and its d%
first section, the results of LAO-3D alg %e comp

block cipher. Meanwhile, the second jon pre e r

lightweight block ciphers:
were compared Wlth&EQANGI_ \show th per|0r|ty of the new algorithm against

the original block er. Irat parisons of LAO-3D against other existing

'

algorithms 24’ 0 Sf-nZ)‘, \(;/
A\
N
N

&
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8.2 LAO-3Dvs RECTANGLE

The cryptanalysis experiments conducted on RECTANGLE block im this
section implemented the same testing methodology, equipment, and se i‘@f LAO-3D
lightweight block cipher as presented in Chapter 7. Besides that, the ‘ﬁnple data sets
from APPENDIX J are used to conduct the tests. A fair comparisofy of both LAO-3D
algorithm and RECTANGLE block cipher is important to s oprrovements made to

the proposed algorithm which is developed based on thegerigina bI(&?r.

* \Y'
e
8.2.1  Correlation Coefficient Test 2 \ &
Y
The correlation coefficient results are summasized i 8.1%&13 produced by

ﬁﬁcient results than the

tion coefficients, r,. of

linear relationship between th? rlout thOn @(age, LAO-3D recorded 98.20%
!

correlation value betweer%. (and,- b?j 0), 53?'1.80% between 0.3 to 0.7 (and -0.7

t0 -0.3). On the contra'rQECTANG I}taine&m% correlation value between 0 to 0.3

N
(and -0.3to0 0), 4@% een 0. gDJé)gn.d -0.7 t0 -0.3), and 1.14% between 0.7 to 1.0
(and -1.0 to@, Overall, -fg(-kflock cipher has a better non-linearity than
R e ;
RECTANGLE@algorithm. X
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Table 8.1: Correlation Coefficient Results

Tpc=-1 |0<71pc<03] 03<7,:<07 | 07T, <1
Input Algorithm |1, =0, and and and and
Tpe=1 | 03T <0|-07<Tp <—03|-1<7p <07
Kev 1 LAO-3D 0 979 21 —
y RECTANGLE 0 574 416 10
Key 2 LAO-3D 0 977 23 0
y RECTANGLE 0 571 419 10
Kev 3 LAO-3D 0 990 10 \} 0
Y° [ RECTANGLE 0 568 10
Kev 4 LAO-3D 0 982 0
Y* [ RECTANGLE 0 579 I 15
Kev LAO-3D 0 982 0
Y> ["RECTANGLE 0 568 12
X ¥
! _@
8.2.2  Bit Error Rate Test T \f,r
The comparison of bit error rate test r s show le 8.2dndicates that LAO-

X
E ion. Overall, the BER

S
@ntexts indicate that LAO-
)

3D has obtained better results comparedm RECTA

of LAO-3D is close to 0.5. The res eratemx

]
3D block cipher achieved a 50 bit errer_ratedwhic the optimum test result and

performed better than RECTA which achi ved.@%% BER result.
BN
:
le ‘&{Q Errg@(e Results

y. i

<

Algorithm Average Different Bits| Average Bit Error Rate
[A0-3D~_, 81703125 0.495361
CTANGLES b~ ©480.656250 0.479004
Plain™ 2 LAO-3D (32203125 0.503174
RECTANGLE |4~ 32.937500 0.514648
M JLs . 32.046875 0.500732
RECTANGLE 31.828125 0.497314
et 4 LAO-3DAC?V 32.046875 0.500732
RECTANGLE 32.875000 0.513672
Bt LAO-3D 32.156250 0.502441
RECTANGLE 31.546875 0.492920
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8.2.3

Key Sensitivity Test

The comparison of key sensitivity test results shown in Table 8.3 indic@iat LAO-

3D obtained better results than the original RECTANGLE algorithm. S
02

3D block cipher recorded 50.00% bit error rate compared to

ge, LAO-

btained by

is % o
RECTANGLE. The results indicate that LAO-3D has a non-linea% nship between the

key and ciphertext which also represents a high sensitivity ftw to the ciphertext.

Table 8.3: Key Sensitivity

|
| \d.

8.2.4

Randomness tests resul

RECTANGLE b
than the o

while R

%
Ny

CT‘AV}

LE failed a nu

, a

setti
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Input Algorithm Average Different Bits| Average Bit Error Rate jv
Key 1 LAO-3D 32. 000122-< i o!soo U=
RECTANGLE 32.437 506836
Kev o LAO-3D 32. ozs% N 442
Y€ " RECTANGLE 3224218 N 0.503784 %
Koy 3 LAO-3D 3 W A eo.soosn :
Y2 " RECTANGLE 3 N 0.498286
LAO-3D & 64 X 0499193
Key 4
RECTANGLE | _ 31.609375-. 0.493896
Key 5 LAO-3D %2.01379%‘\ ) £.0500216
RECTANGLE 2 zasﬁ )] \o 503418
o

Randomness Tests Y ’ l
aj ng{d’ggﬂlfﬁé}oe levels are summarized in Table 8.4.
The same data set, @heth@

AN
L O
hj Fro he exﬁeylments LAO-3D algorithm performed better

A

ere used to evaluate the randomness of

managed to pass all of the randomness tests,



Table 8.4: Randomness Tests Results

Algorithm | Significance Level | Results | Data Category | Statistical Test
P 1
e — =
LAO-3D
1% Pass 9
Fail 0 0
e a————
RECTANGLE
1% Pass 6 10
Fail 3

8.2.5 Differential Cryptanalysis .\do

\
Differential cryptanalysis results of LA algorit j @:p?ared with

RECTANGLE block cipher as shown in Table n addition,“the nu@ér of active S-
boxes of the differential cryptanalysis are ent QE antage of the new
algorithm. The results indicate that L@c th eSL\a owable probabilities of

differential trails (2-*4) with 17 active es at the fi roumi;:ompared to RECTANGLE

which achieved the lowest allow. sult.sfpothe 14" round.
Table 8.5: A%-;oxes dP ab| ies of Differential Trails
Rounds LAO-3D RECTANGLE
Active S-Boxes Probabll Active S-Boxes Probability
1 Y N W\ 2 Q‘J 1 272
2 3 « N 1288\Y 2 274
3 6/ E; ¢ ' 3 277
J ) &F 4 27t
5 17 - 6 2714
* vl_‘;*'=0c2—64- 8 2-18
7 N 11 2725
N 13 2731
9 14 2736
10 16 2741
11 18 2746
12 20 271
13 22 2756
14 24 2761
15 26 *) 66

* indicates no effective trail from the encryption round onwards
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8.2.6  Linear Cryptanalysis

Results of the linear cryptanalysis of LAO-3D algorithm are cg@a with
RECTANGLE lightweight block cipher as shown in Table 8.6. The nu gg)f active S-
boxes of the linear cryptanalysis are also displayed to present the adv % the proposed
algorithm. The results show that LAO-3D achieved the lowest allowable correlation

potentials of linear trails (2-3?) at the sixth round with 11 active WS which is better than

l

RECTANGLE block cipher. .\d
"X
Table 8.6: Active S-Boxes and Correlatio@wtials L'q;rh' r_{-l'}

LAO-3D RECTANGLE
Rounds . Correlation . Correlation
Active S-Boxes Potentlal Active S-Boxes B,

1 -1

2 & 22

3 274

4 276

5 278

6 2—10

7 2—13

8 2—16

9 2—19

10 2722

11 2725

12 2728

13 2731
*2—34—

14
’@s no ivéstrail fr&s}fﬁe encryption round onwards
o'

el WY
8.3 LAO(D%, he‘sbly?c:phgs

Tm nalysis expenme@a results obtained from LAO-3D lightweight block

cip Nmpared with the other existing algorithms. Cryptanalysis results of the other
‘%phers are obtained from published research articles. These comparisons are

i rtant to observe the security strength of the proposed LAO-3D lightweight block

cipher against its established competitors.

181



8.3.1 Correlation Coefficient Test

A comparison of the correlation coefficient between LAO-3D algorithr%%st other

existing block ciphers is presented in Table 8.7 (Ariffin, 2012; Zak S‘@al.,
are 16

Majority of the correlation coefficients, ;. of the compared algorithr;qi re located in the O

2020).

<1y < 0.3 and —0.3 <7, <0 ranges which indicate a weak Iineaﬁ% nship between the
input and output. Overall, LAO-3D recorded the highest co Iaﬂn value in the mentioned

concWAO -3D block
c,)

ranges, followed by 3D-AES, AES, and 3D RECTAN

cipher has a better non-linearity than the other block rs.
Table 8.7: Correlation C?Gientﬂes\u N
: W (\a
Tpc=-1 |0<Tpc<03] 03<7,:<07 | 07T <1

Algorithm Tpc =0, and and and and

Tpe=1 |03<Tp <0|=0.7<Tpe <=03|-1<1T} <-0.7
LAO-3D 0% 8.20% .~ 1.80% 0%

AES 0% .06%--—’9 19.53%. " 16.41%

3D-AES 0% 4.84% |- 7, 35.16% 0%
3D RECTANGLE 58. % 0%

8.3.2 Bit Error Rate %
odh ce
C

the

On average, L dlff

@)mh

the plaintext %r be tye at
modifica tS e plaintext ag';l stther existing block ciphers is presented in Table 8.8
t al.,

2020). The resul\otchleved by LAO-3D surpasses the earlier works, this
: es that the new lightweight block cipher has a non-linear relationship of its

bits which is equivalent to 50.00% bit

\
error rate which helte>(-t‘gslent|rely modified with a single alteration in

a comparison of the avalanche effect on the
(Bis

ponding plaintext to the ciphertext.
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Table 8.8: Bit Error Rate Results

Algorithm | Average Avalanche Effect
LAO-3D 50.00% \
LED 52.83%
LRBC 58.00%
PRINCE 51.18%
PRINT 49.08%
QTL 52.56%
SIMECK 53.00%
TEA 49.12% N

8.3.3  Key Sensitivity Test

Observations made on the key sensitivity perfo on LAO-3 Iipht ight block
A
tedin T

hle 8.9 (Bi t al., 2020).
a |sw\a'Yé a )

cipher against other existing algorithms are pre

The 50.00% key sensitivity result obtained b% -SDJ‘ig\ei ht @?k. cipher denotes
that the entire key bits have an impact wa cipherte t of@"algorithm. Based on
the findings, LAO-3D block cipher@jormed \‘aMh @ existing works on the

avalanche effect of the key mod@.

Average Avalanche Effect
LY 50:00%
~<50.37%
SU55.75%
L L 49.06%
1) 46.42%
O 50.31%
8 51.25%
47.12%

N
&
Y
S
N}
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8.3.4

Randomness Tests

Comparison of randomness tests between LAO-3D lightweight blok\gher and

other algorithms is presented in Table 8.10 (Chew et al., 2015; Sh
Zakaria et al., 2020). The results show that only LAO-3D passed all o
based on the 9 data categories and 15 statistical tests which indi

block cipher able to behave as a pseudorandom bit generatar. Y'

8.3.5

2017). The r

differentif
algorit%

r@es.

tes

aES‘@wail, 2020;
e randomness tests

at the lightweight

b o
ils’ in the

b

Comparison of dir%: crypﬁalaly s‘.ri

existing algorithms ar Nn in 'l[

Table 8.10: Randomness Tests ults, .\d
@
. a_ Y | ot ¥
Algorithm Results | Data Category | Statistical Test ' c}
| AG3D Pass 10< 100% A
Fail RV \}Y*
0, 0,
PRESENT Pass AN NOET% 3
Fail 55.06% o \3.33%¢
0, 0,
SPECK Pass : 8/o\l M6.67Q~
Fa 2.22% 13.
Pass 88.89% 66.67%
3D RECTANGLE _ T, ) 755%
- L =
y N
? ) 4 48?
Differential Crypta \ N

Y
1 (Zh,@(gﬂ/t al., 2019). Apart from that, the number

is are presented in Table 8.12 (Banik et al.,

of active S-boxes N&dlff ren ta&@
’
ow that -:%gathieved the lowest allowable probabilities of

184

h:rouﬂQ".' In comparison with GIFT and PRESENT, the
S

quire 12 and 14 “Founds respectively to achieve the lowest allowable



Table 8.11: Probabilities of Differential Trails

ounds Probability Y'
LAO-3D GIFT PRESENT \
1 272 276
2 2—8 2—10
3 2—15 2—16
4 2—27 2—20
5 2—4-4- 2—26
6 *2—64 2—30
7 2736
8 2—4—0
9 2—46
10 2750
11 2756
12 2760
13 *2—64 2—'6 T C,\)*Y.'
14 2P 71' g
15 2566 \T
* indicates no effective trail from th tio Olﬂ rds

N
z ER'
Table 8.12: Active S-B fferéntial yptégilysis
Active S-Boxes
GIFT

s PRESENT

e\ 1

S
Qi
AN

LAO-3D

1 1

6
10
12
14
16
18
20
22
25
27
30

A *32
0 ercti\w'rr'ail from the encryption round onwards

&
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8.3.6  Linear Cryptanalysis

The comparison results of the linear cryptanalysis of LAO-3D agqj@e' other
existing algorithms is shown in Table 8.13 (Zhu et al., 2019) to presenzt%vantage of

the new algorithm. In addition, the number of active S-boxes of the |

lqiar cryptanalysis are
presented in Table 8.14 (Banik et al., 2017). The results indicate that LAO-3D achieved the

lowest allowable correlation potentials of linear trails i Wth round. From the

observation, LAO-3D block cipher performs better tha and PQI?T algorithms.
' X
Table 8.13: Correlation Potent@inear raig § _\‘*\)“
Correlation Potential Y*
e Y GIFT PRESENT |/
1 -2 2—% \}.1 %v
2 278 J -2
3 21 % N7 28
4 2720 \"2-5 2¢)
5 2726 WONL 20
6 -32 % 2-10%, ™ /(”Tm
7 *7—3 # 2-13 ‘03\2—12
8 = 2-1 ] lfk 2-14
9 \‘V 2-16
10 : A N 2718
11 T 2?29 {% 2-20
12 - J 2NT 2722
13 Y o3, 272
1 A Y 2726
- 2.8 27%8

16 - AV - 2730

o \ ' u - 2732

' r : _ *9—34

Y
* icatei no e e(’ve t:Q-from the encryption round onwards
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Table 8.14: Active S-Boxes of Linear Cryptanalysis

Rounds Active S-Boxes T
LAO-3D GIFT PRESENT \
1 1
2 3
3 5
4 7
5 9
6 11
7 *13
8
9
10
11
12
13
14
15
16
17
18

8.4 Software Performance Test
? n
This section highlights t uti war rformance tests on the new

lightweight block cipher to n%esea’ch Q l |o s weII as to fulfil part of Research
oo s

Obijective 4, thus producing part ribution 3. LAO-3D algorithm was

implemented using \L@Jdlo on an Intel(R) Core(TM) i7 2.70 GHz

CPU with 8 GB@. on/Win gio eed tests were conducted on the execution

process of L and :o er gxi mg@gorithms. The speed tests were carried out on the

full rounds& h encryption alg@.)& to observe the time required to process a ciphertext
bIoc%\onsmts of 64-bit data In addition, the throughput tests evaluated the impact of
esign such as the key size, block size, number of rounds, and encryption

ﬁ | | |
onents on the algorithm throughput.
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The performance of a cryptographic algorithm is determined by evaluating the

running speed that can be measured by the average encryption time, encryptig{%ughput,

and the required number of cycles to encrypt one byte or block plaint %ch permits
0 5

researchers to compare the running speed of different algorithms working on different
e ;

ined in equations

platforms. The encryption throughput and the number of cycle

(15) and (16).

8.4.1 LAO-3Dvs RECTANGLE (')
Results presented in Table 8.15 sm

A

against the original RECTANGLE C&igﬂt ockrci he@ﬁ terms of execution speed
‘% o

and throughput. LAO-3D algorit?N,L orde % fam%’execution speed and produced

12.18% more throughputCan t% RECTANGLEE; F@s that contributed to the result are
on n|

E
: P 4 L&
the number of encry W e al@}thm components. LAO-3D has low

b

N |
¢
permutation (DOIQ@RO tion) uné'tica{s;?f the new block cipher ensure security without

encryption rounds 0 one&zgaperations. Substitution (SubColumn) and

: : . N :
the need of jmplementing a h num@of encryption rounds.
X

A\ &’
N
S
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Table 8.15: Performance Tests Results

LAO-3D RECTANGLE
Block Size (bit) 64 6 A S
Key Size (bit) 128
Rounds 20 25
1. Add Round Key LA nd Key
Encryption Algorithm Component 2.Sub Column 2.Sub Column
3.Double 3D Rotation | 3. w
Encryption Speed (millisecond) 1.4569 1.6342
Encryption Throughput (byte per second) 5,491 N 4,895
Encryption Throughput (block per second) 686 611
Cycles per Byte 491,691 551,583
Cycles per Block 3,933,531 |4 412,666

\d.
8.4.2 LAO-3D vs Other Block Ciphers é C')
tH'e exstﬁa lightweight

Table 8.16 shows that LAO-3D performe tha\
block ciphers in terms of execution speed ugh‘ﬁut gh I., 2019). Existing
high-performance algorithms such as K mDe Canniere et @009), KLEIN (Gong

\5 A
et al., 2011), PRESENT (Bogdanov. 200 E c$§Beaulleu et al., 2013) are
included in this comparison as % hmark_for the p&&ed lightweight block cipher.

LAO-3D lightweight block mWHec r ed 2 6 % f@r execution speed and produced

42.18% more throughput an' the cI och@;tor which is the KLEIN algorithm.
Although LAO- 3D i mnts tlle sa bIo ze as the other algorithms, the optimized
encryption algor m nent I‘gt{g |ts round number have contributed to the
performanc e b‘l‘o refore these observations justified that the

performa s of"CAO-3D is compgﬁ’l\fVe and suitable to be applied in mobile applications.

2
Ny
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Table 8.16: Performance Tests Results

PRESENT | SPECK

LAO-3D KATAN KLEIN
Block Size (bit) 64 64 64 64 W64
Key Size (bit) 128 80 64 128 128
Rounds 20 254 12 31 4 27
1. Add Round
Encryption Key 1.Sub Nibble l'ﬁgd o ; >I\§I(3dRulo
Algorithm 2.Sub Column | 1.LFSR 2.Rotate Nibble : ' oo
N 2. Substitution Addition
Component 3.Double 3D 3.Mix Nibble . .
X W tion | 3.Rotation
Rotation
Encryption Speed 1.4569 25498 20712 5895 4.6377
(millisecond)
Encryption \Z 4'3
Throughput 5,491 3,137 3,8 431 1,725
(byte per second)
Encryption
Throughput 686 392 c}%m
(block per second) N
Cycles per Byte 491,691 860,558 6 ' 1,565,217
Cycles per Block 3,933,531 6,884,462 12,521,739

8.5 Discussion

Analysis of secure cryptogr

@_h\tweight block cipher is
c.)

required before developing a neV\tograp ic iﬂ’]mA sides that, conducting studies
and experiments on the origi rithr is og@o identify the weaknesses of the
|

existing cryptographic d%ln this\,‘s

i .1_69-3D block cipher is compared with
@)
RECTANGLE algom justify the

odifj
&

producing a new@ﬂth The € Cﬂpt- Igorithm and key schedule algorithm were

&s& the security’of
b 4

4

through@ysis results present

S

on made to the original block cipher in

modified to lightweight block cipher which were verified

in this chapter.
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8.5.1

Encryption Algorithm

The aim of designing a lightweight encryption algorithm is to provide aﬂger block

size, less number of rounds, and simple cryptographic operations. Taki

as the base algorithm reference, three modifications were made to th

that includes reducing the number of encryption rounds, i

component, and enhancing the permutation component as li tem

Table 8.17: Modifications of RECTANGLE

ovi

riginal block cipher

the substitution

ble 8.17.

l

ptirn Wln\?-

Firstly, lowering th c of en

e

nd er of an encryption algorithm heavily

&

i

" T
. RECTANGLE e . LAO-3D
e (Original Algorithm) MiEeliEEten (New Algorithm)
Block Size 64 bits Nene & . /4 | . U64bits
No. of Encryption R v Sy
Rounds 25 Reduc encrx‘pu%unds 20
Structure SPN N SPN
AddRoundKey % _“¢ | AddRoundKey

SubColumn \1 v thg t'tUt'dU SubColumn

Functions £ comp oo erﬁ&?‘”‘
Improved, the permutation
ShiftRow onw nt using 3D bitwotation | Double3DRotation
w»methodd)

from 25 to 20 rounds can increase

yptibn founds
’ &
er exebution time, and consumes lower energy

TANGLE

the efficiency of the'%.‘ithm, tla
implementation. ermining
E\ h
depends on thﬁqulaf cryptanal
\
successful ‘(V); on the Wndé\the cipher that can lead to security problems and

o~ :
secret osure. From the cryﬁﬁnalysw conducted on LAO-3D, the maximum number
a

t can be attacked is in the 6™ round. Therefore, 20-round LAO-3D is enough

of @t
@t the differential and linear cryptanalysis that is discussed in Section 8.6 and 8.7.

is'%tt@gks (Chen et al., 2020). This is sufficient to avoid
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Secondly, PRESENT S-box is implemented to replace the original RECTANGLE S-
box due to its secure cryptographic properties as well as its small hard&&(’)&print
(Sherine et al., 2021). The new substitution method can improve the con roperty in
the algorithm as proven through the avalanche effect tests in Section 8.2 and 8.4.

Thirdly, the Double3DRotation function was introduced@s capability to

enhance the security strength of the block cipher with | pWents to the diffusion

property. The rotation method implemented in LAO-3 ptimi e& the sandomization
of the ciphertext as presented in Section 8.5. ’ \‘i"
e
P 4
&

8.5.2  Key Schedule Algorithm \3 \ é\V{'

Similar to the objective of desig n&&)ghtwe crygu algorithm, the key

schedule algorithm prefers simple crypto raphl nspt -keep the simplicity of the
block cipher structure (McKay et% . Three ific %hs were made to the original
%

RECTANGLE key schedule o that ts of I cmg the number of round keys,

increasing the length of c% nd‘.‘;&;d t bstitution component as shown in

Table 8.18.
&
Table E od’l@yﬂ EéT/ANGLE Key Schedule Algorithm

E——

=N 2
. RECTANGLE L LAO-3D
G (Original Algorithm) e e (New Algorithm)
Key 64 bits © W~ None 64 bits
No. ofR 25 ('}' Reduced round keys 20

Increased the length of constants/
RoundConstantsXOR nonce from 5 bits to 128 bits NonceXOR

e Implemented modifiable nonce
U ctions SubkeyExtraction None RoundKeyExtraction

Improved the substitution method
using other S-box
FeistelTransformation None RowTransformation

SubColumn KeySubColumn
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First of all, decreasing the number of rounds in the key schedule algorithm can lessen
the burden of generating more round keys (Alassaf et al., 2019). Therefore, th@aﬁon
can reduce the memory consumption to store the pre-generated round Wt are used
during the encryption and decryption processes.

Other than that, expanding the bit length of the round ca@; nonce can add

extra security to the lightweight block cipher. On top tMe implementation of

l

modifiable nonce can avoid the algorithm from generati same Wnd keys when
applying a unique secret key (Sehrawat & Gill, 2018): ' ’C}Y'

Lastly, the implementation of PRESENT ﬁs in the crpr'en algorithm
\(Modi \a'l’ 2021). The

ey t contribute to the

provides confusion property to the key schedulgy al

confusion property can improve the @n of
randomization of the output ciphertexc. \?

()
9 Q-
&
8.6 Chapter Summary \ JAJQ\A'
This chapter prese%\z cryptan !

alysis ana'oftware performance tests on the
$ 2y
proposed LAO-3D b‘@her. |T
Over

erim%&k’ results of LAO-3D are compared with
the existing block Ws.
¢

the cryptanalysiSytests results. Moreov e performance tests conducted on the software

e

&
Q-3@orithm has shown its security strength from

implemen LAO'-'B olv thqge new algorithm is competitive among the existing
N

block QK . Therefore, it is ﬁa(gﬂfied that LAO-3D algorithm fulfils the criteria of a

Iig%t block cipher and is suitable for security products such as mobile applications

iven'its security and efficiency. In the following Chapter 9, the implementation of the

LAO-3D algorithm is presented to show its functionality.
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CHAPTER 9 T
N

IMPLEMENTATION OF LAO-3D LIGHTWEIGHT BLOCE%IER

9.1 Introduction \’z

This chapter presents the implementation of LAO- IWight block cipher on

software applications. Two types of software develop ere ¢ r’ed on LAO-3D

algorithm that includes desktop and mobile apphcatm&obser r)ctuasﬁfy of the

lightweight block cipher.

9.2 Software Implementation of L ghtwel ocléfpher

In order to demonstrate the applic |I|t %‘D elght block cipher, two

software implementations were d tdobse the(o tlonallty of the algorithm.

Due to limited resources, the Ie e re b on a desktop application using

n
C++ programming on V\%; Vis IJ#}J 2@ and a mobile application using
&

Android Studio devel a %
&

N

S
S
S
N
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9.2.1 Desktop Application

Desktop application is a software program that can be executed @sonal
computer to perform a specific task by an end-user. Microsoft Visual St ag‘lgselected as
the programming software since it is a very convenient and .vvﬁl application
development software that works on most operating systems such as*Windows, Linux,

Android, and iOS. Therefore, an encryption desktop plw was developed by

l

implementing LAO-3D lightweight block cipher. .\d

The desktop application can be used to secure sefisitive data befo d’ig%i'through
A
email or storing it in a database. Data is encrypted ‘Wwithin the app ation,zand does not
Y/
\sferredéwg? the network, it

depend on the underlying transport. When data is s red‘%

remains encrypted until it reaches the @on of
encryption key, therefore, the securit;@se data qn g(\
o 2)
L

]
&
9.2.1.1  Encryption \ lAj \A
Encryption is a mq:ecu‘;i gj};&l{:& using a cryptographic algorithm,

along with a password. ®he encryp\proces verts the information into unreadable

data to protect it Nh nin

encryption, L@ algorith i
CA@ VTZ) a

s%ﬁplayed in Figure 9.1. Three steps are required to

source o APPI‘—_rN
)
performt\ cryption applicatmctahat includes entering the encryption key, entering the

me%nd executing the data encryption.
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@ LAD-3D Apps Encrypt - Microsoft Visual Studio - ul ®

File Edit View Project Build Debug Tools Test Window Help

HA-E-EHa| ¥ G 9 .o He b Debug - Win32 - |
B &b a|EE|E 2|0 J 3 & B L
LAO-3D Apps Encrypt.cpp* - X
| {Unknown Scope) e | |

»| <

=//

\‘ ff ENCRYFTICN

Fl string AddRoundkey(string InputS, int InputI)

{
XOR (InputS, SubKey[Inputl]);return(Cutputs);

X0q|00] 3¢, 1810]dXT 1BAS

Elvoid Sub_Column()
{
Divide_ String_To_Block (Output3, 16);for(int i=0; i<4; i++){Row[3-i]=Outputkrravs[:

for(int k=0;k<l6:k++)

{
tempStr="";for (int j=0;j<4;j++) {tempStr+=Row[3-j].at (k) ;}SubColumn_TIn[k]=temps5
SubColumn_Cut[k]=Decimal_ To_Binary(tempInt, 4);for(int j=0;j<4;j++) {tempStr+=R

OutputS="";for (int i=0;i<4;i++) [OucputS+=Row[3-i]:}

E void DoubleRotation3D{int Inputl)

{
tempStr="";for (int i=0;i<€4;i++) {tempStr+=0OutputS.at (Rot_X_axis[i]);}AddRoundkey (t1
tempStr="";for (int i=0;i<6€4;i++) {tempStr+=0utputS.at(Rot_Z_axis[i]);}CutputS=tenps

< >

Ready Ln 168 Col 2 Ch2 INS

Figure9.*Encryption

i) Step 1l

User is required 1o enter thewencryption-key as displayed in Figure 9.2.

Encryption key.issa Secret word @r phrasg"with a maximum of 16 characters

long which™is equalj to~the- 128-bit kéy size of LAO-3D algorithm. The

encryptien key can~hé~represented in form of letters, numbers, or special

characters.

Bl CAWINDOWS\system32\cmd.exe BN CHAWINDOWS\system32\cmd.exe

(i) Before entering the key (ii) After entering the key

Figure 9.2: Input Encryption Key
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i)

i)

Step 2

User is required to enter the message as shown in Figure 9.3. MesSage is the
information that needs to be protected through an encryption process. Similar
to the encryption key, the message can be represented in form of letters,
numbers, or special characters. The length of the messagé must not exceed
2,040 characters long or equal to 16,320 bits due toythe limitation of the C++

programming of the Microsoft Visual Studies2008.

CAWINDOWS\system32\cmd.exe CAWINDOWS\system32\cmd.exe

Er ion

Enter Key: abcl23 Enter Key: abcl123

Enter Message: Enter Message: alif

(i) Before entering thegmessage (1) After.entering the message

Eigure 9.3: Input Message

Step 3
After enteting, the encryption-key and-miessage, the application will execute an
encryptign process te.generate the-ciphertext as presented in Figure 9.4. The

ciphertext’is transfermed int@ hexadecimal characters.
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CANWINDOWS\system32\cmd.exe

Enter Key: abcl23

Enter Message: alif

Press any key to continue . . .

Figure 9.4: Output Ciphektext

9.2.1.2 Decryption

Decryption is a method of converting encrypted data intopits‘original form using a
cryptographic algorithm and a password. In.general, deCryption is areverse process of an
encryption method. The encrypted data is'decoted to allow/the authorized receiver to read
the information. Similar to the encryption process.implemented in the desktop application,
LAO-3D algorithm was applied t0 Microsoft\Misual'Studiésing the source code provided
in APPENDIX E as displayedan“Figure 9.5 Three<Steps are required to perform the
decryption process which include entering,th€ dectyption key, entering the ciphertext, and

executing the data deGgyption.
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@5 LAD-3D Apps Decrypt - Microsoft Visual Studio - O X

File Edit View Project Build Debug Tools Test Window Help

H- - a| % G g .- . b Debug - Win32 - | @ e
E4%h e |EE =20 H 3 & 5 =l

LAO-3D Apps Decrypt.cpp* - x

|(Unknuwn Scope) v|| -

=R —1

L DECRYPTION ~

El string AddRoundkey (string InputS, int InputI)
{
XCR (InputS, SubKey[InputI]);return(Cutputs);

¥oq|oo] ¢ 1a10jdx3 1auss G

Elvoid Decrypt_DoubleRotation3D(int Int)

{
tempStr="";for(int 1=0;i<6€4;i++) {tempStr+=Cutputs.at(Inverse_Rot_Z_axis([i]) ;}AddRo
tempStr="";for (int i=0;i<6€4;i++) {tempStr+=CutputS.at (Inverse_Rot_X axis[i]);}Cutpu

[Elvoid Decrypt_Sub_Column ()
{
Divide_String To Block (Cutpucs, 16);for(int i=0; i<4: i++) {Row[3-i]=Cutputhrrays[

for (int k=0;k<16;k++)

{
tempStr="";for (int j=0;j<4¢;j++) {tempStr+=Row[3-j].at (k);}SubColumn_In[k]=temps
SubColumn_Qut [k]=Decimal_To_Binary(tempInt, 4);for(int j=0;j<4;j++) {tempStr+=R

CutputS5="";for (int i=0;i<4;i++) {OutputS+=Row[3-i]:}

Ready Ln 191 Col 68 Ch 65 INS

Figure'g,5” Decryption

i) Step 1
User is required to_enter the*decryption k,e'y' as displayed in Figure 9.6.
Decryption keygiswa Secret word @r phrase with a maximum of 16 characters

long that canve represented in form~afletters, numbers, or special characters.

BN CAWINDOWS\system32iemd.exe BN CAWINDOWS\system32iemd.exe

(1) Before entering the key (i) After entering the key

Figure 9.6: Input Decryption Key
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i) Step2
User is required to enter the ciphertext as shown in Figure 9.7. Ciphergext is the
data that needs to be recovered to reveal the message through aldecryption
process which is represented in form of hexadecimal characters. The length of
the ciphertext must not exceed 4,080 hexadecimal chagacters long which equal

16,320 bits of data.

BN CA\WINDOWS\system32\cmd.exe

Enter Key: abcl23

Enter Key: abc123

Enter Ciphertext: _ Enter Ciphertext: 6@6eacdedd@998al

(1) Before entering the ciphertéxt (i Affter enigring the ciphertext

Rigure 9.7: Input-Ciphertgxt

iii) Step 3
After enteringithesdeCryption‘key and ciphertext, the application will execute a

decryption pracess tojgenetate the plaintext as presented in Figure 9.8.

BN CA\WINDOWS\system32\cmd.exe

Enter Ciphertext:

Plaintext:
alif

Press any key to continue . . .

Figure 9.8: Output Plaintext
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9.2.2  Mobile Application

Mobile application is a computer program or software application desi@un on
a mobile device such as a smartphone, tablet, or watch. As the wor@ng mobile
operating system, a mobile encryption application was developed on Android by
implementing LAO-3D lightweight block cipher as shown in Figare 9.9¥ Android Studio is

selected as the development software due to its capability i bm market-leading apps

on every type of Android device. .\d
| .
— °* ¥

@ 5 o LAO-3D Mobile Encryption App
ae -

ol Calendar Clock Mi 360"
Camera (10.

Rejab 19: 1443 + Sepang (SGRO1)
6:18 v 1:30 4:47 T
Subuh  Syuruk  Zohor  Asar

MySejahtera Waze WA Business  LAD-3D usim
Mobile Enc.. MOBILE ST..
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The mobile application was developed for data at rest encryption in which the
encryption of the data (plaintext) is stored in the smartphone and is not moviKtRough the

internet. Only the encrypted data (ciphertext) will be transferred throughswrnet using
a

any available instant messaging application (WhatsApp, Telegram, eti:i s shown in Figure

9.10. The application was designed specifically for offline data W ion to protect data

from unauthorized access that can occur in online data encrspthlications.

y

-

-

520V8@>7 2. - - s20ve@>?
.....................

P S8333338%  cossssget sssssszes oHTasdon’%
- ~78Z6WSty

32 HH
SCRAMBLED DATA @ . kik 8 SCRAMBLED DATA

P
o °©
)
INSTANT MESSAGING APPLICATION

ﬁ) N
Figure 9.10: En onand De / pti@ocess
jo
S

ORIGINAL TEXT

|:H.-I.:|

ORIGINAL TEXT

RECEIVER

S
o,
L
Q\O
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9.2.2.1 Encryption
In order to provide data security in mobile applications, LAO-3D Iig%qht block
cipher was implemented on Android Studio (Bumblebee 2021.1.1) usi g@ource code

from APPENDIX D as displayed in Figure 9.11. Three steps are_required to use the

application that includes entering the encryption key, entering th and executing

the data encryption in the mobile encryption application. S Y"

fle Edt Yew Mavgate Code Amlir Befector Budd Run Joch VOS5 Mfndow Help
LAOIDMobBeENCTyprionApp  app  Grc man  cpp g LADADUER ~ ap ~ WOPPIASIAM T v | (1] L = Bagde Q
2 - D = L & -e (racEe CanE Manacivtyjana - B O - LAL.
&
i
-y
- manitests
" LAD-30 Mobise Encryption App
8
st fstring Inputs,
SubHey[Input
1
oid 4]
& Divide_Strirg_To_Block (Outputs, 1s);for(int ie8; fcd; dss){Row[2=i]slutputirrays
e
res f t k=0;k kas)
¢ edle S {
teapit rlint je0jjes; f++) [tenpStri=Roa[3-§].at(k);}SubColumn In[k]=t i
SubCo [k)=Lecinal _To_Bin templnt, &) :for(int §=0:j<iijes){tonpStrs
}
OutputS="";for(int i=0;ieq;iss]{0utputSi-Row[3-i];}
}
g L (int Input
ENCRYPT
= tempStr for(int 1 14+ ){tempStr-=0utputs.at(fot. FhgdRous
2 temaStr for( See){tempStr-=Outputf.at(Rot I ox
i : {tespStre=Qutputs. at(Ro axisfi P
* ; ;
icn{string plaintext)
AddZoundkey (plaintext, A);ferlint Rourds];Raundc?]; Boundss) {Suh_Colusn () ;Doublefe
= BinzHox (CiphertextBin]; Ciphertextiex=0utputs; return(Ciphertexthex);
= 1
[y —— [ o “ Eiogat Aeohie  § P R
o succeeded (3 minates age) 16346 CRUF UTFS 4spmes

mterﬁmessage in the text box as shown in Figure 9.12.

o)
Awe message can bé:?epresented in form of letters, numbers, or special

% characters.
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05:00 .l ¥ 53 gl

LAO-3D Mobile Encryption App

Enter Message

Ciphertext

Enter Ciphertext

Key

Enter Key

ENCRYPT

DECRYPT

(i) Before entering theymessage,_ ‘ 

05:01 .l ¥ 15 &

LAO-3D Mobile Encryption App

Message

alif|

Ciphertext

Enter Ciphertext

Key

Enter Key

E23 N )

(i After entering the message

Figure 9.12: Input Message

i) Step2 /A

User is k'é"quired to entér__the encryption key in the text box as displayed in

Fi"g'uke _9.13. Similaf to th"e_'mé'ssage, the encryption key can be represented in

form of letters, numbers, or special characters.



05:08 .l = &% i @ O 5

LAO-3D Mobile Encryption App

Message

alif

Ciphertext

Enter Ciphertext

Key

knter Key

ENCRYPT

DECRYPT

(i) Before enteringuthe key:

05:01 .l = 35 @ O B

LAO-3D Mobile Encryption App

Message

alif

Ciphertext

Enter Ciphertext

Key

abc123|

I
1.2 8 4 6Bl 7 8 8|0
@ # S _ & - + () /
=3 [ R I B ()

ABC | 3}

£a1) After entering the key

W Figure 9.13:9nput En'cr'yption Key

iii) Step 3

After entéring the meSsage.and enc‘_ry'ption key, the user is required to press the

“Encrypt: Button t6 geh'er_ate theyCiphertext. The ciphertext is transformed into

hekadecimal charagters as hsplayed in Figure 9.14.
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05:01 .l = i

LAO-3D Mobile Encryption App

Message

alif

Ciphertext

Enter Ciphertext

Key

abc123

ENCRYPT

DECRYPT

o @ 6 B

LAO-3D Mobile Encryption App

Message

alif

Ciphertext

Enter Ciphertext

Key

abc123

ENCRYPT

DECRYPT

606eacdedd0998a4

(i) Before executing.__the.-encryp‘tio,r_]__‘ ("ii)_;_A'_f'ter executing the encryption

N7 Figure 9.12 Outpui:Ciphertext

9.2.2.2 Decryptig.nf_:_;_”

Similar to theencryptlon process imﬁijhé‘r;lsented in the mobile application, LAO-3D
lightweight b}_ldé.k‘ci-p'ﬁer was aé_blied :Ic_)_["_l';Ahdroid Studio using the source code provided in
APPENDIXEas dlsplayedln Flgure 9.15. Three steps are required to perform the
decryp'_t'_{jlﬂ.r)._p';écess which includéééﬁtering the decryption key, entering the ciphertext, and

exé_CUtip_g "the data decryption in the mobile encryption application.
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s e [dt View Mavigate Code Arahge Befactor fusd Fyn Tocls VCS Window Help

LACIDMubdelnaryptiondpp  app  wc  mas  cpp e LAOADEpp N =~ wOnpa ASs A 2T = | B -] a6 m Bl Q
§ Andrcid @I T & — &y Duldgaacie Capg) 8 MainAcivtgjon < A CMaelbtsoa - gl LAD3D.pp -
W i
masifets :
o & fncecidlhnifastam
7 - void Decrypt D{int Int]
= “ I8 comesamplelao_Sdmosdsencrypticnape
3 B MenAcwty tempStrs"";for(int MtempStre=Outputs. at{Inverse_Rot I axis[i]);}Addfoundke
¥ o iela0_ddmondsescryptionang temaStr=""; for(int HtempStre=Outputs,at{Inverse Rot X_axis[i]) ;}0utputS=te
é“ o e 1
jaa
i void Decrypt_Sub_Column()
includes
Chskeliseas
e — fvide_String.To_Block (Dutputs, orlint i=6; i<4; fes){Rowl2-1]=OutputArray:
A n String_To_Block (Dutputs forfint =0; d<4; fes){Rowl2-1]=OutputArrays
i LA o
N for(int ke;kclbikss)
=
o Gendle Serpit 1
tompStre i for(int j=0; <4; J4+) {tonpStrs-Roa[3-1].at(k]); JSubColumn_In[k]-tespStr; Ed
SubColunn Dut[k]=Decimal_To_Binary(templnt, &) tor(ant J=8;J<i; Je+){tenpitrs
b
Dutouts="":for(int i=0;ied;ies]){OutputSe=Ron[i-1];}
}
1 string dec tring ciphertext)
tempB=""; Qutputs-ciphertext; Round=1;Rounc<71; Roundes] {Decrypt_oubleRetation3O( ENCRYRT ¥
Addoundkey [ 0);Flaintext3in:Outputs;bin_char_ Message (Plaintex] ]
i 3 DECRYPT i
*
i
: sxtarn *C*
3 JNIEXPORT 35tring JHICALL -
e ) reur - .
Eroco O eobiene DTeminal A sdd K logst Amefier @ Appircpecton B B
L succeeded (V0 minses ago) 16346 CHLE UTES 4spaces W G

\D" N
Figure 9.15% t 3
&, )
i) Step1l \ O
User is required to enter%e Eaheg{ e ex(._p)qx as shown in Figure 9.16.
ented

u %
The ciphertext is rep‘\ in M of @@decimal characters.
\
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@ 6

LAO-3D Mobile Encryption App

Message

Enter Message

Ciphertext

Enter Ciphertext

Key

Enter Key

ENCRYPT

DECRYPT

05:05 .1l 55 8% W @ {55 (854

LAO-3D Mobile Encryption App

Message

Enter Message

Ciphertext

606eacdedd0998a4|

Key

Enter Key

7123, ©

(i) Before entering,thesciphertext (iipAfter entering the ciphertext

Figure 9.18: 'Input-€iphertext

ii) Step 2
User ist req'uired toenter'the de'cr_yption key in the text box as displayed in
Figuke 9.17. The decryption key can be represented in the form of letters,

‘aurmbers, or'speeial tharacters.
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05:10 .l = 052 @ =

LAO-3D Mobile Encryption App

Message

Enter Message

Ciphertext

606eacdedd0998a4

Key

IEnter Key

ENCRYPT

DECRYPT

05:10 .l = 1% Wi @ & 85 )4

LAO-3D Mobile Encryption App

Message

Enter Message

Ciphertext

606eacdedd0998a4

Key

abc123

< GIF ‘ E - o Y
12 8 4 6 6 7 8 9 0
@) S RGN B S R Bt 0N DI B
=t [ R

ABC |, 3Z

(1) Before entering'the key

1) After entering the key

WFigure 9.17:Input D_eCryption Key

iii) Step 3

After enteri'ng'the ciphe_rteXt and decryption key, the user is required to press

the“becrypt” uttop tQ genérate the plaintext through a decryption process as

‘Wisblayed i Figufe .18+
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05:11 .l &3 W@ © [ 05:11 .l 5 4% " @ O (8514

LAO-3D Mobile Encryption App LAO-3D Mabile Encryption App

Message Message

Enter Message Enter Message

Ciphertext Ciphertext

606eacdedd0998a4 606eacdedd0998a4

Key Key

abc123 abc123

ENCRYPT \ ENCRYPT

DECRYPT DECRYPT

(i) Before executing-_.the--decry[jti-or_._]______JTVI (ii)ﬁ_Af’t"er executing the decryption

“Figure 9.18: 'Outp_d'_t‘*:PIaintext

9.3 Chapter Summ"ail-'.y*

Apart from the theoretlcel representatlenxof the new algorithm design, two software
|mplementat|0ns of LAO 3D I|ghtwe|ght block cipher were presented in the chapter.
Flrstly a desktop appllcatlon was developed by implementing the new lightweight block
cipher’ to show the usefulness of the algorithm in a real application. The output from the
ap_pl_'lcag_lon shows that the design, source code, and functionality of the LAO-3D works

“Swellas claimed in the thesis.
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On the other hand, a mobile encryption application using Android Studio
development software was established. This application gives users handsw&Wience
in using the data encryption application on their smartphones. For sﬁ;with zero
knowledge of cryptography, this mobile application can increase use ’.irést in knowing
how actually encryption works. In addition, this approach can in ax;s’ awareness of

information security especially in protecting confidential d a.Y'
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