Appendix A: Milestone of the Thesis

APPENDIX A

Milestone | Research Activity | Start Date End Date Deliverable <
M1 Choose topic and | 19/10/2020 | 30/10/2020 | Choese,a thesis topic
proposal
Discuss with 22/10/2020 | 10/11/2020
supervisor
M2 Specify objective | 11/11/2020 | 25/24/2020 | ldentify all the
and scope requirements._-‘of the
thesis and/ ™ important
Literature review | 26/11/2020 |\45/2/2024 . P0ints ofthe thesis and
analyze all the
researches related to the
system.
Analyze previous | 16/2/2021 28/2/2020
researches
Model 1/2/2021 3/3/2021
requirement
M3 Define a suitable | 4/3/2021 13/3/2021 An efficient method to
methedology develop the system
Submit Propesal | 15/3/2021 15/3/2021 Final thesis proposal
Qualifying Test .| 22/3/2021 26/3/2021 Proposal approval
M4 Define Model 1/4/2021 15/5/2022 The interface of the
Design proposed model
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Algorithm 1/4/2021 23/12/2022 | Algorithm
impl tati in th
Implementation | 1/4/2021 | 25/12/2022 | P omentation i _the
proposed mode
of hardware and
software
M5 Model Evaluation | 1/1/2023 1/4/2023 The d model is
eva using
questionnaire
A
Analyze model | 2/4/2023 15/8/2023 Th result  shows
ther the proposed
ode' is reliable or not
d
M6 Thesis Writing | 1/1/2023 11/4/ ﬁWcopy of a
nal thesis '\Y'
Viva Presentation | 11/7/2024 024 he po and a
4 let system
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APPENDIX B

Appendix B: Gantt Chart

2020 2021 2022 2023 2024
1 1 1
1 1 1

1 1 1 1 111 1
Task 0 2 1234567890 212 3 456 7,869 0121234567890

Choose topic & proposal

Discuss with supervisor

Specific Objective and
Scope

Literature Review

Analyze previous
researches

Model requirement

Define a suitable
methodology

Submit proposal

Qualifying Test

Define Model design

Programming

Implementation of
hardware and software

Model Evaluation

Analyze model
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Thesis writing

Submit & present thesis
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APPENDIX C

Appendix C: Questionnaires User-Device Authentication Model for Smartphone User

UNIVERSITI SAINS ISLAM MAEAYSIA
R Wb W B A el

ISLAMIC SCIENCE UNIVERSITY OF MALAYSIA

Title: User-Device Authentication Model with Digital Certificatesfor
Smartphone User

My name is Sakiinah binti Altaf Hussain (3201278), a Master of*Science studentiat Universiti
Sains Islam Malaysia (USIM). | am conducting researeh entitled ¢ User:DeviceiAuthentication
Model with Digital Certificate for Smartphene«dser’ to meet.one of the‘requirements for a
Master of Science.

This questionnaire is comprised of 1bwelose-ended questions awith suggestions for each
question. The objective is to validate the User=Revice Authentication Model for for
Smartphone User.

Therefore, your fair assessment and remarks on this model is much appreciated, and we are
hoping that with your contribution, this research will'be a small step in the bigger efforts to
continuously improve the landscape of.oureducation:.

All information provided will anly be used far-the purpose of this research and will be kept
confidential. I1twill besstored using'electronic storage system.

Thank yousfor spending your time to complete this questionnaire. Your response is very
valuable forthe success of this research. If you have any inquiries, please contact me at +6017-
46206 76+0r via email sakiinahaltaf.fst@gmail.com.
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mailto:sakiinahaltaf.fst@gmail.com

Researcher: Supervisors:
Sakiinah binti Altaf Hussain Assoc. Prof Dr. Azni Haslizan Ab. Halim

Email: sakiinahaltaf.fst@gmail.com Assoc. Prof Dr. Najwa Hayaati Mohd Alwi

Phone No: 017-4620676
Faculty of Science and Technology

Section A: About the Evaluator

Job Position/EXPertise: ...ccceviieiiiniiiiiiiiiiiiiiiieiiieeiieeteosmsssohecssenscdossocens
Company Name: ...c.ooiviieiiniiieiiniiieiierieeiieriecieciecesdlieciecieccnesssecaes ilhon.

Years of EXperience: ....cccovveiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieelioeieeeiiemmeiseneedanecens

Section B: Questionnaire about the User-Device Authentication Model

Please refer to Appendix A: User-Device Authentication~-Model with‘Digital Certificate for
Smartphone User and kindly answer all thesquestions_byx‘ticking’ the box and adding any
comment for each question.

The model comprises three phases whieh are

a) Registration Phase
b) Digital Certificate Issue Phase
c) Authentication/Validation Phase

a) Registration Phase

3. Itis morg secure to register both'the user and the device rather than just registering the
user for authentication in'smartphone application.

Strongly Disagree
Disagree

Neutral

Agree

Strongly Agree
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Add Comment:

X
Q0

4. Registering a user’s device using the user’s phone number and the device’s IMEI
number fetched from device is more secure for authenticatiwpared to only
registering the user’s phone number.

Strongly Disagree

Disagree

Neutral

Agree

Strongly Agree

Add Comment:

16. Using Rivest-Shamir—Adleman

and private key in smar hoWlica

>
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17. Both the user and device need to be assigned with their own pair of keys by theyserver
after registering.

Strongly Disagree
Disagree

Neutral

Agree

Strongly Agree

Add Comment;

b) Digital Certificate Issue Phase

18. Producing two digital certificates for the'user and device respectively can enhance the
authenticity of the user and deviee“in'smartphone applications.

StronglyDisagree
Disagree

Neutral

Agree

Strongly Agree

Add Comment:

49. Aufeasible solution to link both the user and their device is to incorporate information
from both into a respective certificate (i.e: The user will have their ID and device’s
IMEI number in their certificate whereas the device will have their IMEI number and
the user’s ID in their certificate).
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Strongly Disagree

Disagree

Neutral .
Agree \
Strongly Agree

Add Comment; Q
L 2 \Y

20. Using two digital certificates from both user and e for authenti n'is ‘@Ber for

securing smartphone applications. 2

N =N

Strongly Disagree R 3
Disagree \/ ) <
Neutral C‘j Pr. 3
Agree - |9
Strongly Agree c - o

| R
& Yy S
Add Comment: «

-

21. Certificate iss Mhe er}il
a certain am time (i.e,

e Aut @ (CA) for both user and device is valid for
edyear). Once the certificate is no longer valid, the
0g te a new certificate.

system wi -request the CA
Strong@ Dlzag[eﬁz'
Disagree
- -

Neutral
Agree

Strongly Agree
Qd Comment:
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N4

22. Using the Certificate Authority (CA) for signing the User and Device’$\certificate is
better to protect the key of the user and device from unauthorized access.

Strongly Disagree

A w 4
Disagree \}

Neutral
Agree
Strongly Agree l
Add Comment: .\d' \Y'
P
<

2 \
NV {\T
A A
c) Authentication/Verifying Phase
SN

R A
23. Double authentication using user and devicessignature is&%gsecure compare to single
authentication in smartphone apph atio,w N
&

g \ ¢

Strongly Disagree | O
Disagree P 4 oy
Neuﬁ\& g S

A% -~ (;%
ongly Agree ~.) . /7

—X

-
7y
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24. Using Certificate Authority’s Public key, Kpub(ca) in order to verify the signature,ean
avoid unauthorized access in smartphone application.

Strongly Disagree
Disagree

Neutral

Agree

Strongly Agree

Add Comment;

25. 1t is more systematic for the control server (cs) thatrequires-the user’s 1D _from the user
and the device’s IMEI number fetched #romythe device to/calculate the signature
verification separately where the authentication calculation will-first calculate the
signature verification from the user followed, by the device.

Strongly Disagree
Disagree

Neutral

Agree

Strongly. Agree

Add Comment;

General Questions

26."All three phases in the model are sufficient to assure strong authentication for
smartphone application.

Strongly Disagree
Disagree
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Neutral
Agree
Strongly Agree

Add Comment;

tithe Authority are able
Strongly Disagree

s o
Disagree N
Neutral <

Agree

[
Strongly Agree Yﬁ _\, bJ \"r\-/?'
Add Comment: \%\’ W

7]

N ¥ &

N

28. This model is suitable to b lyin srlirtﬂnd a@tion.
o MM 9,

Strongly Disagree._ .~ .~

Disagre J\? ~
AN

27. All the authentication factors which are user, device and
to ensure strong authentication for smartphone application.

Add &
\ed by:
<

ignature)

Name:
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Appendix A: User-Device Authentication Model with Digital Certificate for smartphone Usel\z

Choose twe large pri n}ber, p and q based on random number generator

D(g-1)
pub xponente € {1,2,..., ®(n)-1} such that gcd(e,®(n)) = 1.
@ivate key d such thatd - e = 1 mod®(n)

Kg& ser, Kpub(u) = (n, e) and Private Key User, Kpr(u) = d

S

]
N .E;j &
N
e
Wose two large prime number, p and q based on random number generator.

Computen=p.q
g Compute ®(n) = (p—1)(q-1)
Select the public exponente € {1,2, ..., ®(n)-1} such that gcd(e,®(n)) = 1.

3,
4. Compute the private key d such thatd - e = 1 mod®(n)
5 Public Key Device, Kpub(d) = (n, e) and Private Key Device, Kpr(d) =d
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Step 1: User will register themselves by keying in their User Identity, Uid, and creating their passwo UR. The Uid and Upw will be stored in the control server, CS.

Ny
*

’

, 1S
Step 2: The user registers their device by inserting the user’s phone number, Upn, and fetche devic? sIMEI nu _\r Din, from the device. The Upn and Din will be
stored in the control server, CS

Step 3: The Control Server (CS) will compute user's key first by using two large
calculated by multiplying both p and g, thus,n=p . q.

Step 4: Calculate Euler's Totient, ¢(n) = (p—1)(q—1) in order to calc
ged(e,®(n)) = 1.

Step 5: Compute the private key d such thatd - e = 1 mo

Step 6: Step 3 until step 5 is repeated in order to calculate the Public Key and Private key for device depicted Kpub(d) and Kpr(d).

~y
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Request:
Kpub(U)

165

_

‘X 1. Fetched Uid and Din from CS

_\c.} 2. Sa(U) = sigKpr(ca) ,CA(kpub(u),Uid,
Din)

hOI‘lty 3. CertU = [(kpub(u),Uid, Din), Sa(U)]

1. Fetched Din and Uid from CS

2. Sa(D) = sigKpr(ca) ,CA(kpub(d),Din,

Uid)
3. CertD = [(kpub(d),Din, Uid), Sa(D)]




Step 7: User will request a digital certificate for themselves and for their device. The Certificate Authority (CA esponsible to issue a certificate will request information
regarding the user, which are the user's public key, Kpub(u), user's ID, Uid and User's device IMEI numbew rom the control server (CS).

Step 8: The CA will sign the certificate containing user's information using their own private key,
user's public key, Kpub(u), user's ID, Uid and Device's IMEI number, Din.

be send to the user and device to inform them that their
cre%o user's key.

@)
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1. Fetch Kpub(u) and Kpub(ca) from server.
2. Use the Uid and Din from user

3. Sa(U)’ =sigKpub(ca) ,CA(kpub(u),Ui
Din)

4. Request SA(U) from CA.

5. Compare Sa(U)’ = Sa(U)

6. Sa(U) = Sa(U)’, User is au

7. When the result of Authenticat

true, it depicted =1

Login Successful

Fetch Kpub(
Use the Din and

gD m,_gfzi ei@thenticate.
of&\utlﬁnﬁcation of Device

t depicted = 1 \c}’
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APPENDIX D

Appendix D: Questionnaire Answered by Expert Reviews(\:

1) Dr. Abdul Alif Zakaria

Researcher: Supervisors: .
Sakiinah binti Altaf Hussain Assoc. Prof Dr. AZTII Hi alim
Email: sakiinahaltaf.fst@gmail.com Assoc. Prof Dr. ohd Al

Phone No: 017-4620676
Faculty of Science and Technology

Section A: About the Evaluator

Name: . D" A L‘M T Ah P =~ Z"L’Mﬂ ........................

Application and kindly ans e questio * the b

Section B: Questionnaire ab -DevicOAuthe ication Mo@

Please refer to Appendix Aﬁ ice Authentieati el Wwpl Certificate in IoT
we i

for each question. \

The model compgises threisases which are ' oe
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=

Add Comment:

=
R

2. Registering a user’s device using the user’s pho bz and

ication

number fetched from device is more secure for aut

registering the user’s phone number.

7
e device’s IMEI
ompared to only

w\ Strongly Disagree
Disagree
Neutral
Agree :
y Vi Strongly Agree =

Add Comment:

O
(RSA)
applicatio

&

I

ofithm @‘lable for generating public key

S
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¥
S

4. Both the user and device need to be assigned with their own pair s by the server
after registering.
w Strongly Disagree V
Disagree
Neutral
Agree
A Strongly Agree

Add Comment: é l'
b) Digital Certificate Issue @

5. Producing two digitaleertificates for t X"Q : @‘tively can enhance the
authenticity of the use vice i ications:

A feasible solution to linksboth the user and their device is to incorporgte information
f;g oth_into a respeetive certificate (i.e: The user will have their ID and device’s
IMEI sﬁn theirseertificate whereas the device will have their IMEI number and
the user’s ID in t@:tiﬁcate). v

&
g "
O |
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Hih

Strongly Disagree

Disagree

Neutral

Agree

/

Strongly Agree

Add Comment:

7. Using two digital certificates from both user
securing IoT applications.

% Strongly Disagree
Disagree
Neutral
Agree
v Strongly Agr
Add Comment: |

8. Certificate 1

a certai
systempw

%AddComment: (%“‘% %,A{x a

K
N

amount of time

ed by the Certjff théti
ke, one year). On

to-req A'to gener:

CA) for both user and device is valid for
the certificate is no longer valid, the

a new certificate.

’

‘l’bUScr GJ(MU‘G'('J] a4

new  Certitcate (J"-ﬂ/( Aed

hew ["‘5 F":r .




g
O

9. Using the Certificate Authority (CA) for signing the User and Device’s ¢ is
better to protect the key of the user and device from unauthorized access.

Strongly Disagree V

D g
4

Neutral
Agree
v Strongly Agree

¢) Authentication/Verifying Phase V

10. Double authentication using d deyi€e signature is m
authentication in IoT applications.

Strongly
Disagrt
Neutral

Add Comment:

(<}
=
3
Pl
3
2.
5
9,
o

VA

Add Comment T @
b 4 s
NG

al unagithorized acces r To cation.
$ Ny
40 <>
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Strongly Disagree
Disagree
Neutral
/| Agree |

v Strongly Agree

Add Comment: N

12. Tt is more systematic for the control server (cs) that requires
and the device’s IMEI number fetched from the
verification separately where the authentication ca
signature verification from the user followed by the

Strongly Disagree
Disagree

Neutral

Agree

a Strongly Agree

Add Comment:

Y
s

the model s suffi¢ient lo @ strong authentication for IoT

Sy’ ¥ &
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Add Comment:

14. All the authentication factors which are user, device and Certiﬁw:rity are able

to ensure strong authentication for IoT application.

Strongly Disagree .
Disagree 1
Neutral [
Agree

v g Strongly Agree &
> ?ﬁ.@
Add Comment: Y'
v
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Answered by:

\T

Name: Pr. A A 2uderie

2) Dr. Nur Hafiza Zakaria Y.

Section A: About the Evaluator

Please state your name, job position or expertise, company and and of experien -
All information provided will only be used for the purpose of thi h and will be k t?an@al.

ot
Name *
NUR HAFIZA ZAKARIA %V \Q\ L

Job Position/Expertise * % P >\’? §
SENIOR LECTURER \% : i . 3‘%
C %Y. ’ ul$ \
ompany Name *
USIM &\ ® @

4
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1. It is more secure to register both the user and the device rather than just registering the  *
user for authentication in smartphone application.

@ strongly Agree \z
() Agree %
() Neutral *

() Disagree
() strongly Disagree V

Add Comment for Question 1

2. Registering a user’s device using the user's phone number and the dewice’s |ME?U r* Y.
fetched from device is more secure for authentication compa ister e \’

user's phone number. SMK Y'
@ strongly Agree &Yﬂg ? 4\

() Agree \

Neutral \
. é’) 5
(O strongly Disagree Y} '

_ ? (
Add mmmentforﬂuesmn.?% | ‘\\.‘ “(490.

»

Qﬂd Comment for Question 3
¢
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4. Both the user and device need to be assigned with their own pair of keys by the server
after registering.

(® strongly Agree
() Agree

() Neutral
() Disagree

() strongly Disagree

authenticity of the user and device in for smartphone applications.

@ strongly Agree
() Agree

() Neutral Yv
() Disagree

() strongly Disagree \%V
Add Comment for Question 5 , 0 A

________ ) h
N Y
%\
6. A feasible solution to link beth and their device is'to |rlcu® information from *
both into a respective certifi .e: The user wi? e t ra%ewce’s IMEI number in
their certificate whereas the devi | ha W numbercj e user's ID in their
certificate). \ ' %
& N
(O strongly Agree \ ' (J
@

® Agree % ’ (5—)

»
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7. Using two digital certificates from both user and device for authentication is better for
securing smartphone applications.

@ strongly Agree
() Agree

\,Y'

() strongly Disagree

Add Comment for Question 7

8. Certificate issued by the Certificate Authority (CA) for both user%s valid fora 'k
certain amount of time (i.e, one year). Once the certificate is no longer , the s;@em ill Y'
auto-request the CA to generate a new certificate. T \ NV

(O) strongly Agree CV

® Agree \
() Neutral _&
() Disagree % >\’ Y \&
[} w,
O strongly Disagree \% g
9. Using the Certificate Auihor%y zgning i;'ser and Devic ificate is better  *
to protect the key of the user and device from una i £
N N
@ stongly Agree & Q’?
N
O

—X

() Agree

=85
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10. Double authentication using user and device signature is more secure compare to single *
authentication for smartphone applications.

@ stongly Agree
O Agree

() Neutral

() Disagree

() strongly Disagree

Add Comment for Question 10

11. Using Certificate Authority's Public key, Kpub{ca) in order to verify

avoid unauthorized access for smartphone application. T

(® strongly Agree

0 o &

Y
7y

g}

() Neutral

() Disagree %

() strongly Disagree % 7 d $
12. Itis more systematic fol :erver (cs)that r ireslth 's ID from the user *
and the device's IMEI number fet fnoer ) a‘lwe signature verification

separately where the authentication cal i i tcalcul@e signature verification
from the user foll y th ice. i (g

strongly ¢ O
gAgree Ag%\ "\

O N Q’ P )t Y%\
NV

Cs
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13. All three phases in the model is sufficient to assure strong authentication for smartphone *
application.

@ strongly Agree \:
O Agree 3 )
() Meutral

() Disagree

() strongly Disagree V

14. All the authentication factors which are user, device and Certificate Authorityare al
ensure strong authentication for smartphone application. ' (}
(® strongly Agree

() Agree
() Meutral
() Disagree

() strongly Disagree
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3) Dr. Noorul Halimin Binti Mansul

Section A: About the Evaluator
Please state your name, job position or expertise, company and and years of experience.

All information provided will only be used for the purpose of this research and will be kept confidential. %\

Name *

Moorul Halimin Binti Mansol

Job Position/Expertise *

Freelance Auditor

Company Name *

SIRIM QAS Sdn. Bhd.

Years of Experience *

23

1. It is more secure to register both the u i
user for authentication in smartphone aw
@ Strongly Agree ?

O Agree
o AN
o K7
S RY
N

2. el er's device Is| th!uﬁer’s e number and the device's IMEI number *
fetche m device is more secure for a\.llt0 igation compared to only registering the
u number. \

gly Agree

Agree
Neutral
() Disagree

() strongly Disagree
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3. Using Rivest—-Shamir—Adleman (RSA) algorithm is suitable for generating public key and *
private key in smartphone user.

Y-
(O strongly Agree @

@ Agree

O N \,Y'

() Disagree

O Strongly Disagree T
Add Comment for Question 3 ’ \d‘ Y-

Please consider to propose use Elliptic Curve Cryptography (ECC) alse fm@ ' (}

4. Both the user and device need to be assigned with their own by the s{
after registering. \
() strongly Agree \%V W 4‘

@ Agree
Neutral \ ‘k

e

(O strongly Disagree \ ,

5. Producing two digital certificates ) the rA,J ly can enhance the
authenticity of the user device in@( pplications.

i
(O strongly Agme\&

& !,)?s""b
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6. A feasible solution fo link both the user and their device is to incorporate information from *
both into a respective certificate (i.e: The user will have their ID and device's IMEI number in
their certificate whereas the device will have their IMEl number and the user's ID in their \T

certificate).

O Strongly Agree s 3

@® Agree

Ot \,Y'

(C) Disagree

() Strongly Disagree T
Add Comment for Question 6 \di Y-

To my knowledge, by using email user (during registration phase) this is very lo nce of digital
certificate. Pls consider to propose the high level of assurance by using sport number t
create user [D. :

7. Using two digital certificates from both user and device %"cﬂmn i

securing smartphone applications.

O Strongly Agree \j

o é—) NS
S
Ao

() strongly Disagree

8. Certificate issued by rtificate Author both us(r%é device is valid fora *

certain amount of time (ike, o ificate is%ﬂger valid, the system will
auto-request the CA rate a i‘)

d Comment for Question 8

You may consider to propose the short term validity certificate where the certificate will be purged once
been used.
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9. Using the Certificate Authority (CA) for signing the User and Device’s certificate is better *
to protect the key of the user and device from unauthorized access.

() strongly Agree \
(® Agree : )
() Meutral

() Disagree

(O) strongly Disagree V

10. Double authentication using user and device signature is more secure re to M
authentication for smartphone applications. g Y'

N
(O strongly Agree p bj 'Y‘go
@ Agree b
() Neutral VT \

() Disagree

(O strongly Disagree \:

Add Comment for Question 10 4 &
N, ,\J A
T 9!

C'D ' §
m‘igﬁﬁ’ﬂ{;ﬁ“% : “’g@’ e
O St-onglyhgm\& & &
opr™ (') / .? “l &

() MNeut

n
0; ?d Comment for Question 11
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12. It is more systematic for the control server (cs) that requires the user’s |D from the user
and the device's IMEI number fetched from the device to calculate the signature verification
separately where the authentication calculation will first calculate the signature verification
from the user followed by the device.

(O strongly Agree
@® Agree

() Neutral

() Disagree

() strongly Disagree

Add Comment for Question 12

*

General Questions

13. All three phases in the model is sufficient to assNa

application.

() strongly Agree E 3
@ Agree

() Neutral \
() Disagree c i

() strongly Disagree

14. All the authentigation fai whi device
ensure strong ac‘hn fo martpho z?:‘c ion
O mng% (J
@ 4 % ‘v’
G,

ngly Disagree
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15. This model is suitable to be apply in smartphone application. *

() strongly Agree
@ Agree

<

() strongly Disagree

4) Dr. Azuan bin Ahmad i l
Name * \d
| 39 x

Or Azuan Ahmad é ’ ' _\c.}
4 \,Y'

Job Position/Expertise * \
Lecturer V

Company Name *

UsiM

. SN
R

1. It is more secure %bm
user for authenli% phone appll
¢

=

% gly Disagree
Qﬂd Comment for Question 1

Registering device and user ensure the authencity of the user by requiring both user and device available

at the same time
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2. Registering a user’s device using the user’s phone number and the device’s IMEI number *
fetched from device is more secure for authentication compared to only registering the
user's phone number.

@ strongly Agree

NS
. ‘Z-'{O
Y,
3

Add comment for Question 2 \d
IMEI is unigue identifier for each mobile pjone while phone number can be clong or use at eren' g Y‘

device

() Disagree

() strongly Disagree

%5

3. Using Rivest—Shamir—Adleman (RSA) algorithm is suitable for génerating M d * Y-
private key in smartphone user. %
(® Sstrongly Agree é

() Agree _&

() Neutral \&

() Disagree

(O) strongly Disagree

4. Both the usi%w : ; i pair of keys by the server  *

ree
0 Strongly Disagree
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5. Producing two digital certificates for the user and device respectively can enhance the *
authenticity of the user and device in for smartphone applications.

(® strongly Agree

T
o Q)
Disagree \,T

(O) strongly Disagree

Add Comment for Question 5

| &
6. A feasible solution to link both the user and their device is to inco infnnﬂz’:n m Y'
v

both into a respective certificate (i.e: The user will have their | e's | nu
their certificate whereas the device will have their IMEI number and the use I ir ! Y'

certificate). V o\
@ strongly Agree \%

L é" e~ §

() Disagree

=S

cecutig smernonagiosege. b
2 mnghmg%& / }’I (J(_)O
Agree
Rl
N S
SR

Ky
Y.

S
I
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8. Certificate issued by the Certificate Authority (CA) for both user and device is valid fora  *
certain amount of time (i.e, one year). Once the certificate is no longer valid, the system will
auto-request the CA to generate a new certificate.

Y.
(O strongly Agree -\(}

® Agree

() Neutral
O Disagree VY.

() strongly Disagree

Add Comment for Question 8

But in practise it will incured some cost for the user

9. Using the Certificate Authority (CA) for signing the User and Device's'gertificate ’bEL Y'
to protect the key of the user and device from unauthorized aT \ \/

() strongly Agree

&
o N
S Aj &
Mdcﬂmmmm(_;z' :u_ , §
SIS
l&iﬂiiﬁiﬂ‘@l}i i (j)

Y &

isagree
0 ngly Disagree

&

rignal@ more secure compare to single *

O @
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11. Using Certificate Authority's Public key, Kpub{ca) in order to verify the signature can *
avoid unauthorized access for smartphone application.

@ strongly Agree \Y~

O Agree -b

() MNeutral

¥
N

() strongly Disagree

12. It is more systematic for the control server (cs) that requires the user’ user

and the device's IMEI number fetched from the device to calculate the signa rificati

separately where the authentication calculation will first calculate the signature verificati g Y"
from the user followed by the device. ' (}
@ Strongly Agree

() Agree
() Neutral
() Disagree

() strongly Disagree

Add Comment for Question 12

General Questions

13. All three pl N
application.
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14. All the authentication factors which are user, device and Certificate Authority are able to  *
ensure strong authentication for smartphone application.

(® strongly Agree \:
() Agree 3%
() Neutral

() Disagree

(O strongly Disagree V

Add Comment for Question 14

N
|5
15. This model is suitable to be apply in smartphone application. * : \,Y'
(O) strongly Agree
® Agree %V W
() Neutral \
() Disagree % :\
() strongly Disagree & Q,
o
e X | 7 S
Add Comment for Question | o
Need to consider the user friendliness ogmay inw iti a&ewiun mechanism in case the
(

user lost their phone -

O

A
$

B
—9

o

Name : Y'
Akhmal Mgrsidi oV
S 9
%ﬂhom’&pemse *
QT Sec Arch
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R

Company Name *

Orsted Malaysia

\,Y'

27

1. It is more secure to register both the user and the device rather than just r ing z "

user for authentication in smartphone application. l

() strongly Agree \d‘ Y-

@ Agree | _\G}
O Neutral : Y-

Di v
o g
() strongly Disagree V °\ é
Add Comment for Question 1 \? &k
2FA is more secure compares to single factor authenti tign i.e wswmd on| Q.\‘
2. Registering a user’s devi sing user's phn’e number and ice’s IMEI number *
fetched from device is mn%;:emicﬂt n co arej]la%egisteﬁng the

user's phone number. :

N O
o QT $
S

\mment for Question 2
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3. Using Rivest—-Shamir—Adleman (RSA) algorithm is suitable for generating public key and *
private key in smartphone user.

(O strongly Agree \Yv

O Agree (0

(® Neutral A

X~
Y

() strongly Disagree

Add Comment for Question 3

ECC seems to be more efficient than RSA but RSA is more popular.

) \d‘
4. Both the user and device need to be assigned with their own eﬁheﬁ Y'

after registering. \
TP S
L)
&

(O) strongly Agree V
@ Agree \

() Neutral c :
() strangly Disagree 7 9 :Q'

Add Comment for Question z l o

Private keys need to be with user. CA Id onl mé.s CE; icate request). Disagree with
CA to generate keypair for _ Btw keypainc m rdi tion i.e one for data
encryption and the other keypai igital s‘nature. ingle keypai be used for data encryption &
digital signature as wi N Q

5. Producin igit rtifi e r am@ioe respectively can enhance the -
authentici and d in S| rlp&ppliﬁcns_

k‘ X

. \%V

eutral

-9

() Disagree

>

o

® O

ree

?.
0 Strongly Disagree

Add Comment for Question 5

Agree. One to authenticate user, the other one to authenticate device
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6. A feasible solution to link both the user and their device is to incorporate information from *
both into a respective certificate (i.e: The user will have their ID and device's IMEI number in
their certificate whereas the device will have their IMEl number and the user’s ID in their \q

certificate).

O Strongly Agree j

(® Agree

() Neutral
() Disagree

() strongly Disagree

Add Comment for Question 6

7. Using two digital certificates from both user and device for aut

securing smartphone applications. V
Strongly Agree \ ’

Agree

- &,
Strongly Disagree \% A
N~

O00®O0

Add Comment for Question

digital cert . i.e., ‘cert-user Tﬂj ' ingte: L ser OR c-*l— Byice’ to allow access
' -

8. Certificate issu the Certificate (ﬁ:\} user and device is valid fora  *
o

certain amount % n . rti s no longer valid, the system will
auto-request th enerai@® a new

(=

&9: A

M

Disagree
ngly Disagree

Add Comment for Question &

Is the keypair generated automatically as well? Who regenerate the keypair? CA typically process
certificate request from user/device and then generate digital signature.
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9. Using the Certificate Authority (CA) for signing the User and Device's certificate is better *
to protect the key of the user and device from unauthorized access.

() strongly Agree \z
® Agree %
() Neutral *

() Disagree
() strongly Disagree V
_ ) \d‘

| S
10. Double authentication using user and device signature is mo compare to single Y‘f
authentication for smartphone applications. :

Y' N

() strongly Agree V \ g
® Agree % W

() Neutral

Add Comment for Question 9

Provided that private key are stored with user

() Disagree

() strongly Disagree

verify the signature can .

Disa
ngly Disagree

Add Comment for Question 11
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12. Itis more systematic for the control server (cs) that requires the user's ID from the user *

and the device's IMEI number fetched from the device to calculate the signature verification

separately where the authentication calculation will first calculate the signature verification

from the user followed by the device. c\
() strongly Agree A

@ Agree

(O Neutral

5 e \T
Y.

O Strongly Disagree

Add Comment for Question 12 \
With boolen: ' _{')
Allow only with Certuser AND certdevice Y'
: v
N

General Questions :

13. All three phases in the model is sufficient s&g $ or amone *

application. % &
% o S

() strongly Agree
O Agree

® Newrs Y‘ vj 1S

() Disagree s

O s NG
QTS

nevegnin
¢ [ N
14. NI!e authentication factors which »@: device and Certificate Authority are able to  *

ng authentication for smar\ application.

() strongly Disagree

196



Add Comment for Question 14

With correct implementation and private key with user

(O) strongly Agree
® Agree

() Neutral

() Disagree i
(O stongly Disagree '
NY.

| &
Add Comment for Question 15 ‘k
With carrect implementation and private key with user T - : \T

6) Ms. Nur Syafigah Mohd Shams h

15. This model is suitable to be apply in smartphone application. * : )

Name *

D, 'wr]l =
Job Position/Exper \ ' \ E
Digital Forensics{ uran a ,&

)
ey

s of Experience *

s
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1. It is more secure to register both the user and the device rather than just registering the user for
authentication in smartphone application.

(® strongly Agree

¥
0
(O Neutral

N

(O Dpisagree

(O strongly Disagree T

2. Registering a user's device using the user’'s phone number and th ice’s IMEIn r fetched *

from device is more secure for authentication compared to o gistering the use p?one N
number. _{')

Strongly Agree \
NN

Neutral \ ,
Disagree c \
Strongly Disagree o

% q

«ﬁj S
3. Using Rivest—Shamir- emw algorithm is?ui abkbreenerating public key and private  *

A
S

-9

O 00 0®

key in smartphone user. (

O StronglyAgree&\ ®
(O Agree

%omment for Question 3

Qerformance shall be considered
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4. Both the user and device need to be assigned with their own pair of keys by the server after *
registering.

(O strongly Agree
® Agree

(O Neutral

O Disagree

(O strongly Disagree

Add Comment for Question 4

(O strongly Agree \%
® Agree %
(O Neutral .’;
O Disagree \

(O strongly Disagree T ?
6. A feasible solut@oth 'e userand their@ is to incorporate information from both  *
t h

intoa respectiwaw:d e (i.e: ill av@wr ID and device's IMEI number in their
certificate where evige will tf‘r II\‘Eljlumber and the user's ID in their certificate).
e

g{&' 'YX
&

agree

Qg Strongly Disagree
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7. Using two digital certificates from both user and device for authentication is better for securing  *
smartphone applications.

(O strongly Agree
(O Agree

(® Neutral

(O Dpisagree

O Strongly Disagree

Add Comment for Question 7

Performance of the application in smartphone might differ

O Strongly Agree %

® Agree %

O Neutral \ Aj
O Disagree T

O Strongly Disagree .o

9.Using the C |®uth ity(C Or#l ni User and Device's certificate is better to *
protect the of the user and device,from umauthorized access.

’ &
o & v 9

\tral
0} Disagree

Strongly Disagree
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10. Double authentication using user and device signature is more secure compare to single *
authentication for smartphone applications.

Strongly Agree

g
A0
<

Neutral

Disagree

Strongly Disagree T

11. Using Certificate Authority’s Public key, Kpub(ca) in order to veri sign UM *
unauthorized access for smartphone application. ' c}

Strongly Agree ’ X
N
NENE
& 9
strongly Disagree %c) 0>\» ? ".\k

OO0 0 ®O0O

OO0 ®O

S
g

] %
12. It is more systematic for the conNerver ( uires th&ser’s ID from the user and the *
device's IMEI number fetched fr eviceto cal the @ure verification separately
where the authentication galculatian will first galcul tt]e % re verification from the user
followed by the device. ., 2

NN
O StronglyAgree&\ Q
O Agree

Ed Comment for Question 12

ither way should contribute same result
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13. All three phases in the model is sufficient to assure strong authentication for smartphone *
application.

Strongly Agree

N
S
<

Neutral

Disagree

O 0 0 ®O0O

Strongly Disagree

14. All the authentication factors which are user, device and Ce/@rtyWensure *
strong authentication for smartphone application. B

| S
(O strongly Agree p é

¥
(® Neutral ¢
5

O npisagree \
O strongly Disagree ec) n >\y? §
N

9 %Q-
Add Comment for Question 14 A
>
Until proven secured _
15. This model is suitable{b pl ihié one a@%ﬂion_ *
(O strongly Agre\&

d Comment for Question 15

Not necessarily to be implemented into smartphone application only, there are alao wide range of other
computer application should be implemented using this method.
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7) Dr. Iznora Aini Zolkifly

Company Name: UNITAR International University . . . ... A
Years of Experience: 24?‘

Section B: Questionnaire about the User-Device Authentication

Please refer to Appendix A: User-Device Authentication Model wi
Smartphone User and kindly answer all the questions by ‘tic
comment for each question.

@
The model comprises three phases which are ' C§~
a) Registration Phase A
b) Digital Certificate Issue Phase P 4 Y’
N

c) Authentication/Validation Phase

a) Registration Phase %V u\

1. It is more secure to register both the user and the devi er a@s& registering the
user for authentication in sm ¢ applicati
& >
Strongly 2 d (%J
Disagre ’ ‘QJ
Neutral ~\
Agre | NS
/ ongly Agree | 3 AN
) U
'3 &

2. Registering a wevicelu\the user’ one number and the device’s IMEI
number fetc&:; 1 ore s for authentication compared to only
registering the us er N

S I O
o ¥
. "4
S
tr <

Agree
Strongly A{h;e’

203



3. Using Rivest-Shamir-Adleman (RSA) algorithm is suitable for generating public key
and private key in smartphone application.

Strongly Disagree _&

Disagree %
Neutral
/ Agree

Strongly Agree T
Add Comment: V

RSA algorithm can generate keys of varying len
and longer keys provide higher security.

However, longer keys also require more co
which can be a concern for mobile devices
power and battery life.
Choose the key length carefully based security
requirements and the capabilities of the ta

Lo
4. Both the user and device need to be assigned w1 ir own }ai of keys byﬁw server
after registering. N
-\ % o

Strongly Disagree ‘V % \
Disagree U Q’ &
Neutral X Y

/ A -

gree —_
Strongly Agree % \\ }

5. Producing two digital certifi or the uger and detfice {?’Eﬂively can enhance the
authenticity of the user and M nsm

S

%
@
Y,

pplications.
$
Strongly Disagree RN
S
Neutr: s ‘b’ )
e | NS

o
NS

|
e raﬁ; digital certificates for the user and device, it is
erify th enticity of both parties independently.
, producin managing multiple digital certificates can also
?ple:%. nd cost.

6. ible solution to link e user and their device is to incorporate information
m both into a respective certificate (i.e: The user will have their ID and device’s
I number in their certificate whereas the device will have their IMEI number and

0 the user’s ID in their certificate).

%
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Strongly Disagree
Disagree

Neutral
/ Agree P

Strongly Agree A h

7. Using two digital certificates from both user and device for authenticatign is better for
securing smartphone applications.

Strongly Disagree
Disagree
Neutral

Agree 2 '\ \g
/ Strongly Agree o
| 1.5
8. Certificate issued by the Certificate Authority (C T both yse nddevicet alld for

a certain amount of time (i.e, one year). O ate longer)valid, the

system will auto-request the CA to generate W cert sv

Strongly Disagre %I \I ‘)
Disagree \
Neutral o, g
T 3\?
]

Strongly Ag ™ il y

[
| —

2
Q

415‘/7),

Add Comment: te renéWal process, so the system can

ate and that users can
interruption.
nsurlng that only valid

N
. Using th Ncat Authori fA) dé%igning the User and Device’s certificate is
ect the key of the user evice from unauthorized access.

Stron 1sag1d
Disagre \ o
Neutral (o
Agree Ny
Strongly Agree
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10. Double authentication using user and device signature is more secure
authentication in smartphone applications.

compare to single

=

Strongly Disagree
Disagree ) %
Neutral *
Agree

/ Strongly Agree

11. Using Certificate Authority’s Public key, Kpub(ca) in order
avoid unauthorized access in smartphone application.

X

the signature can

Strongly Disagree
Disagree

Neutral

Agree

Strongly Agree

Add Comment:
re

Using the CA's public key
ensuring that only legitim
the system. \

0 access

N
atre <fe§ the user’s ID from the user

12. It is more systematic for th server
and the device’s IMEI ? fro t e 1ce to calculate the signature
verification separat Te y } culation will first calculate the
signature verificati € user by the‘device.
(
_\Z:"

|§ ly Dlshg'éb\‘\
Neutral M

O
¢—>

<
<

e authentication process.

o 12
S
S

when deagrﬁnq.

206

The of da bgr-l'g accessed, the potential risks of unauthorized access,
and the capa of the devices and users involved, should be considered



13. All three phases in the model is sufficient to assure strong authentication for smartphone

application.
Strongly Disagree P % ;

Disagree ‘ h

Neutral
Agree

/ Strongly Agree ?

14. All the authentication factors which are user, device and Certificat hority are able
to ensure strong authentication for smartphone application, T
[

Strongly Disagree
Disagree

2
Neutral " ad
Agree , N
/ Strongly Agree i ‘f x(‘
P

15. This model is suitable to be apply in sm (] appliﬁatio -

Strongly Disagree
Disagree SN ? P
'

Neutral NN
Agree N f“y N
/ St%ongly Ag bl 2 d <(;)

Add Comment:

O
Answered by: N
('} ,?:l O
O
ol
(Signature
@r. Iznora Aini Zolkifly
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8) Mr. Mas Hairul Rashidi Alwee

Name: LM, HALRUL  AASYZOL BIN ALWEE ?
Job Position/Expertise: GoOFTWARE D EVELOPER...ooeerssecns 3%\

Company Name: NET. . AYTE SECURITY

Years of Experience: ..

1. Itis more secure to register both the user and the device ra
user for authentication in an IoT application.

Strongly Disagree
Disagree

Neutral

Agree

7 Strongly Agrec

vice's IMEI
pared to only

2. Registering a user's device using tl u%
number fetched from device is more I

registering the user's phone number:

Disagree
Neutral

&

3. Using Rivest—Shamir—
and private key1

goﬁb s suitable for generating public key

~
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4.

Both the user and device need to be assigned with their own pair of keys by the server
afler registering.

Strongly Disagree

Disagrec

Ncutral

Wi

Agree

Strongly Agree

5. Producing two digital certificates for the user and device r
authenticity of the user and device in IoT applications.

Strongly Disagree @ b-.
Disagree | , i Es,
Neutral |
4 Agree J
Strongly Agree N v
. \&
ddC t: - {
e~ S What hagpen 4 4w a_&r af

6. A feasible solution to lir
from both into a re§pective certific
IMEI number in th ificate \\‘b

the user’s ID in

. Y1
.\1:!\\‘7

- —-..'%
- g\\‘lmngl_\'_r.-\:@

A

N

the

eir certific

NN

[ ,
&
cra cird Ais to incorporate information
e (i.e® The will have their ID and device's
rea 1}d<e<, will have their IMEI number and

e

ooyt .
=)
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Using two digital certificates from both user and device for authentication is better for
securing loT applications,

o | Strongly Disagree e \
Disagree o o e
_Neutral -

'- -

§ R o
- | Agree : :

|

7z

Certificate issued by the Certificate Authority (CA) for both user ;ch 1s valid for
a certain amount of time (i.¢, one year). Once the vcmﬁcalcvngcr vahid, the

svstem will auto-request the CA to generate a new certifics l

Swongly Disagree
Disagree
Neutral
— | Agree
IOl Agree

9 Using the Certiticate Authonty (CA) Il\wz th

better to protect the Key of the user andgter] romunat

 Strongly l)nsagrcc\

_ ) - Disagree

{ 1 Neutral % '
- - L I_Agvcc - :
- ..J_S!w"sls\ .

10 Double authentication
authentication in lo

— | ]

b4

N i i signature can
1L UNng Canuticate .-\mlm:ily"!‘b blic key, Kpub(ea) in order to verify the signaty
unauthonzed accesss o'l application.
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Strongly Disagree

| Disagrec
-~ | Neual

Strongly Agree

12. Itis more systematic for the control server (cs) that requires the user’s 1D from the user
and the device’s IMEI number fetched from the device to ¢ e the signature
verification separately where the authentication calculatiompwillgfirst calculate the
signature verification from the user followed by the devi

Strongly Disagree
Disagree

Neutral

Agree

o Strongly Agree

13. All three phases in the model is suf%N as ::\st aut ﬁtion for IoT

application,

| Swongly Disagr N A D
| Disagree oy
Ncutral [ )

Agree
> Strongly A

L

\ Vv
X~ S
LY o |
14, All the authenticat ors whiyl are wsert device and Certificate Authority are able
to ensure slrong{hcn cal'i \FQ\I applicatioh.

re

Y-v

15 odel is suitable to \{y in IoT application.
Strongly Disagree
Disagree
Ncutral
Agree
3 ~ | Strongly Agrce
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Answered by:

(Signature)





