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APPENDIX A 

Appendix A: Milestone of the Thesis 

Milestone  Research Activity  Start Date  End Date  Deliverable  

M1 Choose topic and 

proposal 

19/10/2020 30/10/2020 Choose a thesis topic  

Discuss with 

supervisor 

22/10/2020 10/11/2020 

M2 Specify objective 

and scope 

11/11/2020 25/11/2020 Identify all the 

requirements of the 

thesis and important 

points of the thesis and 

analyze all the 

researches related to the 

system. 

Literature review 26/11/2020 15/2/2021 

Analyze previous 

researches 

16/2/2021 28/2/2020 

Model 

requirement 

1/2/2021 3/3/2021 

M3 Define a suitable 

methodology 

4/3/2021 13/3/2021 An efficient method to 

develop the system 

Submit Proposal 15/3/2021 15/3/2021 Final thesis proposal 

Qualifying Test 22/3/2021 26/3/2021 Proposal approval 

M4 Define Model 

Design 

1/4/2021 15/5/2022 The interface of the 

proposed model 
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Algorithm 1/4/2021 23/12/2022 Algorithm 

implementation in the 

proposed model 
Implementation 

of hardware and 

software 

1/4/2021 25/12/2022 

M5 Model Evaluation 1/1/2023 1/4/2023 The proposed model is 

evaluated using 

questionnaire 

Analyze model  2/4/2023 15/8/2023 The result shows 

whether the proposed 

model is reliable or not 

M6 Thesis Writing 1/1/2023 11/4/2024 Softbound copy of a 

final thesis  

Viva Presentation 11/7/2024 11/7/2024 Thesis poster and a 

completed of system 
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APPENDIX B 

Appendix B: Gantt Chart 
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Discuss with supervisor                                                          

Specific Objective and 

Scope                                                             

 

Literature Review                                                            

Analyze previous 

researches                                                         

 

Model requirement                                                             

Define a suitable 

methodology                                                           

 

Submit proposal                                                             

Qualifying Test                                                            

Define Model design                                                             

Programming                                                           

Implementation of 

hardware and software                                                             

 

Model Evaluation                                                            

Analyze model                                                            
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Thesis writing                                                            

Submit & present thesis   
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APPENDIX C 

Appendix C: Questionnaires User-Device Authentication Model for Smartphone User 

 

 

 

Title: User-Device Authentication Model with Digital Certificate for 

Smartphone User 

 

My name is Sakiinah binti Altaf Hussain (3201278), a Master of Science student at Universiti 

Sains Islam Malaysia (USIM). I am conducting research entitled ‘User-Device Authentication 

Model with Digital Certificate for Smartphone User’ to meet one of the requirements for a 

Master of Science. 

 

This questionnaire is comprised of 15 close-ended questions with suggestions for each 

question. The objective is to validate the User-Device Authentication Model for for 

Smartphone User.  

 

Therefore, your fair assessment and remarks on this model is much appreciated, and we are 

hoping that with your contribution, this research will be a small step in the bigger efforts to 

continuously improve the landscape of our education. 

 

All information provided will only be used for the purpose of this research and will be kept 

confidential. It will be stored using electronic storage system. 

 

Thank you for spending your time to complete this questionnaire. Your response is very 

valuable for the success of this research. If you have any inquiries, please contact me at +6017-

4620676 or via email sakiinahaltaf.fst@gmail.com.  

 

 

 

mailto:sakiinahaltaf.fst@gmail.com
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Researcher: 

Sakiinah binti Altaf Hussain 

Email: sakiinahaltaf.fst@gmail.com 

Phone No: 017-4620676 

Faculty of Science and Technology 

 

 

Section A: About the Evaluator 

 

 

Name: ……………………………………………………………………………… 

 

Job Position/Expertise: …………………………………………………………… 

 

Company Name: …………………………………………………………………... 

 

Years of Experience: ……………………………………………………………… 

 

 

Section B: Questionnaire about the User-Device Authentication Model 

Please refer to Appendix A: User-Device Authentication Model with Digital Certificate for 

Smartphone User and kindly answer all the questions by ‘ticking’ the box and adding any 

comment for each question.  

The model comprises three phases which are 

a) Registration Phase 

b) Digital Certificate Issue Phase 

c) Authentication/Validation Phase 

 

a) Registration Phase 

 

3. It is more secure to register both the user and the device rather than just registering the 

user for authentication in smartphone application. 

 Strongly Disagree 

 Disagree 

 Neutral 

 Agree 

 Strongly Agree 

   

  

Supervisors: 

Assoc. Prof Dr. Azni Haslizan Ab. Halim 

Assoc. Prof Dr. Najwa Hayaati Mohd Alwi 

mailto:sakiinahaltaf.fst@gmail.com
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Add Comment: 

 

 

 

 

4. Registering a user’s device using the user’s phone number and the device’s IMEI 

number fetched from device is more secure for authentication compared to only 

registering the user’s phone number.  

 

 Strongly Disagree 

 Disagree 

 Neutral 

 Agree 

 Strongly Agree 

   

 Add Comment: 

 

 

 

 

16. Using Rivest–Shamir–Adleman (RSA) algorithm is suitable for generating public key 

and private key in smartphone application.  

 

 Strongly Disagree 

 Disagree 

 Neutral 

 Agree 

 Strongly Agree 

   

 Add Comment: 
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17. Both the user and device need to be assigned with their own pair of keys by the server 

after registering. 

 

 Strongly Disagree 

 Disagree 

 Neutral 

 Agree 

 Strongly Agree 

   

 

 Add Comment:  

 

 

 

 

b) Digital Certificate Issue Phase 

 

18. Producing two digital certificates for the user and device respectively can enhance the 

authenticity of the user and device in smartphone applications. 

 

 Strongly Disagree 

 Disagree 

 Neutral 

 Agree 

 Strongly Agree 

   

 Add Comment: 

 

 

 

 

19. A feasible solution to link both the user and their device is to incorporate information 

from both into a respective certificate (i.e: The user will have their ID and device’s 

IMEI number in their certificate whereas the device will have their IMEI number and  

the user’s ID in their certificate).  
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 Strongly Disagree 

 Disagree 

 Neutral 

 Agree 

 Strongly Agree 

   

 Add Comment: 

 

 

 

 

20. Using two digital certificates from both user and device for authentication is better for 

securing smartphone applications. 

 

 Strongly Disagree 

 Disagree 

 Neutral 

 Agree 

 Strongly Agree 

   

 Add Comment: 

 

 

 

 

21. Certificate issued by the Certificate Authority (CA) for both user and device is valid for 

a certain amount of time (i.e, one year). Once the certificate is no longer valid, the 

system will auto-request the CA to generate a new certificate. 

 

 Strongly Disagree 

 Disagree 

 Neutral 

 Agree 

 Strongly Agree 

   

 Add Comment: 
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22. Using the Certificate Authority (CA) for signing the User and Device’s certificate is 

better to protect the key of the user and device from unauthorized access. 

 

 Strongly Disagree 

 Disagree 

 Neutral 

 Agree 

 Strongly Agree 

   

 Add Comment: 

 

 

 

 

c) Authentication/Verifying Phase 

 

23. Double authentication using user and device signature is more secure compare to single 

authentication in smartphone applications. 

 

 Strongly Disagree 

 Disagree 

 Neutral 

 Agree 

 Strongly Agree 

   

 Add Comment:  
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24. Using Certificate Authority’s Public key, Kpub(ca) in order to verify the signature can 

avoid unauthorized access in smartphone application. 

 

 Strongly Disagree 

 Disagree 

 Neutral 

 Agree 

 Strongly Agree 

   

 Add Comment: 

 

 

 

 

25. It is more systematic for the control server (cs) that requires the user’s ID from the user 

and the device’s IMEI number fetched from the device to calculate the signature 

verification separately where the authentication calculation will first calculate the 

signature verification from the user followed by the device. 

 

 Strongly Disagree 

 Disagree 

 Neutral 

 Agree 

 Strongly Agree 

   

 Add Comment: 

 

 

 

 

 

General Questions 

 

26. All three phases in the model are sufficient to assure strong authentication for 

smartphone application. 

 

 Strongly Disagree 

 Disagree 
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 Neutral 

 Agree 

 Strongly Agree 

 Add Comment: 

 

 

 

 

 

 

27. All the authentication factors which are user, device and Certificate Authority are able 

to ensure strong authentication for smartphone application.  

 

 Strongly Disagree 

 Disagree 

 Neutral 

 Agree 

 Strongly Agree 

   

 Add Comment: 

 

 

 

 

28. This model is suitable to be apply in smartphone application. 

 

 Strongly Disagree 

 Disagree 

 Neutral 

 Agree 

 Strongly Agree 

   

 Add Comment: 

 

Answered by: 

 

 

(Signature) 

 

Name: 



163 
 

Appendix A: User-Device Authentication Model with Digital Certificate for smartphone User. 
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APPENDIX D 

Appendix D: Questionnaire Answered by Expert Reviews 

1) Dr. Abdul Alif Zakaria 
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175 
 

 

2) Dr. Nur Hafiza Zakaria 
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3) Dr. Noorul Halimin Binti Mansul 
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4) Dr. Azuan bin Ahmad 
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5) Mr. Akhmal Marsidi 
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6) Ms. Nur Syafiqah Mohd Shamsuddin 
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7) Dr. Iznora Aini Zolkifly 
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8) Mr. Mas Hairul Rashidi Alwee 
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