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_________________________________________________________________________________________ 

 

Abstract: Quantum computing is different from classical computing. It is based on quantum 

mechanics principles, utilizing the attributes such as entanglement and superposition. The 

significant difference between a quantum computer and a classical computer is the ability to 

process information astonishingly faster. This is possible due to the quantum entanglement 

concept. Interests in the quantum entanglement concept have been exponentially growing over 

the years. In the last decade, significant progress in implementations of quantum computation 

in quantum information has been achieved. This study selected secondary resource indexed 

literature from several databases with specific keywords in almost a century. In this paper, 

quantum computing and its application is presented along with the essence of quantum 

entanglement role in quantum computing. This study will provide a general understanding of 

quantum computing and its application and quantum entanglement.     
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_________________________________________________________________________ 

 

1. Introduction 

 

In 1935, a thought experiment named Einstein-Podolsky-Rosen (EPR) Paradox was produced 

by Einstein, Podolsky and Rosen, discussing a new fascinating phenomenon (Einstein, 

Podolsky, & Rosen, 1935). Shortly after, Schrodinger wrote about the concept of quantum 

entanglement based on the EPR Paradox, and Schrodinger, too, did not understand how it 

violates the theory of relativity (Schrödinger, 1935). Later in 1964, according to Bell, the 

quantum entanglement violates the classical mechanics' attributes, realism, locality, 

completeness and only follows quantum mechanics (Bell, 1964). The concept of quantum 

entanglement was then established but was not widely recognized until discovering its 

applications and how important its role is. 

  

Quantum entanglement is the core feature of quantum mechanics (Yu, 2021). It is deemed a 

strange physical wonder, which can be described as; when two or more objects are entangled, 

the state of one object can automatically provide the information of the state of another object, 

regardless of the distance between them. This essential resource has been applied in quantum 

information (Shi, Chen, & Hu, 2021). It became fundamental for quantum information 

processing and was used in various areas such as quantum computing, quantum teleportation, 
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and quantum cryptography. In addition, it is seen as a key ingredient for quantum computers 

to demonstrate computing capabilities over classical computers (Mooney, Hill, & Hollenberg, 

2019). The interest in quantum entanglement has grown exponentially over the last decades, 

and significant progress has already been achieved in quantum computing (Wang, Li, Yin, & 

Zeng, 2018). Recently in 2021, a quantum-in computing chip named “Eagle”, packed in 127 

quantum bits (qubits), has been revealed by IBM, establishing a recent significant achievement 

in quantum computing (Ball, 2021). According to IBM, it is a step towards their goal to create 

433-qubits quantum processor in 2022, followed by 1121-qubits by 2023. Thus, genuinely 

understanding the quantum computing fundamentals and entanglement is vital in preparing for 

advancing technology in quantum computing in the future.  

 

This review paper aims to provide a general understanding of quantum computing with its 

application and the essence of quantum entanglement. This paper is organized as follows. 

Section 2 describes the methodology used using several databases and specific keywords to 

select chosen literature for this study. In section 3, the quantum entanglement concept and 

general descriptions of the quantum states, both pure and mixed states. Section 4 discusses 

quantum computing technology and some of its applications. Finally, Section 5 is dedicated to 

the conclusion.   

 

2. Methodology  

 

This paper indexed the literature in Scopus, American Physical Society Site (APS), Cambridge 

Core, Nature, and other publications selected by specific keywords, namely quantum 

computing, quantum entanglement, and quantum state dated from 1935 to 2021. Twenty-seven 

(27) related literature was chosen for this study. This literature consists of the general 

information of quantum computing technology and the quantum entanglement concept. 

Document analysis was done and organized by using Microsoft Word 2021. As a result, this 

review observed and manifested information from the chosen literature. Figure 1 portrays the 

methodology. 

 

 
 

Figure 1: Research methodology 

 

3. Quantum entanglement 

 

Quantum entanglement is a phenomenon in which the quantum state of multiple subsystems 

cannot be described as separated independently of other subsystems even though the distance 

between the subsystems is far away from each other (Guo, 2019). Figure 2 depicts an 

entanglement between quantum systems.  
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Figure 2: Quantum entanglement  

Source: Castelvecchi, 2020 

 

A simplified explanation will help better understand the concept of quantum entanglement. 

There were two coins, and one coin had “head” as a value and the other one “tail” as a value 

for both sides of the coins. A coin each were given to two people, Alice and Bob. Both people 

have been separated far away, Alice was on the earth, and Bob was on mars. They were told 

that the coin that they currently possessed must be either “head” or “tail” as a value. In this 

situation, their coins are correlated, entangled classically. Assume that both Alice and Bob 

arrived at their destination. Alice looked at her coin and found out that she had the “head”. 

Once Alice knew the coin's value, she simultaneously knew Bob’s coin value. This logical 

scenario defies classical mechanics and adheres to the quantum mechanics principle.  

 

A quantum bit or qubit is the basic unit in carrying information in quantum information 

(Erhard, Krenn, & Zeilinger, 2020). An easier way to understand, a classical computer uses a 

bit to represent its information; it can only be 0 or 1. In contrast, a quantum computer uses a 

qubit or quantum bit to represent its information. A qubit vector state unit is denoted as 

1
0

0
 

= 
 

 and 
0

1
1
 

= 
 

. Compared to a classical bit, a qubit holds both values 0 and 1 

simultaneously; in accordance with quantum mechanics, it is known as superposition (Fedorov 

& Gelfand, 2021; Matthews, 2021). Superposition is defined as the ability of a quantum system 

to be in multiple states at once until it is measured or observed. Superposition can be presented 

as:  

 

0 1  = +       (1) 

 

It was entangled when a pair or more of quantum subsystems created a superposition state 

(Ferrie, 2019). Combining the principle of entanglement and superposition would significantly 

increment computing power.  

       

3.1 Quantum state  

A pure state is a quantum state that can be described by a wave function, and a mixed state is 

a quantum state that can be described by a density matrix (Guo, 2019). A pure state can be 

presented as: 

 

AB A B
 =       (2) 

A mixed state can be expressed as: 
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, 1, 0i i i i i
i i

P P P  = =       (3) 

 

Distinguishing a pure and a mixed state is possible by computing the trace, Tr  of the density 

matrix of the given state as stated in equations (4) and (5): 

 

It is a pure state if:  

  

( )2 2, 1Tr  = =       (4) 

 

It is a mixed state if:  

 

( )2 2, 1Tr  =       (5) 

     

4. Quantum computing  

  

4.1 Quantum computer vs classical computer 

A quantum computer was proposed to simulate processes that a classical computer cannot 

achieve (Maslov, Kim, Bravyi, Yoder, & Sheldon, 2021; Song et al., 2019; Zhong et al., 2020). 

It offers an unrivalled approach to information processing (Tura, 2021). Quantum computers 

utilize the collective attributes of the quantum state, such as superposition, interference, and 

entanglement abiding by quantum mechanics principle, unlike its classical counterpart, abiding 

by classical physics principle. 

 

Both classical computers and quantum computers can solve some similar computational 

problems. The main difference between a classical computer and a quantum computer is the 

time rate of solving some of the computational issues (Bravyi, Gosset, & König, 2018). 

Furthermore, the utilization of the quantum entanglement principle in quantum computers 

greatly intensifies the processing speed (Castelvecchi, 2017). According to Yu (2021), 

increasing the amount of qubit or creating a more significant entangled state can further 

enhance the processing speed of the quantum computer. There are various other distinctions 

between a classical and a quantum computer. Table 1 shows the differences between a quantum 

and a classical computer to put it into perspective. 
 

Table 1: Differences of the quantum computer and classical computer 

Quantum computer Classical computer 

Governed by quantum mechanics 

principles 

Governed by classical physics principles 

Quantum gate operations or energy state 

manipulation 

Boolean logic operations 

Gates are reversible  Gates run forward 

Use qubit or quantum bit to represent 

information 

Use bit to represent information 

High rates of error Low rates of error 

Operate at extremely cold temperature Operate at room temperature 

Extremely sensitive to noise Minimal inherent noise 

Uncompromising restriction on copying 

and measuring signals 

No restriction on copying and measuring 

signals 
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Quantum computers are advancing swiftly, gaining momentum over the years, threatening the 

existence of classical computers in approaching certain types of problems, especially those 

involving a daunting number of variables and outcomes. However, such progression elicits 

substantial opportunities across the discipline in the modern era.  

 

4.2 Applications of quantum computing 

 

4.2.1 Quantum computing in cloud  

Cloud-based quantum computing services have been introduced and used in several 

backgrounds, namely teaching, research, and games. This provides a path to quantum 

computing, a quantum computing platform that anyone can access publicly in a cloud 

environment setting. It is accessible to users around the globe to execute real quantum 

processing tasks (Almudever, Lao, Wille, & Guerreschi, 2020). Table 2 depicts some of the 

existing cloud-based quantum computing platforms. 

 
Table 2: Existing cloud-based quantum computing platforms 

Developer Quantum Cloud Source Description 

Xanadu Xanadu Quantum 

Cloud 

www.xanadu.ai/cloud A photonic quantum computing platform 

Rigetti 

Computing 

Forest www.rigetti.com A quantum programming toolkit 

Microsoft Microsoft Azure 

Quantum 

www.azure.microsoft.com A quantum system and toolkit for quantum 

computing 

IBM IBM Q 

Experience 

www.quantum-

computing.ibm.com 

A quantum system, simulators, and 

programming tools 

Google Quantum 

Playground 

www.quantumplayground.net A quantum simulator and 3D quantum 

state visualization 

Qutech Quantum Inspire www.quantum-inspire.com A quantum computing platform provides a 

fully programmable 2-qubit electron spin 

quantum processor and a 5-qubit transmon 

processor 

Amazon  Amazon Bracket www.aws.amazon.com/braket A quantum simulator that can be run on 

different quantum hardware technologies 

 

4.2.2 Quantum computing in industries 

Quantum computing will revolutionize numerous industries in the future. According to 

Dilmegani (2021), IBM predicted that quantum computing would evolve over three horizons 

in the industrial revolution. Horizon 1: Applications for the upcoming few years. Horizon 2: 

Stable quantum computers but not at the optimal level. Horizon 3: Beyond 15 years. Figure 3 

illustrates some of the potential quantum computing applications in industries. 

 
 

http://www.xanadu.ai/cloud
http://www.rigetti.com/
http://www.azure.microsoft.com/en-us
http://www.quantum-computing.ibm.com/
http://www.quantum-computing.ibm.com/
http://www.quantumplayground.net/
http://www.quantum-inspire.com/
http://www.aws.amazon.com/braket
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Figure 3: Potential quantum computing applications in industries. Adapted from “Top 20+ Quantum 

Computing Applications / Use Cases”, Dilmegani, 2021. Retrieved from 

https://research.aimultiple.com/quantum-computing-applications/. Copyright 2019 by IBM Corporation. 

 

Based on Figure 3, quantum computing technology can significantly impact various industries. 

For example, in health care and life sciences, an oncologist from the German cancer research 

center collaborates with a team of physicists and computer scientists, planning to utilize 

quantum computing to help cancer patients classify and select specific therapies from 

heterogeneous therapies data sets (Abbott, 2021). Another example in renewable energy, Giani 

(2021), expressed the need for quantum computing to solve crucial renewable energy problems.  

 

4.2.3 Quantum computing in security 

Data security is essential as it protects critical information, including files, databases, accounts, 

and networks. Effective data security is critical to public and private sector organizations in 

this modern digital technology era, as the consequences of data breaches can cause severe 

problems. The field of cybersecurity has become increasingly significant due to the reliance on 

computer systems and technology advancements. Cybersecurity has constantly been improving 

alongside its counterpart, cyber threats, over the years. Cybersecurity experts use cryptography 

to design algorithms and other measures to protect the data.  

 

Cryptography is the practice of protecting information from unauthorized access, ensuring the 

integrity and authentication of the data (Bruss, Erdélyi, Meyer, Riege, & Rothe, 2007). An 

encryption technique is utilized to obtain secure transmission. An algorithm (known as a 

cypher) combines the message with additional information (known as a key) to produce a 

cryptogram. The method of encrypting and decrypting is called cryptosystem (or cypher 

system), while the information used is called a key. Figure 4 illustrates the basic cryptography 

scenario between Alice, Bob and Eve. 

 

https://research.aimultiple.com/quantum-computing-applications/
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Figure 4: Basic scenario of cryptography 

Source: Sehgal & Gupta, 2019 

 

Based on Figure 4, Alice wishes to communicate with Bob using an insecure channel (such as 

the internet). Alice and Bob can use the cryptosystem and protect the information transferred 

even with the insecure channel by using an agreed-upon secret key. However, considering that 

the channel is insecure, Eve, an eavesdropper (unauthorized personnel), may still tap into the 

communication channel and intercept the information.  

 

Classical cryptography is based on computational mathematics, and quantum cryptography is 

based on physics following the laws of quantum mechanics to secure private information 

transmission (Upadhyay, 2019). Table 3 depicts some of the differences between classical and 

quantum cryptography. 

 
Table 3: Differences between classical and quantum cryptography 

Classical cryptography Quantum cryptography 

Based on mathematical computation Based on quantum mechanics 

Widely used Sophisticated 

Digital signature is present Digital signature is absent 

Bit rate depends on computational power Average bit rate is 1 Mbps 

Bit storage 2n n-bit strings Bit storage one n-bit string 

Communication range millions of miles  Communication range 40,000km 

Deployed and tested  In initial stages, not fully tested  

Communication medium independent  Communication medium dependent 

Low cost High cost 

 

Based on Table 3, some of the differences between classical and quantum cryptography is 

illustrated. Classical cryptography utilizes two methods to secure data and prevent data 

breaches: secret key (asymmetric) cryptography and public key (symmetric). Whereas 

quantum cryptography utilizes quantum key distribution (QKD), a series of photons uses a 

qubit sequence to transmit the code from one end to another. By comparing the measurements 

of the properties of the photons, the two ends can determine the safe key to use to encrypt and 

decrypt the information sent over. Any disturbance to the qubit sequence will distort it and be 

detected by sender and receiver; thus, a new bit sequence is generated. Figure 5 illustrates the 
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scenario of quantum cryptography in BB84 protocol, one of the most common protocols in 

quantum key distribution.  

 

 
Figure 5: Basic scenario of quantum cryptography 

Source: Kumar & Garhwal, 2021 

 

Alice wishes to communicate with Bob over an insecure channel (such as the internet). Alice 

uses a series of photons with a random basis, rectilinear or diagonal basis assigned to each bit 

sequence, then transmitted to Bob through a quantum channel to encrypt and decrypt the 

information sent over the insecure channel. The photons polarization will then be measured by 

Bob using a random basis. Suppose Bob measured the same polarization as Alice, then Bob 

received the intended bits sent. If Bob chooses the wrong basis, then the bits he reads are 

random. Next, Bob will notify Alice of the basis he used, and Alice will report back if Bob had 

chosen the right basis. Finally, Alice and Bob will discard the bits measured with a different 

basis. Both Alice and Bob should now have an identical string of bits called sifted key. After 

consistency is ensured, both now have the shared secret key. Discarding noise and 

measurement error factors if the measured bits are different, it indicates the presence of an 

eavesdropper named Eve on the quantum channel, resulting in Alice sending a newly generated 

bit sequence. Eve would have no choice but to measure the photons transmitted before reaching 

Bob with a random basis to decode the photons. The no cloning theorem assures that Eve could 

not replicate the unknown state, thus distorting the photons sequence sent to Bob. Therefore, 

the photons received by Bob will be random and 25% incorrect compared to Alice, considering 

the error rate of 50% made by Eve. The chance for Eve to obtain the secret key is slim to none 

if a sufficiently long bits sequence is compared. Table 4 shows the example of bits, basis and 

polarisation between Alice and Bob without interference from Eve. 

 
Table 4: Sifted key without eavesdropper’s interference 

Alice’s bit 0 1 1 0 1 0 0 1 

Alice’s basis + X X + X + + X 

Alice’s polarization         

Bob’s basis + X + X + + X X 

Bob’s measurement         

Bob’s bit 0 1 0 1 0 0 1 1 

Sifted key 0 1 - - - 0 - 1 

 

Table 4 depicts the process of quantum cryptography between Alice and Bob without the 

interference of Eve. As mentioned, any disturbance to the transmission will distort the photons. 
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Table 5 shows the example of bits, basis and polarization between Alice, Bob with interference 

from Eve. 

 
Table 5: Sifted key with eavesdropper’s interference 

Alice’s bit 0 1 1 0 1 0 0 1 

Alice’s basis + X X + X + + X 

Alice’s polarization         

Eve’s basis + X + + X X + + 

Eve’s measurement         

Eve’s bit 0 1 0 0 1 0 0 0 

Bob’s basis X X + X + X + X 

Bob’s measurement         

Bob’s bit 1 1 0 1 0 0 0 1 

Sifted key - 1 0 - - 0 0 - 

Error generated - √ × - - √ √ - 

 

Table 5 depicts the process of quantum cryptography between Alice and Bob with the 

interference of an eavesdropper, Eve. An error was detected due to interference from the 

eavesdropper. A new series of photons are usually generated for the shared secret key to ensure 

total protection of the information transferred over the insecure channel. There are also other 

protocols under quantum key distribution. Figure 6 shows some other protocols under quantum 

key distribution. 
 

 
 

Figure 6: Quantum key distribution protocols 

Source: Kumar & Garhwal, 2021 
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5. Conclusion  

 

In conclusion, a review of quantum computing and its application and the essence of quantum 

entanglement in quantum computing was presented. The differences between quantum 

computers and classical computers were also discussed, focusing on the utilization of quantum 

entanglement in a quantum computer, an essential key in enhancing the quantum computers 

processing speed. Next, some existing quantum computing applications were also stated. Even 

though it is still in the early development phase for quantum computing to penetrate the market 

for commercial use, considering its limitations, quantum computing has a huge potential to 

change the technological world. 
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