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CHAPTER 1V §
3

RESULTS AND DISCUSSION OF GRAIN

4.1 Experimental Setup for Grain-128 Stream Ciphe 0 h%

This chapter shows the results and analysfaof Gran-1 stra&' cipher
algorithm based on the experiment conducte

have been discussed in chapter 3. The f

LFSR, output of NLFSR, and output c& Bo \‘.LQ

The randomness testing q@s Were
NIST Statistical Test Suite. 'lv 0 ,5 the&qunrement for parameter(s)
? ) NS

values considered in conducthg he ment for the Parameterized Test
l %
{Q

Selection. \&\ S

|
For the l@m q?xf re_t(? Table 11-14 show the number of
l%ve?

maximum  rej ate fStr . output of LFSR (fx), output of NLFSR

()

of Boolean func?bn (hx), respectively. All the tests had the same

jection rate for each data, except for the Random Excursion Variant

"he Random Excursion Test, because both of the tests depended on the

samples with the number of cycles exceeding 500. These two tests were not

applicable for samples with insufficient number of cycles. The maximum number

of rejection rate should be as shown in Table 16-19.
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Table 10: Parameter value(s) for Parameterized Tests Selection used for Grain-128

Test Requirement Selection
N<100 N =n/M
=1,000,000/20,000
=50
n>100 and n =1,000,000
n>MN n >MN %
Block Frequency Test =90, 000
= 1,00
M=20 M =20 Oﬁﬂ%}ck Length)
M>0.01n > 0. T
01% 1,000,000
n> 1,000,000
M >0.01n
=0.01 x 1,000,000 8,0 100
Non-Overlapping Test =10,000 = 10, * o~
N <100 =8 Jfixed) ) &
NIST recommends to ch m=1(( mp'l@-'Length)
m=9or 10 o &)
N<100 A R (fixeq R~
M=>0.01n DN
=0.01 x 1,00 Ga'}' = 1&0,000/100
Overlapping Test = 10,000 QK s = 19000
n is not specifi N} 2 £000.000
NIST recom ) m €30 (Template Length)
m=9orl A&
6<L<16 \ ‘t}; 7 (Bloclk Length7)
Maurer’s Universal Test 0 g 8 z , Z ILo (Nulll(l)):rzofB:(())c:()z L
n =904, 0‘\ s n =1,000,000
%ﬂ_ ~ | M=2,000 (Block Length)
00 ,{Q n = 1,000,000
Linear Complexity Test 2 ' &7 N =n/M
O =1,000,000/2,000
N =500
Serial Test el =2 (Block Length)
Approximate Entr i = 2 (Block Length)




Table 11: Number of maximum rejection for keystream
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Random Random
Most of the Non-Overlapping | Excursion Variant Excursion
Significance |  NIST tests Selelings: ik - = —
(based on 14,800 Grain-128 Grain-128
Level (based on 100 <
p-value) (based on 1,152 (based on 512
p-value)

p-value) -value)
0.01 3 samples 184 samples 21 samples 1'\gamhples
0.02 6 samples 347 samples 37 samples amples
0.03 8 samples 506 samples 51 samples 4 samples
0.04 9 samples 663 samples 66 samples 33 samples
0.05 11 samples 819 samples 79 samples 40 samples

Table 12: Number of maximum rejection for output

R (f¥)

o Most of the Nus-Oielainiss dom Excursion
Slgzlﬁcance NIST tests (based on 14.800 158
evel (based on 100 i Lab Die
p-value) p-value) ( on p
\T value)
0.01 3 samples 184 samples 18 s L 10 samples
0.02 6 samples 347 samples Y 17 samples
0.03 8 samples 506 samplg Jes X 23 samples
0.04 9 samples 663 samp bles \/ 29 samples
0.05 11 samples 819 sa mpIES™ 34 samples
e 0 S
P
Table 13: Number of maxing¥ej Mu@’ofNLFSR ()
-
[ O Random Reardom
Most of the s (U Excursion Ex :
Significance | NIST tests / Variant ok b
Level (based on 1 : Grain-128 Grain-128
p-valu O (based on 1,044 (based on 464
s . p-value) p-value)
0.01 3 sa - 4hsantei¥es 20 samples 11 samples
0.02 6 ’ 7 sdhples 34 samples 18 samples
0.03 es %@mles 47 samples 24 samples
0.04 ples 68%Samples 60 samples 31 samples
0.05 amples 819 samples 73 samples 37 samples |

S
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Table 14: Number of maximum rejection for output of Boolean Function (/x)

Random Sandiny
ifostnt e Non-Overlappin = Eion Excursion
Significance NIST tests o= 3.om 15%0(% Variant
Level (based on 100 g ’ Grain-128 Grain-128
p-value) BE) (based on 882 (based on 384

p-value) ) )

0.01 3 samples 184 samples 17 samples ‘xgples
0.02 6 samples 347 samples 30 samples “?@ples
0.03 8 samples 506 samples 41 samples samples
0.04 9 samples 663 samples 52 samples 6 samples
—0.05 | 11samples 819 samples 63 samples 32 samples




4.2 Result and Analysis for Grain-128 Stream Cipher Algorithm
4.2.1 NIST Statistical Test Suite Result for Keystream
Table 15 shows the NIST statistical tests results for keystream at 1%
significance level. From the results, with five (5) failures, the Lempel-Ziv
Complexity Test exceeded the maximum number of rejected rate. @ear
Complexity Test also exceeded the maximum number of rejectedi@four 4)
failures. Other NIST statistical tests results showed that the nvw’ of rejected

were still under the range of the maximum number of rejectioN.

Table 15: Results for keystream at 1% sigigca ew,
¥

Nu of sequen®fs a

Statistical Test niﬁc{ vel ¥V
Pag AN Pas lure

Non-Parameterized Test Selection

1. Frequency Test 100 A~ Pass
2. Runs Test & 10Q 7 Pass
3. Longest Runs of Ones Test INYN) Y. Pass
4. Spectral DFT Test 0 > Pass
5. Lempel-Ziv Complexity. "I Failure
6. Cumulative Sums Tes I
N
- Forward 00> 0 Pass
- Reverse ggb 0 Pass
7. Random Excursjpon V t
(64 samples) K l ‘k{ é(l#? 5 Pass
_ Random Exagrsite Te NI
8 Pl Ef; E" :\‘ { OFs00 | 3 Pass
9. Binary anff Tegt\ © ¢,71 99 1 Pass
g Tes Seleftion N
\ad 99 1 Pass
[N 14,653 | 147 Pass
i 99 1 Pass
99 1 Pass
96 -+ Failure
P value 1 100 0 Pass
- Pvalue2 100 0 Pass
7. Approximate Entropy Test 100 0 Pass
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Table 16 shows the NIST statistical tests results for keystream at 2%
significance level. From the results, the Lempel-Ziv Complexity Test exceeded
the maximum number of rejected with seven (7) failures. Other NIST statistical

tests results showed that the number of rejected were still under the range of the

X
O

Table 16: Results for keystream at 2% signiﬁcancv

maximum number of rejection rate.

Number of s Ns at 2%
Statistical Test signj c&e‘level

Pass ¥Pags/Failure
Non-Parameterized Test Selection .
1. Frequency Test 97 3 s*
2. Runs Test 99 1] S
3. Longest Runs of Ones Test 99 1 o[V Pasg~
4. Spectral DFT Test t RaX¢'
5. Lempel-Ziv Complexity Test V‘{ % ure
6. Cumulative Sums Test '

- Forward 7 O Pass

- Reverse IARNY3) & Pass

A
7. Random Excursion Variant Tt 'NE 71 N Pass
(64 samples) ‘ S
8. Random Excursion Test }\Ag e
el

(64 samples) %
9. Binary Matrix Ranké. J 95 <O Pass
Parameterized Test elec il ‘9
1. Block Frequencyfl'e : 3 Pass
2. Non- Overlapplé -\J [ A522 | 278 Pass
3. Overlapping ¢ D, 5798 2 Pass
4. Maurer’s erdal Tt 3 )y U 98 V) Pass
5. Linear C ity F&t /, T < 98 2 Pass
6. Serial % oy \’Y'
1 \"J 09 Pass
ue 2 99 Pass
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Table 17 shows the NIST statistical tests results for keystream at 3%
significance level. From the results, the Lempel-Ziv Complexity Test exceeded
the maximum number of rejected with nine (9) failures. Other NIST statistical

tests results showed that the number of rejected were still under the range of the

maximum number of rejection rate. Y'

Table 17: Results for keystream at 3% significance level v

Number of sequégcey’at 3%
Statistical Test significa el
Pass F ass/Failure
Non-Parameterized Test Selection |
1. Frequency Test 96
2. Runs Test 98 2 ’ lfas,si ',g_c
3. Longest Runs of Ones Test 99 | 9P\’
4. Spectral DFT Test Ly Pagsy
5. Lempel-Ziv Complexity Test 91N [ A\ Felime
6. Cumulative Sums Test ﬁ N <
- Forward
- Reverse ¥
7. Random Excursion Variant T
(64 samples) & >
8. Random Excursion Test
(64 samples) \ §‘<§
9. Binary Matrix Rank ffe Y. 9B N 2 Pass
Parameterized Test Selectgpn | &£ L
. Block Frequency J8 ) e & 5 Pass
_Non-Overlappipf hgst ~ @ (\??75 425 Pass
¢ | 97 3 Pass
F .7 96 4 Pass
%\\V 98 g) Pass
¥ 99 1 Pass
- 98 2 Pass
7. imate Entropy Test 99 1 Pass
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Table 18 shows the NIST statistical tests results for keystream at 4%
significance level. From the results, the Frequency Test exceeded the maximum

number of rejected with 10 failures. Other NIST statistical tests results showed

that the number of rejected were still under the range of the maximum number of

rejection rate. Y.
g

Table 18: Results for keystream at 4% signiﬁcanceﬁe.

Number of sequ at 4%
Statistical Test significa vel
Pass F asg/Failure
Non-Parameterized Test Selection {
1. Frequency Test 90
2. Runs Test 97 3 S N
3. Longest Runs of Ones Test 9 3 Pa
4. Spectral DFT Test . P
5. Lempel-Ziv Complexity Test 9 % 3 ss
6. Cumulative Sums Test \!F f
- Forward 5 O Pass
- Reverse ? gk~ Pass

7. Random Excursion Variant 4 Q. ‘
(64 samples) % o.122 u 3&? Pass

. <
8. Random Excursion Test Al() A

(64 samples) 5{
9. Binary Matrix Ran 9 ) Pass
Parameterized Test Selecffon ¥ * &
1. Block Frequenc 5 Pass
2. Non-Overlappig Rest 4,224 | 576 Pass
3. Overlappin e O Yo7 3 Pass
4. Maurer’s jonivessal Tests Eal 96 -+ Pass
5. Linear ity Tes/ 7 N 98 2 Pass
6. Serim X

- ue 1 \f—\,' 98 2 Pass

- alue 2 97 3 Pass

imate Entropy Test 98 2 Pass
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Table 19 shows the NIST statistical tests results for keystream at 5%
significance level. From the results, two NIST statistical tests failed, which were
the Frequency Test and the Maurer’s Universal Test, because they exceeded the
maximum number of rejection rate. The number of rejected for both tests were 12,
respectively. Other NIST statistical tests results showed that the @:r of

Gy

rejected were still under the range of the maximum number of rejeaﬁ&rate.
a?kvel

Table 19: Results for keystream at 5% signifjc

Statistical Test

Non-Parameterized Test Selection

. Frequency Test

. Runs Test

Longest Runs of Ones Test
Spectral DFT Test a
Lempel-Ziv Complexity Test o
Cumulative Sums Test 3

G
<&
- Forward Q‘" Pass

- Reverse XE , %) | X Pass
t
o d
|

Pass

o[ 10—

7. Random Excursion Vari% | O
(64 samples) ? 3/ Pass

8. Random Excursion }Q\ 4 3 2% pie
(64 samples) - P

9. Binary Matrix R st ] ¢ ,); (.?8 2 Pass

Parameterized T. ecti‘m b \ \QI

4

4

1. Block Frequﬁgl st 3'394' s~ = 95 2 Pass
& Non-Overla&i Test ¥ 14,081 | 719 Pass
3. Overlappa st Pass

4. Maurer’s§versal Test 88 12 Failure
v i plexity Test 98 2 Pass

5. Lin
6. Semgl TSt
- alue 1 95 5 Pass
- Pvalue?2 97 3 Pass
7. Approximate Entropy Test 98 2 Pass> o |
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4.2.2  NIST Statistical Test Suite Result for Output of LFSR (fx)

Table 20 below shows the NIST statistical tests results of the output of
LFSR, (fx) at 1% significance level. The result showed that the Longest Runs of
Ones Test and the Linear Complexity Test exceeded the maximum number of
rejection rate. For the Longest Runs of Ones Test, the number of rejecte\wour
(4). For the Linear Complexity Test, all the 100 sequences of the om LFSR,

(fx) failed this test. The other NIST statistical tests results showed the number

of rejected were still under the range of the maximum numb%ection.

\d.

Statistical Test

Non-Parameterized Test Selection \
. Frequency Test P - ?

1
2. Runs Test 98—y 1 ’:\'\ Pass
3. Longest Runs of Ones Test Qud, Failure
4. Spectral DFT Test ﬁ § Pass
5. Lempel-Ziv Complexity Te ? 149 e Pass
6. Cumulative Sums Test % J T

- Forward \"\ ¢ é’ ) Pass

- Reverse ﬁ 93? 2 Pass
7. Random Excursi Han

(53 samples) éﬁ’ 'Y 9 5 e S5
8. Random Exc est ) ..s} 416 8 Pack

(53 sample% J’ A {‘
9. Binary MaljxWank Tes? * . ¥ | 100 0 Pass
Paramete est Selection 9

ency Test 100 0 Pass

2 rlapping Test 14,639 | 161 Pass
3 ping Test 98 . Pass
4. r’s Universal Test 100 0 Pass
5. Linear Complexity Test 0 100 Failure
6. Serial Test

- Pvaluel 100 0 Pass

- Pvalue?2 98 2 Pass
7. Approximate Entropy Test 98 2 Pass
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Table 21 below demonstrates the results of the NIST statistical tests for
output of LFSR, (fx) at 2% significance level. The result showed that the Linear
Complexity Test failed for all the 100 sequences of the output of LFSR, (fx).
Other NIST statistical tests results showed that the number of rejecte@g;ill

under the maximum number of rejection rate. A

X

Table 21: Results for LFSR (f) at 2% signifi anwwel
|

esat
Statistical Test ivw N~
Pass Pabs/EQilhréS

Non-Parameterized Test Selection P ﬁ?
1. Frequency Test 98 R Y
2. Runs Test 9 o N Pad
3. Longest Runs of Ones Test v ! s
4. Spectral DFT Test P ass
5. Lempel-Ziv Complexity Test 98 >' D A Pass
6. Cumulative Sums Test Py >

- Forward \ & ; 3 42,*’ Pass

- Reverse ) § Pass
7. Random Excursion Varlg t ! 92’ I § A

(53 samples) D B > :(‘
8. Random Excursion T by, )

(53 samples) l 41& i s
9. Binary Matrix R S i @ 1 Pass
Parameterized T ctign _ {..)
1. Block Frequ St ) 100 0 Pass
2. Non-Overl est $ o 14,516 | 284 Pass
3. Overlappmggest ‘c.\_,v" 98 2 Pass
4. Maurer: jversal Test iy 98 2 Pass
5 Lin plexity Test 0 100 Failure
6. Sgri t

- alue 1 98 2 Pass

- Pvalue?2 96 4 Pass
7. Approximate Entropy Test 97 3 Pass




Table 22 below demonstrates the results of the NIST statistical tests for

output of LFSR, (fx) at 3% significance level. The result showed that the Linear

Complexity test also failed for all the 100 sequences of the output of LFSR, (fx).

Other NIST statistical tests results showed that the number of rejected nder
the range of the maximum number of rejection rate. *
Table 22: Results for LFSR (fx) at 3% signifi an?(’&el
o |
Statistical Test \
Non-Parameterized Test Selection 2! X
1. Frequency Test 98 2N\ Y Pase’
2. Runs Test .&; | RSy
3. Longest Runs of Ones Test sy : LRass
4. Spectral DFT Test (\Pass
5. Lempel-Ziv Complexity Test 97 \5’ & Pass
6. Cumulative Sums Test (] 4 Q:—-}
- Forward 3&G Pass
- Reverse % ;%r] § Pass
7. Random Excursion Varet t ( 4039 pat
(53 samples) A J‘(Jc'.
8. Random Excursion T,
40 16
(53 samples) Aié s
9. Binary Matrix R, ¢ Q 5 Pass
Parameterized T, ecti’)n\ "" G -)
ol 7 & 98 ) Pass
V7L ) 14353 | 447 Pass
| 97 3 Pass
i 96 4 Pass
0 100 Failure
94 6 Pass
- Pvalue?2 96 4 Pass
7. Approximate Entropy Test 96 4 Pass

78



Table 23 below demonstrates the results of the NIST statistical tests for
output of LFSR, (fx) at 4% significance level. The result showed that the Linear
Complexity test also failed for all the 100 sequences of the output of LFSR, (fx) at
4% significance level. However, the other NIST statistical tests re@owed

that the number of rejected were still under the range of the maxiﬁmumber of

rejection rate. Y"

Table 23: Results for LFSR () at 4% s@v kve

Nu@ seq enc
Statistical Test nificgnge ve
Pa 'oPﬁssLEa‘ilure
Non-Parameterized Test Selection b q\. Ay
1. Frequency Test av K307 ¢ “Pass
2. Runs Test 95 & | O Pass
3. Longest Runs of Ones Test 9 W a Pass
4. Spectral DFT Test 093 3 s Pass
5. Lempel-Ziv Complexity Te\ B) & Pass
6. Cumulative Sums Test , .S

- Forward Y. (% Pass

o)

6, 4 Pass
9$5J 49 P
(53 samples) ,(9 o
8. Random Excur@sﬁi ’ ?t' 1:.‘5"40] o Pass

(53 samples ) &
e T 7 Pass

- Reverse

% o
1 e 96 4 Pass
2. Non- 14,211 | 589 Pass
340 i 96 4 Pass
@ Universal Test 95 5 Pass
5. Lincar Complexity Test 0 100 Failure
6. Serial Test
- Pvaluel 94 6 Pass
- Pvalue?2 95 5 Pass
7. Approximate Entropy Test 96 4 Pass
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Table 24 below demonstrates the results of the NIST statistical tests for

output of LFSR, (fx) at 5% significance level. The result showed that the Linear

Complexity test also failed for all the 100 sequences of the output of LFSR, (fx) at

5% significance level. However, the other NIST statistical tests res\tw'!howed

that the number of rejected were still under the range of the mawa

rejection rate.

Table 24: Results for LFSR (fx) at 5% si

number of

Yv

Yv

n

'leve

Nun%f seq eg at§Yo
Statistical Test nificagc !
P &ff\ ass/@ﬁlure
Non-Parameterized Test Selection .,\ J\T
1. Frequency Test < ¢, > Pass
2. Runs Test 5 O\ Pass
3. Longest Runs of Ones Test € | = 89N 1) A Pass
4. Spectral DFT Test N/ 4% ¥ 2| Pass
pectra es &
5. Lempel-Ziv Complexity T@ o4y .@f Pass
6. Cumulative Sums Test %‘ ~§
- Forward Y. , o S~ 4 Pass
- Reverse H 2o, 4 Pass
7. Random Excursion i é{v 60 pane
(53 samples) 3\4,
P (C—g" 297 o7 Pass
2 093 7 Pass
1t 95 5 Pass
23 14,058 | 742 Pass
35 g Test 95 5 Pass
4. M ?s Universal Test 95 3 Pass
5. Mggdt Complexity Test 0 100 Failure
6. Serial Test
- Pvalue 1 94 6 Pass
- Pvalue?2 95 5 Pass
7. Approximate Entropy Test 94 6 Pass
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4.2.3 NIST Statistical Test Suite Result for Output of NLFSR (gx)

Table 25 shows the NIST statistical tests results for output of NLFSR, (gx)
at 1% significance level. Referring to the results, two NIST statistical tests
failed, which are the Frequency Test and the Maurer's Universal Te@h tests
exceeded the maximum number of rejected with four (4) failu‘r&sﬁpectively.
Other NIST statistical tests results showed that the number thed were still

under the range of the maximum number of rejection rat V

Table 25: Results for NLFSR (gx) at é@gniﬁ{aniglgvgi}
p A v

NUT?O equeficesst 1%
Statistical Test 3 A iw?ﬂ'eq ce 1
> 4
9
o

\]Eaf ‘Rass/Failure
@)

Non-Parameterized Test Selection

1. Frequency Test 4) Failure
2. Runs Test " ' %‘3 Pass
3. Longest Runs of Ones Test 4 8 & Pass
4. Spectral DFT Test ?)] S0 Pass
5. Lempel-Ziv Complexi@ fay 1 Pass
6. Cumulative Sums Test \o‘v/f &)

- Forward \ 0 3 Pass

- Reverse & - l (50 3 Pass
7. Random Excur rint {

(58 samples)@ r )1?:\\9, 1,042 7) Pass
8. Random E nTg ie

(58 samply) M .\T 459 S Pass
9. Binary Rank Test 2 98 2 Pass

iz8 Test Selection

1. Bl equency Test 99 1 Pass
2. erlapping Test 14,643 | 157 Pass
3. OveMapping Test 100 0 Pass
4. Maurer’s Universal Test 96 4 Failure
5. Linear Complexity Test 100 0 Pass
6. Serial Test

- Pvaluel 9, 3 Pass

- Pvalue?2 100 0 Pass
7. Approximate Entropy Test 98 2 Pass
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Table 26 shows the NIST statistical tests results for output of NLFSR, (gx)
at 2% significance level. Referring to the results, only the Non-Overlapping Test
exceeded the maximum number of rejection rate with 350 failures. Other NIST
statistical tests results showed that the number of rejected were s@er the

range of the maximum number of rejection rate. s )

T

Table 26: Results for NLFSR (gx) at 2% signi% level

)
Numbe eduegdes gt 2%
Statistical Test signi an':eM v |
Pass ail |] Pags/ e
Non-Parameterized Test Selection
1. Frequency Test 9 DN O8s
2. Runs Test ) % @Pass
3. Longest Runs of Ones Test 8 & Pass
4. Spectral DFT Test _\TQ R [ Pass
5. Lempel-Ziv Complexity Test , 98 \? 24 Pass
6. Cumulative Sums Test ‘é [ Q"‘;\
- Forward \ y A‘Q Pass
- Reverse ? 'l 2 3 Pass
7. Random Excursion V‘l% est Lay
(58 samples) ‘o,io . i

8. Random Excursio 7l 10 Pass

= |
Y
e
HEI
2 [<|58
SRE
258
x
=
o
ﬂ;o
Eard
-
\Jv
e
F, a—
Cam
‘J(\
o/
~
(9%)
-
V)
w
w

10D

1. Block Freqie, .L/, _{\ 98 2 Pass
2. Non-Over' gTest. A | 14450 [ 350 Failure
3 Overlap% est N 99 1 Pass
4. Maure niversal Test 96 4 Pass
5. Li omplexity Test 99 1 Pass
6. %l’ est

- value 1 96 4 Pass

- Pvalue?2 99 1 Pass

7. Approximate Entropy Test 7 3 Pass




Table 27 shows the NIST statistical tests results for output of NLFSR, (gx)
at 3% significance level. Referring to the results, all the NIST statistical tests
passed. Therefore, it can be concluded that all the 100 sequences of output of

NLFSR, (gx) have passed each of the 16 NIST statistical tests at 3°®cance

S

Table 27: Results for NLFSR (gx) at 3% signi?'y level

Numbe
Statistical Test sign

Non-Parameterized Test Selection
Frequency Test

Runs Test

Longest Runs of Ones Test
Spectral DFT Test
Lempel-Ziv Complexity Test
Cumulative Sums Test

- Forward
- Reverse \

7. Random Excursion Vagtant¥{ est
(58 samples)
8. Random Excursion

(58 samples)
9. Binary Matrix R@n

Parameterized t
1. Block Freq%}g espl /.

Non-Overlypmg Test ¢ *
Overla est
iversal Test

value 1 95 5
- Pvalue?2 97 3 Pass
7. Approximate Entropy Test 96 4

2ol Bl bl Lyl R R

o || w10
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Table 28 shows the NIST statistical tests results for output of NLFSR, (gx)
at 4% significance level. Referring to the results, only Longest Runs of Ones Test
exceeded the maximum number of rejection rate with 10 failures. Other NIST
statistical tests results showed that the number of rejected were sti@r the

range of the maximum number of rejection rate.

Number
Statistical Test
Pass
Non-Parameterized Test Selection
1. Frequency Test 96 4\\\
2. Runs Test N ﬁ??iss
3. Longest Runs of Ones Test Failure
4. Spectral DFT Test , Nl ~ Pass
5. Lempel-Ziv Complexity Test 4" %8'-); R’ Pass
6. Cumulative Sums Test “ 6
- Forward \ %j - Pass
- Reverse " w M %\7 Pass
7. Random Excursion Var st 2 "N 1 p
: ass

(58 samples)

8. Random Excursion&t\ { @ 15 Pk
(58 samples) b, )
9. Binary Matrix RMweyest] ~ & |96 Pass
n) )

4

Parameterized rlectfo <l
1. Block Fre est® U7 vs 96 - Pass
2. Non-OveﬁSing Test JoF | 14207 | 593 Pass
3. est . 98 2 Pass
: - 94 6 Pass
98 2 Pass
- Pvalue 1 93 S5 Pass
- Pvalue2 D7 3 Pass
7. Approximate Entropy Test 94 6 Pass




Table 29 shows the NIST statistical tests results for output of NLFSR, (gx)
at 5% significance level. Referring to the results, all the NIST statistical tests
passed. Therefore, it can be concluded that all the 100 sequences of output of

NLFSR, (gx) have passed each of the 16 NIST statistical tests at 5% @ance

e
Y~

Table 29: Results for NLFSR (gx) at 5% sigmﬁ \{evel

Numberﬁ‘%
Statistical Test signifl

Pass il

Non-Parameterized Test Selection 3 v
1. Frequency Test 96\ AN
2. Runs Test A )y 8y g
3. Longest Runs of Ones Test s M & Pass
4. Spectral DFT Test A\ﬁ_ ﬁ O Pass
5. Lempel-Ziv Complexity Test L 05 JAY Pass
6. Cumulative Sums Test ol 2 @

- Forward \ 30 Pas

- Reverse ‘%\7 Pass
7. Random Excursion Var st 3!) O 15 5

(58 samples) \': éq ass
8. Random ExcursnonK‘N Q @ 5 i

(58 samples) - P
9. Binary Matrix Rﬁ t] ¢ P;' G194 6 Pass
Parameterized Qi cfon) ) &
1. Block Freq&est’n./_o A8 95 5 Pass
% Non-OW BTest A | 14,046 | 754 Pass
3. Overlap® est N 97 3 Pass
4. Maurggs iversal Test 94 6 Pass
5. Li mplexity Test 98 2 Pass
6

- Pvaluel 95 5 Pass

- Pvalue2 97 3 Pass
7. Approximate Entropy Test 94 6 Pass




4.2.4 NIST Statistical Test Suite Result for Output of Boolean Function (/.x)
Table 30 exhibits the results of the NIST statistical tests for output of

Boolean function, (hx) at 1% significance level. With reference to the results, all

the NIST statistical tests results failed, exceeding the maximunc\&?er of

rejected, except for the Binary Matrix Rank Test and the Linear lexity Test.

Both of these tests passed with the number of rejected 2 and @:ctively.

Table 30: Results for Output of Boolean Function (@ w‘ance level
Y'

Statistical Test

O Pasgfailure
Non-Parameterized Test Selection S
. Frequency Test \5 () Failure

1
2. Runs Test pe 0wl @08 A~ Failure
3. Longest Runs of Ones Test 4> y 100Y  Failure
4. Spectral DFT Test 3 48°|  Failure
5. Lempel-Ziv Complexity Tes ABO Failure
6. Cumulative Sums Test Y R NJ
- Forward C—) i 8' Fioo k¢ Bailun
- Reverse S (Y| 100 Failure
7. Random Excursiox}% nt Tlest :
(49 samples) N\ (‘)ﬁ 882 Failure
¢ v i
8. Random Excur&!) est) )S‘f \(:') 0 392 Fatlnne
™

A3

(49 samples)
9. Binary Ma nk € . HEET 2 Pass
Parameteriz% st Selection V'

1. Block ncy Test i 0 100 Failure
2. Non-O pping Test 6,458 | 8,342 Failure
e ing Test 0 100 Failure
4. s Universal Test 0 100 Failure
5. Linear Complexity Test 100 0 Pass
6. Serial Test

- Pvaluel 0 100 Failure

- Pvalue?2 10 90 Failure

~

. Approximate Entropy Test 0 100 Failure
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Table 31 exhibits the results of the NIST statistical tests for output of
Boolean function, (Ax) at 2% significance level. With reference to the results, all
the NIST statistical tests results failed, exceeding the maximum number of
rejected, except for the Binary Matrix Rank Test and the Linear Cor Y; Test.

Both of these tests passed with the number of rejected 2 and 0, reyp&vely.

Table 31: Results for Output of Boolean Function (Ax

Number n‘m,(’z %
Statistical Test sipgificande leQe “\Y'

Pasv&ail Pﬂﬁ/l”gﬂu’re

Non-Parameterized Test Selection o v N

1. Frequency Test AOY QY ﬁe

2. Runs Test 0 _Wailure

3. Longest Runs of Ones Test O Failure

4. Spectral DFT Test Ve 3P A Failure

5. Lempel-Ziv Complexity Test 106\  Failure

6. Cumulative Sums Test & 4

- Forward \ Q}OO Failure
- Reverse P V' ! %100 Failure

7. Random Excursion VaWi'est RSN :
(49 samples) el 6 | 882 Failure

8. Random Excursior&t‘ \'\?

(49 samples)

A
v
é’e 392 Failure

2 Pass
100 Failure
8,902 Failure
100 Failure
100 Failure
0 Pass
. Pvaluel 0 100 ol
- Pvalue2 8 92 Failure

7. Approximate Entropy Test 0 100 Failure
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Table 32 exhibits the results of the NIST statistical tests for

Boolean function, (hx) at 3% significance level. With reference to the

output of

results, all

the NIST statistical tests results failed, exceeding the maximum number of

rejected, except for the Binary Matrix Rank Test and the Linear Com%@ Test.

Both of these tests passed with the number of rejected 5 and 1, resmaly.

Yv

Table 32: Results for Output of Boolean Function (/x) at SQ{gniﬁcance level

1
Numberﬁ] entes agd %
Statistical Test signifi®ncg level
Pass il a
Non-Parameterized Test Selection 2 v
1. Frequency Test 0 100\ ¥~ Faildte
2. Runs Test W ure
3. Longest Runs of Ones Test — ) L&Lailure
4. Spectral DFT Test N‘-’_\ #  Failure
5. Lempel-Ziv Complexity Test G 0;, A Failure
6. Cumulative Sums Test 4 4 Q::J'
- Forward 1

N ﬁo Failure
- Reverse % 0 Failure
7. Random Excursion Va% st ( <>882
N\

(49 samples) 2 Failure

8. Random Excursion&\ | I @J 392 Failure
(49 samples) NG \_r P

9. Binary Matrix RGalYes] * P 1995 5 Pass

Parameterized elecfio) ) &

1. Block Freqy ety S| O 100 Failure

2. Non-OveridpMg Test 0 | 5,534 |9.266 Failure
J

3. Overlapmgng Yest 0 100 Failure
4, Maurer;}%ﬂversal Test 0 100 Failure
Syl mplexity Test 99 1 Pass

6. %ﬁ:st
- value 1 0 100 Failure

- Pvalue?2 6 94 Failure

7. Approximate Entropy Test 0 100 Failure
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Table 33 exhibits the results of the NIST statistical tests for output of
Boolean function, (hx) at 4% significance level. With reference to the results, all
the NIST statistical tests results failed, exceeding the maximum number of
rejected, except for the Binary Matrix Rank Test and the Linear Co@‘?y Test.
Both of these tests passed with the number of rejected 7 and 1, resp%ively‘

Yt
Y
Table 33: Results for Output of Boolean Function (/x o significance level
-

|
Number o n}esﬁ, %
3

Statistical Test siPmificange leYe
Pas Fail_ |{ P3gs/ re
Non-Parameterized Test Selection r N N

1. Frequency Test 0 % | od 08 {s‘lure
2. Runs Test % & Failure
3. Longest Runs of Ones Test O Failure
4. Spectral DFT Test ‘% 2; 37) Failure
5. Lempel-Ziv Complexity Test ?< 0 'lg&\ Failure
6. Cumulative Sums Test \ &

- Forward 0 Failure

- Reverse ’ ?0| qe'1 00 Failure

7. Random Excursion VariangTest .'-u./ 4; ) Fail
(49 samples) ,\ 15\\ A i

8. Random Excursi@t‘ \f {2‘? 392 Bhiliio
(49 samples) ¢ | [ b | :..g"
9. Binary Matrig®a Tegt - \ i
. . 5 4 g
Parameterizeg ] ot Sejedti $

I. Block Fre@udy Test ¢ © 0 100 Failure
2. Non-O ing Test 9@ 5297 |9,503 Failure
0
0

>
o
wo
N

Pass

100 Failure

100 Failure

99 1 Pass
- Pvalue l 0 100 Failure
- Pvalue?2 5 95 Failure

7. Approximate Entropy Test 0 100 Failure
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Table 34 exhibits the results of the NIST statistical tests for output of

Boolean function, (Ax) at 5% significance level. With reference to the results, all

the NIST statistical tests results failed, exceeding the maximum number of

rejected, except for the Binary Matrix Rank Test and the Linear Co

ty Test.

Both of these tests have passed with the number of rejected 7 and‘&spectively.

Y-r

Statistical Test

re

Non-Parameterized Test Selection

sidgifican
Pas ail || P
’ -

N

1. Frequency Test lure
2. Runs Test 1 &, Failure
3. Longest Runs of Ones Test _@M—
4. Spectral DFT Test % 2XNNY7) A Failure
5. Lempel-Ziv Complexity Test ? 106y  Failure
6. Cumulative Sums Test \ 43'

- Forward §>00 Failure

- Reverse Y. , ?0. AP 100 Failure
7. Random Excursion Varl'aaTe te :

e Is\\'(r/%‘o 882 |  Failure
8. Random Excursi { :

P \':% %ﬁ' ¥ [ 392 | Failuwe
9. Binary Matrig®ank Tept 9} (b~ 93 7 Pass
Parameteriz Sepeltigh ” -é*\
1 y Test Py 0 100 Failure
2 ping Test 9 5,069 S Failure
3 Test 0 100 Failure
4. Universal Test 0 100 Failure
3. omplexity Test 99 1 Pass
6. Test

- Pvaluel 0 100 Failure

- Pvalue?2 5 95 Failure
7. Approximate Entropy Test 0 100 Failure




4.3 Conclusion

4.3.1 Keystream of Grain-128 stream cipher algorithm

The keystream of Grain-128 stream cipher algorithm mostly passed all the
16 NIST statistical tests at 1%—5% significance level. However, there were four
(4) tests that failed, consist of the Frequency Test for significance @f 4%—
5%, the Lempel-Ziv Complexity Test for significance level.& 70—3%, the

Maurer’s Universal Test for significance level of 5%, and the ear Complexity
Test at 1% significance level. Therefore, it can be copc that the sequences
tested for the keystream of Grain-128 stream ciph% h\v not random
for all significance level of 1%-5%. Table JS@ShO\ S l‘s&@‘ tests that
failed. Y" \/

Table 35: Number o@cted \M(Tor (g¥stream
0 S

Non-Parange st iefect@ﬁ'
Significance Level

10 \‘e 4%
Frequency Test w}.“\f 5%

— 4
: 19
Lempel-Ziv Comp %b 2(;)
0
3%

5%
1%

4.3.2 %ﬂ of LFSR (fx) of Grain-128 stream cipher algorithm
The output of LFSR, () of Grain-128 mostly passed all the 16
NIST statistical tests at 1%—5% significance level, except for the Longest
Runs of Ones Test for significance level of 1% and the Linear Complexity
Test for significance level of 1%-5%. Therefore, it can be concluded that

the sequences tested for output of LFSR, (fx) of Grain-128 stream cipher
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algorithm were not random for all significance level of 1%—5%. Table 36

below shows the list of tests that failed.

Table 36: Number of rejected result for output of LFS

(;Y'

Non-Parameterized Test Selection

Number of rejected

Signi ce Level

Longest Runs of Ones Test

Linear Complexity Test

statistical tests for significance le@

4 1%
100 %‘1 %:5%
Sl
4.3.3 Output of NLFSR (gx) of Grain-128 strg@her 1

The output of NLFSR, (gx) Wy

Y. s

listed in Table 37 below. The that ﬁi

]
Suite were the Frequency Efor%j

offsig

> epé&r several tests, as

é&IST Statistical Test

ance level, the Longest

N
Runs of Ones Test % 49 of stﬁ apc@el the Maurer's Universal

Test for 1% of sig Rncet

significance le N

for output

2 s

&
nd té.Non-Overlapping Test for 2% of

cax}_’ﬁe concluded that the sequences tested

w$ not random for 1%, 2%, and 4% of

sngmﬁm& evel. On the @\' hand, these sequences have passed for the

m%\ce level of 1% and 3%.
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Table 37: Number of rejected result for output of NLFSR (gv)

Non-Parameterized Test Selection
Number of rejected | Significance L?

Frequency Test - 1% AN
-y

Longest Runs of Ones Test 10 4%
Parameterized Test Selection -&v
Maurer’s Universal Test -
Non-Overlapping Test 350 __
4.3.4 Output of Boolean Function (Ax) of Grii tr am cipher

algorithm {
The output of Boolean functlo% f{ alLl?Te 16 NIST

statistical tests at 1%—5% sigmﬁ evel) exdept Bmarv Matrix

Rank Test for significance lev m"/ % L_»Qgr Complexity Test

N
for significance level of l°/ hd’refo Ut c@)e summarised that the
&
tpn,

sequences tested for n #S'%) were not random for
(
5°/

significance level of T7g ow shows the list of tests that

(J

failed. &\ l 4‘(%



Table 38: Number of rejected result for output of Boolean Function (hx)

Non-Parameterized Test Selection

Number of rejected

Signiﬁcanc?ﬂel
O/y%

Frequency Test 100 1
Runs Test 100 1§%Yo
Longest Runs of Ones Test 100 5%
45 Y&%
62 3» 2%
Spectral DFT Test 67 \l 3%
71 Q 4%
75 L 5%
Lempel-Ziv Complexity Test 100 [ 3%

Cumulative Sums
Forward
Reverse

Random Excursion Variant Test

Random Excursion Test

Parameterized
Block Frequency P R ? ) A 1%—-5%
8.3 ) ,N\ 1%
0029 4 QS 2%
Non-Overlapping Test g 3%
?4‘3 § 4%
% ) 5%
Overlapping Test T\“V 100 1%-5%
Maurer’s Universal % 9‘ @ 1%—5%
Serial Test 4 ~ N
- Pval > P 27 ‘ﬂbloo 1%—3%
N Y 1%
s V)’ é 92 2%
A <5 % 3%
N a) 95 4%
95 5%
m ate Entropy Test 100 1%—5%
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