CHAPTER III

RESEARCH METHODOLOGY

3.1 Introduction

This chapter presents the research metho
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Figure 4: Description of Method and Variables
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3.2 Rescarch Method

In the research methods there 1s quantitative research or qualitative g%

qualitative rescarch approach aims to develop explanation and unders LN of the

social and cultural phenomena by using several methods such as case sS\g#vand action

research. Oualitative data collection includes mterviews. observatioMgguestionnaires

survevs and participant observations (Bernard, 2011: Zakari:

In contrast. quantitative research seeks 1o ex

&, iﬁ.., p;rdcr 1O

@ ables and

collection of digital data which are analysed

determine the relationship between Lh_pn.ndu

@Rumuh in this
G)

data collection ncludes survey, qug:

approach likely depends on a d 'd towards hypothesis

lesting (Zakana. 2004: Newmatl

e>ipproach rescarches are based on

rd) @chulplmn (describe what has been

found). Quant

) 1::\!(1!& potheses that are pre-determined in the

m?ﬁhxl intiate or refuse hypotheses. as well :

‘:)"

Nx ofTect of the dependeM vartable on the independent variable. Therefore.
measugi e

study by u§

] oach adopted 1n the present study 1s a quantitative approach to evaluate
rels ( B

tion security awareness and practices m both workplace and home for
Fation VAW ~

emplovees based on the conceptual framework.
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According to (Aiman & Markham, 2004) a survey 1s an appropriate method to

collect data from large population and could contribute to enhance confideng

oceneralizine of the results. Four types of questions are useful in answerine

which is background questions. closed-end questions, open-ended t101s  and

intensity  questions. These types ol questions aim 1o understanc thoughts.

perceptions and behaviour of individuals. V
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The purpose of this study 1s to identify and des¢

y [NC Iepat
emplovee's security awareness and practice. dependent@Magable (IFV

. m.% zﬁcndcm
vartables (l\')_ l'ur-;u;_i]'ch L]LlCSliUI]S Ell'ld ]1_\’]')( 1CSIK YAl /8l 10 @*n“';}[@ thﬁ'

nvestication on the possible rclilll(‘*ﬂﬁl’llw' I CS ;®%llc strength or

AQ: identified on the
faﬂcnz‘_ﬁnl" cmployees m work

_ﬁ,m: key factors that affect
ﬁ]EIIQ policy. behaviour, trainine.

maonitude of these relations. In this

@

SCCUTIY

security awareness and factors the

place and home. from the litel

Tre 1dagfifie

Information security awarc

_'\cduullith

know ledge of technol

hed to the rcs]mnm&&?& Section 2 1s obtamning information related to

leBe] of information sccurity awareness and practice as well to determine the

differences between SeCUrity awarcness and practice i workplace and home. Section

3 obtained information related to factors that atfect mformation SCCUrIly awareness



and practices both at workplace and home, these questions aim to find out the relation

between the factors that are defined m the conceptual framework of inft

security awareness and emplovee’s security awareness and practice at thgrw Yl ace

and home. Table 3 shows the source of questions.

Table 5: Source of Questionnaire
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Factors affect security awarcness |
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ch etal.. (2012)

1

Talib et al.. (2012)
Alnatheer. (2012)
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Fakeh etal.. (2012)
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Fakeh etal.. (2012)

T

¢ @hm*im\' ol mmformation security awareness and
pract) revealed five key factors which affect emplovee's
awareness and practice n both workplace and home. These factors are policy.

trainine. knowledge of technology and education. the consequence of this

behaviour.
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workplace. as well as. which factor has a significant effect on the sec

and practice at home. In other words. there 1s a need to clarify 1

J::d %mcswd (0

'\\*m'mé&:und security

lTI'ElL'lik‘L‘:

Hyvpothesis I:

Hypothesis 2:

H2a: Behavie

H3b: Trainine has a positive effect on security awareness and practice at home.



Hypothesis 4:

H4a: Knowledee of Technology has a positive effect on security awarer

d

practice at workplace.
H4b: Knowledee of Technology has a positive effect on securitygaXarcfiess and

practice at home.

Hypothesis 5:

H3a: Education has a positive effect on security aware

Population

- L

The population of this study

'CC:\\TI o '&Sains [slam Malaysia
'l'llcrlit%' selection 1s that cach

pc@ucm Or contract), experience

105 ematl account. and has access

(LUSIM) both academic and ack

participant should be an em

using a computer of bot

ulEIG_ly and administrative staft with different

] zli:
’

' (ulx SO an assortment of cultural will be

z 'wa cms of this uni\'s.:rr-;"{@ 1s the piety, commitment and honcsl}‘. as most of

"1 this university are Muslims this ensures the credibility of the research data.

L

lc population can be considered as a convenient of sampling for ensurine that
portion of the population has background 1 nformation security due to the

nformation security specialization i USIM.
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3.3.1 Sampling Size

-

sample size is one of the criucal features of the study desig can affect

dentification of sienificant divergence, relatonships or inluw. AS such. the

ho‘h academic and

. kng \\wmlm ¢ and

administrative. This to ensure various levels of educh

experience are covered.

T

The size sample in this study ProviJeg.c A1k : Lmdl Y th effect of

Ould (2009) 10 to

L&Unmxunn“ correlation

ct&"m according to Sekaran

AN

> awnple size of population, the

1able 1s consi

1y 1'1'0? he 1}),23 ,of USIM as a whole. Table 6

l‘r.-.\t on th

| S I'L‘ﬁ]’n‘indcnlbf per-val

between variables. The H..lmpln. S

(20006) H;ll‘ll]ﬁlu s1ze table. th

sample has been chosen

classifies the numbg

% TRblelp:
\ P 1

Tob role

'Sl! ftaft Classification

Total \'umhc

1 Academic staft C—) 335
2 Non- m:;ldcmic\ 108
3 Administrative statf 177
4 Support stafl 630

The total number of statf 1450
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3.4 Data Collection

This research apphied quanutative data collection methods. theyc vllection

has been conducted through a questionnaire, the questionnaire was dapted by

reconfiguration the items in line with the purpose of the study from Xgvey instrument
that was used by (Ishak et al.. 2014: Fakeh et al., 2012: cer, 2012: Tahbe.

uhcr'\'isilcd the statis

pa ulp\('d 0

2012). Manual method was used for collecting data. The

in their office and manually distributed the questionpaireSW

I'CHLQ'L‘ er 1 collecting

O

e (Chancellery

e [.ibrary

-

I N\

Ity of Scrence & 'l\m\ﬂa}tglng}' (FST)

-\'uull\' of Major Languages Studies (FPBU)

A total of 305 questionnaires were considered appropriate for this research

malat (FEM)

studv. thereafter. the data collected were coded and uploaded into SPSS version (20).
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Data screening and cleaning procedures for errors or outliers were conducted. a total

of 283 questionnaires were usable. According to Fowler (2009) a response Qf 200 or

more usable participants was considered acceptable and captures the sa

percentages as a sample size of 300. The questionnaire consists o reeflifferent

structured sections. (section 1) demographic data was descriptively scd. (section

D) security awareness and practice, (section 3) the factors aff®Ngscplrity awareness

cliability, descriptive

and practices in workplace and home, were analysed

statistics. Pearson Correlation and Linear Regression.

3.5 Data Analvsis

LS L.

SSMrom the study (Yin.

G’analyscd by Statistical

reliability, descriptive

alysis respectively. Descriptive

fents of the collected data from

- lIneg
‘ rmu@ﬁs. number per gender, their job role and

e

therr Udut,‘;ll'

@umu'y with percentage and frequencies.
Cratietics %g'ﬂilin Coellicient Cronbach alpha. In general.
relia bos than (.60 are co ‘ﬂ\(ﬂ'l'ﬂ‘d to be poor, those with above 0.60 ranges are
> and those over 0.80 are good (Cortina, 1993). Finally, correlation analysis

<ed to identify the relationship between independent variables and dependent
w]® .

variable. Summarization of the analysis shows below:
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e Descriptive statistics presents the primary features of data in the current
research study and provides a summarization about the sample with illustration

oraphs which are discerned from inferential statistics.

e (Cronbach alpha was used to Measure the reliability and internal Yons#€tency of

the survev items. Cronbach alpha relhiability and validity tes onducted at

(.70 as the minimum accepted level.

ant > variables

@
@"lhm

C\'%

l "n

between the spectfied (WO vVariagges:

. 1limft'>us

independent variabl gl c¥YC g hanyy metl

od tha

e Reoression is described as

relationship  between

‘penin variable and several

S that are generally used in

| -

wq-c@h. hicrarchical or sequential and
Regression, the entire independent

t the same time and are thought to have

T L\\l an. 2005).

3.6 \ Te
0 A pilo

current study.

St
t test was conducted to define suitability of the questionnaire for the
Pilot study could be done to 1dentify the suitable tool of analvsis and to

determine if the mstrument that 1s used 1n data collection 1s effective and reliable (Y1n.
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2003). The source of primary data collection in the pilot study was an online

questionnaire by using the Google form. The questionnaire was distribut

participants by using a call for volunteer through email. The target respp
both those who in computing arca and non-computing area, as 1o ensguthé®uestions

leSt was 1o

improve the quality of the questionnaire and determine 1!1N\cumings In the

Y-
N
L
3

in@'mlinn security
mh®‘$kplm:c and home.

i My Summary

I

&L’hcss and practice and

surveyv instrument was

1S ‘g | ?lc ata from USIM emplovees. To

'chnt pilot study was conducted on 23
0 ht‘lo tull rescarch was conducted where the

cnsure the validat

Q&Nuyccs [rom USIM. but only 283 are usable.

oth pilot study and actual data collection. with

b the nnsu'cmhilil_\'N? tated hypothesis.
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