
CI! A1 FER III 

RESEARCH METHODOLOGY 

3.1 1ntroduction 

l hi; chaptcr prc; cnts the rescarch mcthodolo-gv used in this study This 

rescarýh ll, CS nnthod of LIuantitativc approach. Description o(- method. research 

ariahics and i, ICtOis ailed security M\ vcncss model is summarized in Fiýýure 

4. 
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Figurc 4: Dcscrihtion of Mcthoul and Variables 
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3.2 Research Method 

In the research methods there is quantitative research or qualitative research. A 

qualitativC research approach aims to develop explanation and undeistandims of the 

social and cultural phenomena by using see eral methods such as case study and action 

resc: uch. Oualitativ e data collection includes interv iewv s. observations. questionnaires 

surv C\ s and participant observations (Bernard. 2011: 
Zakaria. 

2004). 

In contrast. lluantitati\c rescarch sccks to explain I)hcnL)mcna thrl)u,, h thc 

c()llecti()n of diýýital data Milch arc anak'sed by mcans ui, statistics in order to 

determinc the rclationshil) heM cc" dependent variable and independent variables and 

to determine the cause and the result L)f interactions between variables. Quantitamc 

dala collection IIICILIdes Slll-\e\', llllestl011lla1reS and CXl)el7lllellt. Research in this 

approach lil: cly depends on a deductive approach and oriented tL)\\ards hypothesis 

testin-, (Laharia-'OO-4: Ac\ýnlan. I998). 

Aeeordin'-, to NCvv man. ( 1008) quantitative approach rescarchcs are based on 

the eyhloration (discover what is there) and deseril, tion (deseribc what has been 

10i'nd1. Ou; intitativ rescareh aim, to test h\'hotheses that arc I, rc-determined in the 

study h\ usinýý statistical methods to substantiate or refuse hypotheses. as well as. 

measuriMi the effect of the dependent variable on the independent v ariable. Thcrclorc. 

the approach adopted in the present study is a (luantitati\ e approach to e\ aluate 

information security avV arcness and practices in both vVorkplace and home har 

einplo\ees based on the conceptual irameýýork. 
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ýccordiný, to (: Aiman & Markham. 2004) a su rvev is an appropriate method to 

collect data Irolll large population and Could Contribute to enhance Clllllldellee fOr 

ecncraliiine of the results. Four types of'questions are useful in answerin- the survey 

111CII is hack1-'round question,. closed-end questions. open-ended questions and 

intensity questions. These types of' questions Mill to understand the tho11-1hts. 

perceptions and behaviour ol' individuals. 

fhc purpose of this study is to identify and describe the relationship bete cen 

emploýce's security awareness and practice, dependent variable (DV) and the factors 

that affect security awareness and practice in both workplace and home, independent 

ý, uiahles II\I. research questions and hypothesis are utilized to concentrate the 

inv c"stiý-'ation On the possible relationships between the variables and the streneth or 

nutu'nitude of' these relations. In this study, live hypotheses are identilied on the 

security awareness and factors that affect security awareness of cmployces in work 

place and home. li-om the literature rev icvV' (section ?. 4), live key factors that affect 

III lin-matloll security awareness were identified. that are policv'. behaviour, training(. 

I: nu\\lrclýýc oi'trchnol(), -'\* and ýcluratiýýn. 

\ qucstiýýnnairc rOnlhrisiný' thrcc sections ýý 'as dcsiý, ncd. ýIýhr survey used a 

three-point Iil: ert scale \\ith "I = No. 2- Not Surc and :- Yes". Section 1 obtained 

Inlornlatlon related to the respondents. Section 2 is oblalnin, Information related to 

securit\ a\\arcncss anti 1)1"actices at both workplace and ]ionic. These questions show 

lie Ic\cl of inli, rmaticýn sceurity awareness and practice as well to determine the 

dil'lcrenccs betN\cen security aýNAreness and practice in workplace and honlc. Section 

obtained inlornlation rclated to factors that affcct information security aw arencss 
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and practices both at %\orLplacc and home. these questions aim to Iind out the relation 

het%v ccn the factors that are delined in the conceptual Iramcwork of information 

securit\ d\\arenes' and empio\CC s security ammarencss and practice at the N\orkplace 

and home. 1 able 5 shom s the source of questions. 

Table 5: Source of Questionnaire 

Section Measurement Questions Source 

Section l: Questions 1-5 NA 
I)cnioeraphic 

tiý"ýtiý n ý: 
tiýýuritý A\\ ; U'CnC; S 

Scllll'll\ I'r; lcllcc 
tiý'ý lllýll_ : 

I' Iýlýýlý IIýCýI "CClll'll\ a\\'MrtIlCSS 

in lhc \\ orla, l, lý: c culd h0mc. 

Questions 
Q4 

Questions I -> 
Policy: 

Questions I -ý 

BCha\ I(1UI': 

QUCSIIoIIS 1-5 
1 1'UllllllI-I: 

QUCSII(111 I 

OUCSllllll ? 

OLlcslllllls 3.4.5 
Knm\ICLI, -, cL, f IT: 

Questions 1- 4 

(; LL1C211111: 
OLICSII(1115 I-J 

Ishak ci al.. (2014) 
Fal: ch ei al.. (? O12) 
Talib ct al., (? 01? ) 

Fakch ct al.. (ýO1 ý) 

FArh cl al.. (? (11? 

Talib ct al.. (? Ol? ) 
Alnathccr. (? (11? ) 

LR 

('<1kC(1 Cl al.. (-1() 1 -1) , 

Fakch ct al.. (? O1? ) 

3.2.1 Research I INpot hcsis 

IIIc CoýnlhrCIIcn: i\c IitCrýIturC rC\IC\\' oI lllllýrlll; llll\Il sCCurit\ mm-cncss mid 

lýriý tiCc Iýrcýcntcýl in l'hahtcr ý rc\calcýl l i\ e kc\ factors \\Ilirh affect emhlO\cc, s 

ý, (A tu it\ ; n\ ,u rncs; and hracticc in both ý\ orkhlacc and homc. Thcsc factors are holic\ . 

hchaý iýýur. tralnlnL. kno\\le(ll-'c 01' tcchn0lt, 1-ý' and rduCatit, n. the et, nscLlucnce of this 

Cumhrchcnsi\ c rcv1e\1 lc(l to proposc a comcchtual l'ramcýýork to facilitate thc 
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iu% csti(-, ation of the hypotheses acid research question lör this study. see iiý, ure ;. 

liovv cycr. the proposed conceptual framework needs to be more clear to identify 

vv hick factor has a siýýnilicant ellect on security awareness and practice at the 

%V orkplacc. as well as. which factor has a significant effect on the security awareness 

and practice at home. In other words. there is a need to clarify the differences and 

similarities hctvv cell the (-actors that aflcct security awareness and practice in 

workplace and home. Additional analysis is required to identify and describe the 

relationship between these läctors and security awareness and practice of employees 

in both vv orkplace and home. as well as. to evaluate the current security awareness and 

practice level of employees. The l'ollowino hypotheses are proposed and tested to 

determine the relationship between the factors of security awareness and security 

practice: 

Ilýpothcsis 1: 

IIla: Policýhas a p(), iti\c ciTcct on , ecu1'IlV MVarcness and practice a1 \\, c), -kplacc. 

IIIh: Policy has a positive cfCcct on security awareness and hractice at home. 

i1ýpothcsis 2: 

I La: [3cha%iour has a l, siti\c ci'lcct On security MVarcncss and practice at workplace. 

11-1h.. 13chaNWur has a pOsiti\'c cAcct on security awareness and practice 11 hc, mc. 

Hypothesis 3: 

11 la: Trºinin" has a positiv c ciicet On security awareness and practice at workplace. 

I1 ýh: braining has a positive cllcct on security awareness and practice at home. 
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Ilýpothcsis 4: 

114a: hnovv ledge o1' Tcchºiwlºýý. 'Y has a positive eilen on sccLu"tN' avvarcncss and 

practice it N\ oi, kplacc. 

I14h: hnovvIcd, 
-, c o1' Tcchnolulgýhas a positive effect on security awareness and 

Ivractiýc at homc. 

Ilý pothcsis 5: 

I I5a: Educati0n has a pOsitiNc ciTcct on security awareness and practice at \\orkplace. 

I Iýh: Education has a positi\e cf'lcct On security awarcncss and practice at hcnme. 

3.3 Population 

II he population of this studY was employees in Univ'ersiti Sains Islam Malaysia 

Il SI\I) both academic and administrative. The criteria I, or selection is that each 

participant should he an employee of USIM (i. e. permanent or contract). experience 

using a computer of hoth home and vv orkplace. has an email account. and has access 

to the USI\1 email system. The choice of USIM is based on three reasons: 

1. Ihe population consists of' both academic and administratl\ c stall with dil lercllt 

Icv'I of educations. ages and experiences, so an assor meat of cultural vv ill he 

mailable. 

2. I-he emblems of this university is the piety. commitment and honesty. as most of 

thc ýtafýiýat this uni\crsit\ arc 'Muslims this ensures the credibility o1' the rcscarch data. 

3. 'HIC population can he cl)nsidrrcd aS a convrnirnt Lýf samhlinýý iý, r rnsurin1-1 that 

portion of the population has haChgrlllllld Ill Illlllrlllatl(lll SrclIrlt\' LILIC tll the 

infi, rnMati0n security NhccialiiatiLm 
in IiSIN1. 
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3.3.1 tiampliný Site 

Based on the latest statistics on I6th Dec 2014. by the Human Resources 

Dcha, iment of I. SI\I, there arc 1450 employees. According to (Kotrlik ct al.. 2001 ) 

sample sire is one of the critical icatures of the study design that can affect 

idcntification of , i"'nilicant diNcr"cncc. relationships car interactions. As such. the 

sample siic of the present study "as 305 respondents comprising both academic and 

, idlnlinistrati\ c. [his to ensure various Icy cls of educational. kno\\ Icdgc. culture and 

c\pcrience are co% crcd. 

The size sample in this study 1lroNided cnuu10h (lata lot , tnalýsinýý the clfi'ect cif 

the indclpcndcnl % ariahlc on the depending variable. Acc()rdin'_' to Field (2009) 10 to 

15 reshvndent>' leer-variahle is considered as a conunon rule I01' measuring correlation 

het%v een N ariahle;. Ile sample size (if this stud), ýý as determined acc()rdin' to Sektiran 

(2000) sample size table, that classilies the suitable sample size of polpulation. the 

sample has been chosen randomly From the employees of IISIM as a whole. Table 6 

elassilieS the number oFemploYees based on their job roles. 

Table b: ['SI\I Staff Classification 

Job role Total Number 

1 Academic staff' 535 

2 Non- , ic, idcmic 108 

3 Administrative staff 177 

4 Support ; ia 6; (1 

The total number of staff 14 äO 
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3.4 Data Collection 

"this research applied quantitative data collection methods. the data collection 

has been conducted throu, 0h a questionnaire, the questionnaire \\ as adapted by 

rCCo1111ýýluratIo11 the items in line \V ith the purpose of the study 1r0111 sUlA cy instrument 

that vv as used by (Ishak et A. 2014: Fakeh ct al.. 2012: Alnatheer. 2012: Talibe. 

2()12). A lanual method vv as used lilr Collecting data. The researcher visited the stalls 

in their o1-1ice and manually distributed the questionnaires to participants. Around 350 

questionnaires vv crc distributed to USI I staff. both academic and administrative. 

distribution of the questionnaires took two weeks in Feb 2015. distribution procedure 

vv as random. and the location of' IISIM building assisted the researcher in collecting 

back the questionnaires from the fl lovv ing: 

" ('}harncclIcrv 

" l. ihrarv 

" Ccntrc 1ü1- (ira(luatc School (ITS) 

. Gl0hal Ohcn : \ccc, s Lcarning, Svstcm (GO: 1LS) 

" Flculty of Oui'an and Sunnah ( FPQS) 

" FacuIt% L, 1-Eco11omIC, 111(1 \1ua11wlat (FE\1) 

" Facultv rl, ScICnCc R -I'cchn(, loýp. (FST) 

" Faculty r1-\lajur Lanaia-cs Studics (FPE3U) 

\ tOtal Of . 
105 cIucsti0nnairCS \v'Crc c0nsidcrccl appropriatc for this research 

stuch. thcrcal. tcr. tlic (Lila collcctc(l ýýcrc codcd and uhloaLlcci into SI'SS \crsion (? 0). 
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Data screening and clcanimg procedures lür errors or outliers w ere conducted. I total 

of 5 questionnaires %V ere usable. According to Fowler (2009) a response of 200 or 

more usable participants Was considered acceptable and captures the same statistical 

percentages as a sample size of 300. The questionnaire consists of three different 

structured sections. (section I) demographic data was descriptively analysed. (section 

2) security a"arencss and practice. (section 3) the factors affect security awareness 

and practices in workplace and home. were analysed using reliability. descriptive 

statistics. Pearson Correlation and Linear Regression. 

3.5 Data Analysis 

Data analysis requires classiljing and tabulation of the data collected to 

address the problem of the study to make meaningful inferences from the study ()in. 

2003). fherci. ire, collected data front USIM staff were analysed by Statistical 

Package for the Social Sciences SPSS version (20) covering the reliability, descriptive 

analysis Pearson Correlation and Linear Regression analysis reshcctiyely. Descriptive 

analysis %\as usel to describe the key lineaments of the collected data from 

questionnaires incIudi i number ol'rCSIVIIdents, number Per gender, their job role and 

their education level by presenting summary vyith percentage and f equencies. 

Statistics of reliability was used to obtain Coefficient Cronbach alpha. In gencral. 

rcliabilities less than 0.60 are considered to he poor. those with above 0.60 ranges are 

acceptable. and those over 0.50 are good (Cortina, 1993). Finally, correlation analysis 

vvas used to identify the relationship between independent variables and dependent 

variable. Sununariiation of the analysis show's below: 



54 

" Descriptive statistics presents the primary features of data in the current 

research study' amd provides a summarization about the sample with illustration 

seraphs vv hick are discerned from inferential statistics. 

" Cronnbach alpha was used to Measure the reliability and internal consistency of 

the survey items. Cronbach alpha reliability and validity test Was conducted at 

0.70 as the minimum accepted level. 

" Pearson Correlation Was used to test the hypotheses to measure the degree of 

relationships between the variables and the signilicant level of the variables 

"as used in this research study. The perlcct correlation of I or -1 indicates that 

the value of one variable can he determined exactly by knowinll, the v alue of 

other ý friable. Besides. the correlation \ ; ]]Lie 0 indicates no relationship 

bctvv een the specified tvv o variables. 

" Regression is described as a method that is used for the examination of the 

relationship between one continuous dependent variable and several 

independent variables. There are many methods that are generally used in 

Linear Reeression including standard regression. hierarchical or sequential and 

stepýý ise regression. In the standard Linear Regression. the entire independent 

ariables are entered into the equation at the same time and are thought to have 

the same importance (Gerber & Finn. 2005). 

3.6 Pilot fest 

pilot test vyas conducted to dcline suitability of the cluestionnairc for the 

Current study. Pilot study Could he done to identiij, the suitable tool of analysis and to 

determine ifthe instrument that is used in data collection is eficctiye and reliable (Yin. 
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WA The Souree of pIimary' data collection in the pilot study was an online 

questionnaire by using the GoolLlc IOrm. The questionnaire was distributed to 2 

participants by using a call 1`01' volunteer through email. The tari-, ct respondents vv ere 

both those who in computing area and non-computing area. as to ensure the questions 

%yill he understood by different backgrounds. The main taryet of }pilot test "as to 

improve the quality of' the questionnaire and determine the shortcomings in the 

questionnaire that \\ ill he improved 11C1 , 01-C targeting \yith large scale. 

3.7 titunIlia rý 

I'his study utili/ed lluamitatiye approach to assess the information Sec LUity 

avv arcncss and practice amonýe the employees in USIM liar both \\ orkplace and home. 

as " ell as. to determine the relationship between security awareness and practice and 

Factors that of legit security awareness and practice oi-employees both in vyorl: place and 

home. I'his chapter discussed the method that was used to collect data and analysis. -a 

surycy instrument vas used in this study to collect data From USIM employees. To 

ensure the validation of surycy instrument. I pilot study was conducted on 25 

respondents From t'SI\I employees. Then. a full research as conducted \yhere the 

Llucstioilu ire was distributed to 305 employees fron USIM. but only 2S5 are usable. 

The nest chapter presents results far both pilot study and actual data collection. with 

data shoe ini the ans\\ arability of stated hypothesis. 


