CHAPTER 1: INTRODUCTION \z

Invention and existence of Internet in today’s information rich sog eszas become an

1.1 Research Background

essential channel for dissemination of information and various s Many electronic
In

services such as E-Learning, E-Commerce, E-Business, E- anqd E-Government

have become possible with this information and co1 C

innovation. E-Government, to put in simple words, is

delivery of information and services to others a

nnurg;‘;adltlonal
Yv

of services,

@egrated view of
resident’s needs

™t has become a global

procedures. There are many benefits of E- GO\T
government 1nto effective e-government, suclias ¢®st

&

integration of services, reduction in ad

citizens across all government services

(Karunasena & Deng, 2012). Due to s

-reforms. E-government

alla& Fan, 2012). Since then,

] formation to broaden services

b
@f a'tltopast decade, many governments
effo improve the efficiency of public
012(‘}
(.z

b"l it o ur.@em world through services provided over the

E- Governmenteas
internet whi : e- (1) increased @areucy, (2) enhanced efficiency and quality, (3)
{

full acce rmation and mdlﬁaal services (Alshboul, 2012) and (4) opportunities

trend and an important tool for i

projects were launched since the

governments across the worlg are Zaspmg
1 €

for their citizens (Markak

throughout the world 1lt

services through ICT

for citize interact and receive services from public organizations 24 hours a day,
sev a week (24/7 — basis) (Waziri & Yonah, 2014). However, the ability to achieve
fits of e-government in developing countries is limited due to various legal,

political, economic and social issues (Gebba & Zakana, 2012).



E-Government projects face many challenges that may lead to failure of e-government

implementation. According to Heeks (2003), over 60% of all E-government pr:ecg have

been unsuccessful. Therefore, there is a need to look at the reasons of e Mment

implementation failure (Al-Azri et al., 2010). Of the reasons, informatmefysecurity is

identified as one of the requirements for the successful e-Governmerg™paglementation

(Shayan et al., 2010). V
z fon]]ation, the need

0 nent has

As a result of growth in media communication and transmissi
of information security has risen to high levels. Rapid de
exposed critical public information to the possibility

2015). The findings of various national surveys conf#

S el\g:, 2014;

4@3(; secure the
ant tg(éver before and
be;i quately addressed
N
oy

afbrmation from threats, to

against the information resources of such o

S.Corporation, 2014) (more details in next parafy

information and minimize the risk is be@n

information security has become a critical isstW t a\q

tio%(g.
O

during e-Government planning and imp

.. . - “
The term ‘information security’ 1s g¢

minimize the risk and maximize Sl o business opportunities, to

is quite important for any E-

FanJ2d1 Qb't
A S fﬁ& eve @'security for protecting personnel
f cMize s' who

tiliz@h services. In the world of cyber

ensure business continuity” @Vghd$Alwi

government services to

information of million

warfare, while gove t

qcoagg} increasingly prone to numerous threats
\éﬂ'@;nt data a great challenge for government

which make the ggguri
organizations, %ﬂ at alsé‘gwen to the security related issues of these

websites to S
2005). \ {')

. notd¥ by Raman and Wei (1992) and Ruighaver et al. (2007), the success of

information security management practices is affected by the environment in which it 1s

managed as procedural, contextual, and political factors are interrelated where
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explanations for outcomes are sought. Hence, the contextual pressures and constraints of

the environment have an impact on the success of ISM and the knowledge M{ gment

(KM) systems. | %

In terms of information security, Sveen et al. (2007) distinguished b@een securing
knowledge assets and managing security knowledge. Securing the Nedge asset may

mision of the owner of

gec Conc nls thegollection,

the bM _ :
N

be thought of as ensuring its correct and apprOpriate use in

the information. On the other hand, managing security kno

validation, and application of security-related informatjon

t oﬂ}'@dividuals‘ behavior
a&x'\‘nstitutions in the KM

cluded that the cultural

aLOR 11
Mohannak and Hutchings (2007) statéw, tha soam%!l

fley
~\

rednee the effectiveness of certain

process are more directly steered\ocal C

backgrounds of people in devel ung

activities such as knowledg shwhictis t th e in developed countries. This

cultural influence can resulthesimb{ | “aéueality gaps, which tend to lead to
e& ks@OM) -&ohannak and Hutchings (2007) also

argue that any cross-wa and 1'1 ) c'nal @%Jework for understanding the KM style

should include at ee dimepns g cce,ctatual factors, the participants, and the KM

nﬂu?l o s u@spect of knowledge and information sharing

d as a Tritical fmor in effective information security culture

&

under performing syst

process. The cy

will be 1nvésti

»
developn&

dies have confirmed that the problem of electronic data theft 1s growing. A

201

and a dramatic five-fold increase in number of identities exposed over a single year

symantec report noted that there was an increase in number of large data breaches,
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(S.Corporation, 2014). In October 2013, all open data platforms in US federal

government, including Data.gov were considered non-essential services
was

shutdown (Baker, 2013). In September 2014, Home Depot’s corporate
penetrated and over 56 million credit card numbers were acquired (B. Ch 14; Krebs,

2014). In February 2015, the second largest health insurer in the Unit

Tes, Anthem
Inc., was attacked, and 80 million records containing personal inf@ n were stolen

(Mathews & Yadron, 2015). Thus, such failure to protect and secuT;e services can be
t $lso ior the public at

hazardous not only for government and business organizatio

ft services

large. Therefore, every attempt must be made to ensur secur}

eficiarie§ of tiges sgreg’g'& [t
¥the st time,
- fact0s3.t.hat may

exte@ovemment
system. Internal threats are mainly from h\ - @J, while external
threats are from the physical environmental fac eyond the system

(Zhao, 2011).

provided by the government and to earn the trust of the

should be remembered that e-government does cont# positively;

also generates threats to the country if not prop

threaten e-government information security ar

>

rabi @ caused by poor system design,

ed that security threats could

result from technical is&su

implementation, confi tenance, and socio-technical 1ssues

which may result cgal) Qi ind ethical, operational and procedural

guidelines, admi Rlicies (M. A. Alnatheer, 2014; Gil-Garcia &

Pardo, 2005; 1ski, iy 'cha%‘é? al., 2007). Studies have also shown a myriad
of probleQing the organizat®ln their effort to implement security program

m social-technical aspects (S. M. Alfawaz, 2011; Tarimo et al., 2006). As
secyruygEs®®s are not only due to technical problem, overall studies show that the lack of

sgcuriys the most common problem faced by many e-government projects, there 1s lack

of

As a result, the socio-technical attention to information security has been low compared

Bssion on information security from socio-technical perspective for e-government.



to technical 1ssues, therefore in this research; the researcher proposes an e-government

security framework, which consists of technical and socio-technical aSp{in e-

O

government environment.

Many researches findings have concluded that a universal model oRframework for

securing e-government, which can be applicable for all countries Wgfiot rational and

eqrements (Abdallah &

practical 1dea due to differences in contexts and set of securif;

Fan, 2012; Al-Shafi & Weerakkody, 2010). However, 1
Western culture or industrialized perspective. When the con | op s%griry

, ‘1i Qrature
may not be applicable (S. M. Alfawaz, 2011). Litera ut &,ﬂl’people’s
behavior required to be addressed to control the im ity thge]rs. Therefore

{(NE cO of iigo ation security

1cal @roach of focus In

he Litératurg adopts a

the security 1ssues related to the people and p
need to be focused. This leads to the nee
C—) N S\
A
0 S
J &
ﬁmﬂ A[ $
ritical &sue l?l eds to be adequately addressed in
Wrisks @r¢” prevalent in today’s information
larly @.e news. In this respect, the Global
o |
’]OI whowed that the rate of detected security
oypver @4 (Coopers, 2016). Thus, as the number of
intgBdlc ,to th&er increases, a higher level of e-government

these 1ssues.

1.2 Research Motivations And

Information security has be

e-Government developmegt. C
age, and new cyber ingagnts'ap !r

State of Informatio M‘ity
S ia

incidents 1n 2015 greas

e-government ge

security is reqyired (Ibrahim & Hamg)' 13). The existing studies have concluded that:
N

NCNy, are more focus in developing technical security than socio-technical
curity (Salih et al., 2013).

cio-technical issues are as important as technical 1ssues (Dhillon et al., 2007,

~ Shaaban, 2014).




* Many incidents of information security are caused by human behavior, rather than

by technical failures (M. A. Alnatheer, 2012; Beautement et al., 2009).

* Survey conducted by The Global State of Information Security Bris%\aopers,

2016) showed that most of security problems were caused by tH®ggligence of

people, rather by attack events. Employees were the most-cvffenders of

W echnology.

incidents. Thus, people posed the most risk to the organizati

Many researchers have emphasized that different informgig
as human factors, organizational factors, and technical

comprehensive information security effectiveness mo

2014; Brady, 2011; D’Arcy & Hovav, 2009; Da el . 1 '

2009; Kankanhalli et al., 2003; Knapp & Ferrange, X;LN rad) {Efom; Veiga

& Eloft, 2007). There is clear need to focuses é& al agprdach to improve

the e-government security. This 1s a very th f days WIQ 1s not yet widely

addressed (S. M. Alfawaz, 2011). How%ﬁndin S D Ta @ of different models
pated" slave @rn that they lack socio-

to dﬁ&‘fﬁoping countries, there 1s a

V| 0(§hnical factors and how these

tgol seturity and its management.

O

L2

and frameworks on information sec

technical security elements. Particulgy,Ywith
resulting lack of attention in e?n'litera’u
factors relate to generic attit{NI®S @wards 1@fo

This has led to the r

Ic

What socio-t
deploy an effs

d iQxBe addressed or managed to develop and

pe,t sgcurifyNo help the government’s top management in

ensuring the s&urity of e- governmeplehvironment?

S
In part% Xthe variety of perception and behavior of people that may make e-

go t services insecure needs to be addressed.



1.3 Research Aims |
The aim ot the study 1s to develop an information security culture fran %\or e-
& 1

government 1n developing countries, in order to facilitate government zations 1n

effectively and appropriately securing e-government services. Yw

1.4 Research Questions

The following research questions have guided the study.

RQ 1: What are the socio-technical factors that affect th

actor§related to
\37'

&
' for@m security of e-
e

N
pa@ces were analyzed and
on ‘Yganization security. After

N .
1€ @as developed for securing e-

* Slane) Idate the framework.

This research question aimed to explore and ideny e ‘
information security in different government or% ons \

RQZ2. How significant are the various faﬁ\% ifluenct

government?

Quantitative analysis of the organi:

discussed to examine the inﬂuencN

identifying and investigatin rs, th
government. ko

validé

RQ 3: How the propos

This research qug

&
1.5 Research @hjet§ves 2 |
M 4
1, wntify the socio-techy \41 factors that affects the information security of e-

\mment.
2% T o develop information security culture framework for e-government.

To validate the framework.




1.6 Scope Of The Research

This study 1s limited to the government sectors in developing country,

S -

Malaysian context. In addition, the study has been conducted usiAhe existing

knowledge and focuses on three main areas such as information secu government
{I1ge S

and Malaysian context. The intersection of these areas is the focug of tudy - the e-

government security in Malaysia, using the socio-technical appro

Malaysian context was selected due to three reasons. Firs hor 1s research

o}

2

ond] ayfa aspires to

@
_ 75 a@i'ance
0

Polic® One of

student 1n Malaysia which made the data collection easier.

be a developed country by the year 2020 comprising of

of information and knowledge in line with the counf
the major steps undertaken 1s the conceptualizati 7 1@iedi %ér Corridor
Malaysia (MSC Malaysia) project. Under ‘Thg projec? | ernment (e-

anc@‘plemented by the

a yﬂ'&n national agency

government) has been identified as a flaghiy

Malaysian government. Furthermore

) theNQyber security incidents

1o @'rter 1 (Q1) 2015, due to

@

increase about 4.47% of the tota

Malaysia’s interest and continu %in -
collection and findings may‘ontri te to e

to lack of available research studa®s on

Q

lementation, where the data

1.7 Research Metl@y % (-)
This researchdts, Clgried gyt t ?rop n effective way to facilitate e-government

organizati ffectively and agpYopriately securing e-government services, by

onﬁ In
developitg an Mformation Security\ulture Framework. With such purpose, this research
used %ve approach to suit in the quantitative research perspective to meet the

jectives. The research methodology is divided into four phases: Planning

resc

phidaggf Data Collection and Analysis Phase, Framework development Phase and



Discussion and Conclusion Phase. Figure 1.1 outlines the overall of four main research

methodology phases.

Define Research Problem, Objectives and Scope 4
e Review Literature on Research Areas

Planning phase

g

Data Collection and Analysis * Define Research Methodology.

Phase * Data Collection & Analysis.
Framework development * Framework development.
Phase * Validation and Refinement ¢

i

Discussion and Conclusion
Phase

1.7.1 Planning Phase

L

\d. In order to further

g@*‘e gap. In this phase,

The Planning Phase studies the researc
the research problem, objective and s

understand the topic, the main resN e

literature review has revealed tH tle

flation\sdCurity, e-government. The

has \n conducted In securing e-

Qe review, gaps and unknown

situations are found. Th ) As Jead to the definition of research

government 1n developing

%@ive research strategy using questionnaire for

Systematic approacli%vld extensive search on secondary data resources

&

d to identified the socio-technical factors and develop survey questions.

This research % -
data COIIC(A
was co

ernment is one of the leading flagships applications of the Public Service

Se
ep nt Malaysia (JPA) project, the survey-based used to collect data from (JPA),

and questionnaires were collected. Authority and uses a combination of statistical



techniques, such as exploratory factor analysis (EFA), confirmatory factor analysis

1.7.3 Framework Development Phase &

In this phase, the security culture framework for e-government developT validation
f

(CFA), and structural equation modeling (SEM).

activity 1s carried out. Expert reviews on the research findings agd fr3mework were

performed. The open-ended questionnaire was used to extract xperts’ opinion

regarding the framework potential and applicability of the res ndir'gs. Description

N
| S

. The gliscussion

_ mar;@&e research

7 and’hapter 8.

on the experts review 1s in Chapter 6.

1.7.4 Discussion and Conclusion Phase

The final phase reflects on the development as a part

addresses the aim and the objectives, while t

contribution and future work. This phase ca

1.8 Research Contribution ; %
This research may contribute to thre%m\r' ]

1.8.1 Information Security %uni&,‘a 4 &
This study 1s a Signi@ndeaior P addre e human risk of e-government.
aafc

Previously, security K 1S toc'jm‘l,/ technological solutions. With this
research, it explain% mp catio

insights into hoy

" cuﬁﬂre on information security. It provides
sgyd be done in an effective manner using a

foFnation seciiri

' 4

Mopach. It e

socio-technical mifed svo-technical factors to determine how 1t affects

informatiofsaglrity. This study ind.éyes that creating security culture is significant to
improve%&e

ctiveness of information security.
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1.8.2 E-government Community

The outcome of this research is to provide the information security culture fran% for

e-government environment. The proposed framework can be used as a gui e%rect e-

government practitioners to focus on information security from differe €: SOCIO0-

technical perspectives. It would be beneficial to e-government practition classify the

suitable controls and solution to increase the awareness of theiw yees towards

Yv

security.

1.8.3 Other E-Services Community

.
8

Although the validity framework of this research™ggas tejte Jl e-gevernment
environment, 1t can be used for other e-services s as M g, e-}@'th, and e-
commerce. In addition, the research framew Vtes | alaysT™®g environment.

ont@‘%l domain. It can

However, it can be applicable far beyond t e

ee Ins

aphical

be implemented in different countries for

1.9 Thesis Structure

\s ts i@ Tesearch background, research aim,

Chapter One- Introducti@&‘ '
objectives, and researw ons™y
&

iﬁ) 1S cH®ater reviews the research related literature on e-

government afyg ifformation securi&ie survey includes review on socio-technical

, t‘b&{iefs on the research methodology and

)

contribution.

Chapter Two-

approac leormation security caﬁ.lre etc. The literature gap is also summarized here.

Ch ee- Methodology: The research methodology 1s presented 1n this chapter. The
r chiperspectives, research design and research processes are also discussed.
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Chapter Four-Data Analysis and Results: This chapter presents the data analysis, the

1cal

detailed results of the descriptive statistics analysis subsequent multivariate sta

analysis such as Exploratory Factor Analysis (EFA), Confirmatory Fact W] ySiS

(CFA) based on the questionnaire survey of Malaysian organizations. A

Chapter Five- Framework Development: This chapter explains the dev% pment of the

security culture framework for e-government framework. N

Chapter Six-Framework Validation: This chapter presents Zme\l'ork validation

process, the framework validation was sequentially undert as%wlts of the
0

Qe
above measurement scale analysis. This chapter begifjwith S r\iie;fe)s;ing

ctures ( Anﬁ;presents
4 g

\ NV
4{\"

Y mdé& as achievement

a ‘vqgmdy findings, and

r@"ed.

g Q-
Chapter Eight-Conclusion: This chN umgﬁff of research process and

findings. In addition, the contr'buTese ch 1/§nitati @nd future work are provided.
S
The thesis ends with the rese% clusio‘a. 2 »

Covariance-based method such as Analysis of Mome

the feedback obtained from the experts.
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