CHAPTER 5

ENHANCEMENT OF CLUSTERING ALGORITHM :%

51  Introduction

The Wireless Sensor Network (WSN) is a collection o@ Y te‘ms that are able
to transmit or process information through various sensor nodes to%their/nei ing {Qqsor
nodes. The WSN is composed of sensor nodes that are der%eployed i de s%anner

and in large quantity. A sensor node refers to an objectw'ﬁ!rf r

sensi@ﬁsks, apart

from processing signals. Sensing is a method tha%% informati abm&ﬁysical object

or a process. Sensor nodes do not only haveN
n@es can be connected to

communication, and storage capabilities. gmthesa%,whe
) e,
o

o
the central processing CH for commug\ n and assembly of &6@:

The objective of this chapte esigh a clasterin .@Jrithm based on the behaviour
|
of the correlated nodes. The al focuses'anl rgenqu consumption to enhance network

connectivity. Correlation }Qﬁng IS J met\ for cl@ering a set of objects into the optimum
N
M S cijyl at Lﬁnber in advance. In order to retain the
connectivity of t nser networ ) the parameéters depicted in Chapter 4 were applied to
propose the E went Clﬁst ng%lgoé?m (ECA) to improve network connectivity under
‘.Ao

5
correlated\ haviour. N

N

number of clusters




5.1.1 Original Clustering Algorithm

The previously clustering algorithm which has used frequently thus far resolves energy

(o]

consumption between nodes and increases the lifetime. However, because the wzm

algorithm method selects cluster heads probabilistically and re-establishes cI&rsr ularly,
unnecessary energy is consumed. Therefore, this research is based on previ Clustering
Algorithm for Efficient Energy Management (Yang et al., 2017). Ir@?:design the
enhancement of the clustering algorithm, that set an energy thresho ue to resolve the

re%lustering
WS in r—'ug@'s.l

algorithm. This research enhances existing original clusteringyalgorithm for '
(.;)
(page 81). q A\

N\t
5.2  Enhancement Clustering Algorithm (E%\) W ~é\

LNy A~

The main nodes of the clustering algorithms are meant to find and implement an

(a XN
appropriate distance measure between the nodes. In particular, this study proposes
= T 3w Q&
Enhancement Clustering Algorithm (ECQ) based on 3D Euclidean distance, where the nodes

- s
N
must deal with the distance andaterfocus on ,we chall lngys.&lustering. Figure 5.2 (Page 82)
to fo

ulat% ne'e@nt Clustering Algorithm.

The clustering W is@d of@e stages; initial setup, enhancement
N
clustering, and maintean clustering. }Jle ﬁ,(%-'étage of the initial setup, all variables are
roce

declared to start%ﬂusteri p S. (Tﬁe second stage, the clustering selects the
’

neighbouring :o form a ustéF. '@ormation is based on 3D Euclidean distance and

network connectivity of unnecessary energy consumptio

shows a three-stage flowchart

correlatedd%ree, as elaborated in Chapter 4. The final stage is maintenance of the clustering
algari ssess the nodes to determine the correlated degree value. If the correlated degree
\@ below the energy threshold, the node is discarded and new clustering is formed. This

process continues until all nodes are out of energy.
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Figurs@han@usterin orithm flowchart
N
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5.2.1 Stage 1: Init&a.lpf Enhdncément lustering Algorithm using 3D Euclidean

N
Distance
In tm, e design enhanciqx.clustering algorithm using 3D Euclidean Distance

S
based o Nrelated degree that connects all coordinators of nodes to the sink node, while

r@ data and reducing distances. The node selects a single neighbour node at each cell
of at

ed degree for each notification from the sink nodes. Due to differing times in the

event region, neighbouring nodes selected from the set of neighbour nodes are only those with
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fewer notifications and belong to the same CH. If there is a tie, the neighbouring node with
higher energy level transmits the data packets containing energy level field. Next, the initial
3D Euclidean Distance is calculated by incorporating the parameters of the nodN as

number of nodes @ , Initial Energy/, Packet s, Radius/ Distance D , Energy Thrshol , and

correlated degree ¢, in respective nodes, to gain the initial CH. The followingslists the steps:
Step 1: Calculate the parameters of the node. The parameters are eva periodically in
order to predict the future state of the network. T

Step 2: Compute the correlated degree in 3D Euclidean Dist here C |'s selected if the

correlated degree exceeds the energy threshold. '
Step 3: The energy threshold T (a) is selected randomly fro orrelajed egree (N

threshold value varies in each round b D Eficlide i

Step 4: Calculate the energy level ohﬁhnod Aé:n

allow adaptation to the future stat e netw]rk solthat t al energy left can be expressed.
7

cluster aa§vfe stage of its members. Each CH defines

!
At &}‘f@stage, the neighbour nodes form the cluster

#
its neighbours at two%and axim
members. Next £a k stoyesDM

TN .
:ormaf.@about its members, and all nodes record the CH

identifier. This'exchange of informati@nables the routing protocol to function in the cluster

and be \e clusters.

N
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Figure 5.3: Formation of @ U ! _{'3
' 4

\ \/‘T
e
nce b:jw ach node and all other

nodes is computed, as represented by the neighbeurs w ai& g 3D Euclidean

Distance in Equation 4.5. This representativ se‘?% asﬁ’ected in each merged
o
d S Q%—

a4 based on Correlation

In order to determine the initial clusters, the

]

CH, measured distance between n

Coefficient the correlated de ree?ﬂ'!in E’]uati
% Jositi

parameters (distance, packet, rgy). i

\

Euclidean distance, but)%tl ly (lrrela e be@n the parameters if £ > 1.0. Finally,

N
the initial CH are o@by e
Distance is used %inet
Ko
e

rag
J?np}i
should be ind t of the n bef'of{,aations to prevent computing distance of each node
C.)

to CHsr edly, especially to save %ning time and to minimise computational complexity.

N

8 e, the correlation between the

S

Q@related if £ < 1.0 based on 3D

wn

3‘“ des in each point set. The 3D Euclidean

@]

ity ef«each node to the CHs. The clustering algorithm

In the e, the dynamic means algorithm is proposed to improve the cluster performance
to optimise the number of clusters. Some studies by Na, Shi, Xumin, Liu. (2010)

Bholowalia, Purnima and Arvind (2014) and Bhatia, M P S Ph and Khurana. (2013) have
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assessed the clustering algorithm as well. In the correlated node, clustering the algorithm can

be applied to compute new CHs by increasing the CHs by one in every iteration until they

satisfy the validity of the cluster performance.

5.2.2 Setup Parameters

Ng
O

Table 5.1 presents the parameters required for the initial clusteriJs:

Table 5.1: Setup Parameters

\Y%

Parameters Symbol Va g \Y'
Number of nodes Q,8,,85....-8400 100 ,
E N " i
Yv "
Correlated degree < %O\ ‘ Y'
Initial energy / %; ~] 0.5 es 5
N
Packet size Yz; \ N ? yt(‘ew\ac}kets
Radius/distance D P ﬁ 200 (%\ers
I
Energy threshold T \ =4.0
(@) &S
b

Cooperative nodes

Malicious nodes

0.1 to 0.69 connectivity range

> 1.0 connectivity range

Failures nodes

< 0.0 connectivity range

Selfish nodes

0.7 2 1 < 1.0 connectivity range

\ : "
=
Broadcasting rang B N 15m
&, -
Energy per message /pm \\:C 10 aJ/bit/m?
& )

. .

Energy p /ps 50 aJ/bit
(P 5 aj/bit

E% uced




Cooperative node is defined as nodes connected where the connectivity value is
between 0.1 and 0.69. Failure node is defined as inactive node where the connectivity value is
< 0. Selfish node is defined as the nodes that is unable to establish any communical\%ere

connectivity value is between 0.7 and 1.0. Malicious value is defined as a node tﬁt Is ipvolved

in any suspicious activity where the connectivity value is >1.0. T
5.2.3 Cluster-Heads (CHs) of Selection Y'
&

In the clustering algorithm, competition for CHs n r epKo?f random
number as in cluster as displayed in Figure 5.4. The CH far correlated/clustering ﬁ@med
e
casty_ value
o:!r@e receives
theé{'g al received.

based on 3D Euclidean (see Chapter 4 for calculati ach node|br

¥ 4
parameter to all its neighbours in the same transmission%nge.

the broadcasted message and estimates its distan%mhe

§ Figure 5.4: Cluster Head
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Figure 5.5 illustrates a number of clusters. A key motivation is that almost every

clustering algorithm finds the clusters in a dataset, even if that dataset has no natural cluster

(¢]

structure of nodes. The CHs are red nodes, while the cluster members are green %z h

nodes in green are called cluster members because they are about to leave the ﬂrre luster

and hop onto a new one. Z
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o Ao,
A cluster consists of a CH ald\ ral cluster mbi@le CH is responsible for

N

handling the intra-cluster com unw and’:?l einO. luster communication among
!

clusters (Sharma & Nayyar, 2014). b < '3 C/Q

Once a node joi@iluste‘ and ecomg;%cluster member, called related to its

N
predicted stay in the Nsta s,@}slpreggcﬂad to become of the member node in the
t I

u.ﬁJrormation procedure that includes packet

network clusteri nwhile,
. ’ 2 \ R .
transmission d parameters‘comparison value, which signifies packet transmission

N
delay as t Aken by the physicahcaler at the source to transmit the packets over the link.
‘%Iay relies on a number of factors, including the following: The number of active

sions¥T he physical layer processes the packets in the data order. Hence, if there are node

active sessions, this delay becomes quite significant, especially if it does not support the real-



time enhancement clustering algorithms to support network traffic, or the capacity of the
transmission of the link. Increasing the transmission capacity decreases the transmission delay.
For example, an upgrade from 10 Mbps data to 100 Mbps fast data is bound to Nm
transmission delay by a factor of 10 (Zeb, A., Islam, A. M., Zareei, M., AM on, 1.,
Mansoor, N., Baharun, S., ... & Komaki, 2016) (Khanvilkar, Bashir, SChO’W Khokhar,
2005).

As direct communication using WSN, the sensor nodes directly transmit their sensed

Ny

data to the sink without any coordination between two. However, in cluster-based WSNs, the

N 1 \7T

network is divided into clusters when a unique node is the one that is not connected to any cher
&
CHs. The cluster-based routing protocols are the CH selection procedure that ensures uniform

\'-.‘ J"r.-/ \‘5

distribution of energy among the sensors, thus increasing the Ilfetlme of the sensor network

(Behera et al., 2019).

JZ
3

5.2.4 Cluster Head Selection Using E cﬁ)hre q
? @
4]
The selection of CH is based threshold T )va&& determined by Equation
NS

5.1. The CHs can be selected bas D + clidean DS e and it largely affects WSN
‘ E (

lifetime. The ideal CH is the one with the eﬁd@ energy, the maximum number of

\

neighbour nodes, and the ?& dlstalwce WSNZ’:/%tWOVk clustering for correlated degree
is generally preferre Nc thla cg'lgeétlon process will result in sensor nodes

______ oées)le t Qe\&s’elves as CHs based on the energy threshold
value of T@A%

lﬁanegmnmg of each rou@“of the process, each node selected is decided by the

G

ene eshold value, (T (a) > 1). Before the start of the first round, each node generates a

r umber between (0-1) If the node is to be greater than a threshold value T(a) given by

Equation 5.1, then that node will become CH for that round. With each round, the CH changes

89



based on the election parameters which behaviour node that all the nodes in the cluster have
the same chance to be elected as CH of its energy threshold, a based on the correlated degree.

According to Jan, Nanda, & He., (2013), every sensor of the energy threshold val

%

1.0) is compared with the correlated degree. If the correlated degree is greaterythanfenergy

threshold value, T(a) > 1.0, the sensor node will periodically broadc sage to its

4

neighbouring nodes to inform that it will be the CH. CH election pro ves rise to the

4

possibility of electing a CH with minimal residual energy whichdwill Re out as compared to

l

the one another node has a higher energy level. Therefore, the ers of W included
L ]
in the equation of election probability of CH such that the n with higher e gi/ Ieagrave
=\
a greater chance to be elected as CH. The formula for the t old v;lu is given a?ﬁollows:
Y

N
s
a = ap 5, —K(Rmod(ap Jw))
NS

where T (a) refers to the energy thresK f node 7

(5.1)

Or

D

rvex&he CH. Let g, denote the

K

number of sensor nodes in a WEN, esen’the er s at each round, and R is the
number of nodes round for sel\ecti As % nd‘fﬁ()@if node &; has the right to become
a CH, a, must fulfil t\&ditio ng.o,th%s}'node a, is entitled to become a CH.
!
However, when 5 z<"1.0jnodeg is errﬁtlﬁjct?becomeaCH.
X >
& v

525 Init'g&tup Algorithm B@OCIidean Distance enhancement in Clustering

nthe initial setup, all variables are declared to start the network clustering. Next, setup
of rameters is to implement to the algorithm than calculate CH based on 3D Euclidean

Distance.
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Algorithm 1: Initial Setup 3D Euclidean Distance for the Enhancement in Cﬁ&tzing

Algorithm : co

Initialise network

INPUT: Neighbouring node (a,,a,......a,,) Y'
OUTPUT: Cluster head selection. V

1. Initialise the network Y'

2. Setup Parameters (a, ¢, 8, D, T (a), /pm, £ps, (p) '

3. Node a broadcast (¢, 5,D) .\d‘

4. Calculate 3D Euclidean Distance based on & to selec _ j , _\C}‘T

5. While a. > T(a) of ¢ select cy, 2 \r

6. Otherwise go to line 3 Y. \ =

\‘

Y-
. Node @; is selected as cH, ‘NJ q\ & E
8. If sensor node a,<0.0, no c, is selech \T O

9. Returns true for,, then, g is select %Hi \'\
? o ¥,

10. End of Algorithm 1 El <<<}-
\ K\
N
\ L}' S
5.2.6 Stage 2: Neighbourhwo e l

nodes are taken in t

calculating the %k

Algorit Neighbouring node
Algesithme2: Neighbouring node
|

eighbouring node (a,a,

a,,):CH,, malicious &', Selfish 2, cooperative k, failure 6

OUTPUT: Clustering Neighbourhood



1. Find neighbour nodes a

2. Select node with shorter distance D from source node as ch,

..... a.loo) on CHia \q
5. Declare as Malicious node when a;> 1.0 and prohibit from takln(‘; part i CH

3. Calculate ¢ for nodes (a,a,

4. If @; >1.0then

selection

6. If & >0.7and < 1.0 then
7. Declare as Selfish node, it is unable to initiate or have z I’Ol‘te discoveries,
thus prohibit from taking part in CH selection

Y-v

N
| N l.{'v
9. Declare as node failure and prohibit from takingypart in CH lection

<
10. If ;< 0.7 then ? X~
11. Declare as node cooperative and aIIochpart |?1\C ectloﬁ?

12. Add into the neighbouring cluster <<

8. If 4, <O then

13. If number of cluster member > 10, dlscard t eY
14. End of Algorithm 2
15. Go To Cluster Maintenan

.\
A
o ‘-?

&
The above depicts cluster f ation n'lalgo hm@e CHs are selected among the
nodes to form a clusterlng twor nd t main @me, the network of cluster nodes is

maintained by preventl g de ICIOU ack Clustering algorithm allows the

.«37

distance between cI m rs'a he C&l-%ﬁr head, which can effectively expand the
cluster coverag rge fl ter :0 er an not only effectively reduce the number of
cluster hea(AI enhance the clustes;g stability to some certain extent. Unfortunately, as
the num lusters becomes Iarger it is increasingly likely that at least one pair of clusters
wil ‘%one initial centroid. At this stage, cluster member was set to < 10 nodes because

to maintain cluster coverage area. However, for example, the process of forming a stable cluster

that is, the maintenance time of the cluster head and cluster members in a cluster is stable, and
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the energy consumed by the frequent exchange of information will consume more energy than
without cluster (Zhang, D., Ge, H., Zhang, T., Cui, Y. Y., Liu, X., & Mao, 2018) and (Toor, A.
S., & Jain, 2019). Unfair distribution on large number nodes leads to one CH that mwm
cluster members; some clusters have a small number of cluster members, an@ of the
nodes will not be covered by any CH control. CH that serves a large numb nsor nodes

will be loaded and die rapidly in comparison with CH that has Iimited% Al, Ayman, &

Sayed, 2018). Y'

Draining nodes affects the life of the network, thus aff \Kk?ormance
The calculation of sensor nodes a,, a,......a,,, IS based on uclidean Dista Eaﬁl\ﬁﬁsor

node maintains a list of its neighbours, and their correlat egreeyal es from tWetwork

\et&reflec hé correctness

clustering are updated each time a local decision on an e gnt is

of their reports. Two nodes become neighbou@sta

value. When correlated degree > 1.0, it repr ents the |ou A
A
The effect of malicious nodes 5 rar;ge s from'1.0 tQS or > 1.0.0 Similarly,

Rehman et al. (2017) incorporated cor te degre nerg)&ﬁfeshold values. A CH of 10

nodes was deployed to determine t I o’ eac n?de he whole network, in order to
ctl

identify the avoidance rate of malieious n ég “Fhe effect of malicious node value §

> 1.0 is based on the En&h esh a@ >= 14Q., egardless of the actual sensor reading.

The values of maI|C| s r oﬂ??%t fhg(l'r/ readings refer to Energy Threshold value

T(a).The eff ures Gval es <0.0. If the Threshold value is more then 1.0,

.
the reporte&&:lous nodes ¢ agam@élr values refers to correlated degree that is greater
than 1 OE revents the selection of a malicious node as CH more efficiently due to node
% easurement via avoidance of unauthorised node to join any cluster.
fter calculating the correlated degree calculation, the node is classified based on the

correlated degree value. Equation 4.4 classifies the threshold level of the node as a malicious
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node. When the threshold value less than 1.0, it becomes a member cluster. If the malicious
node is more then 1.0, the node is declared as malicious and is exempted from the CH selection

process. The effects of Selfish node, « values range at > 0.7 and < 1.0 and cooperéti Zde,

k values range at 0.0 to 0.69, respectively. Next, the node is declared as malicious  and is

exempted from the CH selection process (Rehman et al., 2017). Y.

5.2.7 Stage 3: Cluster Maintenance and Update Q
Based on the clustering algorithm, a new CH must be di ev@, thus the
23
need to form new cluster. Clustering maintains the transfor data after clusteri fod-giﬁion

is performed. The clustering algorithm is a grid correlated ee basgd D cIide@istance
w
that can identify clusters of arbitrary shape. The clusteriR main \‘cgls congdugted every 10

seconds of recycling (Azni, Ahmad, & Se@ I SNFcompénent clusters, the
incoming data streams apply Clustering Algorithm™3. \T A
f—v} >‘] A
First, if several nodes in the cIuste? the,highes orrem@i degree, the node must
9 %
S

be added to the start CH for all its neM to se of t contains the required data,

N
or else, the search is forwarded@ieighbou wit

g h@degree. For example, consider
the cluster topology. \ "C/Q
Each node broad@ ch@wber,\ ackets periodically. Assume that CHs
are selected using thr@}net rs (di ' ('}

Ge(D) ,Cpgcket(ﬂ), and energy (¢)), all sensor nodes in
O

3D Euclidean Di &gadey of az,aa_,_@and CH as the anchor nodes. Consider distance

4

is represented as(D), packet transfer(,g)(,j%nd energy (¢). The +_ represents the threshold value
\ =

s

to beco \I or otherwise. The recalculation of CHs based on the 3D Euclidean Distance

fun uses three criteria; distance (D), packet(p), and energy (¢), periodically from CHs, while
c

orrelated degree is needed to recalculate the cluster member. If the correlated degree is lower
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than the energy threshold valueT(a), the sensor node will periodically broadcast message to its

neighbouring nodes to inform that it will be the CH.

5.2.8 Algorithm 3: Cluster Maintenance s )

The details of every step are described in the following to propose clu?Qalntenance

Algorithm 3: Clustering Maintenance

INPUT: ThecH,, Neighbouring node (a,, a,......a,,) ?
OUTPUT: New Clustering Neighbourhood '

1. Each node broadcast cluster head CH , cluster member @y andipacke rwd

2. Recalculate (a, ¢, g,D,T (a), £pm, £ps, (p) peno@ﬁomc ., a re}a _@e Vg

for cluster member a

\/
3. ifd€edjand a,<1.0,no ¢, then W E\T

4. @ replaces cH, to become a new@ é

5. Ifnode @ < 0.0,no CH, ,‘\'\
_ N
6. Go to algorithm 2 @ )
‘&

——9

7. End of cluster Maintenanc ithm ik
\

[ W}
In Algorithm 3, the %ement}:ﬁ;jﬁg%gonthm is run as long as data
@

transmission is present d ng malﬁtena ein o 0 protect the cluster communication.

\
After receiving the brea t packets, &pa&i)(wy metric is recalculated to identify which
ol

node should be ¢ 1 ) m in cluster stability.
NISS,
EK tal Study N
‘éctlon presents the experimental study that looked into the effects of parameters

éonmder the network of @ sensor nodes and a CH distributed over the area. The

wireless nature of the sensor networks model causes all sensor nodes to be deployed randomly

e

.



within the coverage area. In this study, 100 static nodes in a wireless network were randomly
and uniformly distributed over a 3D square within area A=1000 m x 1000 m. The node
transmission radius, denoted by r =200 m, was assumed to be identical for all n‘%a he

underlying communication graph of the WSN is modelled by employing G(a,'®), %ere a

denotes the vertex set with|a|=a, and an edge that exists between two ver nly if their

distance is below D . \)

This experimental study assessed the neighbouring node nZgy 1onsumption for

WSNs with network parameters using 3D Euclidean Distance. WSNs often us@ individual
23

node power efficiency as the key performance parameter,%&becaus the b tt"r)i@“’g of

individual nodes can lead to multiple failure types within the % . Fhe s%&' applied

experimental-based simulation of Enhancement Gilustering Alﬁor usin%ﬂgtz and C++

programming. The correlated degree in the clt@lgorithm ibu@% the connectivity

of the neighbouring nodes. \T ,<\
) 5
-

&
Y
5.3.1 Design and Setup \E %ﬂj AQ}
In this simulation, some comw useiWS i tgatiir}are described in the following

‘ E [
and the characteristics of these simulators pﬁe}i,n terms of different aspects, apart

\

from energy evaluation a Me NS-2, which is ost popular and widely used general-

networks, such as network protocol e.&d’802.11 standard-based wireless network. The

N
purpose network si§m§ supposts Si ‘ghti@%-for various kinds of wired and wireless

¢
NS-2 is a dis wnt and o ectérientgd simulator, written in C++ and OTcl (an object-
: > >
S|

f Tcl). The OTcl 1Swdsed as the script language to create the simulation

oriented \K
enviro%nd to control the simulation processes (Delaney, 2015). The trace file used for

@e is generated during the simulation and the results in the Trace Output trace file can

be graphically observed and analysed via Network Animator (NAM). With exceptional



extensibility, the NS-2 has been maintained by a large number of researchers and many third
party add-ons can be adopted to address emerging problems. However, NS-2 still lacks
appropriate 3D Euclidean Distance, packet formats, sensing models, protoc m
configurable GUI, apart from the requirement of expert skills that seems Gpsuitable for
beginners. Additionally, both exponential time and execution overhead affe erformance
of NS-2 in terms of scalability for large sensor networks. The energy cﬂéﬁn model in

NS-2 is very simple, as an initial amount of energy is given to acfw and after packet

transmission and reception, the corresponding energy will be te frqﬁ\heaal energy

until the later value hits zero. . \VC
| &
b 4
.\,‘Z“

5.3.2 Experimental Scenario for Correlated Node i \

In order to correlated the clustering alwf

behaviour move selection for experiment. Such asicooperativ e, selfish node, malicious

o

@hen adjusted based on

node, and failures node. The CHs are sele aChgf y

the sensor node to maintain their dist& ere, th ri:iﬁk{ricted to highly correlated
region environments and the c stW of #nsor olde \several rounds in the cluster.
Hence, in order to achieve nethnn tivi \'De& e scenario demands degree-dense
deployment of sensor. /&\ <$

N

J
5.3.2.1 Scenario Qperati Naode Ny
? B) <
Scena cribes the ooﬂ%ra,ti\\'f/é' node, whereby all sensor nodes a,, a,, a,......a,,, Were
& )

calculated, the CH based on correlated degree decided if the node itself should be a CH or

¢,

oth nodes need to hold up before broadcasting CH declaration messages to evade
me,Crash and conflict among the nodes. In a scenario where selfish node drops all traffic

forwarded through them, the correlated degree value >=1.0 does not affect the results obtained



for isolation. Network disruption is a side effect of the behaviour of a selfish node, while
disrupting the network is the intent of malicious nodes. One way to recognise and isolate such
disruptive node behaviour is through trust management mechanisms. This work fOCL&KRthe

detection and isolation of selfish nodes in WSNs clustering. 5 )

=P =
'inwl||||'|||||||'|||||'|||||'|||'||x'|||i|'|||'|n|'||1'|||1|||s|'|||‘|||'|'||||'||x‘
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Figure 5.6: erati%?v) ,<\

S

% % 4
\ &
In Figure 5.6, assume that eh e-h co@vity, which means that each

node can communicate with it% ighbo ;Jg’n%ﬂ&ne-hop communication distance
in terms of radio range d@ : InPr \ftrselect Hs, Algorithm 1 in Section 5.2.1.4
was employed. For ew, a sc ierm the CHs based on Euclidean distance
Sk S
:
algorithm calculatiffis. [s€t’s denot&yth nunést of established CH connections for node @,
4

with the total W of a n&gﬁ the:inetwork. Each node calculates its own correlated
e §

>
degree v sends it to all its n@ci-é%bours. After receiving the correlated degree values

from i

OSpecific situation is when the nodes are physically distributed to form a line, as

presented in the Enhancement Clustering Algorithm. This arrangement occurs in the case when

ours,a, where a =i, foralli=1...a) .



all the nodes have a correlation with the nodes of connectivity network in WSN, thus becoming
the determiner of nodes level. In such a case, it can be considered that the correlated degree of
all the neighbouring, except the failure node in the cluster, is less than a predefined k;
Hence, all will be classified as next level nodes that are capable of controlling thelr neighbours.
In this case, if two nodes share similar value, one of them can be chosen as , while the

topology will change to a correlated degree value, which reflects the edhancement clustering

algorithm. Y'

The measure that tells how good WSN is connected is@D u!lide Distance
between any nodes in the network, whether this communication is singl hMﬁipl\R—'hop
from the source to the destination. Measuring and decidin the connectivity in a' -?)r node

b 4
in WSN is complex as the distance nodes. This complexity is M

to the %redictable

distance node, D, in a given instant of time du% od ayp)movement pattern,

and second, due to the correlated degree by, hssﬁ r, wmgh may be affected by
(‘? A
interferences, thus the theoretical range m coincide with the <ef_i?ctive one.

]
Nodes of the cluster have variM base ir res&ﬁéibilities in the cluster. The

topology may change often dugrto Wt tha’ nod cpn{ej.\and leave the network because
that changes their transmission range. Th% S if'@sible to assume that the network is
represented by geometri&} grm@) : w@a represents the set of all the nodes in
the network, and k i@ offth€ engi ;c')rzfa(ﬁé node. For example, it was assumed that
the connection @r’ noge K| ¢ S n;@de a, 1o be equal. The connectivity in graph

theory considersythe probability a, of @vmunication between two nodes a, and 5 to be equal

to 1, whi ans that they can reach each other (Eletreby & Ya, 2019). Here, to measure
net connectivity based on correlated degree if every pair of nodes in the network is
con d by either a single-hop or multiple-hop, which is known as 3D Euclidean Distance.

This is measured using, where & is the entire number of nodes in the network, CH is the
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number of clusters with connected pairs of nodes, and is 3D Euclidean Distance, if the 3D
Euclidean Distance is at most the communication range is correlated (Chen & Zhong, 2015)

(Sajadian et al., 2011) (Perur & lyer, 2006). \z

If the @ nodes form CH component with a set of sensor node paramete (dlance
, packet(p), and energy (¢)), it denotes the corresponding value of correlatevgee based on

Equation 4.4. This method of connectivity measurement measures on h availability of
correlation between nodes in the network. Thus, for the whole net rmonnectlvny value
ranges from 0.0 to 1.0, where 0 implies no connected nodes, w |mpI| ted nodes
in the network. However, the goal is not only to know if des can freach aih o@' but
also how well the network is connected and how well the is corryat d to'each @de in the

network. For this reason, the weights for the three facto t contai amete Wth the same

values were used in the correlated degree to f\n'e? sters:

calculation of 3D Euclidean Distance meas e T &

Taking into account the abo% ations, thi or@poses the concept of
4]
t

he on orﬁﬁr’ Euclidean Distance based

on coftelated degree, the

Enhancement Clustering Algorithm ba
N

(CEarr\as. Cerulli, Ambrosio, & Raiconi,

on correlated degree, and all ogthe cIe Wlth”adi
2015) (Baidya & Bhattacha a, 2012), ‘Ee plledé(}measure network connectivity. The
correlated degree is use tribute @ ea\ de considered in the calculation of the
3D Euclidean Dlsta |d| g %y'et fsaj('a/meters, where node f is the set of all the

nodes in the ne’g rd’eSDVyC ng@n or otherwise, and Kk is a subset of 5 that has
I

all the misbeh des connected. , W D, are the parameters of single-hop communication

betweenE for the correlated nodea (Rasheedl et al., 2013) asserted that based on the
distance between @ andCH , the nodes send their data to CH for each process in different
rou ear the sink. Table 5.2 shows correlated degree value for cooperative node refer in the

network. And selected in the scenario to experiment.
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Table 5.2: Correlated degree of cooperative nodes

No node Distance (Meters) Packet (bytes) Energy (Joule) | Correlated degre
1 200 96 0.552 0.2 ,
2 197 94 0.521 (@
3 185 90 0.521 0.8
4 190 93 0.512 ?
5 195 100 0.613 V.?z
6 189 86 0.523 T (i.4
7 197 (')

8 195

9 190

10 187

11 183

12 197

13 189

14 191

15 183

16 190 K

17 183 % 923 / "’Q?géB 0.5
18 \ | ) é"’ 0.521 0.3
19 & b 0 \QS; 0.502 0.4

A Sy L
20 ")1 0.521 05

&
' w
I Y $o1,
- £ )
1)
:
As shﬁs operative hode to%g'r'ch for CH according to the scopes, the correlated
value of lected cooperative nodemll be almost a correlated cluster the maximum number
of creases, the nodes in the network achieve more communications with the other
ber/nodes, and as a result, the network requires less number of CHs. It needs to reach the

network to become CH. However, if a node selects as CH, it should have an energy threshold
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value between 0.0 and 1.0. If the correlated degree is above the threshold value, the node may
not be a CH.To support this hypothesis, a ran the CH selection algorithm on a 20 nodes network
clustering for three different maximum number of hops one, two, and three. The resulti tal
number of neighbours, connectivity indices, voting results, and the selected CHS\are shown in
Figures 5.6, respectively. Accordingly, Table 5.2 shows the correlated degre maximum
number of hops versus the total number of node selected CHs, for ne% ustering. The
correlated degree is above the threshold value, the node may n be?’k Once a node is

selected as CH, it announces its decision at the nodes of its i iate region. Based on the
@

N

| S

strength of the CH advertising message, a cooperative node Sooses its GH.
5.3.2.2 Scenario 2: Selfish Node P J 5
The second scenario simulated the selfish node beZviogﬁ |\Xperiﬁ setup with

100 nodes. It defines nodes present far from V‘K%s ehav des it offers them an
extra amount of energy. Now, in each cluster;the nodes \eo{? (@ers
lusteri

ent Al@m proposed in Chapter

5 was implemented to form the netW(mN,uste : to f F&%e cluster, CH is needed to

determine the cluster region.fBased%on the Ilgori m, @Hs were selected using three
s ' _ _

: In(%é selfish scenario, 20 nodes were

parameters (distance D, packet g7 ar|1 ) %
selected randomly to beco elfis h ene{gs)&revel was set below 0.5 joules. The CH
!

#
was selected based or%iata nse f mﬂweéo’éks within the radius distance of 200 meters.

%v N
The CH was se% sed WMcket dé}/ery ratio from the nodes within the packet size
C

of 100 bytes, T

>

ave more energy

levels compared to sensor nodes. The Enh

later formed the ctﬂ;ters based on the calculated correlated degree. Figure
N

5.7 iIIusENe formation of ten clusters. The blue node is the selfish node. The selfish node

did& part in the formation because the selfish neighbours were reluctant to broadcast
he

t request for CH.
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Therefore, the number of CHs of cooperative nodes(x) must be equal to that of
misbehaviour nodes. According to Shankar & Shanmugavel (2014), a cooperative nodg starts
to change its status to selfish node when its energy level (0.5 Joules) falls below. m
threshold valuet(s). CH selection process gives rise to the possibility of selecti a with
minimal residual energy which will die out as compared to the one coopef?&ode has an
initial energy level. Therefore, the parameters of each node included se probability of
CH such that the nodes with initial energy level have a greater nme selected as CH.
Thus, the node is considered as a misbehaving node in selfish yasil ust&te\m”ue circle,

while the cooperative nodes (x)are in green circle. When the'fiede initiates a ro eflsc y to

another node, the selfish neighbour node may be reluctant broadgas thefroute T\Equest In

this case, node behaves like a failure node. It is al pos Ie Iﬁr de to tﬁard control

packet. However, the situation could become@s the n cted as the next

hop and data sent to it. Consequently, the pode may b forwarded, which

hinders communication between node and he all no e nel urs are selfish, the node

is unable to establish any communicati @2& a-distance of more than one- hop

away. In this case, a node i solx-y its ;eﬁ urs and the network becomes
'3

partitioned. \ | ;

e —

« | - | L > | » 7\ svaseuse | S L

T
e
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|

CEST Y °

Figure 5.7: Selfish nodes
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Table 5.3 presents the number of selfish nodes being detected, in which the

message path is recognised and sent to the destination. Then 20 nodes are different node from

cooperative node.

Table 5.3: Correlated degree of selfish nodes

No node Distance (Meters) | Packet (Bytes) Energy (Joule) Cormdegree
1 200 16 0.252 VO.Z
2 170 24 0.821 ' 0.1
3 163 40 0. i
4 190 53
5 110 113
6 100 16
7 170 24
8 195
9 90
10 181
11 100
12 170
13 189
14 1 \

15 {O&
2
16 W
17 l%73
18 98
184
100 11 0.521 0.1

f a selfish node is used to search CH based on parameters, the correlated value of the
selected selfish node will almost be a correlated cluster. The positions of the CH and the WSN

104



nodes are as shown in Figure 5.7. CH is located in the far field of the network clustering for
WSN, meaning that the distance between nodes for selected CHs and the neighbor nodes is

greater. The simulation parameters are the same as shown. s is chosen as 100 bytes m; 14

as 0.5 joules and the D as 200 meters. By using these parameters, we ran th@on for
correlated degree selfish node of the maximum hops zero, one, two, and threeyFi 5.7 shows
the selfish node behaviour of the network clustering with respect to maXimum hops. Because
the node itself chooses to be a CH, its energy threshold value sho oween 0.0to1.0. If
the value of the correlated degree is greater than of the energ old, th@node will

periodically broadcast message to its neighboring nodes to inform that it will tr'e (Scl-;l)\%'me
erngdes

selected as CH, the node announces its decision to the oth in Bbe icinity. Aei;nrdingly,
Y

a conclusion that, as the maximum hops decreases, thq lifeti \oN.he netwOrK clustering

decreases. From the correlated degree of t@tha
the

u €a

duce Qat this decrease

connected node at a certain number of hops,of isl&% point where each
node cannot reach any node in the netw@ in this case c}
&
N Aj AN

5.3.2.3 Scenario 3: Malicious NocY. L
The scenario simulate licious ‘nod beﬂla@r. The Enhancement Clustering

ster E./ n. Based on the algorithm, the CHs are

selected using thregr;aaters; ist D'Tp@et £, and energy/ . In the malicious scenario,

NN
20 nodes were ted randér ith en@evel set below 0.5 joules. The CH was selected
based on t sense from the nodes‘\vmthm the radius distance of 200 meters. The CH was
selected b n the packet delivery ratio from the nodes within the packet size of 100 bytes.
W r formed the clusters based on the calculated correlated degree. Figure 5.8 shows
the formation of ten clusters. The brown node is the malicious node, which did not take part in

the formation as the neighbours were reluctant to broadcast the route request for CH.
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For the scenario of malicious node, the experimental setup incorporated 20 nodes, and

a malicious node that broadcasts a routing beacon with an extra high power could lead a large

D

number of nodes to attempt to use it as their next hop in their route to the sink. How&cs
sufficiently far away would be simply sending their messages into the oblivign. aimilar
scenario resulted from a wormhole attack. A malicious node could convirvgges that are

normally multiple hops from the sink node that is just one-hop away. W des would try

sending their packets directly to the sink node, which would not bg abWear them.
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’3 Correlate code selection and Formation

|Initiation of Data Transter
J Selfish nodes are constructed and activated
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C)ééf)d of nodes. These malicious nodes are active
both in route 4is y and la chﬁgg ,a{,ﬁ'éks. If malicious nodes launch DoS attack on the
network I@\ cooperative node mhe routing stage, they become reluctant in forwarding
dat , or disrupting legitimate path selections by broadcasting fake route replies. Thus,

node has a node as the next hop, communication would be lost with nodes at least two-hop
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away. When all node neighbours are selfish nodes, the node gets isolated by malicious

neighbours, which is similar to having selfish neighbours (see Table 5.4).

Table 5.4: Correlated degree of Malicious Nodes

As

Co‘ﬂ;tgd gegree

No node Distance (Meters) Packet (bytes) Energy (Joule)
1 134 67 0.3252 QO.Z
2 35 56 0.2528 .
3 51 86 0.2129
4 47 58 0.1
5 87 76 0.
6 56 41 79
7 24 42 ?0.2131%
8 45 34 0.2‘%
9 46 36 0.1354
10 84 % 5@‘ )
11 65 q 2608
KL o
12 40 0.28 0.4
| S
T Y v
13 95 33 , [ 9 0.3
% Y gv ’ kw
14 133 4 1104 0.4
‘\\. é(,@
15 1 4 0.2031 0.3
A D &
|
16 o)) g,.%—’ 0.1365 0.3
17 7 7 0.1278 0.3
o
a™
18 90 0.1386 0.2
st fole X
19 120 \}7 0.1488 0.4
S
59 55 0.2119 0.3

malicious node to seek CH based on perimeters, the correlated value of the selected

malicious node will almost be a correlated cluster. A malicious node may fail to be a CH for
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several reasons, such as energy exhaustion and misconfiguration. It is also prone to be
configured from being selfish for the sake of power saving, or to become a malicious node. To
investigate this, considered the same network shown in Figure 5.8 along with the & ion
parameters the same as. The only parameter that is different here is the maximum hops. There
is a total number of CHs and the total lifetime of the network. There is an op'?@ number of

CHs which lead the network to survive the most total lifetime possibl% ut having any

(an. As the energy
o be tw causing
more power to be spent; therefore, the total lifetime of the network decreases. ¢ \Y‘

A node that wishes to become a CH should ha%erg threshold !a@;gtween

M, the s ngtr&node will

partitioning. An energy threshold fall between 0 and 1 of the netwark

increases, more data need to be processed and more packets

0.0and 1.0. If the correlated degree is below the energy‘thresho

periodically broadcast message to its neighborin@‘o i

a node is selected as the CH, it advertises its decision to{@
started the simulation with 20 nodes, a‘r% acg. e, that em@ one of the end nodes
and repeated the simulation till are | one n i h: Kfﬁgrk As a result, Table 5.4
shows the correlated degree of maligious nod% beh ilouréd.\%e network with respect to the
total number of nodes in the n%. Ac% , CJr&éjqﬂe that there is a certain number of
nodes 20 nodes in our ca@ neu@ allo@ network clustering to achieve.

S
5.3.2.4 Scenario @re ‘I:I(ip:e) §J
b+
the

The seéenarg’ simulate fail\u}%‘ node behaviour. The Enhancement Clustering
<.

Algorith oposed in this chapter W%implemented to form the network cluster. Hence, CH

it will bé the CH. Once
e

in i_{Q)s vicinity. Then,

IS nee termine the cluster region. Based on the algorithm, the CHs were selected using
e parameters; distance D, packet g, and energy/. In the failure scenario, 20 nodes were

selected randomly with their energy level set below 0.5 joules. The CH was selected based on
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the data sensed from the nodes within the radius distance of 200 meters. The CH was selected

based on the packet delivery ratio from the nodes within the packet size of 100 bytes. The CH

D

later formed the clusters based on the calculated correlated degree. Figure 5.9 ill tgth
formation of ten clusters. The yellow node reflects the failure node. The failur odaid not
take part in the formation because the cluster for failure node was almost z ich implies

that the network is disconnected almost surely; while an almost sure confectivity is achievable

only with failure node. The failure neighbours were reluctant to br. adw route request for

l

CH.
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F Correlate code selection and Formation

| nitiation of Data Transfer
Selfish nodes are constructed and activated

=

aSsm @@ @ e

N |\5?: ai uw ode
S5
The eff %Jresﬁqug% assee@

with an experimental setup with 20 nodes. The
failure nod e enactive both in ro@discovery and launching attacks. If the failure nodes

launch Xacks on the network layer with cooperative node in the routing stage, they
% ctant in forwarding data packets, or disrupting legitimate path selections by
bro ting fake route replies. Thus, if the node has a node as the next hop, communication
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would be lost with the nodes at least two-hop away. When all node neighbours are failure

nodes, the node would be isolated by the failure neighbours (see Table 5.5).

Table 5.5: Correlated degree of failure nodes : )

No node Distance (Meters) Packet (bytes) Energy (Joule) Cor?ie?degree
1 250 16 0.052 \[ 0
2 217
3 263
4 210
5 310
6 250
7 317
8 245
9 350
10 241
11 270
12 279
13 369
14 4
N
o | O]

|

¥ .
17 A%Z?S ) i 0.129 0
d -
18 258 | 45 0.013 0
Jv K

244 N7 30 0.009 0

2 310 11 0.015 0

re, investigated failure nodes to find the CH based on parameters, the correlated

value of the selected failure node will not become a correlated cluster because the effect of a
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failure nodes rate of the cluster heads in the network based on correlated degree of the network
clustering. Considered the same network shown in Figure 5.9 along with the simulation

parameters the same as. The only parameter that is different here is the maximum h

el

is a maximum hop count and the total number of CHs. As the maximum hop colint degreases,

€y

the total number of CHs decreases. The number of CHs and a total nod clustering.

There is an optimum number of CHs which lead the network to die théypumber node of the

cluster possible .which having partitioning. Y'
Then, started the simulation with 20 nodes, and then, %e’t c‘la the node
twee

may select itself to be a CH if its energy threshold value ranges be n 0jand lgThe C'leated

| O

degree is below the energy threshold value, the sensor no perlodlc adca&_ essage

%

to its neighboring nodes to inform that it will be the CH repe imulat WQ‘I' or various

correlated degree value of the selected failure n@ be Qéorr s r. As a result,

Table 5.5 shows the failure behaviour nodem ne ork erl& |th respect to the

correlated degree of the nodes in the n

0
Accordingly, conclude that asi& relate oft <éﬁure node decreases on the
network clustering. This is an result, ’ecau , ls g&rrelated degree of failure node
decreases, lose packets are not sent/betwee n't des,thus more energy is consumed. Also,

O

random selection of CH MSUI rom vmg Qﬁnsors in the network the same chance

NG

to be selected as CH will Cause that; an d}ha ess energy may not become CH and will
*
¥ <

Y-

& s
o $

apter presents the development of Clustering Algorithm of correlated nodes

k@m. The algorithm focuses only on energy consumption to improve network

connectivity. Correlation clustering offers a method for clustering as a set of objects into the

be out of the clus

L
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optimum number of clusters without specifying that number in advance. In order to keep the
connectivity of the sensor network, the parameters formulated in Chapter 4 were embedded
into the Enhancement Clustering Algorithm to enhance connectivity under correl@
behaviour. The main objectives of this research is to enhance the existing clustw rithms
to improve network connectivity under the event of correlated node behavi is research
proposes the Enhancement Clustering Algorithm based on 3D EuclideamtDistance.

Generally, the correlated degree had managed to further impro obtained solution.

The experiment found that the Enhancement Clustering Algori

the network connectivity of the solution. However, the distance between the , éncl'}ﬁfdes
that may affect the values could be addressed by implem$the se‘l'- aptive EnQa_ ement

Clustering Algorithm. The next chapter further details the result: \n(Nu

A

—

—X
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