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CHAPTER 111

¥
RESEARCH METHODOLOGY A
N3
X~

This chapter provides a detailed report of the ch¥m hl)dol y utilized to

explore the security knowledge, awareness security gunctionality, tr |'g a@mde and
r

3.1 INTRODUCTION

behavior among users of smart phone. This chapte dISCU}S th spec@;\ steps of the

research methods: population and sampl%zhmq E‘sue research
instrument development and design, \h%ot st e réchometrlc properties

(reliability and validity), data collegtion proce d tpildata analysis plan. The
) N
description of this research proce wn if Fi c,)
Q—

Rrﬁzfﬁégh Quantitative

Instrument Questionnaire

Research Security . f A Awareness Security
eIt Attitude and behavior Training o e ey

Pilot study 20 respondents

>Data collection » 375 respondents

Descriptive Reliability correlation Regression
> Dal20ah S statistics statistics analysis analysis
Research
finding

Design the model>

NV Figure 3.1  Research Process
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3.2 RESEARCH METHOD T

A quantitative research method was used to explore the se nowledge,
awareness security functionality, training, attitude and behavior amang the users of smart
phones. Data were collected from students (smart phone use SIM by using a

survey questionnaire. The numerical data collected from s artw users in USIM were

statistically and descriptively analyze by using SPSS. t\d
-3 \Y.
|5
&y
3.3 DATA COLLECTION PROCEDURE \T

A questionnaire was adopted from\}rlldakls

to collect data for the purpose of e ng sec 0 e'dge security functionality,
? n

training, attitude and behaviou estionnaire it ‘s‘ restructured and revised to

e actual data collection, a pilot

make them appropriate to th nt s,udy or
|
study was conducted to t% |ta the,questionnaire among students who are

smart phone users i U Tr'e ma Obj

an@Q\ZOM) and employed

g@m_ﬂ

—+

%/Qé(/

e of the pilot study is to validate and

/

review the rellab@th ques re survey took about three weeks of January
2015. The res We e 7oll te ﬁﬁwly from students of all the faculties who range

b 4
from 20 t rs. T
S &

d
Ny
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3.4 POPULATION \i

The population of the study covers elements that fulfil the tions required

to achieve the study objectives (Burns and Grove, 2003). The populaQn lcomprises of all

registered students studying at USIM. : \)
3.4.1 Sampling Technique and Sample Size .l\d
@

Y'
Given that the present study is quantitativeeure, it/is rdpr_iér} that 375
samples are selected from the student population M.\Sé ze dsl;gr'nination and

o

tackling the non-response bias is crucial i thg'qata m thﬁ)pulation sample
E? &
(Sekaran, 2006). The sample was randcm ected i er to @vide every student at

| 3!
3.5 RESEARCH INST S :Dj‘-
NS &

The study éwed @ire agﬁan% instruments. The questionnaire can be
\ : O
rapi

described as a s‘m, an
along with % rt. Throu Pns m&ment, a significant number of individuals can be

mafru&‘éﬁ for data collection that involves less time

include an, 2009). Hence,@ crucial to develop a set of questionnaires that can
captu relevant information to fulfill the aims of the study. In the present study, a

questionnaire is primarily employed to examine knowledge awareness level, security
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knowledge, awareness security functionality, and training, attitude and bg{%r in the
realm of knowledge awareness, among smart phone users. :(’)

Table 3.1 Design of the questionnaire Y*

Sections Subjects

A

O O @

Accordingly, the questionnaire is cat %nt s?ti n m A to D. The sections
y N
Ac I

and their contents are presented i 3.1 ng @he table, the variables that

&)
arena@security functionality, training,

&
be %@to reflect the concepts upon which the

resu %e items that are chosen for the study

—+

udi€s fo ensure their content validity.

constructs weresadopted fr S &
% ’ DZ <
L 9
A\ &
3.6 Pl\hst

0 As mentioned above, the survey questionnaire was piloted with 20

respondents from USIM students. These numbers of respondents were deemed suitable
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for the pilot study as data collection at this phase is focused on updating hWey to
align it to the preferences of a small group of respondents. The result fr pilot study
is to validate the survey instrument and its answer ability. The pilot.study was conducted
to enhance the questionnaire quality and efficiency. Additionally, pilot study was
conducted to highlight the ambiguity in the question ire?sﬁn which has to be

addressed prior to the carrying out of the actual data colieetion. t\d
@

3.7 Data Analysis q \

Analysis of the data requires tw)transfor on @ usable information
following its collection. Accordin wta c@;%r \_\e USIM students were
C.)

6
analysed with the help of descri S atis’tir%gaﬁ‘i&y(}%tistics, Pearson Correlation
Analysis and Regression anal he descriptive sta,@’ics test was employed to provide

|
an insight into the main%es of th Iebtgg/ ata from the students through the

2t

provision of a sim@nar |uti|iz g fr cy, proportion and central tendencies

(means and sta@virq;?ﬁp}ew&/ reliability statistics test was employed to

gauge the re@-y scorg — ea (Jof the score’s internal consistency based on
4

coefficien &5&4 level o 0.5r0 Cganbach, 1951) as proposed by (Sekaran, 2000).

Furth w, a correlation analyi\swas conducted on the entire variables to determine the

currence of multicollinearity and regression analysis was to examine the variables

nships. In short, the above analyses function comes in the following way;
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1. Descriptive statistics provide a description of the fundamental %%atures,

provide summaries of the sample and measure simple graphic;\.g@sis that is

distinct from inferential statistics.

2. Cronbach alpha provides a measurement of the interw\cgtency and the
reliability of the items in light of the ratio of true swc'ﬂ/ariance in order to
observe the score. Reliability and validity t ough G\nt?w alpha was
conducted, with the minimum accepted Ievel .50. ' ‘

3. Pearson correlation analysis was em Io to measur the eI of the

relationships among the study v iabl T%e C pted I of Pearson
correlation significance is 0.05.
4. Regression analysis is a stati caI pr qr s tlng the relationships
among variables; the use ssmﬂ is t ke qq%?ttltatlve predictions of one
A%

variable from the val

J‘
‘Cf
QZ'&

3.8 Proposed Mode | '*Q%

O
In this study, r ear I ﬁ'n h pothe3|s were set to analyze the relationship
between th dent& ‘nnd dent factors that may impact the level of security

functlo wareness. Each oﬂfﬂ'e factors of the security functionality awareness model

g@t producing a specific type of effect on security awareness. Each type of effect

0 ssential aspect of good security awareness. The purpose is to find the factors that
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might affect the level of security functionality awareness. After reviewinq{i relevant
work, the factors are as follow: :G)

3.8.1 Security Knowledge (what users know): is the ability of users?'minguish threats
or attack they might encounter while using their smart phones a w far they care to
protect their data (Ahmed and Arash, 2011). According ez'ous lstudies, the factors

that affect security knowledge lead us to the model prese in Figure.3.

Security
Knowledge

3.8.2 Aware ecurity FEun ioQéTfy
‘v’

Securltf(xtlonallty is the funs@ns through which smart phones can be protected. For
thi e, the factors that can affect the awareness in these functions are the amount of

secUrity knowledge, and authentication method.
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Security Knowledge

Awareness of Security
Functionality

Authentication
method

Figure 3.3 Factors that affect awareness fsecEyf ncti ' X~
N
IS
3.8.3 Attitude, Behavior and Training 2 X
N

Attitude (what users think) is one of the de 1

behavior (Kutluca, 2011). Attitude affe@s secur

do. Therefore, attitude is an individua&ﬁgree of ki gdi
o S

d
On the other the behav\%at u%}s a &zt%ique that is followed by the

user in the protection of obWices,and i t dé}f with risk and threat in order to

keep their device protected. ) ’ '3 &

Training is a method
_ N /c :

ting s, and the purpose of this study. Security
Y
eir & Phonv._ goal of security awareness training is user

ctors in‘predicting people’s
art @ﬁe in everything they

i}f&e\for an item or service.

7

L5
usgrsc_g out smart phone on how to protect their

percepti attention to the da&g\e'rs that surround it from all sides (Lamour, 2008).
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X
1P S
Figure 3.4 Factors thhct atit{d beh@r.

Considering the proposed factor, re iffpac «the | of security functionality
~\ &
awareness model, including_the cu[t ed§ ecurity functionality, attitude,
t

behavior, and training a% ate t:)‘ mar; pﬂon&ecurity, which might affect users’
security level, so that odel cf) or th urity functions of the smart phones is
- : & .
proposed in Figufe,3.5."This elpe achieve the study goals, as well as in the
G VThis’ Cr

detection of r@em;en
r

after stud ted ﬁ .JThe.main objectives of the design of the form are to

NV
diSCOV\ elationship betwée%’the variables of the study and the impact of each

vav%w the others.

Sy
€

variables of the study. This model has been designed
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3.9 Stages to

&) £
A&Aribed in table 3.2{@\5 first objective is to identify the current level of

aware\ecurity functionality in smart phone; a survey study was adopted to achieve

the'first objective, where data is collected by questionnaire.
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The second objective is to identify the relationship between the factKRat might

O

The third objective is to design a model of smart phone W functionality

affect the level of awareness.

awareness. Through reviewing previous studies which has bee oposed models on
smart phone security functionality awareness. This model x. tre factors affecting

the level of awareness security functionality in smart phone,securi yWahty

\
Table 3.2 Stages to achieve the @l\/es of the s dy
s ‘Z‘

E ‘& ‘V\",
Objectives Approach Data Data analysis
collection type
\ i
1- To identify the curren \\‘ /(\'
level ~ of  awareness tifative }huestldgnalre Mean
security functionality, " 43'
smart phone \ )
§
i S
2- identi he ; } _ _ _
relatlonsh|p etwe 6 |taT.|(gl./ Questionnaire | Correlations
factors th t affect .
the level ene \?Jrop Analysis
c ot
a ! (_,.}
¢
3- a od f \(J _ _
S honé rity astudy the | Literature Regression
nctignality awdrenéss. [ factors review/ Analysis
A \Q’ Questionnaire
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3.10 SUMMARY \q

This chapter clarifies the study methodology utilized to eu%e knowledge
awareness level, security knowledge, awareness security functionality, training, attitude
and behavior among the users of smart phone on the basis of Mected and analysed
data. Specifically, a quantitative method of data collection myed, which involved

the use of a survey questionnaire. The questionnaire colle numero ta fr%rp USIM
N

students. Prior to the actual survey, a pilot as condu 'to_w lidate the
g &

=
>

questionnaire items. The next chapter explains t Ita for this’methodology.

\mdg\



