CHAPTER V

CONCLUSIONS AND FUTURE WORKS

N Introduction

'

I training pro}fr:

AW ATICI d practice. In or

@7 address the research problem, two research

v may the factors of policy, behaviour, training, knowledge of technology and

e

education influence the security awareness and practice both in workplace and home?
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Q2. What 1s the current awareness and practice level of information security among

g
i,)

employees i USIM?

Discussion of the Major Findings

't’h
I

To address the first research question, a comprehensive rewwas conducted

on the security awareness and security practice literatures oMer lr; identify and

practice in workplace and home. The current study ai

literature analysis by endeavoring to identify

_nﬂ

Security awareness an 11 :.,nlplov '

s would have a positive influence on an
“Urity practice both in workplace and home in

S %ﬁwcus on the areas that need to be developed to

total of 305 questionaires was collected back as 285 ones were usable and the rest

were not due to mcomplete answers both in workplace and home. The demographic
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data indicated that 45% of the respondents were male, while 55% were female. The

majority of the respondents were Malay (99.3%),while (0.7%) were others, 38:

the respondents were academic statf, while 61.4% were administration st

the respondents hold bachelor degree, while 25% of the respondents diploma

degrce. 22% of the respondents hold PhD, 15% of the respondents sertificates

(1.c. SPM. STPM. etc.) and 12% of the respondents hold Master de

O
24

In this study Pearson Correlation and Linear

oly sgybhasized
dal to @nisalions as

rmal@s ystem (Goel et

by previous studies, implementation of s

it ensures the confidentiality, integrity an

% é
Pearson Correlations 1@ b (R=

workplace and policy wit near R

al.. 2010).

found to be (R=.

Rearession of ( ¥ chélc 1S a moderate positive relationship

between polic in workplace and home.

('D

arson Correlation found to be (R= .696) with a

wl s of security ]Hdtll\b P

coression (p=.001) between security practice at workplace and policy.
n Correlations found to be (R= .426) with a Linear Regression of (p=.001)
between security practice at home and policy. This indicated that there 1s a moderate

positive relationship between policy and security practice both in workplace and



39

data indicated that 45% of the respondents were male, while 55% were female. The

majority of the respondents were Malay (99.3%).while (0.7%) were others, 3

the respondents were academic statf, while 61.4% were administration st

the respondents hold bachelor degree, while 25% of the respondents4 d

—

Iploma

degree. 22% of the respondents hold PhD, 15% of the respondents NgHd certificates

(1.c. SPM. STPM. etc.) and 12% of the respondents hold Master de

O
24

20T CSS OIWUSGd o
®
e'd@dem

[n this study Pearson Correlation and Linear

determine the relationship between the independent $v®ables fanc

variable. In terms of policy factor, the need for sOgma ppreely sgbhasized
by previous studies. implementation of secuy critigal to &nisalions as

&

_ rmal@ system (Goel et

al.. 2010).

Pearson Correlations
workplace and policy witl#
(ound to be (R= .34400e¢l

Regression of (p

w

termis of security pmclic\m Pearson Correlation found to be (R=.696) with a

'%grcssion (p=.001) between security practice at workplace and policy.

2 arghn Correlations found to be (R= .426) with a Linear Regression of (p=.001)

between security practice at home and policy. This indicated that there 1s a moderate

positive relationship between policy and security practice both in workplace and
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home. This indicated that the policy 1s considered as a guideline to employees

concerning information security that can give rules and regulations of the imp

of information security, policy can ensure the protection of sensitive inf

this end. policy can contribute to increase security awareness and sec! actice of

mmsider (Mcllwrairth, 2000).

Pearson Correlations fogn Linear Regression of

(p=.001) between Security  a

t%nd behaviour. also Pearson

-

SS #t w
Wit

ac%f{cgression of (p=.009) between

SCCUrity awarcness g hayour. @ indicated that there 1s a moderate

\
$
\w

W (crms of security practice, Pearson Correlation found to be (R= .582) with a

positive relatonsiip D@swedh (@ (y'

home.

. Regression of (p=.003) between security practice at workplace and behaviour.
Pearson Correlations found to be (R= .512) with a Linear Regression of
(p=.001). between security practice at home and behaviour. This indicated that there

is a moderate positive relationship between behaviour and security practice both 1n
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workplace and home. A good behaviour of employees when dealing with information

assets can ensure the protection of sensitive data. In addition, a good beh

towards sccurity practice contributes to 1ncrease security awareness amonaoe

&
Y-

1 1S a significant

both in workplace and home. Therefore, hypothesis 2 is accepted.

In terms of traming factor, effective security awareness

tool to enhance nformation security within organisation 1115.:_{ 15 one of the

\4@110 the

nselves. fraigy *n.ﬂ; S 1ha,

z b i
- MWm which

fundamental countermeasures for defending information

O
-

-ﬁ

security risk that could be caused by the employeg

1‘1‘&3@1 addition. Pearson Correlations
found to be (R-

Rug@on of (p=.885), between security
\

awareness at hot H’!‘ldl od that traming has no swmllmm elfect

1 home (p>.05).

2earession of (p=.064) between security practice at workplace and training. In
on. Pearson correlations found to be (R= .402) with a Linear Regression of
(p=.359) between security practice at home and training. This indicated that training

has no sienificant effect on security practice i workplace (p>.05). Therefore,
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hypothesis 3 1s rejected as (p>.05). This findings is with contrast to the previous

literature that indicated tramning programs enhance security awareness and practi

an cmployee's. The respondents style on answering the questions and

questionning could be the reasons lie beyond this negative relation between

training and security awareness and practice both in workplace and hom

In terms of knowledge of IT, universities rely on 1t fclmology to

IT 1 clw

ch @ging a
T m Icmc@on to such

10N ls by reducing

es (Humaidi &

operate and manage records, (e.g., electronic recor ass1sts

—

if

employees in their daily work but could cause damage

technology. Theretore. knowledge of IT PRggecH

—
| -

the number of crrors when the emy >S  USE

. (g
Balakrishnan. 2012; Fakeh et al.. 2(\%
; ; o l} (

orkplag

&

@h a Linear Regression of (p=.001)

~
-‘ﬁ z()l-’llh a Linear Regression of

nd knowledge of IT. In addition,

Pearson Correlatiom

E
’

nd

48

vledge of IT. This indicated that there 1s

elx‘?en knowledge of IT and security awareness

n terms of security practice, Pearson Correlation found to be (R= .606) with a
[incar Regression of (p=.006) between security practice at workplace and knowledge

TesSS10N

-

of IT. In addition. Pearson Correlations found to be (R= .447) with Linear Re

]



of (p=.001). between security practice at home and knowledge of IT. This indicated

that there is a moderate positive relationship between knowledge of IT and se

practice both 1 workplace and home. Security awareness and practice

a

increased by reducing the misuses of technology within organisation

personal use of technology. Theretore, hypothesis 4 is accepted.

-

In terms of education factor, educating employees e 1l 11)01lanu, of

uuallon

information security 1s critical of any organisation also M homegus

information security during campaigns

- Wilson& Hash. 2003).

Y\- é\
Pearson Correlationy to b* (R .?’Zﬁll a Linear Regression of

* 1'plaC* education. In addition, Pearson

Q

' (‘L)Qgtm' Regression of (p=.001) between

security awaret ome fanc This indicated that there is a positive

modecrate r security awareness both in workplace

M terms of security practice, Pearson Correlation found to be (R= .682) with a
[ incar Regression of (p=.014) between security practice at workplace and education.

In addition. Pearson correlations found to be (R= .670) with a Linear Regression of
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(p=.000) between security practice at home and education. This indicated that there is

a positive moderate relationship between education and security practice bo

workplace and home. Therefore, hypothesis 5 1s accepted. c\

In order to address the second research question, descriptive sta W analysis

was conducted to mvestigate the current level of security El\k’ﬂl‘ﬁ‘wdlld practice

inzcale that security

among the employees both in workplace and home. The res

security practice both mm workplace and honwl

employees are aware but not practicing.

3 Achievement

Information sccurily%

1S Security awarceness cwns i‘ll

'

@5 both in workplace and at home.

- security behaviour in their workplace

¢t to the rcscarclﬁ&@cclives stated 1n Chapter 1, achievements for
¢ are discussed below:
Wo investigate the effect of policy, behaviour, training, knowledge of

technology and education on information security awareness and practice in both

workplace and home.
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A comprehensive review ol literature in Chapter 2 shows that there is little

known about the factors that effected security awareness and praclice bo

workplace and home, this study mvestigated the effect of policy, behaviour

knowledge of IT. and education on the security awareness and praggi® bdh in

workplace and home. This study conducted on 285 respondents who ard *mic and

administrative employees. The current study extends the area bllLdIlOIl by

exploring the security awareness and practice both in fgor lan,e and home.

Ilcul(,d
'
I'll‘i
an@.lulu.

“'_anl 1@&1‘@350 the
ing@Sﬁ)r.

Correlation and Regression analysis in Chapter 4 indicz hat al ‘101

{I

security awareness and practice both i workplace homel exce

U

However. the factorial of mfluential strength on t
varied. To this end. all the key factors are

security awareness and practice among emf@

9

US

f j\\®ess and practice among the

L\L(s ondel@l’( vere asked to answer the same

This study has two major limitations. The first limitation is the focus was only

on one higher education mstitution i Malaysia which 1s USIM, thus, it would be more
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effective to extend this study and apply 1t on various universities in Malaysia to obtain

different outcomes based on their security awareness and culture. The s

limitation 1s that, this study was purely quantitative so extending the study apgr

mixed mode quantitative and qualitative by using other forms such as i

focus groups might be more effective to provide conclusive rather mdicative

results.

5.4 Recommendations for Future Research

Future research may include the following:

© as a
the
(PN 11
dexcj &y cxperiment such as
o N amewo1K of the security awareness and

3

> Ol ¥

6%2‘

such as personalized learning,

the nfluence of these factors on

'

(nYormation security awareness and practice required improvement especially
jome users so that users become more aware of the necessity to practice good

for

hehaviour in their daily actuvity. This study reviewed the existing knowledge on
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security awareness and practice and was confined to the key five factors which are:

policy. behaviour, traming, knowledge of IT, and education. The survey instru

was developed to measure the perception of the independent variables
relationship with the dependent varnable, the survey instrument was validgt
determining the rehiability test. The data collected through 285 usab

eys that

were completed by USIM employees. The study findings mdma&Nonly policy,

behaviour, knowledge of IT and education have positive re 1PS l&'ilh security

{ g carson
i T
.c]’mli@ilp
¢ E% &home.
1@1;1‘1“363111
(p>.05). this may be due to the fact 111;11\ - | *ms@crsmnding (0
4 ‘w -\-1 » \". b Y "r_rl ) 1. : ) g

: _'}mﬁems have a high

on the

o

awareness and practice both in workplace and home. Baf

Correlation analysis, the results indicated that there

1S

between training and security awareness and pracy

However. the result gamed from linear

level of security awareness and pre home however, the

level of security awareness and

™

security awareness and prac
likely to increase

procedures. law a

—
Fo

investigation 18 [t is suggested that

U



