
CHAPTER V 

CONCLUSIONS AND FUTURE WORKS 

5.1 Introduction 

With the increasine dependence on information system, it has become clear 

that the protection ofI these systems is a necessity for every organisation. Lack of 

security avv areness and practice of' the employees are the weakest link in inf irmation 

security (lialim ct al., 2008). Several studies emphasized the need to increment the 

security aMarcncss of employees within the organisation by focusing on policies and 

procedures refCrring to technology, as well as, educating the employees on 

information security by providing training programs to create a security culture among 

employees (Ishak ct al.. 2014: Fakeh et al., 2012). 

This study ins cstigated security awareness and practice of the employees both 

In \\()I-kplace and home and the factors that could potentially influence the security 

awareness and practice. In order to address the research problem, two research 

(lucstions vw ere firmed: 

Q I. 1 to may the factors of' policy, behaviour, training, knowledge of technology and 

education influence the security awareness and practice both in workplace and home' 



88 

A\ Q?. hat is the currcnt awareness and practice level of information security among 

t'111plllV'CCS 111 LS1NT' 

5.2 Discussion of the Major Findings 

To address the linst research question, a comprehensive review was conducted 

on the security awareness and security practice literatures, in order to identify and 

ev aaluatim, the lanceted factors Cor evaluating information security awareness and 

practice in workplace and home. The current study aimed to take a further step in the 

literature analysis by endeaV'orin. z to identify elements that influence security 

awareness and security practice of employees both in workplace and home as 

invcsti, 
-, ation in this scope is still limited. 

This study was confined to five key factors in order to limit its scope. These 

key factors are policy, behaviour, training, knowled to of IT and education. that might 

effect security awareness and security practice, which may assist US1M to develop 

security awareness among their employees. 

This study proposed that these factors would have a positive influence on an 

cnlplo\ccs' security a\\areness and security practice both in workplace and home in 

order to help l'SIM employees to locus on the areas that need to be developed to 

increase security awareness and practice for both workplace and home. The survey 

instrument was distributed manually with a goal to obtain 300 usable survey results. A 

total of 05 yucstionaires was collected back as 285 ones were usable and the rest 

were not due to incomplete 111S\vcrs both in workplace and home. The demographic 
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data indicated that 45°o of the respondents were male, while 55% were female. The 

majority of the respondents were Malay (99.3%), while (0.7%) were others, 38.6`iä of 

the respondents were academic staff, while 61.4% were administration staff. 26% of 

the respondents hold bachelor degree, while 25%0 of the respondents hold diploma 

dc, 
-, rcc. 22°� of the respondents hold PhD. 15% of the respondents hold certificates 

c. SPyI. STPM. etc. ) and 12'o of the respondents hold Master degree. 

In this study Pearson Correlation and Linear Regression were used to 

determine the relationship between the independent variables and the dependent 

m-iahlc. In terms of policy factor, the need for security policy is strongly emphasized 

by previous studies, implementation of security policies is critical to organisations as 

it ensures the conlidentiality, integrity and availability of information system (Goel et 

aa!.. 2010). 

Pearson Correlations found to be (R= . 
684) between security awareness at 

workplace and policy with a Linear Regression of' (p=. 001) 
. 

Pearson Correlations 

iiMind to he (R-- 344) between security awareness at home and policy with a Linear 

Rc, ression of (p . 
040). This indicated that there is a moderate positive relationship 

hetvv een policy and security awareness both in workplace and home. 

In terms of security practice, Pearson Correlation found to be (R= . 696) with a 

Linear Regression (p=. 001) between security practice at workplace and policy. 

Pearson Correlations iound to be (R= . 
426) with a Linear Regression of (p=. 001) 

betvv een security practice at home and policy. This indicated that there is a moderate 

positive relationship between policy and security practice both in workplace and 
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ariable. In terms of policy factor, the need for security policy is strongly emphasized 

by previous studies. implementation of security policies is critical to organisations as 

it ensures the confidentiality, integrity and availability of information system (Goel et 

al.. ýO10). 

Pearson Correlations iöund to be (R= . 
684) between security awareness at 

workplace and policy with a Linear Regression of (p=. 001) 
. 

Pearson Correlations 

found to he (R= . 144) between security awareness at home and policy with a Linear 

Rcoression of (p=. 040). This indicated that there is a moderate positive relationship 

betvv cell policy and security awareness both in workplace and ]Ionic. 

In toms 01' security practice, Pearson Correlation found to be (R= . 
696) with a 

Linear Re, -, iession (p-. 001) between security practice at workplace and policy. 
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426) with a Linear Regression of (p=. 001) 
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home. This indicated that the policy is considered as a guideline to employees 

concerninýc information security that can give rules and regulations of the importance 

of inI-ormation security. policy can ensure the protection of sensitive information. To 

this end. policy can contribute to increase security awareness and security practice of 

employees \\ 1111111 their organisations also on a personal security awareness. Therefore. 

hypothesis I is accepted. 

In terms of behaviour factor. security failures in organisations could be the 

result 01, staff poor security behaviour, behaviour is the result of making decision and 

process that miht lead to security breaches. Modern organisations depend on 

reasonable behaviour of' their staff to avoid the security threats that could occur lrom 

Insider (Mcllwraith. ? 
(1(16). 

Pearson Correlations fwnd to be (R= 
. 
593) with a Linear Regression of 

(p-. 001) between security awareness at workplace and behaviour. also Pearson 

('orrelations found to be (R= . 
479) with a Linear Re-resssion oC (p=. 009) between 

security awareness at home and behaviour. This indicated that there is a moderate 

positive relationship between behaviour and security awareness both in workplace and 

home. 

In terms of security practice. Pearson Correlation found to be (R= . 
582) with a 

I. inc. ºr Rcgression oC (p-. 003) between security practice at workplace and behaviour, 

also. Pearson Correlations iound to be (R= . 
512) with a Linear Regression of 

(p=. ( (ll ). between security practice at home and behaviour. This indicated that there 

is a moderate positive relationship between behaviour and security practice both in 
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orkplacc and home. , good bchav'iour of employees when dealing with information 

assets Can ensure the protection of sensitive data. In addition, a good behaviour 

towards security practice contributes to increase security awareness among employees 

both in vv orkplacc and honk. Therefore, hypothesis 2 is accepted. 

In terms of training factor, cileetive security awareness training is a significant 

tool 10 enhance införmation security within organisation, training is one of the 

I-undamcntal countermeasures for defending information and data, to reduce the 

security risk that could be caused by the employees themselves. Training enables the 

employees to know their responsibility toward protecting information system which 

will elevate the employee's security awareness (Mcllwraith. 2006: Ilight. 2005). 

The result in this study indicated that there is a small positive relationship 

betvv. een training factor and security awareness both in workplace and home. Pearson 

Correlations fiaund to be (R= 
. 
376) with a Linear Regression of (p=. 142) between 

security awareness at the workplace and training. In addition, Pearson Correlations 

! and to he (R 197) with a Linear Regression of (p=. 885), between security 

aAAarcness at hoille and training. This indicated that training has no signtlteatlt eject 

on security awareness at the workplace and home (p>. 05). 

In terms oi' security practice, Pearson Correlation found to be (R= . 
484) with a 

Linear Rcý_, ression oi' (p=. 064) between security practice at workplace and training. In 

addition. Pearson correlations Iöund to be (R= . 
402) with a Linear Regression of 

lh -. ;, 9) between security practice at home and training. This indicated that training 

has no siunilicant effect on security practice in workplace (p>. 05). Therefore, 
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hypothesis 3 is rejected as (p>. 05). This findings is with contrast to the previous 

htcrature that indicated training programs enhance security awareness and practice of 

an employee's. The respondents style on answering the questions and the way 

Lluestionnimc could be the reasons lie beyond this negative relationship between 

naming and seeuritý' awareness and practice both in workplace and home. 

In terms of know ledge of IT, universities rely on information technology to 

operate and manage records. electronic records). IT technology assists 

employees in their daily vyork but could cause damage if misused. Security technology 

rcf, crs to the technolo(-, yy that is used to protect information assets such as using a 

lireýýall so the use of technology depends on the employees' implementation to such 

technolog . 
-hllcrelibrc. knowledge of' IT protects the information assets by reducing 

the number of errors when the employees use IT in universities (Humaidi & 

Balakrishnan. 2012; Fakch et al.. 2012). 

Pearson Correlations 16und to be (R= . 
655) with a Linear Regression of 

(p . 
00 I) between security awareness at workplace and knowledge of IT. In addition, 

Pearson Correlations lüund to b (R= . 
448) with a Linear Regression of (p=. 001) 

between security awareness at hone and knowledge of IT. This indicated that there is 

a moderate positive relationship between knowledge of IT and security awareness 

both in ýý01-laplacc and homc. 

In terms of security practice, Pearson Correlation found to be (R= . 
606) with a 

Linear Regression of (p-. 006) between security practice at workplace and knowledge 

of IT. In addition. Pearson Correlations found to be (R= 
. 
447) with Linear Regression 
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of (p=. ()O I ), between security practice at home and knowledge of IT. This indicated 

that there is a moderate positive relationship between knowledge of IT and security 

practice both in workplace and home. Security awareness and practice could be 

increased by reducing the misuses of technology within organisations as well as 

personal use oi'technolooy. Therefore. hypothesis 4 is accepted. 

In terms of education factor, educating employees about the importance of 

inlornmtion security is critical of any organisation also for home users. Education 

combines the security skills and various functional competencies into a common body 

of know lcdi. e. education can influence employees' security awareness and practice for 

e. \ample educating the employees on the malicious software will increase their 

ki-ovv 1cdý_, c of the risk caused by malicious software. Staff can obtain education on 

inii, rmation security during campaigns, seminars, discussions and others (Fakeh et al., 

201 Wilson& I-lash. 2003). 

Pearson Correlations li)und to be (R= . 
677) with a Linear Regression of 

]p--. 004) between security awareness at workplace and education. In addition. Pearson 

Correlations li, und to be (R . 
610) with a Linear Regression of (p=. 001) between 

security aýý areness at home and education. This indicated that there is a positive 

moderate relationship between education and security awareness both in workplace 

and home (P`-. 0-ý). 

In terms of security practice. Pearson Correlation found to be (R= . 
682) with a 

Linear Regression of (p=. (114) between security practice at workplace and education. 

In addition. Pearson correlations found to be (R= 
. 
670) with a Linear Regression of 
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(p- . ()O0) between security practice at home and education. This indicated that there is 

a positive moderate relationship between education and security practice both in 

workplacc and home. Therelbre. hypothesis 5 is accepted. 

In order to address the second research question, descriptive statistical analysis 

was conducted to investigate the current level of security awareness and practice 

among, the employees both in workplace and home. The results indicate that security 

awareness at workplace with (2.71) and at home with (2.70); and security practices at 

vv orkplace with (2.65) and at home with (2.63) are considered at a high level. The 

level of security m areness both in workplace and home is higher than the level of 

security practice both in workplace and home. This may be due to the fact that 

employees arc avv are but not practicing. 

5.3 Achievement 

lilt imllation security awareness of employees needs to be constantly developed 

as security a\V 'mess campaigns initiatives and training programs are important to 

increase the awareness and practice of the users both in workplace and at home. 

-IThcrcli, rc. employees can practice the proper security behaviour in their workplace 

and home and also increase their IT knowledge rather than remaining ignorant in this 

area. with respect to the research objectives stated in Chapter 1, achievements for 

each objective are discussed below: 

1. To investigate the effect of policy, behaviour, training, knowledge of 

tcchn(ulogv and education on information security awareness and practice in both 

Nwrkhlacc and lx, mc. 
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A comprehensive review of literature in Chapter 2 shows that there is little 

know n about the factors that effected security awareness and practice both in 

workplace and home, this study investigated the effect of policy, behaviour, training, 

know led-_e of IT. and education on the security awareness and practice both in 

workplace and home. This study conducted on 285 respondents who are academic and 

administrative employees. The current study extends the area of investigation by 

exploring the security awareness and practice both in workplace and home. 

Correlation and Regression analysis in Chapter 4 indicated that all factors effected 

security awareness and practice both in workplace and home except training. 

How ev er. the factorial ot' influential strength on the security awareness and practice 

varied. l'o this end. all the key factors are considered significant to increase the 

secu llV awareness and practice among employees except pf training factor. 

I I-o iIIv csti"Nate the inlörmation security awareness and practicing, level amono 

t'SiM employees based on the identified factors. 

In order to investigate the level of security awareness and practice among the 

employees both in workplace and home, respondents were asked to answer the same 

set of questions. The result obtained from the descriptive analysis in Chapter 4 

indicated that respondents' level of security awareness and practice in workplace is 

higher than that In home. 

5.4 Limitations 

This study has two major limitations. The first limitation is the focus was only 

on one hi"hcr education institution in Malaysia Which is USIM, thus, it would be more 
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effective to extend this study and apply it on various universities in Malaysia to obtain 

dificrcnt outcomes based on their security awareness and culture. The second 

limitation is that, this study was purely quantitative so extending the study approach to 

mixed nude quantitative and qualitative by using other forms such as interviews or 

t'Ocusgroups might be more effective to provide conclusive rather than indicative 

results. 

5.4 Recommendations for Future Research 

Futurc rescarch may includc the following: 

" This study f cased only on the higher education and USIM is chosen as a 

saillple. It is recommended to extend the research environment to the 

developing countries, as investigation in this area is too lilllited, and a 

comparative analysis with other developed countries experiment such as 

Europe. US is very interesting. 

" Expanding the proposed conceptual framework of the security awareness and 

practice through including further factors such as personalized learning, 

culture and religions, and investigating the influence of these factors on 

security awareness and practice. 

5.5 Summary 

Intornwtion security awareness and practice required improvement especially 

for home users so that users become more aware of the necessity to practice good 

behaviour in their daily activity. This study reviewed the existing knowledge on 
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security avv areness and practice and was confined to the key five factors which are, 

policy. behaviour. training, knowledge of IT, and education. The survey instrument 

was developed to measure the perception of the independent variables and their 

relationship with the dependent variable, the survey instrument was validated through 

detcrnlinin" the reliability test. The data collected through 285 usable surveys that 

were completed by 1 SINI employees. The study findings indicated that only policy, 

behaviour. know ledge of IT and education have positive relationships with security 

awareness and practice both in workplace and home. Based on the result of Pearson 

Correlation analysis, the results indicated that there is a small positive relationship 

betvv een training and security awareness and practice both in workplace and home. 

Hovv ev er. the result gained from linear regression analysis were not significant 

lp . 
05). this may be due to the läct that the level of respondents understanding to 

answer the questions and the way of questioning. Overall, respondents have a high 

level of security awareness and practice both in workplace and home, however, the 

level of security awareness and practice in the workplace is slightly higher than the 

security awareness and practice at home this may be due to the fact that employees are 

likely to increase their awareness 111 the organisation as the security policies, 

procedures, law and regulations are available within the 01-allisations. Further 

inyesti(, ation is required especially with the training factor. It is suggested that 

uniyersitics should develop it security awareness training programs which elevate the 

employees* avv arencss and practice both in workplace and home. 


