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ABSTRAK

Potensi Teknologi Maklumat telah disedari oleh negara membay%&;an

mentransformasikan e-kerajaan. Namun projek e-kerajaan yang berja erlukan
pelaburan yang secukupnya dalam pengurusan keselamatan mak]\* alaupun

pengurusan keselamatan maklumat bergantung pada aspek teknikal dan sosio-teknikal,
sorotan literatur melihatkan kurangnya penyelidikan ilmiah dan prolggSi®nal terhadap

budaya keselamatan maklumat di negara membangun. Oleh ity kajidn in1 bertujuan
mengis1 jurang literatur dengan mewujudkan satu kerangkakerwiaaya keselamatan

untuk e-kerajaan di negara membangun. Sehingga Kkigi, Otkatan berasaskan
penyelidikan deduktif telah digunakan yang merangkumigSgro®n Igeratur, memilih

kerangkakerja bersifat teori yang relevan, merumus hipo ertd mgnibuatkesimpulan
jme a pengaruh
dambif e'n@lkan

logik dar1 hasil kajian. Kaedah kuantitatif telah dieksploit
akerjaj di utk#nelalui
Confirgalory JFactee., dar1 312

fakta-fakta sosio-technikal terhadap keselamatan
erk.hghae Awagy' Malaysia.
"ﬁ'ﬁ kesahihan

Analisis Exploratory Factor diikuti dengan Analism

respons Kkajiselidik yang dilaksanakan di JabT

Permodelan Structural Equation juga digunak
kerangkakerja. Penyelidikan ini meluaskan Mﬂ

keselamatan maklumat dan bidang e-ke
persilangan kedua-dua bidang. Ia memberi

kerangkakerja. Kesahihan dan kebolehpercayaan ke
teor1 tentang

npuaf analitis terhadap
lamatan maklumat
patut dilaksanakan secara berkesan de

Pan 1MmMeEngamrase
menguj1 faktor-faktor sosio-teknikg % e T i\ gaimana 1a mampu
mempengaruhi  keselamatan mak]lumaR L 1R mer@‘kkan bahawa budaya
keselamatan sangat penting diwujgadK¥ hbAdokeberkesanan keselamatan
digunakan sebagai panduan

maklumat organisasi. Kerangkakerja .
kepada pengamal e-kerajaan d J mak@maklumat dan member fokus
iolta@'kal. Ia juga menyatakan manfaat

: il
dar1 sudut yang berbeza iai :erspe 1f s
dy{@saiau yang bersesuaian untuk

untuk mengklasifikasikan — kayala
' selaﬁaﬁ maklumat.
&

meningkatkan kesedarakwrja tegh
N O

’ (J‘O

S

C—)
S
S
)




ABSTRACT

.3

Significant potentials of information technology have been realized b% oping
countries by investing in e-government reforms. However, successfuéx -gayernment
project requires substantial investment in information security managciifgt. Though
effective information security management depends upon technical 10-technical
aspects, review of literature reveals the lack of academic and professiaal research 1nto
information security culture from these perspectives in developinw ries. Therefore,
this study aimed to fill this gap in literature as well as in develg@gng“a security culture
framework for e-government in developing countries. TofthisNEnd, deductive based
research approach was used which included reviewing mRgl® litd‘ature, selecting
appropriate theoretical framework, formulating hypotheseS§gIt nak'n%deductions
from the results of the study. Quantitative method was expl8ited fo exalmigegthespcio-
technical factors’ influence on information security as fth fr@ork.
The validity and reliability of the framework 1s der cEll-égt d from

Public Service Department of Malaysia from 312 vali8 e fough ¥Xploratory
Factor Analysis followed by Confirmatory Fact na }\If o, Structural
e 1dity\0 ework. This

L

Equation Modeling was also used to demonsegate (Re v -
research contributes to extending the exist 5wﬂnricl nd@#ficoretic® knowledge of
information security and e-government fiéigg by gnalyticallty cusi@?ﬁn the intersection
of both fields. It provides insights to how Mormagion ge®tyity,stuld be done in an
effective manner using a socio-technic%woach. o xXanjnet £Q jo-technical factors to

determine how it affects information Seguri . ;t ndicses that creating security
cultural 1s significant to improve t | '

1 ﬁm@on security. The proposed
framework can be used as a guM™ ernif practitioners to focus on

information security from diff = sQci@-techddeal perspectives. It would be
beneficial to the e-governmgnt assify suitable controls and solution
to increase the awareness oW stelrity.

Vi
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