CHAPTERS: FRAMEWORK DEVELOPMENT | ( \:

This chapter aimed to describe the development of the infomatioTrity culture
framework for securing e-government services that emerged frow ng theory, the

technical factors

literature review findings, and data analysis results. The

frathework are also
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Since the socio-technical security area 1s congd®gdin th % tage& development,
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influencing security and the development of a specification §

discussed.

5.1 Socio-Technical Factors
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e Compliance

It is widely recognized that many security incidents are caused by human beha

iox %tﬁer

than by technical failures. Security breaches perpetrated by employees we ental.

This demonstrates a negligence or ignorance of the security policies of Nanization.

Employees often are not aware of the security consequences of their

T and do not
understand enough about the impact of their security decisions. Thig can ¥e resolved if a
wwes’ behavior to

clear vision from senior management is presented to influence

1% thegsecurity policy.
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protect the organization’s information assets through complia

e Ethical Conduct

Ethical conduct can be used to control the behaviQr of ®mployges_ an

codes for the company. Codes of ethics and con®ct “ le security

* \12& resp;?i’b
awareness, as users are held personally respoeM ISUlT] umié u

ty practices
are implemented, reducing the security rislN

a major role 1n addressing security probl%
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Security culture 1s a set of 1nto tion{l oy’ Cla
what is acceptable and &N not' in r™ation Lﬂéﬁfonnation security, the assumption
. .

eCurity e 1S @ﬁ?mraged and what is not, and the way
, jon s§ u&tyé‘ﬁxe organization.
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e Security culture

teristics that the assumption about

about what informati
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security policy 1s to define the user’s (i.e., employee’s) rights and responsibilities in an

organization.

e Security Awareness

Information Security Forum (ISF) defines security awareness as:

information security.

e Security Training

There is a strong belief that security trai information security.

Without security training programss S bs%e weakest link and the

organization will still be at risk. O
culture is 1nculcated througl%
minimize risks to informa assets.

people’s mindsets and b&or to
e Top Manag@nppﬂ )

Executive s can be helpful in pr\t@:btmg an effective information security program.

tlonl neegtid ens \that an information security

hd&rareness raising, in order to
- per I(}'{mg and education help change

anagemgnt support refers to the degree to which senior leadership understands the
a%the information security function and the extent to which it is involved in

a security activities.
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* Information security structures

Information security systems are mostly defined as systems that protectcnbgarion

assets from harm or misuse. Traditionally the main information security s&ic § are the

preservation of confidentiality, integrity and availability of infaggation. Security

mechanisms are the technologies that provide the security services; forqgxample digital

chanisms. These

hentication, and

signatures, firewalls, antivirus, intrusion detection, and access cogtrol
types of technologies can help in providing confidentiality, i rz, a

L
N.

thoc@a theoretical
agvemment. These
¥), socio-technical

els, standards and best

non-repudiation services for organizations’ information segatih sySte

5.2 The Framework Development

practices.

been identified as an oppOrunpy for

Alnatheer, 2015). &\

Based on the ¢ %usi

consolidated % & SOgb
C

didate factors

Security culture has been an ; po?n! topi

reyl
b esg z
E,hxl; set the influence on information security

based on the literature}EView analysis are:

dimensions

effectiv

-teChnical dimension: which includes (Legal & law, Compliance, Ethical

ct, Security culture, Security Policy, Security Awareness, Security Training,

Top Management Support)
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* Technical dimension: which include (IS structure)

Furthermore, as discussed earlier, cultural factors might influence the efft&of

security management practices and more particularly security culture. s

In addition, existing research has shown that information security W; have positive

wp & F HWM). Other
®

information security management (Chang & HJIN

. S
2011; Knapp et al., 2007). The extent to m

influence on information security effectygeng
structure has a direct impact on the Ivene
% co

et al.

e 20@ Management
1ty é:tiveness (Brady,

1., aﬂ ). Information system
@' security (S. M. Alfawaz,

. Y
1S %cial factor for information
security effectiveness (Al- E@md Eloff (2005) stated that

mee
security culture of the organizatal' wi% - ﬁhp information security complhance

with the security policyl Th¥e is @elatio ghtip between security compliance and
PN Gree 99). ENIf and Eloff (2005) argued that it is
¢

an glemems

support and security culture also have a p

2011). Researchers have indica

security culture (D'

necessary to ident)

practice, humagy 1S4
of the whol %

ethics factors are@portant for addressing security problems. If such a

ﬁlcti;? policies, guidelines, standards, codes of
* i@nd legal issues which affect the effectiveness
in ord¢e to:dqii%' strategies that can minimize their weakness.

, tecgn@logy,

acking, prosecuting people who commit illegal actions will not be eftective

WO ?
(C , M06). Chang and Lin (2007) indicated that management support and security
cimcedad a positive impact on effectiveness of information security. Further, Chang and
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Lin stated that effectiveness was significantly correlated to basic security principles such

as confidentiality, integrity, and availability. q

g

e assessment of

Based on the results of the data analysis in chapter 4, with regard to

scale reliability, EFA and CFA of the survey data, the assessment of th

showed that the measurement scales, which were used to cap rem
luq of

ronbach’s alpha

cale rehability
meaning of the

framework constructs, were reliable, as indicated by the hig

for each individual construct. The 1tem-total correlation y were also

alt aR)'n of scale

cove E'appropriate
ctor %m EFA were
| Fo&ch construct, the

u(‘(%nonstrated adequate

_ N
at g@ measurement scales for
a Q@onceptual definitions. The

e@lly were used to develop the

q
N
1&/ that the information security

results of the CFA provided the ﬁn%
reliability and validity. In conclusio%
the constructs were with very gocN bili
framework. In addition,

culture 1s 1mportant fag& |

on security effectiveness (S. M.

Alfawaz, 2011; M. A. AR
Ferrante, 2014). Tof

Therefore securiy§ Yulpre 1 ation factor between all of socio-technical

, JBas

nts the framework hgdwre 5.1.
e

factors and scé n the comprehensive review of the literature in

Figure 2.3 o0r¢

%ﬁ e information security culture framework for securing e-government the main
h

is to be tested through the subsequent survey phase are summarized in Table 3.1

(refer to chapter 3)
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Ethical/Cultural
Ethical Conduct

Legal/Contractual
Legal & law, Compliance

Effective e-

Operational/Procedural government

Policy, Awareness, Training

e —— e T ————

Administrative/Managerial
Top Management Support

Mechanical/Electrical
IS structure

Figure 5.1: Information Security Cult

5.3 Chapter Summary \E
cevelzment Jeps

comprehensive literature review ghd d%
this framework in subsgffueity tagesl of 1
the results form ﬂle{&or C
framework assessn%whi +
chapter 6. %Q'

This chapter presented the

i 1 gits. As the study aimed to validate
§ rese %process with a survey questionnaire,

lthe @fors that were used in the subsequent

1S einttg:'?n the structure equation modeling next
N
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