CHAPTER 4

FINDINGS AND DISCUSSIONS A :

4.1 Introduction Vz

This chapter presents the findings from the data analy discussion of the

findings. Data collected and analysed throughout the @Se@explained
in detail in this chapter.

® \Y.
| S

s b 3§

4.2  Risk Management Processes DevelopWr M\ dies f@usinesses

As presented in Table 4.1, the step$ of managem

previous studies is grouped followingmm pur
outlined for each step follows the;rpo; Ofﬂ r%i

7}
2018 Risk Management Guideli able 2+ als shoﬁ?ﬁt there are common steps

autRor suc@ risk identification and risk
)

of risk management d Vek?ﬂ)y a,
S

procEZ developed by
of Si@SteP' The purpose
m&eps in the ISO 31000:

treatment.

A benchn@et tc@ne th@'st common risk management steps in
o
the risk mana:@ste deve edlbyé%éleven previous studies. The benchmark is

4

only steps ear in at lgastiten ogche articles is considered as common steps of

_ tode <

risk Kk nt process. After applying the benchmark, there are only four common
&

management proc&s as presented in Figure 4.1. The common steps are risk

ste&
%caﬁon, risk analysis, risk treatment, and risk monitoring and review. The

Glanation of each step is the concluded from previous articles from Chapter 2.
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Step 1 — Risk identification.

The first common step is risk identification. Risk identification is a pro?‘ﬁ
identifying and understanding any possible risk that may affect the o% s of
business. Risk identification aims to find, recognize, and describe risk ight help
or prevent a business from achieving its objectives. It is crucial to ideutify all internal
and external risks that affects the achievement of business obj eitiVNeaving risks out

l

Risk identification can be done in various usin \W‘ools and
Ips busine wﬁe@ome

ess{ elie@' existing

Din béwtilize y reviewing

may lead to disruption and destruction of the business.

techniques. Combination of different methods to ident

out with maximum number of risks because thi

knowledge and experience. Some tools or n% hat

documents, and information gather\%ganization

prospectively or retrospectively. Re ctive ris\an e

n @ investigate risk
j@‘ﬁed from incident logs

N
S ar@risks at ha@ t yet occurred but could

or customer complaints. Prosp

AN RN
happen sometime in the ﬁmﬁi 1‘ N
ay

sources, potential'&ents, lt

addition, busin& IS 1be t@fsks in terms of something that can be
¢

controlled a rrected o helpifo

(Q 4 b)

4
Ak analysis. \Q}’T

e
@nd common step is risk analysis. Risk analysis is the process of assessing all
i

St

& n the business. This step aims to understand the nature of risks and its
aracteristics which includes the level of risk. At this stage, business owners measure

the frequency and severity of each risk. Severity is the outcome of the risk event, which
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affects the business objectives. Frequency is the chance of the risk event to happen. At
this stage, business owners must learn and understand the business risk toleranc

This process can be done quantitatively, semi-quantitatively, o itative.
Organizations typically use qualitative methods for its simple‘&ods like
brainstorming and evaluation using multi-disciplinary groups. However, qualitative
method includes intuition and is subjective which lead to biaﬁygradation of the

By quantitative method, business owners can u oba 'liwpress the
"AX

chance of the risks occurring. The probabilities values e expressed.as fres\ﬁ&cy of

quality and validity of the result.

risk happening, which can be obtained objecti y % i or\s¥jectively

estimated by the business owner. Apart frw, thet

measured. At this stage, business ONQH determi he@gthe risk level is
acceptable when compared to risk a%e of the \meﬁg A

N

Risk level can be determi combiningzthe frzQ cy and severity of risks.

The risk analysis equation %bt\gt Tazkg consequence X likelihood”.
d .

a
For example, a risk fre% severity a rziteﬂb)m one for lowest frequency and
\fw &

severity, to five fo wighes‘ cy oréﬁvérity. Business owners can also use
terms or Variabépres .illues Cié/ “highly likely”, “unlikely”, “likely” or
“highly like %the eque Gf Qs?g, and “negligible”, “significant”, “major”,
“catastr%iﬁgr s ‘grity Q.\\assist other employees that might be less
kno eable. If a risk has @’erity of 3 and frequency of 4, the risk level is the

@aﬁon of both values that is 12. At this stage, business owners must set a
G hold of acceptability, which is the risk appetite. The risk levels can be presented in
r

isk map. An example of risk map is as presented in Figure 2.3.

S.
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Step 3 — Risk treatment.

The third common step is planning risk response, risk mitigation, or risk tre 3
After obtaining the risk levels, risks can be ranked from the highest level %\west

level, or the highest priority to the lowest priority. Risk treatment aif%&elect and

implement options for addressing risks. q

There are several methods that can be used by busine OWN to respond to a

risk. A guideline such as risk management matrix as in' Figure 2.4, or

combinations of different strategies can be useful for busSimess o HME, decide,

e risk fac Iie @ents

is'to % roba@t'y of risk
o

ersﬁcon uenc@ risk.

The mitigations actions are to bédimplemented by usi@ owners for every

risk. This is because the business o%are the \ano now best about the risks.
By S

Mitigating risks is not only for% risk'g but alsa po((/' risks. Business owners
x X i@t the risk to create wider

can always exploit the ri re
opportunities. Howeveqtltil}giﬂ i I}I{ﬁ@ons action is not cost effective,
therefore, the actio W be V‘i \the usin (:ji/sk tolerance.

& &

N O §

Step4—RisE %ori and vicw.(-}
\
The finer}

i s and requires con@b’ monitoring. Regular and constant monitoring is

and implement the risk mitigation actions or treatmen
or actions may vary but have the same objectiv

happening, and to provide protection againstithe

n stép.is ri mon'ﬂ&mg and review. Risk management is long term,
con
i X]t to ensure the decisions implemented were correct and correctly implemented.

n addition, risk monitoring and review aims to ensure the underlying problems have

ot changed so much until a revised plans for managing the risks are required. Risk
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monitoring and review aims to assure and improve the quality and effectiveness of

process design, implementation, and outcomes. Y

Business owners are recommended to define a performance be@ for
effective risk monitoring. Risk monitoring can provide early warni signs of

increasing risk levels or identification of new risks. Early warnings giye some time to

business owners to decide on how they are going to rea toNs new risks or
increasing risk levels. Risk monitoring acts as a follow-up acti nd 1eviews for each
risk. A re-evaluation and re-scoring process will be need ens ewess of the
®
P I KA
risks after implementing mitigation action on them. stagej bu ss‘ o@s can
also include performance reports to review the iVeness Of itig@ actions,

e to@'nxd. techniques

for risk monitoring and controls incl ria reassess 4 ris@%lit, earned value

analysis, technical performance me%\ent, res\eﬁ?aly i '%'xd status meetings.
YV S
“« Q-
~ Sj RN

%‘ Risk identification
S NN &

and for variance analysis, earned value data,‘and foreca

‘v’

Risk treatment

)
&
$ ) -
S

Risk monitoring and review

Figure 4.1: The common steps of risk management process from previous studies.
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Table 4.1: Comparisons risk management processes by prevﬁs‘audies.

Purf[:) (;ls:‘:,)lfnlgsll;glgligg(e)m;; 1t85 tep Crane et al. (2013) Raml()fzﬁzlgsman Ta];li::zssﬂdaz 0 E) Baranoff et al. (2009) Srinivas (2019)
Establishing the context. Determine the Common Communication.
To identify business objective, purpose, issues, and | terminglogy{and
environment which organization consequences context. |
seeks to define its objective and criteria. \d
risk criteria. ’ " 4
Risk identification Identify risk. Risk identification. @ennf r i -ﬂﬁentification. Identification of
To find, recognize and describe T risk.
risks that might help or prevent an Y.
organization achieving its \ G
objectives. C")
Risk analysis. Measure risk; assess | Risk assessmerhv Risk profiling. Risk assessment.

To comprehend the nature of risk
and its characteristics including,
where appropriate, the level of risk.

risk bearing
capacity.

& o

Kkﬂé%s:{nd
%

\

Risk evaluation.
To support decision by comparing

Evaluate risk
tolerance; set risk

Deter k
aP

'_v

‘i@w

\Rls
IP.

pacity and
iling; risk

the results of risk analysis with risk | management goals. 4 strategic evaluation.

criteria. ,\ ‘\\ O

Risk treatment. Identify effective ‘/bg‘e‘ w & Response / treatment | Risk mapping; risk | Risk response
To select and implement options risk management; \@a (‘%J option identification | management planning.

for addressing risk make a decision a ) and analysis; alternatives;

implement the % i
&

i

Ao )

response / treatment
implementation.

comparison to
current risk handling

Monitoring and review.
To assure and improve the quality

and effectiveness of process design,

implementation and outcomes

Evaluate theg&lt‘s.

<&’

Monitor; review.

Ongoing
monitoring.

Monitoring and
controlling risk.

N
S
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Table 4.1: Comparisons risk management processes by previous Sﬁ&s (contd.)

Purpose of risk management ste Demek et al. . . Verbano & Naude & Falkner & Hiebl
fI:)llowing 1SO 310%0: 2018 b (2018) Panigrahi (2012) | yo0ivini 2013) | L ERWETe 2016) | oyiiveshe (2017) (2015)
Establishing the context. Objective Corporate and Establish the
To identify business objective, setting. management Wtext.
environment which organization objectives. N
seeks to define its objective and \d
risk criteria. l e X
Risk identification Event Identify. Identific%.\ J#ie ythe risk. | Risk Risk
To find, recognize and describe identification. 4 \/‘T identification. identification.
risks that might help or prevent an Y. Q\ X"
organization achieving its °\ ) {\
objectives. C") \_9‘ s
Risk analysis. Risk assessment. | Assess & ‘Mati n. lysis of the Risk analysis.
To comprehend the nature of risk analyse. (—) >77 ANrisks.
and its characteristics including, \b [ A Q‘-_q“’
where appropriate, the level of risk S \} N
Risk evaluation. . ’\)\ § Evaluate the | Risk assessment. | Selection of
To support decision by comparing T I ( 0 risks. methods.
the results of risk analysis with risk % \.’ &
criteria. 2N NN @)
Risk treatment. Risk response. Plaﬁgtﬂ')n '\;f Tre@nt. Treat the risk. Risk response — | Strategy
To select and implement options \ ,} 1 (_%J mitigation implementation.
for addressing risk c’) I - d s strategy.
Monitoring and review. Control nitPr’& ) <N‘vl]onitoring / Monitor and Risk monitoring | Control.
To assure and improve the quality | activities. plemént. £ 71 auditing. review. and control.
and effectiveness of process design, A Measure & c.}/
implementation and outcomes ‘\v control. b

Si
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4.3 Risk Management Process for Micro Business Using ISO 31000: 2018 Risk
Management Guidelines as Basis \
In comparison, the ISO 31000: 2018 Risk Management Guidelin dellops a

risk management process with six steps. The steps are scope, contexTriteria, risk
identification, risk analysis, risk evaluation, risk treatment, and DW g and review.

Table 4.2 presents the comparison of risk management ste de? oped by ISO 31000:

2018 with risk management steps present in the risk ent p clzsse eveloped
by previous researchers. ¢ \Y'
g
s \‘,2"
Table 4.2: The comparison of risk manageme \'d(m risk mafagement

Scope,

ISO 31000: | context, ARisk Monitoring

2018 and “treatment and review
criteria
Crane et al.
v v
(2013)

Ramly & Q
Osman \
(2018) j

Bensa, 4 ¢ o
v

Taghedut | & | v v v
\!})
anoff et
v v v v v v
al. (2009)
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Srinivas

(2019)

Demek et

al. (2018)

Panigrahi

(2012)

Verbano &
Venturini N

(2013)

Ekwere

(2016)

Naude &

Chiweshe

(2017)

Falkner &

Hiebl

(2015) c

-
From Ta@her e W si %ities and differences between the ISO

risk manage@ces aild /jous &Ddies. In the previous literature, four out of

eleven s@sea? aveth sa@isk management steps with ISO 31000 that are
"l S

risk mahagement processes dev d by Ramly & Osman (2018), Bensaada & Taghezout

&

( Baranoff et al. (2009), and Ekwere (2016).

Combining the common risk management steps by previous studies as in Figure
0 with the ISO 31000: 2018 Risk Management Guidelines, this thesis proposes a risk
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management process for micro business. The risk management process is as presented

in Figure 4.2 and explained in the following paragraph.

1. Establish the business context

Yv
N
e
v \/Y"

2. Risk identification
g ‘d: |
3. Risk analysis .\d
"aX

4. Risk evaluation Y'

NV

5. Risk response “s
X7 . _\O

6. Risk monitoring & review N

-

o
? d
Figure 4.2: The 11 a ENSS
z N
Step 1 — Establish the business conte P 2 éj"

A business conte@bli Jd by alysi@e business. There are a few items that
NS
must be identg &the usines o‘x»lne n analysing the business such as business

jectives, risk man ent objectives, background of the respondent
4
or bu:’ &ner, business gtal@ders, and business products. The business owner
als

l’l‘ll\ dentify their risk tolérance and available resources. For micro business, the

icro business.

B

of the business can be determined through documents analysis, interviews, and

Olk-through observation of business premise.
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Step 2 — Risk identification.

After establishing the context, the business owner needs to identify its risks. T&
have proved micro business owners have limited knowledge and s@ risk
management process. Therefore, a suitable method must be chosen ify risks.
This is to ensure all risks are identified and no risks are left behind. '&?sure all risks
are identified, the business owner can start by identifying all problems’and issues faced
by the business, how the problems and issues impacted Ee

s]s, and how the

problems and issues are mitigated. The problems and, issu Widentified

prospectively or retrospectively. é ' _\"}
The problems and issues are then transw ris% of pr Blems and
i

issues to risk impacts, and problems and isw gati

technique. Problems and issues can ategorized into di ere@es of risks. For

example, any issues that affect mo wing in $t @siness is categorized

N
as financial risks. The translal%‘n issﬁes a grob(ls‘? to risks helps business
owners to differentiate bet %ne] ems a@iness risks. It is important to
E busi

distinguish between t t0 ensur esd d@'are managed well to reduce or

s

4 &
terminate the likeli of the l'i \happenim%ﬁn‘d the impacts of the risks if the risks
&

occur. \ : ' L}
5 ?’ >

Ris@sis is done by scor@bﬁe risk. Business owners are required to assess the
hExd and impact of the risks using retrospective or prospective method. The
ssessment can be done using a risk assessment scale of 1 to 5 as presented in Table

.3. Risk scores can be obtained by multiplying the probability with impact of the risks.

The risks scores are used to rank the risks for the next step.
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Table 4.3: Risk Assessment Scale for Likelihood and Impact &
Score Likelihood Impact
1 Rarely happen Insigni

2 Unlikely to happen Mlq
3 Possible mcant

4 Likely to happen zMaj')r
[ ]
5 Almost certain Citaw
®

Step 4 — Risk evaluation.

Risk evaluation is an important stage whefe,the,risks ped @YG. risk matrix

according to the risk scores. The risk % ased on

risk analysis step. The risk matrix %}HOW ﬁp‘b

@off et al. (2009) and
N
modified risk matrix by Hamir here the niatrix is@ded into four quadrants:

(i) low likelihood, low imp xwlli 00d, hig i@aet, (iii) high likelihood, low
#npa

impact, and (iv) high l% , high .}{‘iskée categorized according to their
’
scores where a low \%s ri lr tweeg_znd 3, medium risk is between 4 and

ext@ risk is between 20 and 25. The matrix

! (?
xl;en@ igh, medium, and low risks. The 5x5 risk
NS
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Almost

certain Medium High High
i (5) (10) (15)
Likely Medium Medium High High
4 4 () (12) (16)
o Possible Low Medium High High High
S (©) 3) 6 ©) 12) (15)
% Unlikely Low Medium Medium Medium High
= 2 ) ) (6) (€)) (10)
— Rare Low Low Low Medium Medium

M (M 2 3) 54) . ®)
Insignificant Minor Significant Catastrophic

(M ) 3) 4 )

Impact |
Figure 4.3: Risk Matrix modified by ( 18)'\d
®

Y

Step 5 — Risk response. ' _{'3

4

Risk response is a process of modifying risks lementin igatibnyactions to
m«g\ e
reduce likelihood and impacts of the risktwspo 2& is tolbe made accordingly to

the risk tolerance stated during establisw scope,

A

the decisions to mitigate risks mu t%ithin @\ges i éqty and resources. The
risk response planning uses @)m nas délle O)Baranoff et. al. (2009).
Baranoff et. al. (2009) cons the (%IZ[@HM risk management matrix
with pure solution. The%s onseJ%J :

S{l i gle 4.4 is used as a basic guide to

mitigate risks. Bus'& wnersi ca\ diffe@%nethods such as insurance, selection
of suppliers, pr%i n capaci

queré()rgy planning, networking and cooperative
¢

J

relations, asa sectritization. T .\es methods can be applied according to the
quadra here the ﬁ;ﬁ-];in. @n\] the risk scores and colour coding produced in

N
the s step of risk rnanag&ient process, the risks will then follow the mitigation

L

act according to their respective risk scores, as modified and suggested by Hamir

G) 8) in Table 4.5.
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Table 4.4: Risk responses by Baranoff et. al. (2009)

Low likelihood High likelihood Y.
Low impact Retain Reduce c\

High impact Transfer Avoid
Table 4.5: Risk likelihood-impact, risk score, risk response, and#igk mitigation
actions
Risk Likelihood- !
Risk Score Risk Resp itigation Alctions
Impact .

Low Likelihood High Take actions to reduce
Transfer
High Impact (9-16) impact of risks.
High Likelihood Medium Take actions to reduce
Reduce
Low Impact (4-8) likelihood of risks.
Low Likelihood Low Maintain current risk
Retain
Low Impact (1-3) mitigation actions.

\Y ~)\
i N
tep 6 — Monitoring % w. ( 0-

d s
After mitigations ac%ﬂsare i Qf_é’

ted on ri the risk level must be monitored. It
is important to note ther
¢

©

ent gt reduce the likelihood of the risk, or the

!
impact, or bot(ﬂ’w risk treatdiend doCs} t affect or even increase the likelihood and

: : : N : :
impact % A thej) in 'g ownqé?nust have plans whether to accept the risk or find

alterE atSes. he decision on al@atives must be made within the business’s resources

a Ntolerance.
Monitoring and review must be integrated in every step of risk management
ocess to ensure a smooth progress. In addition, risk monitoring must be done

periodically to ensure the risk treatments are in place. Apart from that, it is crucial to do

118



periodical review to ensure new risks are not left out, and risks that are well managed

and already mitigated are well attended, so there will be no waste of resources. Y'

\

4.4  The Practical Usability of the Risk Management Process \

The evaluations questions handed to the respondents are returna within four to

six weeks. The evaluations given by the respondents are attac pendlx C of this
thesis. The evaluation by the respondent is filled in the far-igh two'columns of the
table in Appendix C. For each question asked, the respon swer The

following explains the details of findings for each ste

Overall feedback on the risk manageme ogess

All respondents agree that the risk m t process rac@ and easy to use.
However, some respondents reque earer gur s of business issues
and business risk. Although the nt under nd thfi&lbusmess risks, they cannot
clearly describe the risks El:r ds. All re dents find they can do risk
management using tH ana benj r!;c by themselves. However, the
respondents pref er Ve a rrtk rs or e ultants that they can refer to if they
face any probl to : 'rnent(} summary of comments and evaluations
from the re e s is 15' TQ&)? 4.6.

N\
A4 Y;é\
the business conte t(-}'
irst step of the risk management is to establish the business context. All
ndents clearly understand their business background and business objectives.

owever, they have trouble understanding the term ‘“stakeholder”. Since the

respondents are sole proprietors, Respondent 2 finds she has no stakeholder since she
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manages the business alone from taking orders to posting out the products to customers.

Meanwhile, other respondents understand the term stakeholders as other assw

agents, investors, mentors, and group leaders. They also understand the p%\tb

are selling. Respondents that process and produce their business prod scratch

have clear understanding of the products they are selling. Similar to réspondents who

are business agents that receive products from the headquar understand the
hz pro

journey of the products from manufacturing process u '1ucts reach the

customer. However, the respondents do not fully understa Ms capac1ty
and resources”. All of them have enough funds to r their cust rsl if @e are
any damages on the business products. Sorne ta e ex cautu& to ensure

eadqué;zs. return and

mes@aaty in detail.
BNV
S

&

there is no need to refund while some of thew us

Risk identification.

The second step is risk 1d res e_nés%n easily figure out an issue
faced by the busines% an al; bdy}l'neée impact of the issues to their
businesses. Howev ey fac el ties w <<{anslating the issues to risk and the
impact of the is es t pa ' ks espondent seems to understand the risks

they are facing'bu hey ave d 1(:{1t1® explain the risks and its impact.
d b-).r ‘Z'

step is risk analysis. All the respondents have no issues to score the risks using

G uides given. They can also easily calculate the risk score given the formula.

120
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Risk evaluation.
The fourth step is risk evaluation. All respondents face difficulties to map their r1
the risk matrix. They need more explanation on how to read the matrix, an%\) put

the risk in the grids. After explanation, all respondents easily map the r o the risk

matrix. i
Risk response. z '

The fifth step is risk response. Respondents understan can ewmtigation

'Y
actions for the risk they face. Some of them even have,implemented t is‘< @aﬂon

action on their risks. For example, a responden llsg@ and{ggsj already

provide a conducive environment for the Elw VOid\the irds fraébeing stressed.

Stressed quails will result in bad me& a k
business. One of the respondents a@\at it is \\f% @prietors to decide on

0 S
mitigation actions alone. She omeone whoe she <c$@- iscuss with to help her

decides the mitigation acti Erel ents have risks that yet to have mitigation

d eggs fec cashflow of the

actions. They find the%e onse" ;:je}?‘ i@ble 4.5 to be useful in making
@ \ (J

decision and keep th@wisks in r
T $
N oD, S
MonitorinE s%view (_}
\
P

The final's monjtoringfand review. The respondents can monitor the risks if there
are Qanges in risk score@; can also identify whether the mitigation actions
t Ip in reducing the likelihood of risk, or the impact of risk, or both. However,
he'respondents are not sure whether they can find alternatives if the current mitigation

ctions do not change the risk score, or even increase the risk level. Some of them

needed guidance to help with deciding mitigation actions for the risks. All respondents
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the risk management cycle to ensure

continue

attended.
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Table 4.6: Summary of comments and evaluations from respondents on the proposed rii \hagement process for micro business.

¥
Proposed risk
Respondent 1 Respondent 2 spondent 3 Respondent 4
management steps \,
A v 4

Understand business | -  Understand business ‘Understand business Does not fully understand

background and business background and busines, a eLro d and business business background

objectives. objectives. Fully understand business

Establish the
business context

Business stakeholders are
only business founders
and leaders.

Know business product
and  understand  the
product flow  before
reaching customers.

Can identify business
capacity in monetary term.

- No business stakehold

since she manages
business alone.

- Know business roxc
and unders@
b

product f

- Can id
capacityai

Y

reaching C!ﬁtome SmIN

S
Q- resources in
&

jectives,
isu drrstﬁ};g the term

akeho {%e"}.
< w “buisiness products
and

the
before

Junderstand
pr t flow
r@qﬁﬁng customers.
~“Understand business
apacity and business
monetary
term.

objectives.

No business stakeholders.
Know business products
and  understand  the
product flow  before
reaching customers.

Does not know business
capacity and resources.

Risk identification

Can identify business
issues and impact of the
issues.

Can translate issues to risk
and impact of issues to
impact of risk.

- Can
i

Can identify business
issues and impact of the
issues.

Can translate and
understand business risks
and impact of the risks but
cannot give a clear
explanation.

Can identify business
issues and impact of the
issues.

Can translate issues to risk
and impact of issues to
impact of risk.
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Risk analysis

Can score risk likelihood | -
and impact.
Can calculate the risk | -
score.

Can score risk likelihood
and impact.

Can calculate the risk
score.

- Can c e the risk
score,

- Can score tisk likelihood
and impag.

Can score risk likelihood
and impact.

Can calculate the risk
score.

Risk evaluation

Cannot map the risks in | -
risk matrix.

Can easily map the risk in
risk matrix.

- Cannot map the risks in
risk watrix.

\,

A v 4

Can easily map the risk in
risk matrix.

Risk response

Can decide on mitigation | -
plans and actions within
the business capacity.
Risk response quadrant is | -
helpful in deciding risk
mitigation actions.

Can decide on risk
mitigation  plans  an
techniques.

Still have risks that ha
no mitigations hence

guidance from otheIY-

‘€an hdecide and have

Iready 4 applied risk
iMa ions.

11 ri itigated.
- is res%_ se quadrant is
keep the

ful~,
\mltlgﬁﬁans in check.

Can decide on risk
mitigation  plans and
techniques.

All risks are mitigated.
Risk response quadrant is
helpful to keep the
mitigations in check.

Monitoring and
review

Can monitor any changes | -
of risk scores.
Can identify whether risk | -
mitigation actions reduce
risk likelihood, impact, of
both. -
Can find mitigations
alternatives if  current
mitigations do not work. | -
Can set schedule to review

risks, risk treatments and

continue risk management

Can monitor a@dng s |
of risk scores\

Can idengify that-lrisk
mitigation, act %&‘

risk im ﬁ
Not su Cam
st C rr

find at1
ij igatioh ac ohs
Can ts

s, rjsk and
’Q:Iklti i @gement

Ca&ﬁlomtor any changes
sk scores.
~“Can identify that risk
&rmtlgatlon actions reduce
@ both  likelihood and
i" impact of the risk.
Can find mitigations
alternatives if current
mitigations do not work.
- Can set schedule to review
risks, risk treatments and
continue risk management

Can monitor any changes
of risk scores.

Can identify that risk
mitigation actions reduce
both  likelihood and
impact of the risk.

Cannot find other
alternatives to mitigate
risks.

Can set schedule to review
risks, risk treatments and
continue risk management

cycle. %’) ! ) WIS cycle. cycle
’ <
NS
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4.5  Proposed Risk Management Process for Micro Business
The feedback from the respondents opens a door for better modificatiorwfﬂe
risk management process. There is no added or omitted step of the risk % ent
process that need. The risk management process after evaluation remal%e same as
in Figure 4.2. However, they explanations for each step is now different. The summary
of the risk management process for micro business is presente 'Ne 4.7.
-

Overall, the language level used in the risk manag roce'ss must be easy

.hda,[dto do risk
@

avy g
management. An example of a complete risk managementprocess ca sdbe ed as
a guide for the business owners. The followin ns % emen;;;or every

, the"ﬁisk nage process after

-]

owever, t expl@lons for each step

is now different. %% . >\YT §

Establish the business co \

The business context % stabli‘s' bdj icfemb‘mg a few items relating to the

business. The ite@usi@ round, ectives, stakeholders, and products.
The term ‘stake%r ust ed tt%rm that is easier to understand. Instead,

to understand and of lay terms. The business owners nee e

‘
business o %\‘l determi l(o @t?)eir customers, suppliers, and other parties
who ar olved indhei inessﬂ\.l\ke courier services. Business owners must also
identi eir business capacit@nswering questions like “how much can you bear in

\y term if theft happen at the business premise’ and ‘is there anyone that can

m;Et
@ ce the business owners to manage the business if the business owners fall sick’.
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Risk identification.

The second step is to identify risks. Business owners begins identifying risks byw
out the problems and issues faced by the business. Then, the business @w1ll
translate the problems and issues to risks. However, a clear definition ample of
business issues and business risk to assist business owners in translating/business issues
and problems to business risk. Business issues is any issues IMIEHIS that have
happened or currently happening to the business. Business Ya:

y fvents that have

happened, currently happening, or may happen again in futu acts the

need to identify the impacts of the proble

issues are then translated to impacts o&)

Risk analysis.

The third step is risk analysi R1 anj 1S @ proc s& f scoring the risks. Business
od a

owners can begin by sc%n likelih l'n fthe risks using risk assessment
2
\C&le is a

geéented in Table 4.3. Then, the values

scale of 1 to 5. The assessrr
of likelihood sc e an mp 's mu ed to obtain risk score or risk level.
(—) ’ C’)
< t, N\~
Risk ev% F o é\

Qaﬂon can be done kmg risks according to the risk score or risk level

L

0 \ from risk analysis. Though the micro businesses do not have as many risks as
ompanies, they are the most vulnerable group and the business mostly contribute

d
their current income. Therefore, evaluating the level of the risks is important but they

need an easier method to do so. The output of this step is a list of risks ranked according
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to their risk score. The ranking allows business owner to oversee risks with high score

g
O

Business owners normally already have mitigation decisions for the%isks identified.

that should be prioritized for mitigation actions.
Risk response.

However, they are some risks that are yet to have any mitigati Mn. Therefore, a

guidance to mitigate risks according to the score like in e 4.5 isi helpful for the

business owners. Apart from the guidelines in Table usindss also need

| g
someone who they can discuss with to decide on mitigation actio Tl’e@, the
presence of risk consultant is helpful in assisti 1neK 0 d@e' on risk
mitigation actions. V w} é

Monitoring and review. % \': =\
i ?( [}

-9

. Businesssewner st monitor their risk and

set a schedule to review th?'df\gfiecl
whether the mitigationfactienstare in place and
2 f &
the risks. Business (ws rnus]t \ose a scg.ule to do a regular monitoring on the
u

&
The final step is monitoring a

isk

n‘:o%()ring is important to ensure

[redh the likelihood and/or impact of

risks level. In additio si ers ngdn exposure through trainings, seminars,
¢ d %
or even websites, t@ varigus ris fig@ methods to help them decide on alternative
% N
risk mitigation¥if the furre Fitigen& do not reduce the risk levels. Business owners

mu be reminded that th@ management process is a continuous cycle, so they

agxi red to do repeat the process according to the schedule they set.
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4.6  Risk Management Process for Micro Business After the Practical Usability

Evaluation Y'

After the evaluation, the risk management process is easier to be urﬁ%\d by

the intended user, which is the micro business owners. The language rms used

in the risk management process are easier to understand, especially f@r users that are

not in the risk management field. The risk management process is“intended for sole
z pr

proprietor micro business owners. Therefore, the risk man ol:ess is designed

(g°]

e
as simple as possible to be fully utilized by micro buSiness owne anage th
[ ]

business risks alone but follows the global stand O 31000:; ]’3 _\ﬁ ris

management process also helps micro busin rs _to %o the.%‘zﬁ for the
| N3

business to grow. V 0\

However, there are some weaw} the risk ageI@%process. the risk

management process is not compre%ve. Ther\aget ﬂs\echniques, and tools
S
that are omitted from the IS%O: 2%18 risky rn:zQ ment process and risk

management processes developed‘by 1 ous uth?g}or example, mitigation tools
t

like insurance or asset itization cannot be Jug@ted to the business owners since
2 $ &
the tools can be &iive forlt ~IThe m&ds, techniques, and tools have to be
omitted for the { imph e bl(éﬁss owners can use the risk management
process with ease.
% ore, icatio?between the business owners with business

sta%rs might also be dif -c%‘r'since the business owner manages everything alone.

% ore, the micro business owners demand for consultant to help with risk

=

gement process. This means they still have difficulties to fully understand the risk

Qnagement process and requires help form someone who is more knowledgeable.
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Table 4.7: Summary of the risk management process developed for micro business by

this thesis.
\ w o 4
Steps Description
Establish the - Business information — business backgrounds, fob
business context stakeholders, products, capacity, and available res %
- Use questions and examples: &

o To identify business stakeholders

o To identify business capacity and avai sources
Risk - Clear definition and differences of business pro ms and issues,

identification and business risks

- Identify business problems & issues

- Translate the business problems & i sugmsmess risks

- Identify impacts of the problems a business

- Translate the impact of the pro ssues to riskimpacts
isks \d

- Scoring the impact of identified risk

Risk analysis - Scoring the likelihood of identi
- Calculate risk score by multiplyzing the risk like gd Tsk
ihood score x/impact s

impact (Risk score = li
Risk evaluation - Rank the risks according to theyrisk scgtre Ealcﬂated
- Output: a list of busine acc M}H% e rlskMre
Risk response - Guidance to m1t1g rlskzi able ‘U?

- Aid from nsk s lta decide, on mitigation
actions
Monitoring and - Monitor risk l t a sche ule'to reV1 he identified risks
review -  To ensure m1t1 ation gl{i reduce the impact
and/likeli the rlsks
- Rlsk m nt s con ous e therefore, business
own e repare ourep e process following the
sch _\“ 40
4.7  Discussions o Mal} em f’ ses Developed for Businesses
The first ﬁqu \‘13 e thﬁ.ésks what are the risk management
processes deve abl shows that there are variety of risk
manageme ses f:) @ferent areas of risk management in business.
There a thay/d d on our risk management steps like Panigrahi (2012)

and ivas (2019), and a J{%ér risk management steps such as developed by
a & Taghezout (2019). The variety of risk management processes developed
ates that risk management process can be customized according to the business

ecessity (Technical Committee ISO/TC 262, 2018). After comparing and grouping the
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previous risk management processes, the thesis finds that all previous risk management
processes converge to the risk management process developed by ISO 31000: 2?'

Figure 4.1 presented the common steps of the risk manageme@sses
developed by previous studies. The common steps are risk identification, analysis,
risk treatment, and risk monitoring and review. The result shows these four steps of risk

management process is sufficient for business to do ris Mement. A risk
od fo

management process with longer risk management steps r businesses as it

addresses more items needed for risk management in detail. However business
Ly

owners have limited knowledge and less exposure siness/ma elile@bdul

Rahman et al., 2016). Therefore, a long risk ma t s% iffiq@for micro

&
business owners to follow. N 0\ %
S
s br

4.8 Discussion on the Risk M.’%\]ent Pr ? oﬁE\a’ for Micro Business
@
Using ISO 31000: 201%& q Q(?

The second researc%on Is what is ‘tgrlsk management process for
micro businesses that L% 1 s 018 isl! l\’ﬁgemem Guidelines as basis. The

000:
) 4 &)
thesis compares t}w&e*nanaqe

ocessédéveloped by earlier studies with risk
management pr@ vel
¢

Figure 4.2. Eac p of the.ri r{anegjzment process in Figure 4.2 is modified and
N

SO @e 0: 2018. The outcome is presented in

simplifi riskdT ?nen@ess is formal, practical, and easy to be used by
mic&iness owners. The@ﬁiﬁcaﬂon is made so SMEs can apply the risk
m ent process to help them identify and treat their business risks (Ekwere, 2016).
Risk management is difficult to be fully adapted since it is time consuming and

eeds a lot of resources (Tan & Lee, 2021). SMEs especially micro business needs the

adoption of a proper risk management strategy because they lack resources to develop
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their own standard and respond to threats (Ekwere, 2016; Kriiger & Meyer, 2021). It is
known that SMEs especially micro business are vulnerable to risks which may?'m

failure of the business. Therefore, it is beneficial for SMEs, especially micr%\sses

to have their own template of risk management process that can be full on their
own. Q
4.9 Discussion on the Practical Usability of the nagement Process

Developed for Micro Business .\d
.y

The third research question of this thesis is how the developed.xi ﬁe@mem

process can be practical and easy to use for mi neSSO\Gl he a@;r to this

question is summarized in Table 4.7. The E agks fr spon@of this thesis
t

clearly show that they know and underN the@.lsiness. However,

A

the risk management process is V%&l‘ld info\\ga.%h g.lgcome strengthens the
Q
findings by Gao et al. (2013); W@ @

risks face

& Hamir (2020); um & Mahussin (2017);

Mitter et al. (2020); and Po?}u
The business o e limited k
4 &)
\‘be chan o0 a lay term. The choice of language

management term&w,gons I‘le
used is very inw for i
@

suggested by, Bensaada & T O{t (@)}1 ), the characterization of terminology used

:xl‘edg&n risk management. Hence, risk

mal@%ent process developers and users. As
o
for the agende gess isSimportant to ensure there is no misunderstanding

andﬂ'&mmunieation of inforfmation in the future.

part from that, the respondent of this thesis uses different and informal tools
Q ethod to manage their risks. As mentioned by Tudor et al. (2014), choice of risk
anagement tools is part of a complex and multidimensional decision-making process

131



that is hard to quantify. Therefore, risk management developers cannot put a limit on

Yv
N
O

This chapter presents the risk management processes develoEd by previous

what tools should or should not be used by the business owners.

4.10 Summary

studies. The analysis shows there are four common steps of ri?a. gement process.
by

A combination between risk management processes dev ]'revious studies

combined with ISO 31000: 2018 Risk Management idel es\psdc‘e a risk
NS

management process for micro business. The ris agement esl; fi icro

business is further evaluated by respondents to ari kﬁ] men@cess that

o o o
is tailor-made for micro businesses. N °\ ¢
<, )
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