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Abstract. This work shows a new design of substitution box (S-Box) construction for the
implementation in the block cipher. The S-Box is the only component in block cipher such as
advanced encryption standard (AES) that possess the nonlinearity characteristics. Hence, it is
crucial to properly design so that it able resist the cipher against known attack such as linear
and differential attacks. Thee construction is based on composition of permutation within the
symmetric group. This paper focus on the AES S-Box class which received 8-bit input and
produced 8-bit output. This bijective S-Box consist of 256 elements which later involve in the
process of composition. Initially, a set of 30 S-Box with high nonlinearity is generated using 30
irreducible polynomials under the finite field GF (2%). These S-Box is then undergoing two
rounds of composition which finally yield about 1.62 million S-Box. More than half of the
generated S-Box achieve the nonlinearity of at least 100 with the maximum recorded
nonlinearity of 110. This method also guarantee that the generated S-Box is bijective. To show
the security level of our construction method, a comparison to other constriction methods is
conducted. The methods introduced in this paper have slightly higher nonlinearity compared to
several construction with the value of differential uniformity not on the par as AES however
comparable to other similar heuristic construction.

Keywords: Block Cipher, Substitution Box, Irreducible Polynomial, Composition

1. Introduction

In today’s digital age, security assurance of confidential data is the most important aspect that needs to
be emphasized. One of the most popular security measures is by implementing the cryptography
schemes where every confidential data needs to be encrypted first before it is sent through the insecure
channel. Currently, the most widely used cryptography scheme is advanced encryption standard (AES)
which was developed in 2001 [1]. AES is a type of block cipher which adapting the substitution-
permutation network (SP-network) and used the same key to encrypt and decrypt the message. The
most vital component in block cipher including AES is the implementation of substitution box (S-
Box). This is because this component is the only one that provides the nonlinearity effect. Besides
that, according to the seminal work of Shannon [2], the S-Box also in line with the effect of confusion
which obscures the statistical relationship between the plain text and the secret key. As the most
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essential elements in a block cipher, the construction of S-Box needs to obey several good
cryptographic properties so that the cipher will have the resistance against a known attack such as
linear and differential attack. In most literature that is related to S-Box construction, the essential
properties that need to be quantify are the balancedness, nonlinearity, differential uniformity and
algebraic degree. All these properties will be discussed in detail in the following section.

Basically, an S-Box is a nonlinear mapping of a Boolean function of n-variables to m-variables
that can be defined as S:{0,1}" — {0,1}™ where {0,1}" is a vector space over GF(2™) or simply
notated as (n, m)-mapping. For the case of AES class S-Box, it would be (n, n)- bijective mapping
where n = 8. This mapping then forms an S-Box with 256 elements which also form a field under
GF(2®). As the mapping is bijective, the S-Box also represent the permutation of all 256 elements and
can be reform by permuting its elements. Under several mathematical method, the permutation of all
elements can possibly fulfil the cryptographic properties as stated before. This setting has been
adapted in the original AES S-Box construction that has been proposed by its founders Vincent
Rijmen and Joan Daemon. The original construction composed of two algebraic approach which are
finite field inversion with respect to primitive polynomial p(x) over GF(2%) and the affine
transformation. This approach has yielded the best S-Box configuration as it achieves the highest
value of nonlinearity and algebraic degree and lowest in differential uniformity. The algebraic
approach may produce the best S-Box though it is very hard to find the alternative method under this
approach.

As the S-Box is just the permutation of finite elements, (in the case of AES is 256 elements), its
construction is open to any methods that can permute the elements while maintaining the objectives of
the search which is to find the best S-Box that fulfilled the cryptographic properties. In most related
literature, these methods are characterized as a heuristic or evolutionary approach. This approach
consists of various direct searching methods which also lead to the large search area. Finding one good
S-Box using this approach still an open problem as until date there is no construction method that can
compete with the algebraic approach proposed in the original AES S-Box construction.

2. Related Work

Basically, to construct an S-Box, three approaches available which are the algebraic methods, random
search and heuristic methods. The algebraic methods as implemented in the original construction of
AES S-Box is the best construction so far though it is very difficult to find an alternative that can give
similar strength. However, some literature still discussing simple modification of current algebraic
methods as has been done in [3] where the authors change the order of operation between finite field
inversion and the affine transformation. The modification aims to improve the algebraic complexity by
increasing the total number of terms in the algebraic expression of the S-Box. However, this
modification may bring some downside as it downgrades the security of the decryption process. This
problem has been solved by applying two affine transform (in [4], [5], [6], and [7]) which maintains
the number of terms in the algebraic expression for both encryption and decryption side. The second
approach is the least preferred one due to large search space which leads to infeasibility of searching
good S-Box in a practical time frame. Besides, using this approach also lead to lower probability of
finding one suitable candidate. This has been shown in [8] where the author tried to generate an S-Box
using random binary sequence which yielded the set of S-Box with weak cryptography properties.

The well-discussed approach, the heuristic approach is the process of finding good cryptographic
properties S-Box that is based on some mathematical method and iteration. There are diverse types of
method that have been discussed. Most of the methods can be categorized into several main streams
such as chaotic map approach, evolutionary algorithm approach, natural induced approach and several
other random methods. Chaotic maps approach is one of the highlighted methods as it involves the
iteration of a sequence that is based on chaotic behaviour which is useful in generating an S-Box with
various strength. Usually, the resulted S-Box is not as optimal as algebraic approach but still, have the
resistance against linear and differential attack. Some example of this implementation can be found in
[9], [10], [11], [12], [13], [14], [15] and [16]. Another approach that is also well developed is the
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evolutionary algorithms, the algorithms that optimize the search of good S-Box inspired by several
natural phenomena. A genetic algorithm that is adapted in [17] and [18] are mimicking the natural
selection in which it will select the best S-Box from initial population. The resulted S-Box can be
categorized as sub-optimal. Besides fulfilling the cryptography properties, some work showed the
genetic algorithm able to generate an S-Box with resilient to side channel attack such as in [19]. Other
interesting work can be found in [20] where the construction of S-Box is inspired by the movement of
bee waggle dance. The resulted S-Box is sub-optimal.

2.1. Our Contribution

In this paper, a new method of searching S-Box is introduced which is in the category of the heuristic
method. The aim is to find the set of S-Box which has higher nonlinearity and algebraic degree and
lower in differential uniformity. Besides that, the constructed S-Box using the proposed method is
guaranteed to be balanced. As mentioned before, the AES S-Box is just a permutation of 256 elements
which can be reformed by permuting its element. These set of permutation can be regarded as a
symmetric group element which have composition of permutation as the binary operation. Hence, this
paper proposes the construction of S-Box from the composition of permutation of highly nonlinear S-
Box constructed by the algebraic approach.

The remaining of this paper is organized as follows. Section 2 is discussing about cryptographic
properties of Boolean function which are nonlinearity, differential uniformity and algebraic degree.
The fundamental aspects of Boolean function also are presented. In section 3, the background and the
structure of propose S-Box construction is presented. The results are presented in section 4. Some
comparative study with recent research is carried out within this section. Finally, section 5 concludes
the paper.

3. Preliminaries
In this section, some fundamental aspects of Boolean function in the sense of cryptography are
presented. For a comprehensive look, the reader may refer to [21].

Let F3 be a vector space of n-variables with the cardinality of 2™. An S-Box is a type of n, m-
function S that has n-binary input and m-binary output which can be defined as the mapping of
S:F} - FJ* where each X = (X1, X3, ..., x,) € F} and each ¥ = (¥4, Y2, -.., V) € FJ" can be assigned
as S(X) = y. This function S can also be called as vectorial Boolean function, comprising of m single
Boolean functions called as coordinate function which is defined as f;: F} — F, where i = 1,2, ..., m.
Most of the cryptography properties that is discuss in this paper are evaluated based on the linear
combination of these single Boolean function. In evaluating Boolean function, several types of
representation are used such as the truth table, the polarity truth table and the algebraic normal form.
The truth table (TT) is simply the collection of all output of Boolean function f with the input vector
X € [} arranged in lexicographical order and has the dimension of 2™. The polarity truth table on the
other hand, is made up of the sign function expressed as f = (—1)/ which yield the output of —1 and
1 for the input of 0 and 1 respectively. The algebraic normal form (ANF) represent the Boolean
function f in term of polynomial. Generally, the ANF of any variable can be denoted as follows,

f(x)=c, Pcx P CiXX;@ @ CL XXX, (1

I<i<n I<i<j<n

where the coefficient ¢, ¢;, ¢;j, ¢; . having the value of either 0 or 1. It has been proven the ANF is
unique to each function f in the respective n variables Boolean function. While the longest term in the
ANF will determine the algebraic degree of the Boolean function f. If the algebraic degree of given
function equal to 1, then that function is called as an affine function, and with the absence of constant
term ¢, the function is categorized as linear Boolean function.

3.1. Nonlinearity
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Nonlinearity Ny is a measure of Hamming distance between the Boolean function f and the set of all
affine function, I, , which can be shown as

N, = min_dist(f,/,,) )

aclFj beF,

The higher value of Ny as in Eq.(2) shows the better nonlinearity of such function f which also
indicates that function f have greater Hamming distance to the set of affine function ¢, ;, . Frequently,
the quantity of Ny is evaluated using the Walsh-Hadamard Transform (WHT) that utilize the sign
function f. The WHT is denoted as Wr(w) as follows,

W, (@)= 3 ()" 3)
xely
with Vw € F%. The output of Eq.(3) is known as the Walsh spectrum which has the range value of
Ws(w) € [—2™,2"]. Using the Walsh spectrum, the nonlinearity of function f can be defined as,

N, _ort L ey
2

n
welf,

W, (o) 4)

In the S-Box S which comprise of several single Boolean functions, the value of nonlinearity is given
by any coordinate function f;, i = 1,2, ..., m that achieve the minimum value of Ny based on Eq.(4).

As for AES class S-Box (m = n = 8), the maximum achievable value of Nf is 112.

3.2. Differential Uniformity

This property is highly related to differential attack proposed by [22] where they study the relationship
between the difference in plaintext and the corresponding difference in ciphertext. To avoid
differential attack, the S-Box S should have smaller value in difference distribution table in which the
smallest value is denoted as J that is given by the following equation,

o= max

a,bel ,a=0

XGIE‘z”:S(x+a)+S(x)=b| %)

This § parameter only take even values. Thus, the smallest value would be 2, and such S-Box can be
called as almost perfect nonlinear. The best value achievable by the AES class S-Box is 4. Such S-Box
would be called as 4-uniform S-Box.

3.3. Algebraic Degree
Algebraic degree is determined by the longest term in ANF as shown in Eq. (1). Higher algebraic
degree is more favourable as it gives strength to S-Box to thwart higher order differential attack [23].

For an S-Box S, the algebraic degree is evaluated based on coordinate function f;. The expression to
evaluate algebraic degree of an S-Box is shown as [24]

AD(S) = max{deg(f,)|i=12,...m} (6)
For AES class S-Box, the optimum algebraic degree to resist algebraic attack is 7.
4. The Proposed S-Box

4.1. AES S-Box Construction
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AES substitution box (S-Box) is composed of two components which are finite field inversion and the
affine transformation. In the first component, the finite field inversion maps each element in GF (2%)
to its own multiplicative inverse by using the irreducible polynomial p(x). However, the element zero
is mapped to itself. Hence, for each element a € GF(2®), its multiplicative inverse y € GF(28) is
determined by

ay =1 mod p(x) (7)
The polynomial p(x) can be selected from 30 different irreducible polynomials with maximum degree
of 8. In original AES S-Box, the irreducible polynomial is set as p(x) = x® + x* + x3 + x + 1 which

in the first list of possible irreducible polynomial as presented in Table 1.

Table 1. List of Irreducible Polynomial p(x)

Irreducible Polynomial of Degree 8

11B 169
1B1 13F
18B 1DD
11D 171
1BD 14D
18D 1E7
12B 177
1C3 15F
19F 1F3
12D 17B
ICF 163
1A3 1F5
139 187
1D7 165
1A9 1F9

Table 1 present all possible polynomial in hexadecimal form. The first one in the list for example is
presented as 11By,, which can be converted to binary as 100011011,,,. Each binary bit represents
the coefficient of the polynomial with the position of the bit determined the exponent. Hence the left-
most of the binary bit represent x® while the right most of the bit represent x° = 1.

The second component transform the finite field inversion output y by using the affine transform
which can be presented as

B=Ar+c (8)

where f is the output of the transformation, A is the constant affine matrix and c is the additive
constant. The constant affine matrix is 8 X 8 invertible matrix while c is the 8-bit constant vector. Eq.
8 can be presented as follows,

Finite field 4>{ Affine Mapping H Additive Constant
inversion

Affine Transform

Figure 1. Phase of S-Box Construction
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A1 (110000 0 10| [c]
B 1110000 0|n C,
B, 0111000 0}y, C,
0 01 11000 C
Bs _ e 4| ©)
B, 0001 110 0fy, c,
B 0 000111 0y Cs
Bs 0 000011 1|y Cs
_ﬂ7_ _1 0 00 O0O01 1__7/7_ 1 C; |

To summarize, the S-Box act as the mapping from input element a € GF(28) to the output g €
GF(28) by using two main component which are finite field inversion and the affine mapping as
shown in figure 1. Alternatively, the S-Box can be presented as a function S(a) = .

4.2. New Method to Construct AES Class S-Box
This section introduces our proposed technique to construct the AES class S-Box. The irreducible
polynomial p(x) in the original AES S-Box can be replaced by other 29 available irreducible
polynomials as presented in table 1. Hence, at least 30 different AES class S-Box can be generated
from the list itself. Besides, based on [21] and [22], it is also possible to replace the affine matrix and
the additive constant in order to generate new permutation while maintaining the algebraic structure of
multiplicative inverse. This paper idea is to compose these S-Box by using the method of composition
of permutation. The method is possible as every generated S-Box is a permutation of elements of finite
field GF(28). The idea of composition of permutation can be illustrated as follows.

Consider a bijective mapping o: X;,, = X,, with the set X;, = {1,2, ...,n}. The notation of bijective
mapping or permutation o can be represented as Cauchy’s two-line representation as follows,

1 2 - n
o= (10)
(G(l) o(2) - a(n))

where the first row is the element of X, and the second row is its permutation under bijective mapping
o. Different bijective mapping will result in different permutation. For any set M with n elements,
there are exactly n! different possible permutations that can be generated. Each of this permutation is
an element in a group called symmetric group denoted as Sym(S). As a group, the operation
associated with the group element is called as composition denoted as o while the identity is the
mapping i denoted as i:i(k) = k for all k € X,,. Composition process map any element of X,, from
permutation ¢ and 1 to (o (k)). As the Sym(X) is not Abelian, two permutation would produce two
different composition in which it can be represented as o o T # 1 © 7.

4.3. The Construction of S-Box

Based on previous section 4.1, our idea is to compose S-Box generated from different irreducible
polynomials p(x). We present two approach of construction which are named as Setting 1 and Setting
2. In Both approaches, the initial set of S-Box were constructed using 30 different irreducible
polynomials p(x) in which each p(x) produced one S-Box. Then, two round of composition process
were done in which first round produced 900 different S-Box for each approach and the second round
produced another 810,000 S-Box. In total, there were exactly 1,621,800 different S-Box from both
approaches. In general, there are two main steps in our construction which are generating initial S-Box
and proceeded by composing process. The flowchart of the construction is illustrated in figure 2.
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The difference between Setting 1 and Setting 2 lies in the first step in which the initial set of S-Box
was set different. In Setting 1, the initial set was generated by employing all 30 irreducible
polynomials using the method introduced in section 4.1. The affine matrix and the additive constant
were set the same as in the original AES S-Box. Hence from this process, there would be exactly 30
different generated S-Box. While in Setting 2, some modification was done by selecting a proper
additive constant for each irreducible polynomial to remove the fixed point (FP) and the opposite fixed
point (OFP). FP is defined as the mapping to itself; S(a) = a while OFP is defines as S(a) = @ in
which a@ @ & = 0. Each irreducible polynomial (IP) with its respective additive constant (AC) is
shown in table 2. While figure 3 and figure 4 show the configuration of the initial set for setting 1 and
setting 2 respectively. All generated initial S-Box were then stored for further use in second step.

v L.
Setling 1 Setting 2
L.

hd

[ Step 1) Generating the initial set of S-Box ]

& l

[ Step 2) Composing S-Box ]

Figure 2. Flowchart of Setting 1 and Setting 2

(i) (0 (|

tf—

[ Affine ][ Affine ][ Affine ]
Mapping Mapping Mapping | **

(i) (i) (e

v v

[ Affine H Affine ][ Affine ]
Mapping Mapping Mapping .

S

Figure 4. Setting 2 initial S-Box

The second step which is the composing process was done in a similar way for both approaches.
From the first step, each setting now has 30 S-Box that acts as the initial set. The initial set was then
applied two rounds of composition process. As stated before, the non-Abelian properties of symmetric
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group yield two different result for different order of operation (S; o S; # S; o §;). Each S-Box from

second round composition was then tested using cryptography properties mentioned in section 2. The
following Algorithm 1 and Algorithm 2 show the details about the composition process for Setting 1
and Setting 2. Several variables are introduced such as InitS, RS, R,S which store the list of S-Box.

Table 2. List of Irreducible Polynomial with its Respective Additive

Constant.
IP AC IP AC IP AC
11B 63 169 7E 1B1 6B
11D 50 171 5A 1BD 54
12B 75 177 70 1C3 63
12D 75 17B 66 1CF 6B
139 62 187 66 1D7 C4
13F 50 18B 93 1DD 49
14D 65 18D 5F 1E7 55
15F 56 19F TA 1F3 6E
163 3C 1A3 6D 1F5 69
165 85 1A9 80 1F9 50

Algorithm 1: 1% Round Composition
INPUT Initial Set of S-Box, InitS
OUTPUT Round 1 composition S-Box, R;S
1 Call for the InitS

2 Settot=1

3 fori=1t030

4 Set a = InitS(i)
5 for j = 1to 30
6 Set b = InitS(j)
7

8

9

1

1

Do a composition process c = a o b
Set R,S(tot) = ¢
Set tot = tot +1

0 end

1 end

Algorithm 2: Second Round Composition

INPUT 1* Round Composition RS

OUTPUT Round 2 composition S-Box with its cryptography
properties, R, S, Ny, 8,AD

1  Call for the R, S

2  Settot=1

3 fori=1to030

4 Seta = R1S(i)
5 for j = 1to0 30
6 Set b = R15(j)
7

8

9

1

Do a composition process ¢ = a o b
Set R,S(tot) = ¢
Set tot = tot + 1

0 Test and store nonlinearity, Nf
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11 Test and store differential uniformity, §
12 Test and store algebraic degree, AD

13 end

14 end

5. Result and Discussion

In this section, the generated S-Box for 2nd round composition mentioned in previous section are
tested using the cryptography properties defined in section 2. It follows by a comparative study
between related works found in the literature. In summary both setting achieve the maximum
nonlinearity Ny = 110 for single coordinate function. However, for the entire S-Box, the maximum
achievable Ny is 106. The following Table 3 and Table 4 shows the best S-Box for Setting 1 and
Setting 2 respectively.

Table 3. Setting 1 Best S-Box

0 1 2 3 4 5 6 7 8 9 A B C€C D E F
0162 4 66 BO 98 2B 4D 06 6B CO 70 EF C7 51 E8 35
11 9A 32 F1 F4 59 04 2F DB 94 7F 5A B9 68 A6 01 B8
2|DF DD EE 03 93 C3 79 24 DI C8 23 DO EC 7E 21 18
3158 9D C5 9 81 F7 AB F6 2A SF 82 F8 28 Al 2E 53
4| E0 CA 44 5B DE D8 OD O9F 49 B3 25 FA A7 15 OE 45
5/B7 8B 7A 3D 47 FC 4C A5 96 AE 08 FE FO 05 09 Bl
6 | 1IF 13 12 3F O9E 3B 43 B4 B6 20 3A 5C A9 56 6F BE
71CC 19 36 7C 17 11 FD 76 6A 89 42 0C 57 91 54 C4
8| DC 8A 07 C6 8E 80 E5 99 E7 34 83 D3 3E AA 39 2D
9160 A8 C2 A2 52 AD IB CD 58 9B 3C 61 D7 FF 31 (9
Al92 0A F9 F2 BF D6 77 A0 El 8D 5D OF EA 50 27 E6
B|38 48 69 4B AC BC 14 FB BD 1C B5 72 ED F3 9C 97
C|33 8F BA 8 40 A4 DA 55 8C E4 6D CF 4A 84 B2 CB
D|6E 4E 10 71 E3 CE 8 1D C1 AF 87 37 64 0B D9 7D
E|D5 2C 46 30 8 1A D4 78 BB 74 E2 A3 00 65 6C 63
F|7B 29 95 16 E9 1E 26 75 73 22 F5 4F 67 02 D2 EB

5.1. Nonlinearity of New S-Box

In this paper, we defined the nonlinearity Ny of the S-Box as the minimum nonlinearity value that
achieve by its coordinate function f;. Therefore, the initial S-Box for Setting 1 and Setting 2 should
have Ny = 112 as all coordinate function f; achieve this value. For 2nd round generated S-Box, the
value of nonlinearity ranging from 78 to 106. Similar research like in [25] state that an optimum value
for strong S-Box should have Ny = 100. Our generated S-Box for Setting 1 have exactly 460,768 S-
Box that have nonlinearity at least 100 while for Setting 2, about 461,050 different S-Box achieve the
optimum value. Roughly, for both setting, about 57% constitute of the optimum S-Box out of 810,000
S-Box. The detail of nonlinearity distribution is shown in figure 5 and figure 6. As presented in both
figure, most of the generated S-Box achieve the nonlinearity value of 100. Both setting manage to
generate the highest Ny = 106 which only constituted less than 1% from total constructed S-Box. In
details, there are exactly 106 and 107 S-Box that achieve Ny = 106 for setting 1 and setting 2
respectively. From our construction, we could also trace the single coordinate function that achieve
Ny = 110. Table 5 shows in detail the nonlinearity of eight coordinate function for the best S-Box for
Setting 1 and Setting 2 and the comparison with other methods of S-Box construction.
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Table 4. Setting 2 Best S-Box

0 1 2 3 4 5 6 7 8 9 A B C€C D E F
7E DC ED 5D 23 44 3D 8C 45 8D 70 58 73 BA EA 6D
42 75 92 BB 5A FB F8 43 BF 27 71 1A 9B 60 12 24
B5 7B AE E9 1E D9 68 2C EE EB 5B C6 56 88 F6 AB
A7 51 C2 B9 OF DE F2 66 96 69 6E 2D D4 19 8B E7
D7 8A 1D 02 FA 21 39 50 B2 91 77 OD F3 09 FD OB
97 20 62 B8 El EO FO 8 OA 01 03 Cl1 FE 3B 9A 95
6B DF 26 EC 2E 36 B4 59 83 4A 74 6C 18 2B 11 ES
D5 57 32 16 DI 3C 63 DO 61 CC E4 9C AA 4B E6 DB
29 7D E8 A5 2F 534 B7 BO A8 F9 80 46 47 28 67 31
AD F1 4F B3 F4 Al 30 14 53 O9E 99 49 04 06 05 D6
15 84 A0 41 AF 1F 9D 3E E2 38 33 90 DD A3 3F 3A
40 O0C CD C7 37 F7 5C 6F Bl OE A6 DA CE FF 08 CF
72 D8 48 4E 52 1B D2 25 64 C3 BE 17 79 CA 55 &9
SF F5 07 CO0O 7C 8F 7F 98 9F 00 D3 AC 4D 22 65 C9
34 A9 SE A2 35 B6 EF C4 8 BC 4C S8E E3 13 FC 78
76 82 C5 87 94 A4 81 C8 1C 10 93 7A 6A 2A BD CB

MHOOQW > 009 A WD —~O

Setting 1 S-Box Nonlinearity Distribution
300,000 T T T T T T T T T T T

250,000 -

200,000 -

150,000 -

No of generated S-Box

100,000 -

50,000 -

78 80 82 84 86 88 90 92 94 9% 98 100 102 104 106
Nonlinearity

Figure 5. Setting 1 Nonlinearity Distribution
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Table S. List of S-Box Nonlinearity

Method f1 £ f3 fa fs fe f fs Average
AES 112 112 112 112 112 112 112 112 112
[13] 112 112 112 112 112 112 112 112 112
[23] 110 108 108 110 108 108 110 112 109.25
Setting2 110 108 106 106 108 110 108 106 107.75
Setting1 106 106 106 106 110 110 108 106 107.25
[24] 106 108 106 108 106 106 110 108 107.25
[25] 108 106 108 108 108 106 108 106 107.25
[12] 108 106 106 106 106 106 108 108 106.75
[26] 108 106 106 106 106 108 108 106 106.75
[18] 106 108 106 106 106 110 104 106 106.50
[9] 106 108 104 102 106 102 104 106 104.75

5.2. Differential Uniformity of New Constructed S-Box
The generated S-Box using the proposed method show a decent value of differential uniformity.
Majority of the generated S-Box achieve the value 12 while the minimum achievable value is 10.
Compared to original AES S-Box, the differential uniformity of our S-Box is weaker against
differential cryptanalysis. However, we could show that our generated S-Box are better and
comparable to most of the construction under the category of heuristic and random methods. The
comparison of differential uniformity value with other constructions is summarized in Table 6.

5.3. Algebraic Degree of New Constructed S-Box
Higher algebraic degree is more favourable as it reflects the complexity of algebraic structure of the S-
Box. The maximum value of algebraic degree that can be achieved by AES class S-Box is 7. Our
constructed S-Box from setting 1 and setting 2 shows the maximum algebraic degree of 7. The

comparison against another S-Box construction is represented in Table 6.

5.4. Fixed Point/Opposite Fixed Point
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Our best constructed S-Box for Setting 1 and Setting 2 managed to get rid of the existence of fixed
point (S(a) = a) and the opposite fixed point (S(a@) = &). This property also listed and summarized
in Table 6.

5.5. Comparative Analysis of Different S-Box Construction

After all, we have summarized our result and perform one comparative analysis with other
construction of AES class S-Box. Table 6 shows several S-Box constructions from the literature.
There are four cryptographic properties that have been considered. The construction listed in the table
are arranged in descending order in term of nonlinearity.

Table 6. Comparative Analysis of Different S-Box Construction

Proposed N é AD FP/OFP  Technique

S-Box

AES 112 4 7 0/0 Finite field inversion

[13] 112 4 7 2/2 Chaotic logistic maps in linear fractional
transformation

[23] 108 8 7 0/0 Chaotic maps and composition method

Setting 1 106 10 7 0/0 Composition of permutation method

Setting 2 106 10 7 0/0 Composition of permutation method

[24] 106 4 7 2/2 Hybrid heuristic method

[12] 106 10 7 0/0 Chaotic maps and composition method

[26] 106 10 7 0/1 Chaotic system

[25] 106 12 7 172 Projective general linear group

[18] 104 6 7 1/1 Modified immune algorithm

[9] 102 10 7 0/0 Discrete chaos maps system

[27] 98 6 7 0/3 Tangent delay for elliptic chaotic sequence

Table 6 shows the comparison of several S-Box constructions which are arranged in descending
order in term of Ny. Based on that list, the highest achievable value of nonlinearity using heuristic
method is 112 through chaotic maps method. Our proposed S-Box ranked 4" and 5% based on
nonlinearity level. However, several constructions with lower nonlinearity may have better &
compared to our construction. Even though the value of § is lower, it is still comparable to some other
construction. Besides that, we manage to produce our S-Box with no fixed point or opposite fixed
point without modifying the affine transformation and furthermore the AD for our proposed S-Box
achieve the maximum value of 7 for both setting.

6. Conclusion

The new proposed method in this paper manages to generate more than 1.6 million different S-Box
with different quality. The best quality S-Box generated using the proposed method has the
combination of Ny = 112, § = 10 and AD = 7. Compared to similar construction, our construction
may have a stand in term of NL, and comparable value in term of DU. This simple composition
method presented in this paper can be utilized in several ways which result in various quality of S-
Box. Our paper just presented the composition of two different S-Box at a time with highest quality S-
Box from finite field inversion acts as an initial set. It is also possible to compose more than three S-
Box at a time with different of construction setting.
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