CHAPTER 3

CYBER DELINQUENCY IN SOCIAL MEDIA :%
3.1 INTRODUCTION T

The growth of social media is inevitable. Although+it.gives benefits to the
society and the children by developing their social skil aIen,s it also gives
negative impacts such as behaviour problems, exposure ge, crime,

N
sexual behaviour, and solicitation, cyberbullying y others. & Hart ffom the
existing rules and regulations pertaining ch|I lin e CYrit’ IS sugc;;ted that
there is a need to have suitable mechani nlme the armfn@'fect of social
media to children. This may include M Shariah |ple®at may be used to
govern social media usage. ? &

N
N L
Thus, this chapter exp he curr atlo&ﬁ# cyber delinquency among

N

Malaysian children whigh will’answer 'we fi Fse questlon. Relevant to this, this
qa‘

chapter explores the eall of c that happened among Malaysian

children in WhICN er- Jll tacts@%welected namely; cyberbullying, cyber
N
pornography I%e}&m he violation of laws among them where

some pro uch C n and Multimedia Act 1998, Personal Data
' 4
Prote %2 010, Fil Céls rsHip Act 2002 and Penal Code are analysed.
S S

117 Flinsi, M. D. 2018. “Impact of Technology and Social Media on Children”, International Journal of
Pediatric Nursing, VVol.4 (1), pp. 68
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Although some legal provisions emphasize on offences against children, this study
focuses on the possibility that the online offences may involve both chllw'n

offenders and victims.

The second part of this chapter will identify the potential ri when children
using the social media. It also may affect their mental health and cause many

problems to the children.

The final part of this chapter investigate Shari ah on child
O
delinquency in social media. The prohibition of cy linquency is nilyse%sed

on Quranic verses and hadith.

‘T
‘Z'
3.2 THE ONLINE POTENTIAL R m;‘l;“_o N é\
% é

Kids may be more cyber-s than ol Ig a t row up with access
N
to the computer. With the so n oﬂhe i et @adgets there are many
&
kinds of social media sites n cebo , WhatsApp, WeChat, Tiktok
and Twitter which all n to SI rla | |es and communicate with their

? reagépg’audlo and video conversations.
&
Unfort N itymay “also l}e &)Uotspot for cyber delinquencies such as
cyberbully@rsex or Cyb pomég.vaphy, scamming, online gambling and many

more. xplora 10 <f exp entation can lead them exploring the ‘virtual’

re there are Iegambff limits, it might turn them into criminals which

%rnes without being aware they have committed anti-social behavior.!®

118 Shinder, D. 2012. “Juvenile Cyber-Delinquency: Laws that are Turning Kids into Criminals”,
TechRepublic, https://www.techrepublic.com/blog/it-security/juvenile-cyber-delinquency-laws-that-are-
turning-kids-into-criminals/
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With the proliferation of online interaction, the meaning of media literacy has

evolved, where the interactive exploration of internet and the critical use o

media and social network sites are also included.'*® Livingstone defin@}ledia

literacy as “the ability to access, analyse, evaluate, and create me across a

variety of contexts”.*?° It has been found that while children are good'at accessing and

surfing things on the internet, yet they are insufficiently c N in judging the
X

quality of the information they found and not as good in St'me of the risks

|
posed to them by the internet.!? .\d
@

Y

c,)
Generally, the online contents can be cate@nto two: i

d gal arrl}harmful

’ N~
content. The differences between illegal and mn NQ e crirr@‘ization of
the content. Illegal content is content th%s\ﬁn‘ina ise atio ﬁv since it can

rmf Qntent on the other

hand, is offensive and repulsivesto sanen ; i aéL&criminaIised in some

[7]
countries.'?? Some online co& on thé“sgcial media¢might not be suitable and

unreliable for childre asW are ’nar Iltooa@n. The typical examples of

provocative content that might comé sbm{pcial media are spreading rumors,

N
hateful message&f\a§ infc‘rmatl , b

r
N
downloading cthx i ;ﬂoq_gefmission which may make the offender

offend some children or be taught to har ther;{h§
t

g sexually explicit contents and

. enderhoven, E., Schellens, T., Valcke, M., 2014. “Educating Teens about the Risks on Social
ork Sites. An Intervention Study in Secondary Education= Ensefiar a los adolescentes los riesgos
las redes sociales: Una propuesta de intervencion en Secundaria”. Comunicar, 22(43), pp. 124.
O Livingstone, S. 2004. “Media Literacy and the Challenge of New Information and Communication
Technologies”. The Communication Review, 7(1), pp. 5.
121 |ivingstone, S. 2004. “What is Media Literacy?”, Intermedia, 32(3), pp. 4
122 Akdeniz, Y., n.d. “Controlling Internet Content: Implications for Cyber-Speech”
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accountable under the law as well. Thus, children need to develop critical thinking

skills as to judge the merits of the information they found.? Y~

On the other hand, several risk factors had been identified tﬁlncr se the
likelihood of delinquency from different domains. It has various d&i&s hat might
be the constitutive elements of delinquency.?* There are five breader organised under

the domains: individual, family, school, peers, and the co mwy.'Low self-control,

impulsive or defective moral beliefs, higher level of uter s 'IIL poar parental

bonding, poor school performance, delinquent behavior of ffiends and goverty may be
| o y | &

the triggers for online delinquency as well 1 eractlv‘l'ty, redfiessness™limited

ability to focus, harsh or erratic parental digpil'ne, }-Ly\

ual aQ}(/ities, and
substance abuse involving drugs and alc@}guld E‘) e ri%z ctors that lead
children to offensive behaviors.'?® \ O

N

N
In addition, anonymity!2’ pséudonymity'2 &lso have fueled online
&

delinquency among children Meli Vet elp.@m conceal their deviant acts
\ N3
v]"

123 Venderhoven, E., W—,& T., a\e,M. 201 QEﬂucating Teens about the Risks on Social
Network Sites. An Interven Study in Secondary ation= Ensefiar a los adolescentes los riesgos
de las redes sociales:*Un pue i encic')n~e\ ecundaria”. Comunicar, 22(43), pp. 124.

124 Farrington, D, W Develop and i@gourse criminology: Key theoretical and empirical

issues. Criminol ), 1-956: [yEy, “W., & Derzon, J. H. 1998. Predictors of violent or
serious delin cy in adolescenee and early adulthood: A synthesis of longitudinal research. In R.
Loeber & D%wgton (Eds.),/Serjous violent juvenile offenders. Risk factors and successful
interventighs (pp-%86-106)" Londen;,Sage.

125 Josja, J. en, Gijs ute»g, Mafinus G.C.J. Beerthuizen & André M. van der Laan. 2018.
“Juvenile§Delinquency in the Virtu rld: Similarities and Differences between Cyber-Enabled,
CyM dent and Offline Déﬁ.& ents in the Netherlands”, International Journal of Cyber

Crimigology, v.12(1), pp. 30
1 mil B. 2014. “Young and Certainly Getting Dangerous: The Rise of Juvenile Criminals”,
d

ndigest.com, Oct 16, http://malaysiandigest.com/features/523273-young-and-certinly-getting-
rous-the-rise-of-juvenile-criminals.html
nonymity is referred as “the situation which someone’s name is not given or known”- (Cambridge
glish Dictionary); “the condition of being anonymous, lack of outstanding, individual or unusual
eatures; impersonality - (English Oxford Living Dictionaries).
128 pseudonymity is a variant of anonymity. According to Merriam-Webster Dictionary, it refers to the
use of pseudonym (fictitious name). Sometimes, the real name behind a pseudonym is a well-known
person. A person may use multiple pseudonyms for different purposes.
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on social media.*?® Indeed, anonymity is vital for people to keep their privacy and

enable them to express their opinion on complex issues, political opinion, or?ms

—+

about their personal matters that would be embarrassing to tell peo@hou
divulging their real identity.®*® Though there are so many benefits the good
purposes of anonymity and pseudonymity, there has always been aydark side to it.

Children may be left with the impression that their identity aqd\!Fenal information

can be securely hidden and cannot be easily captured. '
The magical power of social media has always been enticing them to eXp&ore
o e JC,
more and makes them addicted to it. Based on ain-imaging earckr,\t shows

P
k\cg er and%'crease the
uc agsex does.®! It

gets worse when it happens to childre it;‘\%ye op gésbrains that just are not
[7]
lation™122

equipped to handle that level : Aé}—
e S
Excessive use% internet cau dlm@ problems such as poor time
management, disruption O

' s
rle tionships, ao@?}ﬁ'ions and so on.'** The internet
addiction has b éﬁssifi i
\ 3 |
cyber relatior%addi ion (Whefe E{i@e rely heavily in online relationship and
isolate I %hersg&f fr ?

(sorﬂ 0 addicted and cbjb;‘e;sed to online shopping or online gambling),
N
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o five digent types of behavioral: cyber affair or

AN . :
emé\engaged with real people), net compulsion

e, J., & Berglund, M. 2002. “Anonymity on the Internet”. Retrieved August, v.15, pp.2009.
ik id
andaras, N. 2016. “Glow Kids: How Screen Addiction Is Hijacking Our Kids- And How to Break

e Trance”, St. Martin’s Press; New York, pp. 3.

2 1bid
133 Young, K., S. 1998. “Internet addiction: the emergence of a new clinical disorder”. Cyber
Psychology & Behavior. v. 1, pp. 237-244. This paper also presented at the 104th Annual Meeting of
the American Psychological Association; August 1996; Toronto, Canada.
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cybersex addiction (the addicts spent a lot of time surfing the websites for cyber porn
and cybersex, they also get a thrill out of online sexual fantasy role-pwm,
computer game addiction (obsessive online game players) and informati load

(addiction on displaying compulsive web surfing and database searcheﬂk

3.3 CYBER DELINQUENCY AMONG CHILDREN IN W SIA

In order to create a conducive environment arw; thel growth of ICT

industry in Malaysia, the government has pledged the -cengorshi i::y of the

p&niﬁﬂgg of

Nonetheless, there is always a badiside ow

respect to children who are vulne %Bagi}‘e%ro ent) etimes are exposed to
7] Q&
ontent

negative elements and harmfl.& s th ron &w screen. Apart from being

victimised on social me ia,Wlso c,uld i lfIS to be an online delinquent.

g 2
The study below sh Wi of ¢ delinquency committed by school
children around Nilaitand s difngs wrta-f/fmey are online.

P

*
& oS

A
134 ., S. 1999. “Internet a%‘sbtion: symptom, evaluation, and treatment”. VandeCreek L,
J NI"’L, editors. Innovations in Clinical Practice: A Source Book. Vol. 17. Sarasota, Fla, USA:
Professional Resources, pp. 19-31.

fah P. and Samsudin Rahim, A. 2001. “Internet Usage Among Adolescents: Patterns of An

ing Lifestyle on a Changing Media Landscape”, Internet Malaysia, Bangi: Department of
munication, UKM, pp. 107.

Zulhuda, Sonny. 2015. Cyberlaw on pornography. In: National Law Students Convention IV

PEMUDA 1V), 2 Oct 2015, Universiti Utara Malaysia, Kedah. (Unpublished)

187 |_atiffah P. and Samsudin Rahim, A. 2001. “Internet Usage Among Adolescents: Patterns of An

Emerging Lifestyle on a Changing Media Landscape”, Internet Malaysia, Bangi: Department of
Communication, UKM, pp. 107.

1
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Cyber Delinquency Committed by Respondents

Forward rumors

Access pornography sites

Access hate sites

Access suicide site

0% 2% 4% 6% 8% 10% 12% 14%

m Cyber Delinquency Committed by Respodents

g
Figure 5: Cyber Delinquency Amo espond?lts Y'

From the study above, it is found that 13 rcea‘ of'the resp ‘ﬁs who took

part in this study have spread rumors\%ﬂiend w as@&ﬂing the truth of

the news or issues. Meanwhile, 8p cent of the \CGQ ed h@ernography sites with

or without intention, 7 percen%m hdVe accessed t@“?late sites and 5 percent
Ry
\

;?fl 5

es o C Wq@cy that omnipresent committed by

accessed the suicide sites.
Here are some

Malaysian chlldr sucChyas @ymg, pornography, and sexting. Some of

N .

the relevant | s erning the nnueag.es also are discussed here.

.§’

b4

@rbullymg is a form@harassment through electronic means. According to

138 Hendun ARS, et.al. 2018. Developing a Social Media Legal Guide for Children, FRGS Grant,

Ministry of Higher Education.

3"

s

3.3.1 b IIyu;g

‘K,

ecent Global Advisor Cyberbullying Study'®, they defined cyberbullying as a
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child or group of children (aged under 18) intentionally intimidate, offend, threaten, or
embarrass another child or group of children, through the use of mfoW
technology.**® Olweus defined bullying as “a person is bullied when \he is
exposed, repeatedly and over time, to negative actions on the partf* or more

other people, and he or she has difficulty defending himself or hersem.

It happened among children and adults. He also ide tlfwwhe factors on why

children bully, such as they have a strong need to be p. nd¥influence oyer others,

they feel satisfied on causing injury and suffering t@ their Victims ang,t y‘are en
_ o ! ;‘o o
rewarded in some ways for their behavior with p ogical ‘gr aterial re‘{z~ S.

N

The worst three social media sites w{mx&{im Fac@&. Instagram

mo <1~|bel their friends

and Ask.fm.}*3 Sometimes on Faceb ren sp
and misuse the messenger app b endlng 0 e e sg&s back and forth, or
creating groups in order to |sol |ct|rﬂ"144 on agram they leave harsh
&
comments on photos, partlcular ns If- pigﬁs (selfie) talking about their
LI appear

body shaming or featq r physi
)

on Snapchat also s Id be mi)

45 Apart from that, their usage

prev(j,‘“fhem from harassing others online.

%
@ ' (,)O
2 (/

139 Ipsos I marke :%iej and I opinion who runs recent Global Advisor Cyberbullying
Study, t in 28 countrie flndmt awareness of cyberbullying is increasing globally, up 9
p0| ts

percenta from 2011.

140 “Malaysian and bal Views on Cyberbullying”, Ipsos, 28" June 2018,
|psos com/en-my/malaysian-and-global-views-cyberbullying

1 s, D., Limber, S.P. & Breivik, K. 2019. Addressing Specific Forms of Bullying: A Large-

aluation of the Olweus Bullying Prevention Program, Int Journal of Bullying Prevention

ik id

Lindsay B., S., J., D., 2014. “Cyberbullying: Which 3 Social Networks are the Worst?”, moms

am: The Trusted Source for Sports Parents, https://www.momsteam.com/health-
afety/cyberbullying-which-3-social-networks-are-worst
144 n.a., n.d., “Social Media Bullying”, Bullying Statistic: Anti-Bullying Help, Facts and More,
http://www.bullyingstatistics.org/content/social-media-bullying.html
145 I bid.
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Known for sending easy-to-delete photos, children may post inappropriate and hurtful

images as to make funny or harass their peers.4® T

Cyberbullies or aggressors can be classmates, online acquainta egs,} even
anonymous users, but normally, the bullies know their victims.**”_In Malaysia, 51
percent of the abusers are among schoolmates and 39 percent a@t'rangers.148 It
could be in terms of harassing, humiliating, damaging, e barvﬂj and many more.

The statistic also indicates that cyberbullying can occur i m‘\lwa?including

person, posting hurtful or threatening r(%@g

suggestive images or messages of a perso

and spreading them through inter >y \&
Q—”’ T &

[7]
s ) & _
Moreover, the bullies coultiybe t ie orrl\-r\e identity to their real name
and face or anonymous. Zof them beligvelthatif they are anonymous, they will
4 2
not easily be caugh%s thle' M is seCurely hidden.'® The anonymity of the
attacker had ca gre eling of and helplessness to the victim as they

L,

148 A “Social Media Bulbq(é?’, Bullying Statistic: Anti-Bullying Help, Facts and More,

.bullyingstatistics.org/content/social-media-bullying.html.

al Crime Prevention Council, 2017. “What is cyberbullying?”, National Crime Prevention

Online Website. https://www.ncpc.org/resources/cyberbullying/what-is-cyberbullying/

.a. 2018. “Malaysian and Global Views on Cyberbullying”, Ipsos, 28th June 2018,
s://www.ipsos.com/en-my/malaysian-and-global-views-cyberbullying

% na. 2018. “Malaysian and Global Views on Cyberbullying”, Ipsos, 28th June 2018,

ttps://www.ipsos.com/en-my/malaysian-and-global-views-cyberbullying

150 National Crime Prevention Council, 2017. “Cyberbullying FAQ for Teens”, National Crime

Prevention Council Online Website, https://www.ncpc.org/resources/cyberbullying/cyberbullying-fag-

for-teens/

.
4A7/C

50



did not know the orientation of the attacker and they are not able to confront it.*>! The

anonymity on the internet enables children to be involved in the “online disin
effect” where it increases self-disclosure and feel free to express or say at@}mings
online that they would never say in person offline.1%2 Unfortunately,f&ometimes

did not understand the consequences and coming in conflict with the law.

In fact, cyberbullying can cause a real problem. The h?&n be more lasting,

0 Ii'1e bullying can

borderless, and more severe than traditional bullyin
easily turn into offline bullying as well.*>* Most di gly; so ildrer-had
committed suicide after got bullied by their peers ial medi

Qirh/e commjitted suicide

ter <E}y their peers or

There have been high-profile casesgwherg ch
because they have been harassed o@ed on
strangers.’™® The advocacy group, fCyberbully \Re\s?a éntre has adopted the
term ‘cyberbullicide’ which is as ‘ﬂiﬁectl hndirectly influenced by
the experience with online a%io ’.N:Iio aﬁl?/’brid of cyberbullying and

. 3
suicide, which explair% person tak His@her own life after being bullied

D

1°1 Lee, Wnchez, M. 18.£Cyb ullying Behaviors, Anonymity, and General Strain Theory:

A Studyef Undergraduate Students outh Eastern University in the United States”, International
Jou ber Criminology, Janua%!une 2018, v.12(1), pp. 85
152 E. Hollenbaugh Marcia K. Everett, 2013. The Effects of Anonymity on Self-Disclosure in

n Application of the Online Disinhibition Effect, Journal of Computer-Mediated
ication, v.18, no.3
! tional Crime Prevention Council. 2017. “Social Media Bullying”, National Crime Prevention
ncil Online Website, http://www.bullyingstatistics.org/content/social-media-bullying.html

1% PBS’s Offbook Series

5 van der Wal, M. F., de Wit C. A., Hirasing, R. A. M. 2003. “Psychosocial Health Among Young
Victims and Offenders of Direct and Indirect Bullying”, Pediatrics, 111: 1312-1317
1% Hinduja, S., & Patchin, J. W. 2009. “Bullying beyond the schoolyard: Preventing and responding to
cyberbullying”. Thousand Oaks, CA: Sage Publications (Corwin Press).
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online and he or she experiencing depression due to physical and emotional pain,

constant fear and continued embarrassment..t>’ Yv

Children should be educated with some related legal knowle e: rel\ted to
cyberbullying. This is because, although Malaysia did not .have a specific
cyberbullying law, they are considered to be liable to their conduct if%it has fulfilled

the element of crime and can be punished under the Penal odY'

Certain provisions in Malaysia have crimin the tiIWf internet

®
facilities by any person to transmit any messages ed to be o ns"v@g. can

4
\ .\T
Y
In the Communication and Mu%ﬁAct 1998, sec(tL 233 explains

anyone who is convicted for committi improper

network services might be liable g@ of m&yt&n
o L)

o(f)le&:f@'m making any comment,

W sounds obscene, indecent, is

cause annoyance to another person.

e of @\Nork facilities or
r

,000 or a prison term

of not more than one year.lS\ S0 pr
request, suggestion or any omrtunic

! Q.
false, menacing or oﬁf%n charaeter, tjrthz/l tention to annoy, abuse, threaten
or harass another @Nhi@ered tobe-an offence.™

ol
Thus, @}n o’ar b.o\l/e(EO)years old who are making any offensive

commer@e i‘pt tion to’ann \or harassing other children in social media are
Iiabw e law. Even the rﬁ.ussion of their commits might as be bad as adults,

b W cannot be tried like adults. They must be handled accordance to the special

E

na. nd. “Bullycide”, Bullying Statistic: Anti-Bullying Help, Facts and More,
tp://www.bullyingstatistics.org/content/bullycide.html
8 Malaysia. 1998. Communication and Multimedia Act 1998 (Amendment 2006). (Act 588). Section
233.
159 Anandarajah, A. 2004. “Cyberbully”, New Straits Times, Sept. 30"; CyberSecurity Malaysia,
http://www.cybersecurity.my/en/knowledge_bank/news/2004/main/detail/904/index.html
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provisions on the Child Act 2001.1%° This is because their intellectual development is

still not complete as adult’s.

3.3.2 Cyber Pornography Aj

Pornography may be defined as “the depiction of erotic %avior (sexual
display in pictures or writing) that is intended to cause sexuq‘ excitément”.*%* While
cyberpornography is “the act of using cyberspace to dlsl)lay, distribute,

import, or publish pornography or obscene materials”.

Nowadays, the availability of pornograp ecome almost ubi @tous in
social media. Children may accidentally stumb Cross o phy th@gh clicked
links, advertisements or mistyping in tr%\(chl 13 y m {Iso come into
contact with pornographic materlals ow by eir ts &er close adults.

re 3\0

a'é‘ attained their puberty

to e@m , plus the availability of
porn on the internet is far e 0 f| tha ‘ ever d to be, it makes this offence
becomes almost inevﬂ% v|ewmg og'l' may be a compulsive act because
of the pleasure arv&\'ilfll thla sexual gratl |on
O
C—)
(.!

ity Development and UNICEF Malaysia. 2013. The
Mechanisms for Handling Children in Conflict with the

As interest in sex is a part of hu

)

are awash in hormones and th\ ualit

pp.23,

161

Law,
iccwtnis&na .org/upload/pdf/1672 OMalaysian%20Juvenile%20Justice%20System.pdf

“Pornography.” Mecriam-Webster.com, Merriam Webster,
erriamwebster.com/dictionary/pornography. Accessed 18 Feb. 2019.
“Cyberpornography”. n.d. YourDictionary, Retrieved January 22nd, 2019, from
: .yourdictionary.com/Cyberpornography
a. n.d. “Children and pre-teens”, Childnet International, https://www.childnet.com/parents-and-
rs/hot-topics/online-pornography/children
184 Flood, Michael. 2009. “The Harms of Pornography Exposure Among Children and Young
eople”, Child Abuse Review. Vol. 18, pp. 385
165 Kumar, K., S., IPS. 2018 “Cyber Juvenile Delinquencies — Side Effects of Internet and Social
Networking Sites”, Live Law in.; All about Law, https://www.livelaw.in/cyber-juvenile-delinquencies-
side-effects-of-internet-and-social-networking-sites/
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The mainstream cyber pornography has grown rapidly due to its accessibility
on just a few keystrokes away on the social media. It is also affordable as somevﬂe

sites offer free pornography to lure viewers to their website, sometim@sted

third party videos and no web traffic charges and anonymous where i e viewed

in the person’s home (in private).!%® i

Pornography videos and images often depict sexual pra which are outside

intQ? multiple

or/defe |n,‘bgza-lity
| &S

(sexual intercourse between a person and an I) and rape Where n}rnors do

4 N~

W ey ha@éeen as an

accurate representation of normal sexualew! S. Pannt n gtheir children

0
are accidentally viewing such sites nemuc e an M—i em that what they

are seeing are not real.1®® Porn :phD is ‘Im%o anegangerous sex educator
e

[7]
which is not a good example (ﬁ\ r sex e viori@%—
N
The number g peopl

'h@tely consume pornography has

from common cultural norms or even criminal suc

partners, sadomasochism, bondage, transsexual sex, grinati

encounter such materials.'®’ Some of them ma%ss'u

skyrocketed. Malesqqno e raphy repeatedly than females for

their sexual exc'@& and
e
|

alone and in g}sex ers o&'e&(ﬁore types of images.”® It is very shocking
Qv NN
(Q AV A

Y

N

D. 2016 “The Impact%tpornography on Children”. American College of Pediatricians:

66

B or Children, https://www.acpeds.org/the-college-speaks/position-statements/the-impact-of-
porhegraphy-on-children

foryou

<

itiate its use, to view it when they are

tion,

1

a C, Wolak J, Finkelhor D. 2008. “The nature and dynamics of internet pornography exposure
th”, Cyberpsychology & Behaviour, v.11, pp. 692.
Lange, A. 2018. “My Child Saw Pornography, What Should I Do?”, netnanny, Feb 16,
tps://www.netnanny.com/blog/my-child-saw-pornography-what-should-i-do/
% Flood, M. 2009. “The Harms of Pornography Exposure Among Children and Young People”,
Child Abuse Review. Vol. 18, pp. 384
170 Flood, M. 2007. “Exposure to pornography among youth in Australia”, Journal of Sociology, v 43,
pp. 56
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when a study derived by Google Analytic shows that pornography searches spike by

4,700 percent when Kids are using the internet after school hours ends.*" T

Most of statistics on pornography usage say the average a :'of, child
encountered to pornography as early as 8 to 11 years old, but the re study has just
been released shows children are accessing hardcore porn sitesyearliep than ever. 17

Even though most of the websites need age confirmation f om?ﬂéitor (18 years old

and above), but they cannot verify the real age of the Sehil re‘n may lie about
their age when they created social media accounts.’ q\d
percentages of children who consumed online pﬂ&h
are children who are under 10 years old, 36 pegCent chi d 10 \’14 and 42

percent children aged 15 to 18.1" The re@%#ver a

as they require the attention of the authorities to deal wi

? >2 N
Curiosity and excessive i out‘édeq supervision can expose children

to misuse of ‘facilities' on socia dia rbat@ situation. For instance, now
Instagram has become@Z popular soci Med,@%mong children behind YouTube
'3

v
NS

!
11 Lange A. 2 A\When idg%@'ne fFUT) School, Pornography Searches Increase 4700%”,
etnan

netnanny, J 4, _https:// ny.c@Iog/pornography-searches—increase—4700—when—kids—

are-out-of-s N

172 Muellef, W. 202. “AfParent3 }rimer@ltemet Pornography”, Centre for Parent/ Youth
y / Kids Initiative,

https://digitalkidsinitiative.com/files/ 2/Parent_Primer_Internet_Pornography.pdf; n.a, 2018.

«“ Average Age of a*Kid’s First Porn Exposure?”, Fight the New Drug, July 30,

der, Sept. 20, https://hotforsecurity.bitdefender.com/blog/one-in-10-visitors-of-porn-sites-is-
-10-years-old-16675.html

tanescu, B. 2013. “Kids Watch Porn Online as Early as Age 6, Bitdefender Study Shows”, May 22,

t for Security. Bitdefender, https://hotforsecurity.bitdefender.com/blog/kids-watch-porn-online-as-
arly-as-age-6-bitdefender-study-shows-6254.html

175Stanescu, B. 2013. “Kids Watch Porn Online as Early as Age 6, Bitdefender Study Shows”, May 22,

Hot for Security. Bitdefender, https://hotforsecurity.bitdefender.com/blog/kids-watch-porn-online-as-
early-as-age-6-bitdefender-study-shows-6254.html
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as it is advertised as a family-friendly social media platform.'”® However somehow,
porn has flourished on Instagram. However, they have now launched a Stw
nudity” policy in which almost all nudity and obscene images, video(%ome
digitally created content have been restricted to a few exception as post-

mastectomy scarring, women actively breastfeeding, painting and sgulptures.’” By

3

using the simple instaporn word or hashtag such as ‘kiss’ y’, or ‘hot’ or
e;hb

variations thereof or the name of any porn stars in the sit '1r, it will reveal

the accounts that featured nudity and uncensored pornographic ima videos.!’®
‘X
ntai’ ani ic'eo_s@tside

of Japan, hentai is anime and manga pornogra evq se I@age, itis

not a type of media genre, it is a type ohg{vi se or\biz e sex@e‘sire or act)
uploaded and categorised under comiwaafinitely attact ch@@n to explore into
it. (,) \? ,Q\

6

N
A
Besides that, another tren on schc@dren, particularly for the

More surprisingly, there are so many adult comics a

girls now is IG (Instagram) - tars.l79 W ‘at, Il@}gram, Tumblr, Begolife, ICQ,

N

Tiktok and various social media th dataqgra and video live streaming where

@
always become a& forlhe d 'nque@ls to be a call girl. Their service can

N
be paid just using%som mp%rebaiéﬁ hool’s treat or cinema’s ticket, some of
Q- &
44/ ? S

Yv

N
e 8. “If Instagram Hav c'gtrict ‘No Nudity’ Policy, why is there So Much Porn on the
2%, Fight the New Drug, Oct. 12, https://fightthenewdrug.org/if-instagram-strict-no-nudity-policy-
i m/

.

Instagram Community Guidelines,
;//help.instagram.com/477434105621119/?helpref=hc_fnav&bc [0]
8390626577968&hc[1]=285881641526716

8 1. a. 2018. “If Instagram Have a Strict ‘No Nudity’ Policy, why is there So Much Porn on the
App?”, Fight the New Drug, Oct. 12, https://fightthenewdrug.org/if-instagram-strict-no-nudity-policy-
but-still-porn/

179 n.a. 2017. “Pornstar IG’- Trend Terkini Anak Gadis Sekolah”, Warga Prihatin, June 3,
https://www.facebook.com/wargaprihatin/posts/10156158335687786
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them are really enjoying doing this ‘job’ 18 and in another case, they just demand as
low as RM10 per session. They attract their customer by sending their genit
naked images or their previous sexual intercourse videos through DM (di@sage

on Instagram) or uploading it on Tumblr'® or sharing it thr hatsApp

Messenger and Telegram. Q

Hence, there are some related laws that governing the??pornography. The
laws supposedly less complicated (except on child materials) mprd?Ne United
States’ legislation because it is totally outlawed hege.'® In"the U.S.,¢0 nography is

S
ee undersbhe First

lil eIu@tes on the

legal landscape of obscenity law, a does notghave ,any specific law
criminalizing child pornography as alloxpor ogra

illegal. The governing laws are sc;%?’re ndﬂ g% ypq%’qﬁ';’pornography.
7] Q—
inti \n ' N i
Thus, the Printing Presse dI Act.@% and Penal Code obviously

prohibit obscene, ind%z offensive teﬁa@n%whereas Communication and
'3 2
Multimedia Act 1 and C de aré résponsible for governing obscene,
[ -
indecent and offénsive,contets.in onI&J edium.!8* Content Code is an industry

|
self-regulatory=ifStrume tv;h' sl'm%(daed by the Communication and Multimedia

Act 19% com‘osuﬂ elatively clear definition of obscenity. Such in Part 2,
&

180 i \

1 N

uda, S. 2015. Cyberlaw on pornography. In: National Law Students Convention 1V (PEMUDA
I Oct 2015, Universiti Utara Malaysia, Kedah. (Unpublished).
ulhuda, S. 2015. Cyberlaw on pornography. In: National Law Students Convention IV (PEMUDA
), 2 Oct 2015, Universiti Utara Malaysia, Kedah. (Unpublished).
4 Juriah Abdul Jalil. 2015. “Combating Child Pornography in Digital Era: Is Malaysian Law Adequate
to Meet the Digital Challenge”, Pertanika Journal of Social Science and Humanities. 23(S), pp. 137;

Zulhuda, S. 2015. Cyberlaw on pornography. In: National Law Students Convention IV (PEMUDA
1V), 2 Oct 2015, Universiti Utara Malaysia, Kedah. (Unpublished).
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permitted and enjoys the constitutional protecti dom of

P
Amendment, unless it is legally obscene.'® As\duriah Ti'duL

.




3.0 particular of note: Obscenity is referred as “content that gives rise to a feeling of

disgust by a reason of its lewd portrayal and is essentially offensive tov

prevailing notion of decency and modesty”.*® Some content classes th been

categorised under the obscene material are explicit sex acts/porﬂﬁ%wy, child

pornography; and sexual degradation. 8 Q

However, in AskLegal website stated, it is technic IIy ted to watch porn
online since there is no law against it (except on leé h ho watch
online porn without creating, distributing, selling harihg wouldgco travenrthe

S
Content Code.'®® As mentioned above, the Con&de is anl ff ‘régulatory

instrument and a code of conduct, not an actualb%Act of t, so t \Olewers do
not technically commit an offence.*®® B@all (?Antr tlng(Q he Islamic and
eastern norms. O
S
&
Pursuant to the Penal e Flﬂ’n Censarshi 2002 and the Printing

kY o
ons\ responsible to prohibit the

creation, distribution, fpossession, cir

Presses and Publication Actm thI
I

, P exhibition, sale, share, hire or

:

display the pornogr hic f(pﬁ/ﬂ'med materials such as magazines,

books or film or

‘qn s
ommunigation a Nu&.;medla Act 1998 through Section 211, anyone
who pfwconteﬁ' C

|a n.d., The Malaysian Communications and Multimedia Content Code, (Part 2, 3.0).
|ty Content) pp. 13.
I

aysia, n.d., The Malaysian Communications and Multimedia Content Code, (Part 2, 3.0).
scenity Content), pp. 13.
197 Lim C. 2018. “Is it a crime to watch porn online in Malaysia?”, AskLegal, Jan 10™,
ttps://asklegal.my/p/internet-porn-malaysia-illegal
188 Lim C. 2018. “Is it a crime to watch porn online in Malaysia?”, AskLegal, Jan 10™,
https://asklegal.my/p/internet-porn-malaysia-illegal
189 | bid

s |$cent obscene, false, menacing, or offensive in
R
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character with intent to annoy, abuse, threaten or harass any person is committing an
offence. If convicted, he/she is liable to a fine not exceeding RM50,
imprisonment for a term not exceeding one year or both. He/she is alsolli or a
further fine of RM1,000 per day or part of the day, if the offence is‘EMued after
conviction.!®While Section 233 (a) explains where a person is commiting an offence
if he/she through the means of any network facilities or netw: kwe or application
i) makes, creates or solicits or, ii) initiates the transmissio OX/.

comment, request,

suggestion or other communication which is obscene, cent fwacing, or

@
n or hara ndth@‘gon.

50,060 imprisonment for a
fogoriagf

urther.@e of RM1,000
afte(ﬁ%nviction.191 The

offensive in character, with intent to annoy, abuse, t

If convicted, he/she is liable to a fine not exce

term not more than one year or both. He/sw

per day or part of the day, if the“@ffence’ is contin

subsection (b) of this section provit@Sat itisa

D

Iy@\omeone initiates the
N
communication whether co r&)eate y4 ordQetherwise during which

NN K
communication may or may,not ensue. N

% 'S

While in the Penal Code n\ i ZBZQt;ated it is an offence for anyone to

O

sell, lets to hire, diStributes, ex*ibits circn@s or has in his possession any obscene

. : N . - .
materials suc ?ﬂmk, agazi Pdpe@ga(hphlet, drawing, painting, representation/

figure or r obsgene gbject oever. If found guilty, the offender shall be
Ftapron

isonmentéfor { termywhich may extend to three years or with fine or
>4

liable S
bo\ Section 293, it is hibited to sell, lets to hire, distributes, exhibits, or

es any obscene materials to any person who is under 20 years of age or offers

QMalaysia. 1998. Communication and Multimedia Act 1998 (Amendment 2006). (Act 588). Section
11

191 Malaysia. 1998. Communication and Multimedia Act 1998 (Amendment 2006). (Act 588), section
233
192 Malaysia. n.d. Penal Code. (Act 574). Section 292
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or attempts to do so. If convicted, the offender may be liable to a prison which may

extend to five years or a fine or both.1®3

In the Film Censorship Act 2002 in Section 5 (1), no one is alloﬁsfo»

possess, keep, control, or ownership, or ii) circulate, exhibit, distribute, di
manufacture, produce, sell or hire any obscene film or film p

against the public decency. If convicted, he/she shall be liable e of not less than

m rl than,five years

até'rialvthat
S

e'*)unished

RM10,000 and not more than RM50,000 or prison for
or both.1®* Thus, children who possess or share any cinematograp
contain pornography or commit any cyber-porn%uency‘/' abov

under the above provisions through detention, sWsi N

3.3.3 Sexting \:,
\3 ALY
Sexting is another modern“dan tr}? tod%o%ry. Children use new
oé

[7]
media technologies to sen\ istrib S uaIIyA{e:)({—plicit contents such as
- - - \ 195 - -
conversation or indecent |W'é! of thems 183- ers to peers.™ Sexting is a

sending and receiving sexually expli€i salgesd)r nude or semi-nude photographs

x @
or videos electro@ primalrily b tweer@ phones, but can occur between any
N

media-sharin m op techn 'g}).la)(k/ has become the highly charged issues

h

=
Ch

involving and the inter tﬁéﬁ%& using the mobile phone or laptop, they send

' 4
and d'w the image tn'rou'gq"the mobile phone messaging or social media

networks'such as WhatsApp, W(;%hat, Telgram, Facebook, Pinterest and many more.

, Section 293
a laysia. 2002. Film Censorship Act 2002 (Amendment 2006). (Act 620). Section 5.
rofts, T., Lee. M. 2013. “” Sexting’, Children and Child Pornography”, HeinOnline, 35 Sydney L.
v. 852013
® Leng, O., T., S., Khan, S., Rohani Abdul Rahim. 2015. “Anti Sexting and Cyberlaws in Malaysia”,
Australian Journal of Sustainable Business and Society, v.1(1), p.p. 66.
¥7Leng, O., T., S., Khan, S., Rohani Abdul Rahim. 2015. “Anti Sexting and Cyberlaws in Malaysia”,
Australian Journal of Sustainable Business and Society, v.1(1), p.p. 66
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Research related to sexting behavior among youth was published in JAMA
Journal Paediatrics from a meta-analysis of 39 separated international Ts
conducted between January 1990 to June 2016 with 110,380 participants(ggb\rt in
this study. 1*® The findings showed the mean prevalence for children Ned 12 to
17 who sent sexts was about 14.8 percent and for children who rw sexts was
27.4 percent and these rates increased in recent years and age.'®® Besides,
there was a fair prevalence of non-consensual sexting %w

"th 12.0 percent

forwarding sexts without consent and 8.4 percent recelvigg sex wd without
®

. 9
e in sendi a‘d_@vmg
g% mg.{?ﬁbout on

the same rate?! In fact, the JAMAW rics\ st o@y could be
underestimating the percentage of tee&@ded asn ny @ﬁle will stand and

declared that they are sexted or the not Mit h(!l'hey sent sexts instead

of only received the sexts.?% % ¥ d &
\ A
f

There are three arlos’o S
Research Centre’s internet Amg i e@&@t The scenarios are exchanges of
sexts solely amo \manl‘c partmers, e nges between partners that are shared

Ny
with others o e relationship ahd anges between people who are not yet in

N
X, <
198 Sherj , Anh Ly, rlst{a L , etal. 2018. “Prevalence of Multiple Forms of Sexting
Behawosmo g Youth Systematic Ew and Meta-analysis”, JAMA Paediatrics Network,

consent.?® Surprisingly, there is no significant dif

>

sexts; between the number of male and femal

https® etwork.com/journals/j diatrics/article-abstract/2673719
198 %Madigan, Anh Ly, Christina L. Rash, et al. 2018. “Prevalence of Multiple Forms of Sexting
iofPAmong Youth; Systematic Review and Meta-analysis”, JAMA Paediatrics Network,
Tyamanetwork.com/journals/jamapediatrics/article-abstract/2673719
eri Madigan, Anh Ly, Christina L. Rash, et al. 2018. “Prevalence of Multiple Forms of Sexting
avior Among Youth; Systematic Review and Meta-analysis”, JAMA Paediatrics Network,
tps://jamanetwork.com/journals/jamapediatrics/article-abstract/2673719
! 1bid
202 T ee, B.Y. 2018. “Here is How Much Sexting Among Teens Has Increased”, Forbes, Sept. 8,
https://www.forbes.com/sites/brucelee/2018/09/08/here-is-how-much-sexting-among-teens-has-
increased/#d3dd13736f1f
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a relationship, but at least one member participating in sexts hopes to be.?® Boys are

likely to ask, and girls are more likely to have been asked to send sexts.?% T

For some children, they might claim that this kind of activity is hax;'esslince it

does not involve any physical contact. Nonetheless, their activity i entially illegal
as they could be arrested and prosecuted because they areagharing or receiving

sexually explicit images or obscene photos that are onswa! pornographic.?%

Alternatively, it may fall into child pornographic if th ctsfare,;minors where it is

absolutely illegal and strictly prohibited in Malaysia.?*
from victim’s trusted friends, their classmates, w%
to them to bully, harass and humiliate the girl By distri

audiences.?’ \%\, 0\ 6"

Teen’s relationships are ofted” transient. y e,@the secret when they

N -2
have the closest relationship. O ak-ﬁ]o 0cC theL{{s_‘étrets such as sexts could
&

be distributed to others easily. h Xts w@forwarded without sender’s

permission and cons%‘ay lea uto}aris, % cyberbullying and they are
'3
particularly vulner&Kto o

Sorﬁéﬁ'mes, the child who becomes a

perpetrator may, distribute imaévwithout the sender’s consent. In some

‘\: ) o
203 T ephart, 009 eensﬁmd exting”, Rew, Research Center; Internet and Technology, Dec 15,
u
3

http://www. et.org/2009/12/15/tee d-sexting/
204 Temple, J.,R. ®aul, J A f] BerggP., et.al. 2012. “Teen sexting and its association with sexual
&

behaviors™ - *Archives of paediatric adctescentmedicine, v. 166(9), pp.832.
205 n.S 13.  “Our Dau is  ‘Sexting’>, the Star  Online, Dec. 13,

https® thestar.com.my/lifestylelviewpoints/focus-on-the-family/2013/12/13/our-daughter-is-

C. 2018. “Is it a Crime to Watch Porn Online in Malaysia?”, AskLegal,

"asklegal.my/p/internet-porn-malaysia-illegal

ifford N.V. 2009. “Sexting in the USA. Washington, DC: Family Online Safety Institute Report
9”, Family Online Safety Institute, http://www.fosi.org/downloads/resources/Sexting.pdf.

208 | ee, B.Y. 2018. “Here is How Much Sexting Among Teens Has Increased”, Forbes, Sept. 8,

ttps://www.forbes.com/sites/brucelee/2018/09/08/here-is-how-much-sexting-among-teens-has-

increased/#d3dd13736f1f

209 ElHage, A., 2018. “How Many Teens are Sexting?”, Institute for Family Studies, Mar 8,

https://ifstudies.org/blog/how-many-teens-are-sexting
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cases, they use it as a threat or blackmail to sell the image to pornography websites or

to distribute it to other peers to demand money or something else from the vi

return to stop them. Q}

Behind the dark side of sexting, some people were tryi* to ?ortify the
importance of sexting behaviors among children, particularly ingublicthealth, as their

normal sign of teenage sexual activity, becoming a part of WO\Nth and do not

associate to any good or poor mental well-being.?!! T@isa@?t the kids
had committed a deviant action or life in a crime.2? It met ed Woth
| &

pornography.?* Some blogs had encouraged peéple b ing or shagiflg the best
sexting apps so that they may rely on i@ th eir iﬁ?xe\st sexts. They

believed it is an alternative way to fulfil their sexual ne itﬁo\gutting themselves

on any physical contact.?®® Unfo natay, %h%yr @eople may also use it
e

[7]
when they are sexting with& artngg se@pps help them to keep
pictures of their body onWl an’;hjp{i@fe (but some apps allow the

users to screenshot the phatos) sugh

Match and many &}W § Q/%(J
!

Teens are Sexting?”, Institute for Family Studies, Mar 8,
en?'re-sexting

%{g, P., et.al. 2012. “Teen sexting and its association with sexual
rchives of pediatrics &~a~ lescent medicine, 166(9), pp. 829, 833

ytsel J, Ponnet K, Walrave M. 2014. “The associations between adolescents’ consumption of
aphy and music videos and their sexting behavior,” Cyberpsychology Behavior and Social

rking. Dec; 17(12), pp.772

bid
25 Stokes, RJ. 2018. “The 6 Best Sexting Apps for Privacy (and Sending Sexy Selfies)”, Nov 28, Your
ango, https://www.yourtango.com/2017299617/6-best-sexting-apps-for-privacy-and-sexy-selfies

216 pitti, D. 2019. “Is it possible to spice up your sex life without actually having sex? It is if you have
these sexting apps”, Jan 29, MashableAsia, https://mashable.com/roundup/best-sexting-apps-pof-tinder-

confide-match/#9YBhXFOwTiq7
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Children may face some online potential risks when they are committing
sexting. Usually, girls are reported to be under pressure when their partner asl?!m
to send their indecent images. Children who sent their nude or semi-nu XES to

their partner sometimes did not acquaint with the future effect and ba quences.

This explains the sexting’s conduct risk. q

The content risk also may arise as it is considered esw to children. The

photo of the private part of their body such as genit
private part, is given as to raise their partner’s se

humiliation. Children also may put themselves % .
with someone they knew or complete strangersWey \OuLQ

Apart from that, it also may @ildren’s 1 b ior. Those who

engaged in sexting behavior are e Ilkel t ?iat génd have had real sex
rather than who did not sext.?*’ ey pﬁhlci in \t escalates their level of
flirtation to include nud| he moreé}%n to express themselves
sexually.?t® Girl who |n se tmg ehlav@s at the high prevalence of risky
sexual behavior, su as m tlp'I or al(}dl and drug usage before sex.?®

acebook account that a mother had revealed

campaign thedinter
that h e years oI aufhte d sexting with a male stranger via WeChat and

N
ild had opened an‘scﬁfme sex group on social media.??° These unreported

Syed A Iha h l]VI @o is often involved with child safety
t

mple J. R, Paul, J. A., van den Berg, P., et.al. 2012. “Teen sexting and its association with sexual
aviors”. Archives of pediatrics & adolescent medicine, 166(9), pp. 833
Ibid
1 Temple, J. R., Paul, J. A., van den Berg, P., et.al. 2012. “Teen sexting and its association with sexual
behaviors”. Archives of pediatrics & adolescent medicine, 166(9), pp. 833
220 Syed Azmi. 2016. Facebook, Dec. 21,
https://web.facebook.com/syed.azmi.148/posts/10154289753541478
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cases are just the tip of the iceberg for sexual delinquencies in social media. The
sophisticated features of social media apps make them easier to sext. In We(,?w
example, there are many features that make it possible for users to conne@})ther
people from all over the world by ‘shaking’ features, private group,ﬂl&ottle QR
Code, in app-wallet and people nearby.?? With simple ‘shaking%t.ures, it may
connect them to other users who are shaking their phone at \%}Aﬁel time and the

movement had been registered in WeChat. Most of the ‘ne frl'end are usually

asking for sex or nude images rather than want to be a frie d children.
®
Y
People nearby feature also exposes children to meet frien ’ _{*)

Y—-
ﬁid\ applledg-kt\o’ xting by

elements existed such

It is questionable whether child pornograp

children. Owing to the facts that sometm@%‘!are 0

as creating, downloading, and distributinguthe child\o

their sexts. Children could be p C@rsow&%e

e ma@ als they got from

[ % obscene or indecent

images or videos received fr partners with or &&ut their consent as an act
. N
of bragging or revenge as a oft e rupture of t-@rr relationship. This delinquent
!
act clearly contradlcts with the provlsl 5] RC to protect children from sexual

b

abuse, sexual co ion; sexuz‘l exp |tat|o d unlawful practices such as child

prostitution a g ed in 222 Although this particular convention
protects c pa yo i for their harmonious development, but the
th

);seXLRr'bemg and participation rights in exploring and

C

childr ts to ‘

S’

expiessifig that sexual being’ Is totally not provided or not mentioned.22® This is to

1 Olamide, O.S. 2018. “5 Cools Features WeChat Has That WhatsApp Doesn’t Support”, Dignited,
Sept 23, https://www.dignited.com/35253/5-cool-features-wechat-has-that-whatsapp-doesnt-support/
222 UNCRC, Atrticle 34, (Sexual Exploitation).

223 Commonwealth of Australia, (1997), Telecommunication Act 1997, section 7.
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prevent them from exploiting other children which totally harmful for their intimate

citizenship development.?? Yv

There are numerous potential risks of sexting. It is not just only y:lnaeasing

demand for ‘ever greater levels of depravity’ but through the repe distribution of

the image, or images, through international networks.??® Teen’s relationship, no matter

how close their relationship is, once they break-up, their ‘se?‘such as sexts will
become viral on social media. It may affect their@x v@émight be
destroyed by only one sext or their obscene image. They will als ltulliqd or
v
harassed by the other child (sender) by threateni rpartr}er spread r{z_ sexts if
the partner refuses to follow their favor. chle'arl M ama e@‘feir future

relationship®® or it can be disastrous wk@ﬁre ’sbéel eem{E -respect and a

sense of personal identity may erode. \
\ & -
i \

The legislations on Con@uon énd med&c_lct 1998 and the Penal

S & | |
Code that related to cyberpornography II e app@ to the sexting offence since

it includes uploading, sendi greceivi g, p seksi.qﬁ)wnloading and displaying the

s 2
\.Qe\ ng an@% children and teens may involve an

<

pornographic imagewe
ughé;%n’on 377E: It is a crime to incite a child

viii
additional law i éﬁenal

¢
under the age%ﬂtee year
NS
ni sonment for a term of not less than three years

person.% be IiJa
and no&ro e than fifteen ye@))s};m also shall be punished to whipping.??’ The
N

!
d'to @ act of gross indecency with him or another

Karaian. 2012. “Lolita Speaks: “Sexting”, Teenage Girls and the Law”, Crime, Media, Culture,
"57-73

Criminal Justice Division, Attorney-General’s Department (Cth), Proposed Reforms to
mmonwealth Child Sex-Related Offences (2009) 44 [245].
® Lee, Y. B. 2018. “Here is How Much Sexting Among Teens Has Increased”, Forbes, Sep 8,
https://www.forbes.com/sites/brucelee/2018/09/08/here-is-how-much-sexting-among-teens-has-
increased/#46fb4ee36f1f
227 Malaysia. n.d. Penal Code. (Act 574). Section 377E
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discussion is to show the delinquent children who incite other children to a gross

indecency act are liable to this provision too. T

Thus, everything regarding to pornography including online ﬁin:'oaaphy IS

governed under Chapter 9 of the Penal Code (Act 574) that is an oﬂ%.af ecting the
d to the

jeopardy of

social structure such as family, friendship, and commu 'ty.VﬂUs, this section is
being discussed here as sexting involves the exchang@ne.a&\d?wographic
materials. ¢ N4

! _S
While Part 11 of the Sexual Offences Again hildg€n_Actf2017 R‘Uesigned
ograph

\F N
ecti our ta“Seven provide
dire@‘g the making or

production of, etc. child pornograp@ It declar %i @ornography is strictly
" . > .
prohibited through any electr ans for m Iy @ﬁ‘ﬁﬁed or combination of
o in Section 5 s i &
both.?2° While in Section 5 stateththat L e

making, or production%ging for
nf

’
J

public health, safety, convenience, decency, and morals. It may

specifically for offences relating to child parn

an offence for those who involved \ﬁ@g pro

nce,@any person who involved in

rod ctibn@c ild pornography. If convicted,
'3

he/she is liable to peison for a ore lﬁ}(thirty years and shall be punished

with whipping af'notiess th kes.z& Section 6, any person who involved in

!
the preparatio%ﬂaki , :)r dﬁcia?j(?r direct for making or producing, if he/she

ound g% kall bg-p niﬂ“gd wit@'\mprisonment not exceeding ten years and shall

f
be Iwr hipping.? Sectiqg;;tated it is an offence for a person who involves or
N

\scauses to be used as a child in the preparation or the production of any child

28 7ulhuda, S., (2015) Cyberlaw on pornography. In: National Law Students Convention IV
PEMUDA 1V), 2 Oct 2015, Universiti Utara Malaysia, Kedah. (Unpublished)

229 Malaysia. 2017. Sexual Offences Against Children Act 2017, [Act 792], Section 4

230 Malaysia. 2017. Sexual Offences Against Children Act 2017, [Act 792], Section 5

231 Malaysia. 2017. Sexual Offences Against Children Act 2017, [Act 792], Section 6

67



pornography. If convicted, he/she shall be liable to prison for a term not exceeding
twenty years and shall be liable to be punished with whipping not less thw

strokes.?32 (’}

Although the above legal provisions emphasize on offence ains! children,
this study focuses on the possibility that these offences may invglve boeth children as

offenders and victims. Children who are involved in chil po?ﬂphy offences thus

are also liable to these provisions.
NY.
Thus, parents should find out who theirch& in contact it,] E\ ake
friends with. Parents also have the right to checﬁ their'ehildrefl’s mobile p{/&'é. This is

not about intruding their space and privacyjthis iSito nﬁke e their children are safe

from being involved with delinque\bn the picdﬁe Shariah views
regarding child delinquency in soci{media wil \di,i%ss '@xoughly.

@ y S
3.4  SHARIAH VIEWS C\ LD IN UE@IN SOCIAL MEDIA
< S
Itis important% tand that Isl mﬁs.a:geautiful religion that protects the
I

’ s
necessities of humq,Kbe l i (r?}'
property.2% ThLéNran '
¢
as unlawful a‘l’

y be'a pu

gisas in% a mgniuegz‘l'on of \erving the humanity.?*®
Yy 5
N

ysia. 2017. Sexual Offences Against Children Act 2017, [Act 792], Section 7
% e Noh, Che Hasniza & Rahman, A.H. 2013. Cyber bullying: A general islamic outlook and
onse. American-Eurasian Journal of Sustainable Agriculture. 7. Pp. 217 (215-220)

Z% |bid; Zaydan, Abd al-Karim. 1986. Majmu’at Buhuth Fighiyyah. Baghdad: Maktabat al-Quds. Pp.
84; Imam Malik (nd). Muwatta. 422: 1797.

235 Zulkifli Bin Mohamad Al-Bakri. 2016. BULI: BAGAIMANA PENYELESAIANNYA? Bayyan
Linnas  Website. https://muftiwp.gov.my/en/artikel/bayan-linnas/1832-bayan-linnas-siri-51-buli-
bagaimana-penyelesaiannya

life, lineage, dignity, mind and

that gwnst all of these interests are considered
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“And We have certainly honoured the children of Adﬁknd
carried them on the land and sea and provided for them ofithe good
things and preferred them over much of what We Iﬁe created, with

[definite] preference. 236

space. R@'rs, insults,
ey eci

me a part of

making fun of others are everywhere@\jMal
entertainment for people nowadays. m hur&@

face depression, low self-esteem, %c@ ang a\%»
\ W
In general, the term of ‘Gyber ingy IS n@ing discussed at length by
Ch Howievel

olars

traditional or modern Musli r,@ discussions revolve around the

s 2
\eag ially, @(ﬁerms of their rights as a result of

<

es.zw@berbullying can be considered as zulm

ignorance or haé%ultu S
¢

!
(oppression) e it attacksland di ms other’s rights through various mediums

N\
earlier.z@i Myh B@) mentions;
Y-v

$

237 Che Noh, Che Hasniza & Rahman, A.H. (2013). Cyber bullying: A general Islamic outlook and
response. American-Eurasian Journal of Sustainable Agriculture. 7. Pp. 217
238 | bid

issue of those whowp re

Ay
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“The Muslim is one from whose tongue and hand other Muslims

are safe. The emigrant is one who abandons those things God haY‘

A

This hadith defines who is true Muslims. The true Muslims are pe of safety and

prohibited”?*

trust, where other people can turn their backs on them without any fear and suspicion.

They will not gossip others, provide full supports, and sacrific?lﬁual pleasures for

others as a part of Muslim’s duty.?* '

Apart from that, Allah says in the Holy Ql@

Slasd g Vg 15222 Vsud uu\ UMW‘ -

\1 Y

“O you who have believed) avoi ( ga(ti)@) assumption.
(|

Indeed, some asg\' nis si nd o‘:\&@ or backbite each

other. WouId?Wyou 1ket at the of his brother when

g%rq‘llah; indeed, Allah is

[
dead? uld detest it,/And f

&\acc@pen&?ﬁe/ and Merciful .24

Mean\&i}yb stalki is'another form of cyberbullying where someone is

transgre &r’s }3 ac;. It'is 4@tly prohibited as it may involve identity theft,

b4
damagN to'data, false accusa@d many other offensive behaviors. As mentioned
N

i Nuran in surah An-Noor:

28 Sahih al-Bukhari 10, Book 2, Hadith 3; USC-MSA web (English) reference Vol. 1, Book 2, Hadith
0

240 Che Noh, Che Hasniza & Rahman, A.H. 2013. Cyber bullying: A general Islamic outlook and

response. American-Eurasian Journal of Sustainable Agriculture. 7. Pp. 217

241 Al-Hujurat 49:12
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“O you who have believed, do not enter houses other th

own houses until you ascertain welcome and gr eir
inhabitants. That is best for you; perhaps Il be
reminded. ?*? T

The verse above shows that Islam has recognised ht i\'acy. Muslim
should not invade other’s privacy unless he gets permission from the owner. * Y'
N
% | &
While cyberpornography can cause Ch% d teefis.to gage\jﬁ' immoral
activities with their new social media pa% il \ded v@:ﬂlegal sexual

activities, abortion, baby dumping, s It @Iine with Allah’s

command, where Muslims are prohibited fr i '@nication and adultery.

:
s@@él intercourse. Indeed, it is

aIity@is evil as a way. "24

¢ ‘,'C,)

Etho'ah child r tg{n@gers who commit cyber-pornography and
%d JWZW,

are completely deviating from Islamic values.
N

oral activities may@ them to do something worse that is physical sexual

ies, and it may damage the dignity and their linage.

22 An-Nuur, 24:27

43 Mohamed, Duryana 2011. Islam In Cyber Environment and The Legal Issues in Malaysia. In:
National seminar on “New Media and Islamic Issues: Challenges and Opportunities”, 26th September
2011, ISTAC, Kuala Lumpur. (Unpublished), pp. 12

24 Al-Isra’ 17:32
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Thus, children should be educated on modesty, and early sexuality education

as such is now widespread among children. As in another verse, Allah says: Yv

B $0a0e & s 0 O (ST S5 gag iy 2a il 2 Wk ciall
-
et il ) Biy cantt Vs Blag chids falall ¢ u‘wm o]
o ) ) G\
Gl 5 Bt 3T Eadi T 5 BT 5 B V) 245 st VanBant (e Btk
) o "\ .
Dol 5% Cm® S SR ST b o e 3 T g o BAd) g 5 B2 5 B
~ | \U. -
o i Gl £t e Vonsd oo e geds 1 0 Fh ST J e iy

-

el 2 =

o ff p 81 Qs teid Y
) S N

“Tell the believing me t@ [s

guard their private part’s.xis qufr

Acquainted with wh %do. And tel

reduce [some] of thei ision @nd

A&
6} Y er
9’"1‘"9"

their(qision and
d, Allah is
eﬁevmg women to

thq&:’prlvate parts and

not expose thel nmen t that, Which [necessarily]

e

appears there to wrap [ g@their headcovers over
their ch not

husbawelrf
husb& sons,
e
\he omen, atlwtné.lhelr right hands possess, or those
% P4
ttendants, having \Q_,physmal desire, or children who are
Q!% yet r t e p@ate aspects of women. And let them not

: tamp their feet n&ake known what they conceal of their
adornment. An rn to Allah in repentance, all of you, O

\? believers, that you might succeed. 24

r Prophet Muhammad (May peace and blessings be upon him) has informed us that

ornment except to their

ir hu;ﬁéﬁﬁs‘ fathers, their sons, their

ir brothers' sons, their sisters'

Adultery is not only through intercourse. Prophet Muhammad (PBUH) said:

245 An-Nuur 24:30-31
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“Verily Allah has noted down the amount of Zina sons of Adam

was to commit, the adultery of the eyes is looking, the adultery o?
the tongue is talking and the soul wishes and desires, \
person’s private parts succumbs to that desire and somenﬂ&ey
don’t.” In another narration it is mentioned, “the adu of the

ears is listening, the adultery of the hand is touching, and the
adultery of the feet is walking (towards tié '
All in all, Islam has prepared general rule and ethics in co ication—~Al
- TN TS
these guidelines can be applied while using th al media; Everyone ‘Q}ould be
s N~
i r

aware of their deeds because even the smallest ‘déed, it \lfkbg eco de@fcording to

the verse of Al-Quran below. C\,

55 Qe 05 s s 5 b s o €0l i 68T 0 S s
: ™

f\" N
,I de rtlse@ated [into categories] to

“That D%gople wi

'
be sho@e res M r d%. 0, whoever does an atom's
weight 0 , an oever does an atom's weight of
¢ ! C,)

ill sedit. 240" &

O

Qv NN
wnsgres‘;ﬂdf occ@ in social media hence needs a thorough study

N
fr@ic scholars as mostef them such as privacy, fraud and harassment are not

246 Sahih al-Bukhari 6238, Sahih Muslim 2657
247pz-Zalzalah 99:6-8

ﬁ

o

Ily occurred. A detailed guideline in using social media with manners should
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be provided as guidance for all Muslims in the world to ensure everyone can use the

social media with the blessings of Allah. Yv
35 CONCLUDING REMARKS ::" )

Children also are good at accessing and surfing the social media. Overall, this
chapter has answered the meaning of child delinquency in the second
objective of the thesis. Children cyber delinquency can qR;a's a criminal act
committed using computer means and internet, carrie t by swwho aged
under eighteen years old. It can be divided into es, which ‘y@able
offences (also known as digitised dellnquent yb rd‘e 0@668 (also

known as cyber delinquents).

__.2

The cyber delinquencies dlscu®ovw e ti _{ the iceberg. Their

insufficient ability to judge the vahdity thﬁ ion t /\ecelved and might not
be able to avoid the risks p them ey a nI|ne They are risky to
wander into negative ctn@n o) |aI ‘ as pornographlc sites, online
gambling, cyberbullylng, sC mgated above are the many incidents

that occur among@br in l/lalay a. In% aI there are also children involved in
cyber grooming, mlmg,? ohlnaggémbllng This matter is very worrying,

espeC|aIIy because thes c@gﬁ will be a leader in the future.

cenarlo occurred@ong children also has been viewed through the

s%}qesults as the percentage of respondents who commit delinquency in social

ia is still low yet there are children admitted to being involved in the delinquent

Qt. Hence, precautionary steps should be taken by the government, society, and

family. Even more so now where we need to live in a new norm after the pandemic of
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Covid-19, children should be exposed to technology for their online learning process
(online distant learning). Learning from home could give the opportunity Ym

parents to monitor their children continuously and nurturing them with (tys hile

using the social media. A
Some improvements on the legal system, particulaw:ted to cyber

delinquency are needed. The elaboration of the governin CWS is to show the

seriousness of the government to combat the cyber securityiisstes iQr?sia asitis

limitless, has zero boundaries and erodes national porders: Children 51@ be
L)

educated with it to ensure their adherence to aw. E‘\;e though ’thexexisting

legislations are seemed sufficient to adjudicate’the onli e\s@ ces, thQ?\Lﬁeed to be

refurbished, where there are some Iacun%}ﬁ&dir c?ky t th&e{powerment of

the act. \ O
& N

ific fvers th@uran that describe the

&

prohibition of cyber offences 0 elir[ 1€ as aIQ)brses are related to physical

4

Apparently, there are

4%

offences. However, thé principles can'be agplied.tothe social media usage since the

s s

Islamic Legal Maxim also e \asq the pfinciple such as “No Harm and No

Reciprocated H, m whi WhiG&Wi“ affect the wellbeing of others, either
!
physically or@y ust‘b ﬁde&i@ear in mind that in most jurisdictions what

N
isillega are also'copsid red@'e’ gal online.
PV)?' X
A\ o
\ to keep childreﬂ*%’private moments from going public? Parents may

%e them by practicing these useful tips; save (think twice before share), password

e a personal password to all devices to prevent someone from intruding on the

phone without permission) and delete (do not keep personal information or intimate
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moments on the mobile phone unless they put a password on it).?* In the next chapter,

delinquent children’s criminal responsibility is examined through their minim

from Malaysian legal framework and Syariah perspectives. %\

28 na nd “How We Expose Ourselves Today”, McAfee Secure: Together is Power,
https://promos.mcafee.com/offer.aspx?id=605366&culture=en-us&cid=140612
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