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CHAPTER 4
HYBRID IMMUNE CLONAL NETWORK ALGORITHM

4.1 BACKGROUND : ,

This chapter discusses our proposed method for detection and c%siszation phase, and
how AIS algorithms and dataset are used for this research. esw,'lhis chapter reviews

existing method using WEKA, a machine learning tool f m1m w algorithm

.
named “Hybrid Immune Clonal Network Algorithm’ @uresel ed it tl'1s @er.
.\

\Tw s

4.2 EXPERIMENTS IN DETECTION PH O

T A
Detection is the first phase in our I de De 1e process of identifying
the SMS messages received eitheg Sityed @\m or ham. The purpose for

this phase is to reduce the nu%} spa } me }g!esgtelmg, to our mobile phone and
also help us in mcomnzm&\ dlff‘lcn ing héhvcen the characteristics of ham and

spam messages. The 1c Nu 1 gletdy 5 l)u thod and procedures of the conduct of

experiment, with f&ﬂo“}n plcscntcd our initial work for enhancing

Danger Theory bn{foducing three (}@9 rameters for effective detection.

N
N

C
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4.2.1 PROCEDURES AND METHODS

In the spam managing model, Danger Theory is used to detect the incorlg MS
messages that already show that they are spam messages by understandi@ content

and meaning of message and for the Negative Selection, incoming SMS m®sage will be

filtered first to identify it is spam or ham. V
Three different datasets were used for detecting text spam mSgggegusii S al&grithms

IS

b g
a. GrumbleText (GT) g

A website to submit complains of Q\m. Peoplp? wh@ceive SMS Spam,
voluntarily submit the SMS on thy % \ iy
> S

T &

b. Dublin IIlS[iILIliOIl OftCChnOIOK )
A
\

The DIT SMS spam datgset Ya coxp,‘s.?
collected by scraping mes€a 10 l\\{(‘JMK public consumer complaints

website. &
\ g
¢. UCI Machine Ledn pasi r}’ £y
\
This corpulaght Xiorell jlccl@)f public set of SMS messages labelled as

A. >
spam ag (non-spam) for'™e¢ use by many researchers.

and the dataset are discussed below:-
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'I‘ublc@vs the number of spam and ham messages for each dataset and they will be
tested using the Danger Theory and Negative Selection. A comparison is made in terms

of correctly classified, incorrectly classified, ROC (Receiver Operating Characteristics)
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AREA, Accuracy and time taken to build the model. WEKA is used to test the
performance of these algorithms in detecting spam messages. The measurement of

detected performance using WEKA is discussed below:-

“

e Correctly Classified (CC): SMS is correctly classified as spam or \am+#hessage.

ey

e Accuracy: The rate for accuracy of a classifier or algorithm is nined by the

formula as stated below: V

Accuracy = (TP + TN) /(TP + FN + TN + FP) : '

e Incorrectly Classified (IC): SMS is incorrec classij fpag_},gr ham
A

9

4

messages.
sigually s il g
¢ ROC Area: For analysing and lllustralmE rforﬁianc of v s systems.
Table 4. 1: Number t@g&ﬁ\o&?da é

S

(|}
ol Y
Dataset A (DI Datase T) ‘! ataset C (UCI)
Ham 579 232! ™ 211

Spam i P A 1443
Total 1% ¥ N f 1654
S £
Experiments were con Mlo compyC |l1x*t‘§|>formance between Negative Selection

and Danger Theory so tof fing whic@Nrlgorithm is better using WEKA (i.e. open

’
n@rec datasets were used due to limited dataset

source tool for n&ﬁﬁ learning). &

available sin;\ wanted to find the performance of algorithms using different number

ks

Org

of messaMag, Wom the experiment, results showed that Negative Selection perform well

O

than Danger Theory in all aspects such as accuracy and time. Detail discussion can be

found in Chapter 5, Section 5.4.1.
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4.2.2 ENHANCING AIS DETECTION

Having understood that Danger Theory needs to be improved, three feai’Yv\vere
proposed; namely based on the length of messages that is more than 1 racters,
messages containing special characters such as symbols and numbers eywords of

spam messages and our justification of using these are hlghllg,hted wing:

1. Length of messages (i.e. greater than 100 characters). \d

From our finding in analysing SMS spam datasets @md a’n-\gﬂds to be

angu m order to

Q\

rest &o those particular

%{al‘e more than 100 in
N,

m length of any SMS is

longer. Besides, SMS spam normally uses standar§f’and

attract users so that they can understand q%w th 1
messages. Therefore, in this thesis, it is aggumed t]l&%

length could potentially be cla551ﬁed du tot an/

up to 160 characters in length (D@lm‘o , Q0¥3). @e 4.2 shows the difference
(
between spam and ham mt,ss'w%cd on %J o

(¢}

s &
¢

Table 4. \’&dlﬂ Qwe am and ham messages
o !
C—\ | 5.‘

’§

SPAM | PRIVATE! Y Acc unt a e r shows 800 un-redeemed S. I. M. points. Call
0871520369 fier C 31/10/04.

‘\
1

HAM Everybody Mgd ftn this evening. Mi

’Jéf




73

2. Special Characters (1.e. numbers and symbols).
From our study, it is revealed that the usage of special characters do exist and are
common in SMS spams. For instance, spammers prefer using numbers or d@h as
phone number, code number to claim, service code and sum of money @ pounds).
In addition to these, special characters or symbols such as **** §, re commonly

found to be used in SMS spams. Table 4.3 shows example of sQaNsages containing

special characters.

Table 4. 3: Spam messages containing special chfgacters usi gn\tgrs’ \Y'
1.5
v o

e

S.

PRIVATE! Your 2003 Account Statement for shows 8§00 un- d S\ [\Mt ng 08715203694
Identifier Code: 40533 Expires 31/10/04. \ Y'
.

3. Keywords of spam and ham. ol
S

7]
From our analysis, words that beinN n s essgx& are common and similar

across platforms. Thereby, ourepprgch als‘ cm}ide mmon keywords for detecting
‘re

Lall’ and ‘Claim’. Besides, ham

spam. Examples of kcwm&&arcﬁ e’
keywords are also invw d aI ii m@ur detection algorithms. Example of
¢
.

keywords for ham and®paml megpag n héfl»und in Appendix B.
& 7 A F
Y X

By dctccling_,é spam using their lengths, used characters and keywords, we postulate
it will m¥g (M detection rate higher; and at the same time minimizing device resources.

what we have claimed for, three aforementioned detection features were

.

(@]

To achiev

stipulated into five different algorithms as shown in Table 4.4 and Figure 4.1 presents the
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pseudo-code of the proposed method. These three features were embedded into five
algorithms because we want to see how they work on detection process using different

environment (i.e. using one or more than one features).

Table 4. 4: Different features in each algorithm

DETECTION OF HAM/SPAM
‘Algorithm | Phase 1 Phase 2 Phase 3
1 Spam keywords | Ham keywords (NA)
2 Length+ Ham keywords (NA)
Spam keywords
3 Number/digit+ Ham keywords (NA)
Spam keywords
4 Length Number/digit+ Ham ords  J (NA
Spam keywords ’ "{—’
5 Length Number/digit + rds
Spam keywords

The first three algorithms use only two Maltionc urcO%ilh the remaining
algorithms combining all features. S c%rll ,%‘n Q\uscs only keywords,

]

Algorithm 2 uses the combination ofK ge letwgh ¢ i kel rds, and Algorithm 3 uses
: S g~ : .

the features of special charactegg.andkeyworgs re Cub‘ " Both Algorithms 4 and 5 use
message length, special chz'zl\clc; ar £

diagram for each algorithgd! W th

rds %i’”urcs 42 to 4.6 show the flow

o

10w they work.

Input; Mj3

Outpy gt o8 §

1, \ (while TRUE) $’
R cad all SMS messages, M

tect S (i.e. using five algorithms as in Table 4.4)
rint the results
Copy to Hor S folder
End

Figure 4. 1: Generalized Pscudo-code for five algorithms
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1. The process starts.
2. SMS message content is read and viewed.

SMS messages are scanned using five algorithms to detect spam and ham m*

3.

4. The results of ham and spam messages are shown. \
5. Ham messages are copied to folder ham while spam messages will go ‘t@r spam.
6

. The process ends.

Three different datasets used in this experiment are discussed bewxi d Table 4.5 details
out different numbers of spam and ham messages in ea asct. Vaset is used
although it only has spam messages because we to seq the rfoqg;nce of

Y'

algorithms using variation of dataset.

a. UCI Machine Learning (UCI) V: é
N 6‘

This dataset has been discussed in Sec 2.1

b. British English SMS Corpora (B A\
The messages are collected& Grun ext gﬂasnc for SMS spam and
Caroline Tag’s PhD Th% SMS llam. | %

s s
c. Dublin Institute of'l‘wlogy' (‘y

This dataset has l& cusy
‘ : / o
(,g foé

cach dataset is not necessary because the

Pre-processing 1mﬂ pl
(>N
characters (1,FNWgmbers and symbols)\n these messages with the length of messages may

help \\1611

ctection process.



76

Table 4. 5: Characteristics of used datasets

Dublin Institute Of Technology British English SMS UCI Machine
(l)IT) Corpora (BEC) Learning
450 4825
SPAM 1253 425 747
TOTAL | 1353 875

The measurement of detection performance is based on Correctlwg ified Messages,

True Positive and True Negative. Y.

e Correctly Classified (CC): SMS is correctly classifie sp messaﬂe.

o o
e Accuracy: The rate for accuracy of a classificigaila or1th1 1 tc‘nm(:lkd by the
formula as below. Yv \

Accuracy = (TP + TN) / (TP+F. @4— <
) N
e True Positive (TP): SMS messa on ec askl e{\as ham messages.
0
» True Negative (TN): SMS m are deygrec é&ed as spam messages.

e False Positive (FP): SMt ages a 1; nfzc@asmﬁed as ham messages.
ess

: s
e False Negative (FN): MS incofretly classified as spam messages.

715
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ALGORITHM 1

Seanvihlepios o

Ham Nessages

Sean with keywords of
Spam Messages

re 4.2: Algorithm 1

Figu
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Figure 4.2 shows the flowchart of Algorithm 1. This algorithm requires two phases and
each phase is discussed as follows:-

- \3
&

1. Raw messages containing ham and spam messages are used.

O

9

These messages are scanned with keywords of spam messgges Juch as text, send

to and claim. Y ’
3. All keywords of spam messages are stored in a li@ 1%1 of words.
e
4. If raw messages match and contain the key@avaiy ’l@mﬂ’, the
{ ¥

messages are classified as SPAM message a]?ﬁ pr@é
5. If raw messages do not match and conewz ke v ava@e in the library,

the messages are classified as ToHam ngsag an?

il LQO the second phase.
: ] '

Phase 2 u Q%
TP . N
6. The ToHam messagesgare \anned ;\:lj e s of ham messages such as
mte

pronouns (i.e. he, shl\hm elv, ’éﬁons (i.e. hey, hmmm, yup).
7. These ham kcwa e Slak "u&&;ml contains list of words.

liblc;
’ (,)
8. 1f ToHam nq“saﬂ s mptc
%agcs ar aﬁiﬁ@ AM message and the process end.

LH‘ Z@ contain ham keywords available in the
\
s H
>
9. H‘lhc%~

es do not m:nch\‘;?lh ham keywords available in the library, they are
lcd as SPAM messages and the process ends.

S

Sy

S 1

—

v

library, tl

(0f=;
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ALGORITHM 2

Scan wih 2 characierstics of spam messages:» v
teghmg>10 \/ u\\ g
Llgpotsspanmessages co é

Scmv.imkemdS
of ham messages

Figure 4. 3: Algorithm 2
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Figure 4.3 shows the flowchart of Algorithm 2. This algorithm requires two phases and

each phase is discussed as follows:-

Phase 1 Y'
N N

1. Raw messages containing ham and spam messages are use

These messages are scanned with two characteristics to i@)am messages.

Firstly, the length of message is greater than 1 \Ris'and secondly, the

[§9)

keywords of spam messages such as text, send to, clain \d

Ny
3. These two characteristics are stored in a librar@ontai ligt f'v&fg

4. 1f raw messages match with the charactv

S aKla n ﬂagvlibrary, the

aé\‘('

messages are classified as SPAM messGM th

5. If raw messages do not match with CMractegisti

(Q A N

messages are classified as ToHan sages and ontim%'to the second phase.
“ Q-

\E K og

Phase 2 $

6. The ToHam mcssa& vords of ham messages such as

|

pronouns (i.e. th .

ections (i.e. hey, hmmm, yup).

7. These ham kegaVorgs ar ‘ary that contains list of words.
8. If Tollu:i ¢ \‘zlgcsfl ¥ wi Ednd contain ham keywords available in the

>
libnu& 1essages are clas?&?‘d as HAM messages and the process ends.

9. Af Cssages do not match with ham keywords available in the library, they are
ified as SPAM messages and the process ends.
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ALGORITHM 3

(Ra«Messagas} z ,
Lbrary contans \d

Scan wih 2 characierlics of Spem messages:»
1. Messages conn numbe/ digt
2 Keywords spam messages

Library contging
fist of words

Figure 4. 4: Algorithm 3
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Figure 4.4 shows the flowchart for Algorithm 3. This algorithm requires two phases and

each phase is discussed as follows:-

- X
&

1. Raw messages containing ham and spam messages are used.

These messages are scanned with two characteristics to idgntiffjpspam messages.

Firstly, messages containing number or digit such a teWw number and age

S

and secondly, the keywords of spam messages suc Xt sew claim.
Ld
ntaing list § ror@?-
A
csa\'&{ n %?librmy, the
o
the'ﬁ

5. If the raw messages do not match withNegaragteristi cwail@e in the library, the
[e

messages are classified as Ton?%agﬁQ%'Iin@.lo the second stage.

“ Q-
&
Phase 2 \ ¥ §
\ N
6. The ToHam mcssag&‘ g u{ 1"' vords of ham messages such as

pronouns (i.e. he, $hcy

y 1d il@geclions (i.e. hey, hmmm, yup).
\ " '
7. These ham kcir gk arefstore a

N3
8. If ToHar l%AdgCS’l 1’\\1 é’md contain ham keywords available in the

3. These two characteristics are stored in a library th!

4. 1If the raw messages match with these chara

messages are classified as SPAM messz

TOCC3S €n

'lfary that contains list of words.

>
librm\ cssages are clasmd as HAM messages and the process ends.

fied as SPAM messages and the process ends.
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ALGORITHM 4

Figure 4. 5: Algorithm 4
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Figure 4.5 shows the flowchart of Algorithm 4. This algorithm requires three phases and

each phase is discussed as follows:-

Phase 1

S

D

Raw messages containing ham and spam messages are used.

Ng
0
Y-

These messages are scanned with the length of messages%}(s greater than 100

words.

The length of messages is stored in a library that gontai¥ li OMSQ o
. _ 1
If the raw messages match with the lengtt ilable ’i th llb@ they are
V
classified as ToSpam messages and these%zage \hconti&'rto the second

phase. \% 1 O“
If the raw messages do not match %he leni_abh_\mgil }(%1 the library, , they are

N
. 0 )
classified as HAM messages ¢ proegss erfls? é'}'
o

6.

The ToSpam mcs&xm stalm wita&iwo characteristics to identify spam
. \ . .
secon ?lm mber or digit such as telephone number,
0

and age an S $Spam messages such as text, send to, and

claim. . : ‘{"J.

I

i’
w
A

messages. Firstlg, n

[oN
~
o
~

am messages match with these characteristics available in the library, the

messages are classified as SPAM messages and the process ends.
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9. If ToSpam messages do not match with these characteristics available in the

library, the messages are classified as ToHam messages and continue third

phase. %\
Phase 3 v
es.

10. The ToHam messages are scanned with keywords of ham magss
11. These keywords are stored in a library that contains lj chs.
12. If ToHam messages match with the keywords 0%3 s%ailable in the
L
library, the messages are classified as HAM mes s and fhe pi c'slégg.
13. If ToHam messages do not match with the dso{ essaggs.available n
the library, they are classified as SPAV\%NgCS cﬁd prok & ends.
N
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ALGORITHM 5

Scio th s o s s
1. Messages contan number/digt dyg
2. Keywards spam messagesy

Sean wih keywords
ol tammessaes |

Figure 4. 6: Algorithm 5
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Figure 4.6 shows the flowchart of Algorithm 5. This algorithm requires four phases and

each phase is discussed as follows:-

X
d\,Y'

1. Raw messages containing ham and spam messages are use

[§9]

These messages are scanned with the length of messaggs w is greater than 100

words. \d
: : ! o
3. The length of messages is stored in a library th@ins lis§ of r’is. (_}

4. 1If raw messages match with the length avail? the Iéb hey ¥e classified
as ToSpam message and the process wil N 1 nd@:e.

5. If raw messages do not match with iighble il@@ library, they are

classified as ToHam1 message@ nae% 3 inue to the third stage.
Phase 2 \ Aj

(0 N
6. The ToSpam messages ar QVJ?@ characteristics to identify spam

gn r or digit such as telephone number,

<P o8 cﬁ?m messages such as text, send to, and

and age and sc%\

\
claim. %E b o ? é
Y—

7. These \ practeristics are a@dy stored in a library that contains list of words.

8. If]% me

essgves are classified as SPAM messages and the process ends.

ssages match with these characteristics available in the library, the

9. If ToSpam messages do not match with these characteristics available in the
library, the messages are classified as ToHam2 messages and the process

continues to the fourth stage.

=



88

Phase3
10. The ToHam1 messages are scanned with only two keywords of spam 1 aes.
Firstly, the link of website and email such as http, www, @ and .c \mdly 1s

number of telephone that starts with 01-09. This stage chooses ginlE two keywords

of spam messages because most spammers ask users to diaw mber provided

or visit the link in order for them to steal the im Talq information and get

money. Besides, some spam messages used sho e of 1Wfor visiting
L
&

website and dialling numbers. | A=

11. These keywords are stored in a library that coXge lis&Q ; \,Y.
i <
12. If ToHam] messages match with the s Mvorg‘; labl&. the library, the
messages are classified as SPAM mess% and~h<? sgﬁgs.

N

13. If ToHaml messages do not ma Qrith lilC s’am }@words available in the
é . 3
. : &
library, they are classified as H mT wesyd tl@rocess ends.

<
S S

U

Ry 1N ; hreg’fc scanned with keywords of ham
¢

14. The ToHam?2 m\
|
C—) 2 9

messages.
N &
15. These key, wu'c stgr & libgay that contains list of words.
>

16.1f Tol % cssages match WM the keywords of ham messages available in the

M e messages are classified as HAM messages and the process ends.

lam?2 messaces do not match with the keywords of ham messages available
£ y g

in the library, they are classified as SPAM messages and the process ends.
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4.3 EXPERIMENTS IN CLASSIFICATION (OR CLUSTERING) PHASE Y'

Clustering is the process of grouping data or documents into similar group&tais phase,

clustering process only involves spam messages because we want lgidentify which

category each spam message belongs to. There are various types m messages sent
by spammers to attract users and most of us do not realize 1o ;’oftl ¢ messages

Ky

hase gis ¥to lustwvtext spam

is. Part of spam messages will make users interested andfgglieve with 'r’co'né,@'fs and
hi

part of them will be ignored by users. The aim of t
Y' N
messages into categories and identify which l%s f sﬂal s hi number of

messages so that we know the motive of spanwasending paé"{essages.
\ A,
N
6" ol 5
&
GORTHM (HICNA)

43.1 HYBRID IMMUNE CLONA%IWF

A new algorithm named w 11]‘1 lon%(bl“)etwork Algorithm (HICNA)” is

Y O l Scéolon and Immune Network Theory for
¢
’

introduced. It combines W
/ via,élrescarch and paper introduced on method

clustering spam messg€8_Jhere fs nQp

and algorithm fc %cn’ng S am"m& Ages using the combination of these two
9

algorithms (:\;' et al., 2009; 2010). Table 4.6 shows the mapping component between

AIS \\w sed algorithm while Figure 4.7 shows the algorithm for HICNA. The
explanatiOM®T( the algorithm shows in Table 4.7. The detail process of HICNA is shown

in Figure 4.8 with its explanation of the process is shown in Table 4.8.



Table 4. 6: Mapping component between AIS and HICNA \Y'
AIS component HICNA A

Pattern,S SMS spam messages

Set Antibodies Library

Affinity keywords

Clones Cluster of spam messages

Input: S = set of patterns to be recognised, n = the number of worst
nt = network affinity threshold, pl=common keywords, p2=uncomm
judgement

- identl

1g (i.e ster
g('i.e.
=)

A

Output: M = Final set of memory detectors capable of classify
cluster), N= set of unknown memory detectors capable of classi

Cluster Others),

Begin \

I
2. Create an initial random set of ang®odies, A \T
3 1 in A

P1 : Determine the affinity of S with each &
4. Generate clones of a subset of the diedjin 4 witl#fthe hi Qamnity.
5.  Thenumber of clones for an antibody portionalo its a m'& Q’
If affinity for each element in A M than nt, ¢ re gA ted and move to M

6.

7. (i.e. identified cluster). N
8. Mutate attributes of these 8lghes to th@set 4

9. copy of the higheglafiityRantibodic§ in A

nd pl Q
ntcl t@mory
10. set, M (i.e. identifie K & P g
11. else eliminate the n lowestgffinity¥ntib ‘lmn\ into N@?’clusterMiscel[ancous)
12. New randomly unlibod&&wmlc’ in ‘é
13. then
ibody i"

14. P2:Determine the afflgity oW with"eg
15. If affinity fofeaciMgemefit ig A is ? 2 t, clones are generated and move to M

17. Autate Fof the s th QJA , and place a
18. copy o, shest :?’n ty afti 'c@ into the memory
affinity antibodies ind:o/imilmlcd into O (i.e. cluster Other)

3] wlc the affinity of O with MSing expert judgement

affinity is higher than nt, clones are generated and move to M
owest affinity are eliminated into O

Figure 4. 7: Algorithm for HICNA

90
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Table 4. 7: Explanation of the algorithm

No Activity

1 The process starts. .

2 Creates an initial random set of network antibodies, A.

3 In phase 1, patterns, S binds with each antibody in A to dete he affinity
(i.e. spam messages are scanned using common keywords). Y'

- Clones are generated for subset of the antibodies in A i finity is highest
(i.e. if SMS messages match with common keywor ble, they will be
clustered). '

5 The number of clones for an antibody is propo al to it aW

, LD * o

6.7 If the affinity for each element in A is higher nt, clgnes a 'e:@éd and
move to M (identified cluster).

4 iy

8,9,10 Mutate attributes of these clones to the s?A, ar a co the highest
affinity clones into a set M. V 1 é

S % .
11 Eliminates the n lowest affinity es into N J¥€. cll@ Miscellaneous) if
the affinity is less than nt. \T A,
s
12 New randomly antibodies are in A &
“ Q-
: g

13 The process continue. ~

14 In phase 2, patterns, mtibody in A to determine the
affinity (i.e. spamffne dsiggyncommon keywords).

d ;‘@

15,16 If the affinity fml ele isﬁ‘br than nt, clones are generated and
move to M (igdgnti c

17,18,19 | Mutate a N offtt
affinity gloneginto

A | : >

20 Elilw the IWfaﬂ' antibodies into O (i.e. cluster Others) if the
affMyty W less thannt. &)

21 Memliocess continue. NG ®

22 1ase 3, patterns, S in O with FP value are determined their affinity using

ert judgement.
[ 23 If the affinity for each element in A is higher than nt, clones are generated and
move to M (identified cluster).

24 Eliminates the n lowest affinity antibodies into O (i.e. cluster Others) if the
affinity is less than nt.

25 The process end. i
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Figure 4.8 shows the proposed algorithm for the process of clustering SMS spam

messages using Clonal Selection and Immune Network Theory. The process 1YJssed

below. Then the summary of the process in HICNA with AIS theory is Qm Table

4.9.

Table 4. 8: The explanation of the process in HIC z
z [l

No | Activity !

1 SMS spam messages act as an antigen or foreign mlc W\’ims and
bacterial will be scanned and destroyed by antibodies g ¢ \Y'

[ \e)

2 In the library, the meaning and content of the messa r?.f'lltered with

the common keywords available in the library. Y- \ NV
M. N

3 The keywords are the affinity of binding bet sageﬁith the library. If a
message has similar keywords available igl age closer meaning with
the keywords, it means that the affinity olNagdi the Sadssages and library is
higher. &\

- . .

4 In the Immune Network Theory, i nat with paratope in antibody,
they will bind and the strength of* 1€ t&&hg will destroy the antigen or
will divide into other types of cg Y

\E

3} I'he higher affinity of bi Will clgde t ‘J ﬁ >s into several clusters of spam
messages. If the affinity i ; \ Ssag s not match with keywords in the
library), the messages ‘Nb 13RaNd wil[ BrScanned again for the second phase.

6 At the same time, ar ‘ pte @updalp the new keywords for scanning in
second phase. (')

7 In the su.on @Ml be scanned by the library to find the matching
uncommon i ssafe ¢ R’mins the same keywords in the library, they will be
bound an d into existing clt@r new cluster.

S| 1f a mesIwgMoes not have the same keywords as in the library, it will be scanned again in
thj sc using expert judgement

9 | "Megedudgement is the process of scanning the spam messages based on the view and
understanding the content of messages.

10 |If lﬂ:inmu\ of expert judgment is match with the meaning in each cluster, the messages

are clustered into defined group, else the messages are clustered into cluster ‘Other’ and the

process end.
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11

In Clonal Selection, the cell will divide into two types of cell which are plasma cell and
memory cell. Memory cell will remember the structure and characteristics of antigen when
the second attack occurs and the plasma cell will fight the antigen again.

In our proposed clustering process, the function of memory cell is locgfe the first
process of scanning because when messages are scanned with the keywofds ullibrary and
then they match and go into the correct cluster, it means that the lib members the

13

available in the library and they will go to the second phase for d process.

characteristics of the messages. t
Plasma cell occurs when the SMS spam messages cannot @nh the keywords
1

14

New style and updated of SMS spam messages cause the libr genefate new keywords,
that is why our proposed model is needed for the second of clpsteringgdfocess.
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Table 4. 9:Hybrid Immune Clonal Network Algorithm with AIS understanding theory

Process

Description

AIS Understangin

Message Reading

Messages are read from the server or users’
mobile phone.

Antigens or f
microorganigga®such as virus and
bacteria enter the¥ody.

Messages Scanning
into three phases:-
P1 = Scanning
using common
keywords

P2 = Scanning
using uncommon
keywords

P3 = Using expert
judgement

Messages are scanned with keywords available
for each group. The list of keywords located in
the library contains word-list. There are three
phases in scanning the messages. The
keywords are the affinity of binding between
SMS spam with the library and the library is an
antibody.

Phase 1: Scanning using common keywords
available in the library. If any messages ma
with the keyword, then the message will
the correct group. If it does not match for
group, then it will scan again into the ¢
phase. At the same time, library will up
and generate new keywords becay?
style and format of SMS spam. T
will be used for scanning in ¢

Antigen \VT with antibody
with the helfyof epitope and
parato pitope in antigen
ma th paratope in

\tib§ly, they will bind and the
of dffinity is higher. The

1ding Wil desgy the antigen or
il cl 1M‘twes of cell
i ma cel
1fgh nity is
IO\?QI' he ghtigeryyill be bound
iy S anotbg antibody. The
%@, of agtigen with antibody
pro Immune Network

ry. Q] binding occurs and
du cher affinity, the cell

Phase 2: In the second phase, the

will be scanned by the librig
matching uncommon ke
contains the same key;
will be bound and clégg
or new cluster. If
the messages
brocess ends.

contain
. mcspages
the

the group
results (}
classifidd) 3

arou I pgasg W
The se of fhis pl
chx, Ues ang corjec

s

b

1. clgsta/Other).
T S t(c:ia(c sure that

d.

ill e ®bned into two types of
])Q ich are plasma cell and
m&ydry cell. The process of

ing is using the theory of
FQonal Selection. The function of

=P memory cell is located in the first

process of scanning because when
a message is scanned with the
keywords in library and then it
matches and goes into the correct
cluster, it means that the library
remembers the characteristics of
the message. Plasma cell occurs
when the SMS spam messages
cannot match with the keywords
available in the library and they
will go to the second phase for the
second process. Memory cell also
occurs in the phase 3 when expert
judgement is needed to remember
the meaning of message in order
to group into the correct cluster.

Number of messages in their defined category.

Number of cells have been
cloned.
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4.3.2 CLUSTERS OF SPAM

Delany et al., (2012) introduced ten (10) clusters of spam text messages & luster
contains its own keywords and meaning. Their finding helps this researﬂ%;enufy what
cluster and category of spam messages are available. From our analy%, we have found

that there are limitations in terms of keywords, where redundan usters identified in

which it was found that the definition of each cluster is unc/ga¥yFor elxam le, keywords

in the cluster ringtones are “send’, “text”, “free”,

“rgply’s de{s?e spam
| S

1Zes gat a b ouped into
cluster ringtone due to the redundancy of ey\Nst used “Havi Tdentlﬁed this

limitation, we enhanced new clusters usin cnt keyv {i <Stch cluster and add
; X O

another cluster category. Table 4.10 sho compan wo chgsters between Delany et

(_}

., (2012) with the proposed clustur@u:%ﬁ (f}'

9
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Table 4. 10:Comparison of clusters available between Delaney et al., (2012) with proposed

clusters.
No | Delany et al., Proposed Meaning 4%
(2012) clusters
1 Finance Finance Msg that involve activity of money like paﬁnent of
bills, loans and card credit . )Y
2 Service Service Msg that provide any service fgr phofg and service to
upgrade, and service for order.&
3 Prize Prize Msg telling users that they W selected to get
prize and money. .
- Competition Game/ Msg that provide quiz an and [iser need to
Competition answer or take part i
S5 Ringtone Ringtone Msg offering ringtgne an the
ringtone. Y 1 N
6 Chat Chat Msg that provi i,e, f alkidg 1O be a
friend. A" ad
7 Date Date Msg that pro Or mgagking for the
date. |
8 Voicemail Voicemail
9 Claim Claim
10 Miscellaneous Other 5
11 Mail messages PX.
12 elated to entertainment like
others.
13 " new or any activities.
14 Mtions, gadget or voucher and free
Pp{'ic/e or by activating the offer and
ing. ()
15 that ofgemsex service and related to the sex.
16 0 \ o that Nvide employment service, companies who
\ okilg #mployee and msg asking for resume.

in Del#hy & alYt2012) inspired us to add new types of cluster

N &
The limitation olgc oLt
&
and retaining \‘xisting cluster. From the Table 4.10, another 6 clusters have been
;1ddcd§ Mail messages, Entertainment, Advertisement, Offer, Sex and Job. The
adding e clusters with the proposed cluster for this research was based on basic

frequency-based term selection to identify and select frequent terms occurring in each

message as to identify the group or cluster based on the term. Besides, by doing our own
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review towards the meaning of each message, it helps in developing the cluster of spam.
We made a test to compare results between Delany et al., (2012) with ouwosed
cluster using the same dataset named BEC. There are different nu Qof spam

messages in each cluster between both of them as shown in Table 4.11.

Table 4. 11:Results comparing Delany et al., (2012) with thevmsed method

S

Category Delany et al., Pr@posed clustgr
(2012) 1 | _\"}
TP FP |

Finance 39 - ¢ \3.

Prize 70 - 9 X

Service 136 - ‘V 8 & |°

Game/Competition | 76 - 34 N\

Ringtone 25 44 3

Chat 27 - 3

Date 25 N

Voicemail 18 a 8 i

Claim 1 - q =

Advertisement - 1 \Y -

Entertainment 6 N |-

Sex 30 3

Offer kil -

Mail messag - -

Job - -

Other R INE) -

Table 4.11 shows the r@ct eén Wy, S‘Dll., (2012) with the proposed clusters. TP
or True Positive % the & am&ssages are correctly classified in the right

cluster while I palse Positive mo@hc messages are wrongly classified to the actual

cluster. I-Hé»lc 4.11, Delany et al., (2012) resulted with no FP as compared to the

pm;x@wd. There are reasons why there are significant differences between both

results, as explained in following,
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a. The meaning of each cluster for Delaney et al., (2012) is different with the
proposed method, thus we cannot identify whether all messages in eacYmter is

correctly classified or not. %\
eris 4

b. Keywords that are used in Delaney et al., (2012) for each cluit ifferent with
keywords in the proposed method. Thus the result is differw

c. Delaney et al., (2012) contained only 10 clusters hiR the proposed method

contains 16 clusters. \d
N of

—S )
J T . |
e Clu &he‘s# e@ges using expert judgement

0% Figure 4. 9: Process involved in HICNA

Figure 4.9 shows three process involved in clustering spam messages. In the phase one,

we cluster the spam messages using common keywords. Common keywords refer to the
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messages that have familiar and frequent keywords across different datasets. Phase two
uses uncommon keywords to cluster updated spam messages. Uncommon kews are

the keywords that are new and not familiar. Every year, spammers will \mir style
of spam messages by using new contents and term so that they can ayoid atfy software to
filter spam messages. By having this phase, it can cluster the $ although new
versions of spam messages are produced. The last phase Me expert judgement

process and this is the final phase for the clustering pro Xp n‘j@nt is needed

X
when the spam messages are incorrectly classified into%orre clyghey @15 phase,
we ask opinion about the meaning of messages T eﬁé omwx.rious fields.

Examples of common and uncommon kcywont aleyh A

Five different datasets are used in tl '%seﬁ AI
“ Q-
FadhilahSpam) and each of them OHN tains s nes@és. The explanation of each

dataset is discussed below. % 'vj ' 0'\

a. UCI Machine Lcami%] \: ‘.(‘)Q
This dataset has L@cus
Y

b. British Engl'Q' )0
ARy
This datageN&been dilussed imgSection 4.2.2
A <
e Dubl'&su ute of TechnologyYDIT).
4 L\é’il

aset has been discussed in Section 4.2.1.
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d. SMSv.0.1
A set of SMS tagged messages that have been collected for SMS spam n?ph. It
contains to collections of SMS messages in English, tagged aqfogd¥eg being
legitimate (ham) or spam.

FadhilahSpam dataset \S

This dataset contains the collection of spam messag arious sources (i.€.

o

DIT, UCI, BEC and SMSv.0.1). The purpose of tjggss#taset i{?‘xer all spam
{ J

messages due to limitation of the messages (i.e. n{¥glng nungber ?)art_, essages

larger) besides for verification process in clugiggn® for tifls.re rc]G'

Table 4.12 shows the number of spam me ; in eac alas@EaCh of the spam

messages 1s required for cleaning proc :tare 1;’@111' '\mant information like
“ Q-
0

telephone number of the sender and& fite e uﬁ‘&’because we only need the

\
or |s3@ls will still remain in the text

messages as they do not affe&lus eriil \'BQ S. ‘e(‘j/
&

e

text messages. However, punc liozmarks

mber of spam messages
¢ 1353
taset B (UCI) 747
Dataset C (BEC) 425
Dataset D (SMSv.0.1) 322
| FadhilahSpam 2847
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The measurement of clustering performance is based on True Positive (TP) and False

Positive (TN). Y'
e True Positive (TP): Spam messages are correctly clustered into i @ group.

e False Positive (FP): Spam messages are incorrectly clustered_into 1dntified group.

4.4 DETECTION AND CLUSTERING USING WEKA ? z '

]
WEKA is a collection of machine learning algorithn@NQr data fmini g’taiqx-Witten &

Applications
® "'- Explorer
\ : ~N Experimenter
E Waikato Environment for Knowledge Analysis KnowledgeFlow
Version 3.7.11 L
(c) 1939 - 2014
The University of Waikato Simple CLI
Hamilton, New Zealand

Figure 4. 10: Front view of WEKA tool
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WEKA can be used in this research for the first phase (i.e. detection) and second phase
(i.e. classification) for IMSM. The purpose of using WEKA is to validate thaset used

in this experiment besides it can help to determine which classi&}gorithms or

clustering algorithms are good in performance. Y'

N

In WEKA, detection is known as classification. It is a ed@g and requires

training data and testing data. The training set cont data tt h e' b?:at}wreviously

categorized. Hence classification is used to predict targpt tha musgbe categorical.
N

Some classifying algorithms available in WEI@];;TS,\nctio@zy, Meta, Misc,

Q

Rules and Trees (Kumar and Chatterjee, N O
\ _&
N
o e
“ Q-
Clustering is unsupervised leaming < 11 ess énakmg group data into similar
classes. Cluster is a group %»?cls th v1.)}nD ‘!bthe same class. Canopy, CLOPE,

&
Cobweb, EM, FaKm‘st

\PedClléJrer, HierarchicalClusterer, LVQ,
MakeDensityBased Chusteg a1

:“ l\/@gus are example of clusterer algorithms in

WEKA. Q- p é’
s
NI

N
N
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4.5 SUMMARY

This chapter discussed methods that are used in detection and classification %gs In the
first phase of spam management model which is detection, the D&)ﬁeory and
Negative Selection are used to filter messages into spam or ham usiVEKA. Another

proposed method for detection is by using three features; lengthNessages, messages

containing special characters and keywords. These fea are'proposed as the
improvement for performance of Danger Theory. As the reSqarcl foc " second

N
phase which is classification, a new algorithm 1is osed byfc illi%g:l’he Clonal
7

Selection and Immune Network Theory namemb '\m.muna Q‘\l"o’nal Network
Algorithm (HICNA). A number of data\%wuse r esté&and validating the

yroposed method. \ =,
proj t eo) 5 AT $
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