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APPENDICES

Appendix A

1

List of dataset used for classification %\
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1

Please call our customer service representative on FREEPHONE 0808 14

r'y
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you have WON a guaranteed £1000 cash or £5000 prize!
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500 New Mobiles from 2004, MUST GO! Txt: NOKIA to No:
ONLY £1 www.4-tc.biz 2optout 087187262701.50gbp/mtmsg]1

| &
Will u meet ur dream partner soon? Is ur career off 2 a flyng start®?2 findgu fre txt@O followed
by ur star sign, . g. HORO ARIES ‘Yv \

Text & meet someone sexy today. U can find a date twirl itqp ta ). Join®ypst 10p. REPLY

with NAME & AGE eg Sam 25. 18 -msgrecd@thart pence
itlﬂ{—ﬁnd out who they

U 447801259231 have a secret admirer who is Jeoking ¥ n on
R*reveal who thinks UR so special-call on 09(%597 T &
a N
Sgi

Congratulations ur awarded 500 of CD vo WOr 125¢ift g altet@:%ree entry 2 100 wkly draw
txt MUSIC to 87066 TnCs www.dew.cN 150ppingagl16 5

o

11‘05@0 T before 10/04)'
Qc):nlitlcd to 3750 pounds for the Accident you had.

by TEXT with Y or N zu‘ﬁ date 'm(‘i n
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British English Corpora (BEC)
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claim call 09061701461. Claim code KL341. Valid 12 hours, ,SPam i _\
iy

07732584351 - Rodger Burns - MSG = We tried to call y l;t sms fo\lyfree nokia

1
mobile + free camcorder. Please call now 08000930705 for%livervﬂq%qow,spggw-

e
/
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Detection phase

1. Keywords of ham and spam SMS messages for detection process :%

LIST OF KEYWORDS i

GROUP

Spam Free/ Terms and Conditions/Call/Dial/Tel/Landline/Click/ Log onto/Direct
Access/Gotto/Info/reply/charge/unsubscribe/subscryj ec‘vription/identiﬁer
code/discount code/claim code/valid/expires/offer € te/yrgent/private/
contact/helpline/ helpdesk/register/text/send/ser ntgn jle content/
video content/mobile/phone/link/www/webpage/Walgjte/dhai ojn/cancel/
end/stop/rate/(/min)(/msg)/optout/offer/poun eem/gugtant ustagier
service/ i i’)

oy
Ham ©/©/=)/®/®/=(/:D/:-D/:-P/:P/;-) "

jogging,

S

Sunday/Monday/yuesday/Wednesda u
tomorrow/day/year/weekend/sorry/ ou/g /finekgreat/enjoy/fun/well
donc/hcl1o/chccxs/moming/aftenN ning/1 oon/@/nite/papa/mama/
mum/mom/mummy/mother/fager/sist€r/bedwhgr/nty/wigle/cousin/nephew/sir/
madam/Mr/Mrs/parent/famil ses/boy/girl/student/
crsift/ming/My/tl em/their/myself/yourself

t/alrite/Right/Hey/ Hor/ Nah/

/Okay/Okie/dokey/No/Nophyes/
Lor/ Lar/ Lol/ Lel/ /W h/ Aha/ aah/Argh/ Oops/ Oi/
Hi/ Em/ Ish/ Er/ e b/ Hiyg/ Kigdal oh/ Ho/Hmnv/ Yup/Wah/

shhhhl/ Mmmmmmmn/ mx% yaitnpy/ Home/ Town/ Job/ Shop/ School/

Say/ Said/ Ask/% 0/, .
lmmcdiatcly/&' natgly/ Fogunatelf™always/ already/ another/ anymore/
in

anyone/ any% nyti
someday/ fopclne/spmethy
op.

12/ jpurneyAstldyn

1e/ somewhat/ somewhere/ together/
dancing/ joking/ driving/ training/

// smile/ scream/ shout/ silent/slow/ fast/quickly/

watchyn® happy/ exgit

lovelgufick” quit § ¥ creg

wcu&cus /sweet dreams/ spgt/ sleep/ forgot/forget/ kind/beautiful/ ugly/ small/
19

1ey/ gently/ smell / cool/ cold/ cute/ macho/ embarrass/.../..
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2. Programming for detection process

1. Detection using Algorithm 1

a. Algorithm 1 Process 1
1 backage detectionhamspam;
2/ [ import java.io.*;
3 public class Algorithmlprocessl { v
4 [ public static void main (String args []){
5 final long startTime = System.nanoTime ()
€ try{ \d.
7 FileInputStream fstream = new FileInputSt ("UCISEam. L3 u“': (,}Y.
8 rintStream writer = new PrintStream ( ile ("U( 1.;§.:’f«!&)},
9 ’ \’Y'
10 DataInputStream in = new DataInputStreY'Wfs ﬁ’\ Y'
11 BufferedReader br = new Buffere wmewﬁnput ream@ar (in)}):
12 String messages; % («
13 \
14 while ((messages = br.readjfine()) 'ﬂ? &\
15 { Li% N
16 char [] charhrray; 5 5 @
17 charArray = messaN arA%j AQ/
18 T N
19 if (messagegficont@ns("Frg=")) |
20 %printl’ m ew- N\t - > \tSpaM");
21 else if (#gssages. fr (D
22 i @ B\E oo > \LSFRH")
23 else %; 7))
2 co i T > \tSERM")
25
26 & AND CONDITICNS"))
% Q} = N > \tSERM") ;
28 Aelse if (messages.@ains(“?i&‘{s & CONDITIONS"))
29 \ writer.prin®n (messages + "\t ----- > \tSERM");
30 else if (messages.contains("Terms and Conditions"))
31 0 writer.println (messages + "\t -----> \t3FRM");



b.

i

s ety eeS S DT re i B e e

]

Algorithm 1 Process 2

package detectionhamspan;
import java.io.;
public class Algorithmlprocess? {|
public static void main (String args []}{

firnal lang sraretTimes = S

rem nanaTime(}y
LA36d JUSU Sl bl UK LR, QUL At )

Wit iy,

o

tryf
FileInputStrean fstream = new FileInputStream ("UCIHamclsa
PrintStream writer = new PrintStream ( new File |

DatalnputStrean in = new DataInputStream (fstream);
BufferedReader br = new BufferedReader (new InputStream

String messaqes; Y ’
while ((messages = br.readline()) !=nul}\%

{
char [] charhrray; (‘) A\
) iii\h o

charArray = messages,toCharhy

if (messages.containg{"Td mes:’ges.c ins ("

writer.% 33ages ——l, @”
else if (me3sageg, contal “I-*'-'% 1233 g‘e.én‘cains(":—l"))
wri:e& (messlge ----aat‘_“i"'
else 1 ze3, C¥htainIWLCH
¢

T INES.

......

\ writer.println (messages + "\t ----- y \LER¥™)

se if (messages.containg("TcHan") &8 me3sages.contains("={"))

218
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1. Detection using Algorithm 2

a. Algorithm 2 Process 1

package detectionhamspam;

:}

2 [ import java.io.*;

3 public class Algorithm2processl {

{0 public static void main (String azgs []){

S | final long starcTime = System.nanclime();

6 | try{

il FileInputStrean fstream = new FileInputStream (*UC

8 PrintStream writer = new PrintStream ( new File ("

9

10 DataInputStrean in = new DataInputStream (fstream);

1 BufferedReader br = new BufferedReader (new Inputw i) )

2 | String messages; V n\ 43'
13 |

14 while ((messages = br.readLine()) !mul@ O‘k
15 { (_) >\’T A,

16 char (] charhrray; .
17 charArray = messages.to(marl%

18

19 if ((messages.length () &L

~

writer. ging ssages § "\t
21 else if ((messages.lengtdy() >%
ed

writer M (rtess'ag
23 else if ( (m&leng’.
24 "anl (gessa

25
? elsi%sage

@&& rassages,containg ("
1y S \EQERMNY .

2 | 1ter.pring \E=—— 5 :
28 | Aif ((messages.length () 0 ) & messages.contains("TERMS § O
writer.println (messd¥es + "\t ----- > \LSERM"); :

3 \
30 se if ((messages.length () > 100 ) && messages.contains("Terms and Conditionz"))

oC 2 Ied

3 0% writer.princln (messages + "\t ----- » \tSeav"):




b. Algorithm 2 Process 2
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1| package detectionhamspan;
2/ [ import java.io.*;
3 public class Algorithm2process2 {

:
50 public static void main (String args []){
6 | '

\

final long startTime = Syatem,nanolize();
1 | try{
Bl | FileInputStream fstream = new FileInputStream ("UCIHamclsan
¢ | PrintStream writer = new PrintStream ( new File ("UCIHamc?

10} |
11 ‘ DataInputStream in = new DatalnputScream (fstream); g
12! | BufferedReader br = new BufferedReader (new InpucSgzeamKomer (ind}:

M |
13} | String messages; Y "

16 | {
1 | char [] charhrray;
1€ chardrray = mes3ages.toChard

19

2 if (mes3ages.containg("Tol
2 writer.p

22 else if (messages,contal

1] | \/
15 while ((zessages = br.readline()) !—muu{o

Tojen" iessages.containa(": {"})
?agesY._ AL - y \tHAM");
@) && messages.containg("i-{")

LAY .
1)

? - : .
3 | \ writer.println (xess?@cs + M s > \th

‘.él!t&ins(":-)”))

3 rite @in T )
If (mesagges. CORLal ! i t:';ﬁ.co:tains(”ﬁ ")

)




1ii.  Detection using Algorithm 3

a. Algorithm 3 Process 1

1 backage detectionhamspan;

2| [ import java.io.*;

3 public class Algorithm3processl {

4[]  public static void main (String args []){

5 final long scartTime = Systen ;

3 try{

1 FileInputSctream fstream = new FileInputStream ("X
g PrintStream writer = new PrintStream ( new File ("
9

10 DatalnputStream in = new DatalnputStream (fstream);
1 BufferadReader br = new BufferedReader (mew In

12 String me3sages; \
13
14 while ((messages = br.readline()) '=nu (—)

(]

15 {
16 char (] charkeray:

17 charhrray = messages.toChar.kv ’
18 i

19 if ((messages.matcheg(".*\\dP ") % 4
A \messe&es ™ - ;

¢

=

21 X & es.containg ("fras")

2 g -- Ly esene);

23 1 matcl P (umessages.contains("FREE”;))

2 % rintlgf @ Y- > \tSERY"); ‘

25 A \"T

2 3 (messages.matches (" ."K{?.'")) &6 messages.containg ("TERME AND CONDI
21 writer.println (messages + "\t -----> \f32RY");

28 se 1f ((me3sages.matches(".*\\d+.*")) & messages.contains(*TERMS & C

20 writer.printin (messages + "\t -----> \t3PR{");

30 else if ((ressages.matches(".*\\d:.*")) && messages.contains("Terms and Con

3 writer.printin (messages + "\t -----> \tSPLN");

221



b.

Algorithm 3 Process 2
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—

r~

~>
o

~
o~

[
o

l:ackage detectionhamspanm;
import java.io.*;
public class Algorithm3process? {
public static void main (String args []){

Fima AR gkays =

rrs
e

try{
FileInputStream fscream = new FileInputStream ("UCIHamclean Al
PrintScream writer = new PrintStream { new File ("UCIH

DataInputStrean in = new DataInputStream (fstream);
BufferedReader br = new BufferedReader (new InputStreamRea in)};
String messages;

while ((messages = br.readline{)) ‘=mull)
{
char [] charhrray
charArray = messages.toCharArray();

if (messages.contains("Todan” @we :
35

writer.println (me L

writer.print]1i i

glse 1f (messages,aggtains("t
writer.@ ----- y, L H
if (m sl rne&sg@.conzains(“:f”))
- \{ER{");

3sages.contains(™:-{"))

tERYT);

\ writer.println (messages + "\t -----> \tER{");

Han") && messages.containg(":"))




1v. Detection using Algorithm 4

a. Algorithm 4 Process 1

package detectionhamspam;
(] import java.io.*;
public class Algorithmdprocessi {
[ public static void main (String args {]}{

£inal 1ana arartTima = Searem nanaTime ()
Li04L AUHY SLALVILIS JV3LER. NANCIINE () )

try
FileInputStream fstream = new FileInputStream ("UCI
PrintStream writer = new PrintStream ( new File ("U

DatalnputStream in = new DatalnputStream (fstream);

BufferedReader br = new BufferedReader (new InputStr

String messages;

while ((messages = br.readLine()) '=null} J
{ % \
char [] charhrray; % o

charArray = messages.toCharirg
if (messages.length () > 100 ) '
i
t oo et

witer.prinﬁ: ms +
else \
wricer.pzi\%sage

L.
A‘SJ ’ :\Cf

} \
catc?; I Y
6;3:&.

A
o3

ption e)

out.println ("Error"};

223
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b. Algorithm 4 Process 2

1 La:ka:e detectionhanspan;

2 - import java.io.%;

3 public class Algorithndprocess? {

{0 public static void main (String args [})

1y inal 1 tarclipe = §

§ try{

1 FileInputStream fstrean = new FileInpucStream (M

4 PrintStream writer = new PrincStrean ( new File ("0
g

0 DatalnputStream in = pew DatalnputStream (fstream);

i BufferedReader br = new BufferedReader (new InputStreamReader (in)); N
2 String messages; ’ _{')
13 2

s

{ while ((messages = br.rezdline()) !'=null) ?
i c\!,: {
17 charhrray = me3sages.toCharhrray(); \

,_.
(=
3
£
tu
=1
«©
- 3
o
e
¥
1=
o
=

S
19, | if ((messages.matches(".*\\d=.*")) & messagea.o%"?:ﬁ)&& 233 z"})
0 | writer.println (zessages + "\t
pil else if ((messages.zatches(®.x\\d+.*
‘ writer.println (messages
pA] glse if ( (nessages.matches(".«\

writer.println (messagga + "\t



c. Algorithm 4 Process 3

1 package detectionhamspam;

2 [ import java.io.t;

3¢ public class Algorithmdprocess] {l

t|F  public static void main (String args [])(

5 final long startTime = System

6 | tryl

1|

8|

g

10| | DatalnputStream in = new DatalnputStream (fstream);

11 | BufferedReader br = new BufferedReader (rew InputStreamReader s
12| | String messages;

13 |

1] | while ((messages = br.readline()) '=null) Y' \
o|| AN
36| |

17 |

18/ |

19 } if (messages.coatains(”Ic:l-ﬁas:”)&\ .contad Q/
20/ | writer.println (measagedey '\t §- o \A
pal elge if (messages.contaj =("W&& meiages. - i@))
2 { writer.println%s + M\t 7 -\ .‘?-”‘"

23 i else if (messages.caggains("Today' j vé)ﬁ!(”:l"))
% L writer.p m q At B \@

25 ‘ else if (ness=w; ng ("Icrs ‘essag@mtains(":{"))
%| | mc‘patn( 53 \lcQ)

21 1 else i %.ccn:a' o (" Togfan” &@f;}es.co&tains(”:—a“))
2| | Lo rrint? iy + G- \GR);

2 : A(nessages .contains (r';:ii':@y;essages.contains (*={"})
30 ‘ \ writer.printin (messages\#“t ----- > \tHRM");

i ‘ if (messages.contains("Tofan") &6 messages.containa(™:0"))

225
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v.  Detection using Algorithm 5

a. Algorithm 5 Process 1

package detectionhamspam;
[ import java.io.*;

public class Algorithmiprocessl {

B

[ public static void main (String args []){

| final long startTime =

6 | try{
i FileInputStream fstream = new FileInputStream ("0
PrintScream writer = new PrintStream | new File ("0

DatalnputScrean in = new DatalnputStream (fstream);

BufferedReader br = new BufferedReader (new Input3®garReggler
String messages; \

while ((messages = br.readline()) '=mull
{
- char [] charbrray;
charkrray = messages.toChara
if (messages.length () g0
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b. Algorithm 5 Process 2

Lacka;e jetectionhanspan;

AN UG,

public class Algorithmiprocess? { %\

public static void main (String args [N

BufferedReader br = new BufferedReader (new InputStreanReader (in)): \d, Y'
SN

String messages; %
ghile ((zessages = br.readline()) !=null)

if ((messages.matches(®.*\\d+.*")) &t messages.c
writer.println (messages + "\t -

ToSpar®) )

glae if ((messages.matches(".*\\d:.#")) &g £

®-")
ii Wp33zges.confains (&
- iy i

yriter.princln (messages + "\t -

;E”l &&¢§ges .containg("Todpart))
f&

(H3*) &6 massages,contains (T

)¢ E2ssages. containg("Todpan’))




-

o w o

[y
p=

c. Algorithm 5 Process 3

{ import java.io.*;

{1

public class Algorithmiprocesss {
public static void main (String args []){

vTima = Suaram nannTima

gLarciime = pyatem,nanciine(};

tryf
FileInpucStrean fstream = new FileInputStream ("CC
PrintStream writer = new PrintStream ( new File (M

atalpputStrean in = new DatalnputStream (fstream);
BufferedReader br = new BufferedReader (mew ImputScreamRezder (in))

String messages;

’
while ((messages = br.readline()) !=null) Vz n\\ S'

{

char [] charArray;

charArray = messages.toCharArray():

[
—
i
w
[
=%
L=l
Is:
[
e
©
S —
<t
U
Fte
=
@
=
P
o)
=
e
[

Fyoeafl

else if (messages.contains("wiw")

writer.println (me

228



d. Algorithm 5 Process 4

—
omm\lmmbwm»—h\

75 el 0 s s e 4 'y i
L R PR Yo SRRy YT TR e

(=

L R B
P SR N e e )

[ impert java.ic.t;
public clzss AlgorithmSprocessd {|
public static void main (String args []){

package detectionhamspam;

try{

FileInputStream fstream = new FileInputStream ("0
PrintStream writer = new PrintStream ( new File ("UCIH

DatalnpucStream in = new DatalnputStream (fstream);

e

BufferedReader br = new BufferedReader (new InputStreamReader (in)); \d
@

String messages;

while ((messages = br.readLine()) '=mull)

{

char [] charhrray;

charArray = messages.tcCharlrray();

if (ressagas.contains("ToHamz") &k messageq.conx
writer.println (messages + "\

\ LERY
£3.

else

229
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3. Example of ham and spam messages

> :
CLASS EXAMPLE N v

Spam REMINDER FROM O2: To get 2.50 pounds free call credit and ils6f
great offers pls reply 2 this text with your valid name, house no and p®stcode

This is the 2nd time we have tried 2 contact u. U have won ihe -2750 Pound

prize. 2 claim is easy, call 087187272008 NOW1! Only 10p inute. BT-
national-rate.

December only! Had your mobile 11mths+? You are @it to tpdate to the
latest colour camera mobile for Free! Call The iieslJp datefCo FRBE on
08002986906 -

Do you want a New Nokia 35101 colour phone [¥8kyeredT gmorr@w W@
300 free minutes to any mobile + 100 free te Free Canfco®der r pi{)q)r
call 08000930705. b 4 %)

PRIVATE! Your 2004 Account Statement 6
unredeemed Bonus Points. To claim CEWMS 19 [@entifi de:

(4

45239 Expires 06.05.05 -
Ham Ok not a problem will get them a ta&‘ﬁlg toma, angd Yeésday. On
tuesday think we r all going to tife ginema. o
b latday

: e
too ma hos&e&ky cyclists around at
\

|"s

Ha ha - had popped the lcl<' whi )’()m@ivlo-ed me. Hello!
By the way, i've put a skip ri (ﬁ@(ﬂf&(ﬁym of the house so you can see
it.

sorry, no, have got few things

Our ride equally uneventfi
that time of night ;).
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Appendix C

Classification phase

1. Keywords for clustering phase in each cluster C\:

METHOD | CATEGORY [ SUB-CATEGORY

Keywords Divide the messages into 16 categories
g

Financial Cash-balance/Cash-in/Account Statement/ redit card/ Debts/
Finance

Offer Offer/Half price (1/2 price)/ Activat

Prize Reward/Selected/Prize/ Award/Guara olidiy/Congratu]ation/
Lucky

Service Delivery/Update

Games/ To win/Correct answer/ Quiz/ rer/Corregt/Inc etition/

Competition Question/Free entry/Quiz Week eeklye’ m&@

Ringtone Ringtone/Tone/Poly -

Chat Chat/ Friend/ Gender/Nalv A /Secﬁ@dmlre/l“ ancies/
Female .

Date Date/Blind /Area . ‘d

Sex Sex/Dogging/H i asles@maqy/Gay/Fhrt/I“llthy/
Cook/Pom/Glgc& @mashed/Nasty/Fancy/
Knickers

VoiceMail Voicemail/Urgm®nessage/ vell 6@\ message

MailMessages ilbox meSWagird® ﬁ; ; | (>3

Claim Compen MBI ACC ‘_.Q"

Entertainment | Video

Miscellaneous Qteoog will be clustered again with sub-

1
1 s'uM/Pald/Debt/Card/Pomt/l\/Ioncy
P redis®Piscount code/Contract/Wallpaper

Vou opped/Won/Congrat/Price
Selade/Help/Click/Direct access/Order/Upgrade/

mondation
me/Collect/Play/Good luck/A-/Participate/Win/
Bid
Mind/Heart/Care/Darling/Talk/Number/Touch/Name

% hat N
% f o ‘g /Landline/Dirty/Fanies
A R

Date o | Perfect partner/match/girls

Sex \B Home/Lady/Naughty/Bed/Brunette/Hot/Penetrate
Voicemail Alert
MailMessages You have a free message/Y ou have a new message

Job Job/cv/Company

Claim Entitled

Advertisement | Sale/Goal/News/Dream/Find out/Amazing/Donate/
Garden

Entertainment | Xmas/Special/Romantic/Picture/Music/Sing/Fun/
Content

Other Messages that cannot be clustered
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Clustering using HICNA

A
c

)

package clusteringspam;
import java.io.*;
public class clusteringSpamb {
public static void main {String args []){

= Syatam nan
SYSTem. nas

try{
FileInputStream fstream = new FileInputStream ("Britishfngii

[ ]

PrintStream writer = new PrintStream ( new File ("8xi

DatalnputStream in = new DatalnputStream (fstream);

while ((messages = br.readLine()) !=null)
{

char [] charArray;
charArray = messages.toCharArray();

if (messages.contains ("CASH-BRLAN

LTo’

else if (messages.contains("C
writer.println (mess

else if (messages.contaiNgudmass-naldhc ™
writer.print}® (mes¥gges + "\f§ ---- “tfb 'ae.if.”):

ﬁ\q‘-_cn"‘

else if (messages.c

writer.println (
else if (messag&&dns('@

anCe

writerdpr n (meg

BufferedReader br = new BufferedReader (new InputStreamR r (in));
String messages;

232
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3. Example of spam messages in each cluster

CLUSTER

Financial

EXAMPLE OF MESSAGES
PRIVATE! Your 2003 Account Statement for shows 800 un-redeel& .M.

points. Call 08718738002 Identifier Code: 48922 Expires 21/11/
Ur cash-balance is currently 500 pounds - to maximize ur cash-fynowg8end
COLLECT to 83600 only 150p/msg. CC: 08718720201 PO 4/14 TCR/W1

been successful. Thank you. Please call 1211 to know your |a4st account info.

Your bill payment request of TK 700.00 (Transaction id BD%I 1360356) has

Offer Update Now - Xmas Offer! Latest Motorola, SonyEricségn &Nokia & FREE
Bluetooth! Double Mins & 1000 Txt on Orange. Call mpdi% on 08000839402
or call2optout/F4Q=
REMINDER FROM O2: To get 2.50 pounds free it apd details of great
offers pls reply 2 this text with your valid nar seWo anzlpostc de
We tried to contact you re our offer of New honey7 e any network
mins HALF PRICE Rental camcorder call or¥eligery Wed

Prize WINNER!! As a valued network customer g@vea €900
prize reward! To claim call 090617014 aim code k hours only.
URGENT! Your mobile number *** gk holodd onus Caller
prize on 10/06/03! This is the 2nd attemyff to re: ! 368753 ASAP!
Box 97N7QP, 150ppm
Todays Voda numbers ending 7 $3%0 award. If you have
a match please call 0871230 qu 404A~gtandard rates app

Service NMURGENT!! Large parcel await cal| e on +43820899510 for
delivery tomorrow Regar rnationa /gftts
Customer service annonéeggel delivery waiting for you.
Please call 0704675‘%%

You have an impoﬂ& ent. Call FREEPHONE 0800
542 0825 now! ] e
Games/ Free entry to the grgprizZes \\#y cofp B a h@‘c to win the latest Nokia 8800, PSP
Competition or €250 cas k. TXT§G Th 78 www.gr8prizes.com 08715705022

1WP,VD player if u know which country the
.1 P:Tyrone

s 8w €800, UPnext gd&tion is: Who sang 'Uptown Girl' in the 80's ? 2
s 3 33000 ¥od luck!

Ringtone

ouf) subscrtigh t((%!@onc UK your mobile will be charged
R by(x}) ying YES or NO. If you reply NO you will not be
=~

wWiload ?swmglof%‘as u like no restrictions, 1000s 2 choose. U can even
2 yr budds. Txt Sir¥p 80082 €3

Get ur Ist RINGTOK MEE NOW! Reply to this msg with TONE. Gr8 TOP 20
ones to your phone ev¥ry week just €1.50 per wk 2 opt out send STOP

08452810071 16

N

Dear U've been invited to XCHAT. This is our final attempt to contact u! Txt CHAT
to 86688 150p/MsgrevdHG/Suite342/2Lands/Row/W1J6HL LDN 18 yrs

U have a secret admirer who is looking 2 make contact with U-find out who they
R*reveal who thinks UR so special-call on 09058094565

I don't know u and u don't know me. Send CHAT to 86688 now and let's find each
other! Only 150p/Msg revd. HG/Suite342/2Lands/Row/W1J6HL LDN. 18 years or
over.
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Date Someone U know has asked our dating service 2 contact you! Cant Guess who?
CALL 09058091854 NOW all will be revealed. PO BOX385 M6 6W
We have new local dates in your area - Lots of new people regxsteled"l\w
AREA. Reply DATE to start now! 18 only www.flirtparty.us REP,
Promotion Number: someone you know - U R being contacte: ating service
by someone you know! To find out who it is, call from a land lirlg 09G#8099543.
PoBox82W2QF150P m

Sex Im so Horny!!! Havnt had it in ages! Tell me what ud do to tnow! I need to
be satisfied. Plz txt bac quick XXS
sexy sexy cum and text me im wet and warm and read e porn! u up for some
fun? THIS MSG IS FREE RECD MSGS 150P INC ANCEL TEXT STOP
This message is free. Welcome to the new & impgove ex & Dogging club! To
unsubscribe from this service reply STOP. msgs(@

VoiceMail Please CALL 08712402779 immediately as t

you

Promotion Number: 8712104073 - You ha
08712104073 to listen to it

An Answer Phone message from &It;P
10.12 on 26/03. Please call 123 to list

MailMessage

essagif MS alert. You

M%reme)é&m messages and
£

have 40 matches. Please call back

Claim

matches cc100p/min
FREEMSG: Our records in yQd may be erftyg€d to pounds for the
Accident you had. To claim for re; w t(lih 1sg. To opt out text

STOP

Entertainment

Text82228>> Get more k) zﬁne% m www.txt8§2228.com.
Questions: info@txt d

Geta FREE mobllex1 layer - glovie. ollect text GO to 89105. Its free!

@C's pply. 14 only

Extra films can bggrde

k< ar ﬁhng now. Don't miss the weekend's
D qlo;@s call 08712460324 (nat rate)

Advertisement

F,2 ur mobxlc 1 wk FREE PLUS a FREE

e kept informed ofall the [atest news and

s%e}n EURO STOP to 83222, spam

Job

Sy only 1 @y a ul\'vyu call 01619086705 and ask for Maxine.

h’wc uftd your“cv on the internet and was wondering if you are
lca &mc know asap. Thanks
ycholgf N ames ollege. Do u want 2 work as a Chef, earn a wage and

pls call Richard Hady At Evolution on 0192583110 about an outstanding PERM
veb PHP (drupal) 10‘1\11 Macclesfield refi# 165876 or reply to text

Other \
S

Do you like c*ks if so u cn earn 7200 2day cash

Old man driving on the highway, phone rang. Answering, "Herman, there's a car
going the wrong way on M60. Be careful!"-"It's not just one car, it'shundreds!"

Did you hear about the new "Divorce Barbie"? It comes with all of Ken's stuff!
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Appendix D
Detection and Clustering using WEKA

N

WEKA is a collection of machine learning algorithms for data mining s)Witten and
Frank, 2005). The algorithms can either be applied directly to a daﬁ%r called from

your own Java code. WEKA stands for Waikato Environment for ledge Leamning
and it was developed by the University of Waikato, New Zeal KA contains tools
for data pre-processing, classification, regression, clusteri ociation rules and

visualization. The supported data formats in WEKA are AR

V, 'C4.5 and binary.

€3 Weka GUI Chooser

Waikato Environment wiedge
Version 3.7.11 b“
(c) 1995 - 2014
The University of to \ i !
Hamiiton, Nev L
3! S |
( N
Eghnt wWeW i Lﬂgyool

There are four inlcrfacec\ﬁl W, W?A:—j\‘.g,e

e Explorer — Enw®gmer for pfo'r' chlala with WEKA. It gives access to all the
facilities us nu sglecgbnfan n filling.
e Expern w—- teXig=Aifl exgluating machine leaming algorithms. It can be
used o gt the answer for @Lion: Which methods and parameter values work
. the given problem?
g¢ Flow — Same function as explorer. Supports incremental learning. It
designing configurations for streamed data processing. Incremental

aloprithms can be used to process very large datasets

e

G

bes

7

e Simple Command line — A simple interface for typing commands
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| Weka Explocer 5

E Preprcaess | Clasafy | Cluster | Assocate | Select altsbutes | Viuolce | Paraiel Coordeates Plot i
|
L Openfie.. 1| OpenWRl.. [|. OpenDB ||  Geoerale... | e  — ] [pSovens
Fiter
VAR = .
Current relaton Selecied attrioute.
Relaton: SMS_Spam_Colection Attributes: 2 Name: dass

Instances: 1579 Sum of wesghts: 1579 Masing: 0 (0%) Dstct: 2

Our research Atrbutes S i
i f f f 1ispam 224

will U.Se { A ] Nove ] lnvert ” Rattern z.;i:?‘ - e
classify and
cluster toolin
WEKA

a. Preprocess in WEKA

.kdataset in WEKA. We

can remove any unused value or attg 1n ddtase we, t to change the character
of dataset from string to binary. Be at, it WEKA run the dataset. For

example, in classification tool, th sofne adgdri @available such as decision tress
and support vector machine. mes thgse gdr@s cannot support the dataset that
fogy @

Preprocessing is the first step that we

we used so that WEKA cannot th

character or value ofdata&x

O W,

S e mstance \
® NoSorscToSparse
® Randomize
® RemaveOuphcates
+- @ Removefoids
i @ Remowefrequentvalues
Y ¥
| @ RemouePercentage
L @ RemoveRange
- @ Removevitthvakes i
+ @ Resamole (s
- ® ReservorSomple |
[ ® SpwseTohonSpacse

H (s text (1) >

Filters in Preprocessing section
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b. Classification in WEKA

Classification is supervised learning and require training data. The trainin et? taining
data that have been previously categorized. So classification is used to he target
that must be categorical.

O Wekn Grptorer e s SR RS e
Preprocess | Cassify mulwu[%muuwlmlu&xwmm
{(Gwse Jzeron !

© Xes !
Qiom) text =
 J

s ‘é\ J | _{_,\v
| 2 A

Interfa %lass C 0
Some classifier algorithms avalla e;&ﬁnctlons lazy, meta, misc,
rules and trees. All of these class assi ataset We cannot run WEKA

without choosing classifiers. gfher®are fo cl Si 1e 1at most popular and always be
used by researchers; Decisbee (T; %e Bayes (Bayes), Support Vector

Machine (Functions) and est Ncll

® HoeffdngTree
e )38

e Jadgraft

® M1

® i

© Randomforest
® RandomTree
® REPTree

Types of classifiers
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Another role that we must do before classifying process is by choosing test option. The
function of test options is to identify how dataset is tested. Four types of test option are
Use training set, Supplied test set, Cross-validation and Percentage split. Y.

TO Weks Explorer shaing IR PR RE—
| Preprocess Kimfvlmu:]mulels*c( Wibutes, | Vieusize | Pacalel Coordnates Plot
i Cassfier

[ oo Jzeror

4,

Test options. Clissifier output

) Use rarwng set

(0 Supphed test set Set..,
@ Crossvakdaton  Folds |10

{0 Percentage splt % 165

—— More potions. .« ]
=

Result kat (nght-chck for options)

Status

Interface e; 1

e Use training set: Evaluates thc c rs o

instances it was trained on. Use trai ase@

e Supplied test set: to test anam edlCtl

more accuracy. Use training data %\

e Cross-validation: Proce te 101 oult can reduce the variance of the

estimate. The default of crgss-valiat K'. 10, means that the dataset is divided
into 10 pieces, 9 piccwélml‘mg d th t piece for testing. Divide the dataset
alle

into 10 parts (these are "fo 1d ach part in turn, and average the results.
So each data point u d l‘ t*%s 01&9 for testing and 9 times for training. That's
10-fold cross-vali 1os validdyior uitable for small data

e Percentage m e y:t nfémmmo data (to build the model ) and test data

(to test the lml order to deterpng® that the concept has been learned). The default
percentage 4 KA for tumuw\& 66% and for testing is 34%. We can change the

\vc want in training and testing. Afier that, the result that we get is the
alrcady been divided into training and testing.

ercentage
I

datas

Resu at we get will show in classifiers output. In this classifiers output, it will show
confusion matrix, TP rate, FP rate, Precision, Recall, F-Measure, MCC, Correctly
classified instances, Incorrectly classified instances, Kappa statistics, Mean absolute
error, Root mean squared error, Relative absolute error, Root relative squared error,
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Coverage of cases, Mean rel. region size, Total number of instances, ROC area, PRC area
and Time taken to build model.

(3 Weka Explorer 5
£ - T 7
Preprocess | s’y | Quster | Assocate | Sele:
Chnsnster

{ Owme Inarvesayes

utes { Ve | Par el Coordnates ot

Test aotons Casmtar ot
@ Use g vt

% R o Time zaken to build aodel: ¢

== Evaluation ca tre

Time taken to teat model oz traiming data: © seconds

Happa ata

Rest bt fright cck for opbons) iz ‘ahenteraTecrer

RooT mean 2quared ezrer
Relative absslute errar
Roct relative squared errsr

13 Rate

1.000
0.800
Beighted Avg 0.329
Gsion Matrlx mee

b - classified as
301 a=yes
141b=mo

¢. Clustering in WEKA

é’) >y S

() A

Clustering is unsupervised learnin it is ocghs of, ing group data into similar

classes. Cluster is a group of ob%at(,%-oj;h ne class. Clusterer algorithms
anof

that available in clustering groce§§ are ,|C E, Cobweb, EM, FarthestFirst,
FilteredClusterer,  HierarchiCal(lustergs. \PQ‘/ MakeDensityBasedCluster  and

SimpleKMeans. &\ l\\ ‘é

S

Stats
o

Interface in clustering



@ Weka Exploter

N 1 —
[ Presxocess | Clasafy | Chuster | Assodate | Sclect attibutes | Visuskze | Parallel Coordnates Plot]

| custerer
Neka 1.0E-6 M 1.0E-6 -num-slots 1 -5 100
Sl dterecs i =2 s

b Canopy Clusterer output

CLOPE
Cobweb

FarthestFirst
FilteredClusterer
HierarchicalCusterer

wQ
MakeDensityBasedClusterer
SimplekMeans

cteeooe00000

7 W v |

e o— oo §

o)

Another important process in clustering using W
evaluates the clustering depends on the cluster %

T —

.go Wé(a ixélo}er
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| Preprocess | Classify | Cluster | Assodiate | Select attributes

Clusterer

[ Choose | EM-1100-N-1-X 10 -max -1 -ll-cv 1.

Cluster mode

©' Use training set

) Supplied test set [7 = ------ v §

| 0 Percentage spiit
| ) Casses to dusters evaluation
{Nom) play :

Lol Stosacheatamndasaianal

Cluster mode
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e Use training set: After generating the clustering, WEKA classifies the training
instances into clusters according to the cluster representation and computes the
percentage of instances falling in each cluster. For example, when we used ans for
clustering with number of cluster is 2, result shows 43% (6 instances) i %0 and
57% (8 instances) in cluster 1. %]\

e Supplied test set: same function in classification .k

e Percentage split: same function in classification

e Classes to clusters evaluation: we select one attribute in dataset (on.xample, ‘status’).
Then we will compare how well the chosen clusters match up wi pre-assigned class
(‘status’) in the data %
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Appendix E

Interface for clustering application

X~

Hybrid lmmune Clonal Network Algorithm (HICNA

This page shows the process of clustering using HICNA

Three phases involve in this process ©

_Jenase 1 : Scanning using common keywords
Phase 2 : Scanning using uncommon keywords
Phase 3 : Scanning using human judgement

3 c@;oi) id Img¥he Clong
S Igorithm
f% [CNA)

£

SEVERITY Y
Q DETERMINATION
e g

b. Read dataset

'5.'@ gl pon o
P s : UCI Méching Learning Dataset
. i \ edhilahSpam Detaset

ey =
Keywords Gome

-
{ Length of message 5: @
— sox
l Special Charaners} é (:.\}(;)
omon >

Keywords =1 ™" Q«a...n
/, N
» i Hybri sn.:n:::)
ot R ybrid lmmuneCIana' cans | S
: “’“_""c,""_o@ Network Algorithm | et = { ot
2 (HICNA)
3 = &
Husman
=4 Low ) Jadgevent ("::}
- ) =
FSEVERITY e = =
{\&nnwnum\;‘é » Medium | {‘::‘ (m..
| ‘t’:::"}) Sosast
1} w4

o
{ High
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This site says...
This dataset contains 2847 number of spam messages,

=,
c. Upload dataset e ] A §
N ,}j g

R I Keywords :
- ileng!h of message !;

Speaﬂ v

aracters i

< i

'cuxssmcmor:“g Hybrid Immune Clonal

LR Network Algorithm |
r§ (HICNA)

ST,

-‘;\tﬁn}f‘»&
. DETER! mﬂ@
Q/ e



d. Process of clustering

3 3
t CLASSIFICATION

*SEVERITY
 DETERMINATION

e. Results

L

Finance
5 -
Service

oy )

et

fw'\ (\_\
;! \o&  Mattmessag
(LASSIFICM"ON"? Uncomman “—"}
G Reywords = 1 Offer

=)

e
fﬁm
o SEVERITY
{e‘el?mmmou .
o

tertain

ngh“

e\
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f. Finish the process

IMSM
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