CHAPTER FOUR

AN ELAPSED-TIME BASED SCHEME A :

4.1 Introduction Y.

This chapter presents the detailed construction of@@se 'sche . At the

beginning of the chapter, a framework of the construction of the seheme®is g?ven.
1S

Then, the phases of the scheme are explained. , the al‘g';or hmof e{%é_ﬁng and

mitigating DDoS attacks in SDN is presented. Rinally, TS*GQ eris v@fped with a

This chapter is organized @ows. \0&% i ;@uces the phases of the

\
proposed scheme. Sections 4 2 and 4.2. plain.these phases that used to

construct the scheme. Section 4%2 ends e c‘o%r@ter algorithm used to detect
and mitigate DDoS a% ally, Sectior 4.3 p@des conclusions.
s
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4.2 Phases of&hiop sed Scheme, <
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The framquv hich! shows \the p@_gesses used to build the proposed scheme, is
iIIustra%? Figut& t-lzlhe @ phases are presented and explained in the

conclusion.
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Figure 4.1: Scheme Process

4.2.1Phase One (Statistics Collection)

Upon arrive the packets at the switch; the switehwautomaticatly”begins, processing
these packets based on the controller's instructions. The switeh begims with applying
its matching rules on these incoming Packets to find if.there is a match. If a match
found, the switch applies the actionssprevided by the‘controlfer on these packets. The
actions are either processing the,packets in the current flow table or passing them to
the next flow tables. If theresis,n0 matching, the switCh applies the action of sending
the headers of these“packets to the controller.*¥hat means that these incoming
packets are new and'the switch needsto ask the-Controller how to deal with it. At this
moment, our sCheme takes placé-and the first phase begins. Figure 4.2 illustrates how

the packetdsyprogessed in OpenFlow switch.
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In this phase, the me begins€ollecting t e&tistical information namely;
number of packets, r% flovl/‘s, ;ﬁi}hmbf each packet forwarded to the

controller, time el d betwie arrival\times and destination IP addresses of
these forwarded packets € i sectl‘_)%/ if the number of packets exceeds the
( / ’

!
threshold. 4 (J(—)

NN
< ’ y/ S
e doing sa, thérscheRTé begins by instructing the POX controller to use

.\. )
C.)
itgwc onality of sending\quiry to the OpenFlow switch to know the exact

ated number in the packet counter. This inquiry will be sent to the switch every

Qve seconds which is a very short time. While the number of packets is collected by



inquiring the switch, the total number of flows is obtained from the switch based on

the equation 4.1.

Flow_count=mn_f4 1, ..o Ezl)

Where n_f denotes the exact number of flows in the switch aAQ(ts with a
given value 0, and number 1 used to incrementing it by one each time a new flow is

created in the switch. The scheme collects the number of EMalong with the
v .|

The scheme applied in this research has two thresholds, o or‘the\‘zarge
| &
volume of packets and the other is for the low vd& packets th create*lows.
v

st shol eme begins

number of flows from the switch every five seconds peri

When the number of packets e%;e i

collecting the destination IP addres\ ;eary heade
controller and save these IP addre@%w a sepa\elisYc

S
purpose. Meanwhile, the sch%es the pac t.arrizs‘:ame. By subtracting the

arrival times of the two packets the pT us-and th -c'@‘rent, the scheme collects the
Y

elapsed-time betweer%us cessive pac ts'as@wn in equation 4.2.
4
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Whe&)Last enoted thé tirce}' seconds for the last packet header arrived
NN
and T % S deqbtes :curre&me in seconds for the previous packet header
0

arr@ the controller. T @MC'[ the current time in seconds, we used a Python
\
gN called ‘time.time()’.

In addition to the importance of collecting the mentioned statistical

information for the detection process, collecting these statistics in a short period of



time is important as well to verify any variation in the network traffic when it

happens. All together make the controller notified with any sudden increase in both

=

number of packets or number of flows once it occurs. This will lead to ctibot

attack packets and attack flows and, mitigate them before they become |aaer and

X

4.2.2 Phase Two (Attack Detection) ‘

This phase describes the steps taken by the scheme to thiilz‘céattacks at
early stage. In this phase, scenarios applied in the all expefiments ar usseqz.:l'he
N

f the DD att!lckN'me of
b
he ofdDDoS Q‘Fgﬁk used in

te S

three experiments are different in terms of th

7

attack generating and scale of packets genera

Y
/4

kis type of attack

{<

the first experiment is UDP flood attac
a UDP fl att @nd low rate SYN

used in the second experiment. A mm \3

attack is used in the third experi %ng ' trafficy The attack traffic will
? (]

. 9 : .
be generated in a short and rms. TwgQ scales ofﬁ&ets generating are used in

in the first and second exwwts: scal geng@?ng packets in a large number
[

and another scale in a%numbey he w@es are used to represent the high

and low attack traffiCates tk‘at th tacker@ses to move from the high to low and

&

vice versa d Nhe ime |att20k>l’ hese two scales are applied in the all
¢

g ¢

a ds
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second t ses in the fi @d experiments. The test cases used in these
experi sjare: normaltraffic rating, attack traffic generating and a mixture of

N
d attack traffic gens(fa’ting. The three test cases are used to determining if

n\
% eme works properly and to ensure the correctness of the results, particularly

Oe third test case when the traffic is mixed between normal packets and attack

packets. The third test case is the highest level of testing for the scheme where the

functions of the scheme are putted under different scenarios to examine their



efficiency in distinguishing the attack packets from legitimates and keep the network

resources available to the legitimate users.

The two scales of generating packets applied in the second test ca(ejs eant
to determine if the scheme's detection function can detect the floodi 0S attack
packets weather they are coming in a large number of packets or a %a” number. In

order to do that, monitoring any sudden increase in the nqmbe packets in the

network is important as same as monitoring the sudden i s&yin the number of the
flows. .\d
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When the number of packets in p count ,p ameter exceeds the

threshold (1500 packets), the scheme beginswh-c \g@ empt t&s\(’ to contain
the destination IP addresses. This numb@ket has selected as a threshold
value after running a series of si%ns fir% 0 Qal threshold. The
simulations cover an attack f@tm&%e to

“
attack machines to one victim& compari e resylts; we found that this limit is
N

the proper limit of the UW pacliets t tlfit@etwork topology as well as to
to tha e

give more protection ontr% ﬁ/etdhis threshold can be changed to be

O

higher or Iower@k valule based on th@pe of the network whether it is a large
or a small rﬁm T

packets’ arriv? eﬁ(roller are going to be saved in this list.
Mea we sch';m tak‘gs t'h\/Rarrival times for each two successive packets and
p% in two different vaﬁ?les called T Last and T_Previuos. The scheme then
‘%x with checking the similarity of the destination IP addresses in the list.

Qhecking for similarity means comparing each IP address listed in the list with the

previous IP to see if they are the same. If the similarity between the destinations IP

@ictim and a group of

(2]

N
g desti liorﬁgl-F’ addresses that were collected from the

3



addresses under checking is positive (this means that these packets have been sent to
the same destination), the process goes forward to check if the interval between
arrival times is less than thirty seconds (TE < 30). TE represents the tlmﬁl sed

between each two successive packets. Otherwise, the scheme will bac kxq@ackets

threshold step. Y'

It is important to mention that the number of secon ected to be the
maximum time elapsed between packets was selected aft mo[k topology was
tested under different conditions in terms of the numberief attac dM\d time of
generation of these attacks. What has been observ m the @iff t[ax&é%?’nents
conducted for the purpose is that the ma dlstan e e .Q/vaeen the

number of

’%q

successive packets is ten seconds. We ve easTd
ks

packets as an expectation of occurre\ ttlenec

in some cases.

ong in the network

—'Q

o QC}
After the scheme ch inter een al times, it determines if

the time is less than 3 Wr not’ If it l

will be considered as flooding D of pﬁ s. These suspicious packets will be

dropped directl }he @( and ﬂ%flows contain these packets will be

removed fro th Inth }sle oc&érval between arrival times is greater than
Il

0 seconds, then these packets

‘@

thirty se e s em to the step of checking the IP addresses
simil pply |t am on tﬁ@'next destinations IP addresses in the list. If the

sm@ is negative, the sc\eme will back to check the number of packets in the

§ '~ packet parameter.

If the number of packets in packet_count parameter does not exceed the

threshold, the scheme will shift to the second part of the detection function which is



checking the number of flows in flow_count parameter. If the number of flows
exceeds the threshold (flow_count > 10), the scheme will proceed to the attack flows
detection. This part of detection is meant to detect the attack flows that % by
either the change in the volume of packets from high to low or the@ attack
packets. If the number is less than the threshold, the scheme will to the step of
checking the cumulative numbers of packets and flows in bw et_count and

flow_count parameters respectively. The attack detection Ws is appeared in

Figure 4.3.
Y.
Because DDoS attack sends packets with a IP addre thf: @er of
single-flows in the network is getting mcreas$ndfn S a@gﬁ packets
ke \

X

at low rates can make the number of flo Ky to‘Aft seri experiments,

we found that the optimal threshold etecting singl Si network must be
greater than or equals ten flows. l@'ﬁg sing %Jn ;{?hs threshold will keep
S

the OpenFlow switch safe. P% theﬂswit ow% es from being filled up

with attack flows that co hie pj iSa full ction to the SDN controller

from receiving unpro uests M o‘ve@e network.
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Collecting statistics

If flow_count

>10 §
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>
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After every 5
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If packet_count

> 1500

| . 4

Create ipList(dstIP)
T_previuos = time.time ()
T last = time.time ()

If ipList[i]= =
ipList[(i-1)]

ET =T _last - T_previuos

\ l NS % No
)
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D
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A low-rate Attack A Flooding Attack
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Figure 4.3: Attack Detection



4.2.3 Phase Three (Attack Mitigation)

Mitigation is an important step to make in order to protect the network fro
damages. Without mitigation the attack detection is useless. Mitiga@' n ess
should be activated directly after the attack is detected and appliedkicl ntly to

achieve the purpose of protecting the SDN components. Y'

The mitigation function in this scheme is meant to P?de different DDoS

attacks in early stage. Early mitigation means droppi atte':k packets and
removing the attack flows once the attack occurs. In this \Cﬂmtrﬁe on
the increase in the number of new packets ded to t ro'ler\%ﬁd the
increase in the number of new flows created in |tc m' ate t “atltack
When the attack is detected a@ W tf@ﬂtlgatlon function
will be activated as shown in Figare 44 T Wou ets detected will be
dropped directly from the c ‘@ andfthe f Vs C(<)Q E‘gm these packets will be

the f-mws by making the values of

@wtch flow table equal to zero

y reserved for these attack packets

removed from the switch. Th
O\:T

idle-timeouts and han -tlmeZts fl entri
g b 4
h

and one respectlve . Thus, t 0 ry m

in
by the switch w&offer %

ew c@mg packets instead. This will give both
the controlle Wlt(f mor i6m
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The three phases of preposed sc'eme re ¢ cted by Python programming

language and ran on a Linux U mt raﬁ@gystem. The scheme constructed is

implemented or@on o‘ler. e al m used for detecting and mitigating
DDoS attackcm j]sho
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}Jbl&é&' The three phases of the proposed scheme
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Figure 4.5: An elapsed-time based scheme
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Table 4.1: The Algorithm of The Elapsed-Time Based Scheme for Detecting and
Mitigating DDoS attacks in SDN

The Algorithm of Detecting and Mitigating DDoS attack in SDN Y‘

Ly

Input: dstIP, number of packets, number of

flows, T_Last and T_Previuos 5. Viinra len(ipList)):
Output: flooding and low-rate DDoS attacks 6. if ipkist [i] = = ipList [i - 1]:
detected and mitigated 7 if zé < max time between

. suchpackets:
1. Pox.py/* turn on POX controller/ Y. print: attack is detected from
2. Pox.py  forwarding.l2_learning/* gclP() on dstlP()
invoking POX to make this e
9

lif nq $ 2 threshold 2 /*

component use OpenFlow switch as ' N
12_learning switch/ p_copint (< tLEbO_’\Q’)

. . b 4 :
3. Create a dstlP list set ipList:= Q), \ﬂ ht: t‘ﬁ( detected
0.~Re

Create a packet c Vs S

packet_count:= 0, \

Create a flow counter fI%ount: "\T ,‘\'\
o

0 @

’ o %
Create  packets \I al Aj \AQ"
T _Previuos nd?fast #)r e l §

o) g

two

1ve : a

_ . Y’
A T _Previuos:= ti@ﬂ'ne()
N

T_Last:= time.time()
TE:=T _last - T_previuos

if packet_count 2 threshold 1:

ipList:= ipList(dstip)




4.3 Summary

The phases of the scheme construction are discussed in this chapter. The threev

are explained in details and the flowcharts of these phases are presented{Fi , the

computer algorithm is presented. *



