CHAPTER IV

RESULTS AND FINDINGS ) )
4.1: Introduction q

The data analysis is defined as “a body of metho

detect patterns, develop explanations and test hypothe cording to Levine (2007).

The purpose of this quantitative study was to deter;se the level of , é‘/cvggﬁess

e othe:; nd, it e@ed the
M ional Ie@{ academic

relationship between independent variables (geRer, agene

specialization and smartphone experien \'de

of smartphone security threats and features.

riab level of users'

f&(@gs of the study are

presented in this chapter. First, crjp e statis ica}é%alysis of respondents'
“« Q-

distributions is presented. T\ vey in nt is ﬁ‘hEn evaluated for internal

N
consistency. Then the se@'arenels le %I%asured by using a descriptive
hya

analysis (Mean). The heses dn rrés ing research questions are then
9\

evaluated usir&@or@ni&@mmary of the findings is provided.
FAVE
S &

awareness of smartphone security threats e res?

.
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4.2: Descriptive analysis

This section includes the respondent demographics such as ge%zge,

academic years, academic specializations, as well as smartphone experience, Aumber
of smartphones owned, and smartphone network connection capability, how the
respondents constantly use their smartphone, and smartphones operating systems. This

information was important because it provided detailed atWt the smartphone

users.
NY.

4.2.1: Sample Composition by Gender | _\C}
4
| Iyl X
The gender of the respondents which reported \hls\ esear h:zrs plotted as

shown in Figure 3; males comprise 429 esp Zlnt rom ghole sample,

sq&gg, most students at

While the Female comprise 58% (174 re nde{Q(?
i me@l“lghkat more females attend

Zawia University are females as Eben ‘2%’(
7]
atien of

college than males. The repreﬁk

N
different gender exper'E:c%'?mart;'yald fluences associated with the

level of security awareness. \-'

sample endeﬂﬁmportant because it shows

4
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4.2.2: Users' Age
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Figure 4: Age Frequencies of the Res%
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4.2.3: Educational Level of the %ﬂent
? @

The education level o relw

academic years. The agademiGyyear of

the students who stw e fl
year 47 student@), t
fourth year a‘p)‘ e 3(:‘[tuae

begause i lores the influences of education on the level
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third yea @prise 52 students (17.3%), finally the
RS

i
m%&jtb?the respondents. The education level of the

.

respondztsq%r'nporﬁl

of smartphone awareness. \Y
S
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acadimic year
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Figure 5: Academic Year Distribg ns )<= ac 1r, %mber of respondents)

q
4.2.4: Academic Specialization ofthe 0 ents$
X ,,J' N
S

The respondents i his% iﬁayj}'n two departments (science and

literature). The a@sp@n isp ﬁd as shown in Figure 6; the literature

N
department c %&pf 34stu Fl(Sq_gvd) and the science department consists of

). The agademi s&%ialization is important because it determines
’ 5y
if the:&ents maj ingf in OR€ specialization have a higher level of security
ne

than respondents in

137 stude %

a other specialization.

N
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academic specialization
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Figure 6: Academic Specialization % i rs &gecialization, y=

4
4.2.5: SmartphoneExperiﬁ_ ,“ s \A

N
Smartphone experiegce serti{ t\f(t‘.c};estions. The first question queried
on years number&}aph l usage, Whi@ second question queried the number

AN
of smartphon d. Resul jlsh in Figure 7; show that 30% (90) of the
m

artph eéé" one year, then 25% (75) of the respondents
have %rtphones r t\ﬂo )Q'E 18.3% (55) for three years, 15.3% (46) for four

responden used

&,
yi WS y the percent of th&'e who used smartphones for five or more years was

o (34) of the respondents.
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How many years have you been using smartphone

1007

A

80

[l

Frequency

40+

~7q

1 year 2 years 3 years 4 years S years and above

How many years have you been using smartphone

Figure 7: Frequencies of Experiencm (x= years, num@of respondents)

\ *
N
The results in the seco on Were n i@gure 8; the respondents
&

who have one smartphone are (71. the{Mole sample followed by 74

(24.7%) have two scartEh es, lastly (:{%):y, the respondents have three
tiohs ‘Im‘;\

zil ortant becCause they explore the influence of the

smartphones. These%

years of smartphone, usag d mber@smartphone owned on the level of
. ¢« 1 &

smartphone SH w1eness b 4 (')
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How many smartphones do you have
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Figure 8: Frequencies of Smartphone OW% u artphgg.y: number
of@nts) &

The respondents’ smartp %tworiﬁﬁcgo (@ability was queried in
6 e,
this research, the result is plotte Figure.9; 57 0% of@ respondents has the GPS
;%{ Ky

feature on their device. Th? % htve t FIfeature, followed by 69.7% who
d

|
have the Bluetooth fe%\ 713

% have rEE/ ile networks, finally 3.3% of the
respondents Wergwure &bo\the" phone connection capability. The
tl

smartphone ceg&'o ugr i is E@rch was important because it explores
(]

'
whether th@ dent stre tq&b,z security threats through their connection to
the int R) ’ b): Y’.é\
A S

E The smartphone can transmit voice and data using wireless networks (Wi-Fi),
t

he Wi-Fi is transmitted through open airwaves and is susceptible to interception

szause the open airwaves are not entirely secure (Kizza, 2013). The cyber criminals

exploit this vulnerability by hacking or breaking into transmissions which lead to
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malware infections and data tampering. Cybercrime continues to increase and

smartphone users remain vulnerable, when they are not following the infow

security best practices (CSl, 2013) (q\

350
300
250
200
H No
150 b
H Yes
100
50
0 T T T T 1
GPS WI-FI Bluetooth Mobile Not sure
Network

Cn X
Figure 9: Frequencies of Respo@ maﬁpho twq@apabilities (x= network
&
capabilities, y= I‘A&Zs‘,pé@ents)

(
4.2.6: Smartphone Us% K ' g 0
NS
s

&
>

usa%egﬁas queried in this research, the result is

The res
; ¢ | f—ﬁ .
plotted as sho igure 10, Bfowsing the internet was the most commonly used by
the users; e thg- %3 %) @e respondents were using their devices for
Bromt e Internet. Follqggj» by Social Networking 250 (83.3%) of the
\

r Nnts, Taking Pictures 246 (82%) of the respondents, SMS 239 (79.7%) of the
r ndents, then the Watching Video 203 (67.7%) of the respondents, Playing Games
5 (61.7%), After that Taking Note 179 (59.7%) of the respondents, and the E-mail

169 (56.3%) of the respondents, GPS 102 (34%), then the Preparing Documents 80
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(26.7%), and Online Transaction 53 (17.7%) of the respondents. Lastly, three of the

respondents mentioned other usage of their smartphones like listening to mu?wd

reading the Quran. (q\
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50 HYes

Gégr‘;”é“

Figure 10: Frequencies of Sm\ espondents’ Us x= smartphone usage, y=
ber of re den@
N
4.2.7: The Respond{s’ er mé em“é-}/
The o ﬁu&gy tem iesp@nts is plotted as shown in Figure 11, The
E ¢
tin

S

Android o yste the .oét;?)mmonly used by the users; 272 (90.7%) of
the res %\/’ver! u@!ze A@d. As Engineers Garage affirmed that Android
operatingisystem is one of th&@t widely used mobile operating system these days.
Fo d by 14 (4.7%) of the respondents who were using the I0OS operating system,
de Symbian, Windows Phone and Rim operating system accounted for (0.7%) of

the respondents. 22 (7.3%) of the respondents were not sure about their operating

systems.
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Figure 11: Frequencies of Respond%SmartpE\Qﬁe?er iﬁixSystem (x= operating

4.3: Reliabilit
’ N ' BN
4 ¢ &
There aref?ain @ or rigalch studies. There are validity and
reliability. Thegt{ test eliabj to ensure the questions were clear,

i

&

according @ (%0;?1!{&@06) defines reliability, as the consistency or
N\

depend% 4 é\

\; he reliability mea%ement tested the internal consistency of the

nnaire items. This result was extracted by using SPSS 22 software. The

Oability of this study calculated by Cronbach's Alpha value of the participants'

responses. Using the sample population (N= 300), this measure was 0.781; this has
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shown a strong internal consistency. Also cronbach alpha was tested on all parts of the
instrument. All of the parts were found to have alpha coefficient values of grea?un

0.7, which is an acceptable level of reliability (Hair et al., 2006) as shown(ry}able

. =N

Table 6: Instrument Reliability \,:
A U

Construct N of Items | Alpha Description
All Parts A, B,C 46
Part B 25
Part C 10

YA

[} )

“« Q-
4.4: Users’ Awareness Leve artpho uritﬁ‘“reats
X S
. . a; . )
To answer th esearch’ qu t‘u)n, at is the level of students

awareness on srr;&one sefu
analysis (mean% ondu

fome(ﬁy with the level of users' awareness on
f{att(rgﬁ. The mean of the respondents’ awareness

smartphonessecu threats
NN
level o riphone Secusi ‘lhre%tz__ shown in the Table 7 and Figure 12. The mean

wasﬂAand this showed a@éerate level of security awareness. It seems that,

reats security features?, the descriptive
¢

sm one users are still not fully aware about the damage that security threats can

QJ e on their personal information. The result in Section (5.2) showed that 44.3% of
e respondents still store their personal data on their Smartphone. This situation puts
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the educational organizations at risk. As poor security awareness not only exposes an

organization to threats, but the entire internet can be compromised (Chen et al, W

Table 7: The Mean of Security Awareness of Smartphone Thréats )

$
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Figure 12: Histogram of awareness level of smartphone threats
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4.5: Users’ Awareness Level on Smartphone Security features

The descriptive analysis (mean) was conducted to come up with t&% of

users' awareness of smartphone security features. The mean of theSespaldents’

awareness level on smartphone security features is plotted as shownyi ble 8 and in
Figure 13. The mean analysis was 3.70 and this showed a modq@ el of security

awareness. It seems that, the smartphone users do not have su knowledge about

er e@wareness
t'that 20% of
5)

the "hSe those

the security features on their smartphone which leads

his /makes them more

feature on their Smartphones. E ) &
Table 8: The Mean @nes e one Security Features

I  Statis

& AFeatures
\ N Valid 300

ics

—

Missing 0
Mean 3.70
’ Std. Deviation 721

(a)
Lk
‘é\ 3
S
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Histogram
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4.6: Hypotheses Testing

In order to investigate and answer the second question; which facto%;er,

age, educational level, academic specialization and smartphone ew ) that
effect on students’ awareness of smartphone security threats?, n correlation
was conducted to investigate the relationship between the &d level of
awareness. Furthermore, the One-Way ANOVA was use tthe the hypotheses
and to test the level of significance for the fact the  awareness, level on
smartphone security threats at the significant level 0§,0.01. Thes sMﬁq@Were
considered suitable because they provided a cIea%and}ng f .

constrained awareness level based on its reliabiR. The.se

M searc@estion has
six sub hypotheses as follows: %V <§ E
Jaz‘étion and smartphone

imll@ces that

Q2- Which factors (gender, age, tional \1\$

S
experience) that affect t nts"&war €ss Izvg. on smartphone security
threats? \ \A

X" | 7ls
H1ly: There is no relati nshiKb'e é r and users’ awareness level on

smartphow yt rLats. §
Hip: T g‘l} o Foe c"(J

sha relati

‘q ¢

% ne sgturity/threats
A &S
\ Pearson correlatiMo-tailed analysis were conducted to determine the

‘%ﬂship between the gender and level of user awareness on smartphone security

eats. The awareness level shows a significance value of .453 and correlation of -

.044. This is a slight negative correlation. And the relationship is so small as to be
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negligible, according to Table 9. However, the p-value for this correlation was p = .01.
Since the p-value > .01, there does not appear to be a correlation betwwﬂe

awareness level and gender. The null hypothesis was not rejected. (}

Some studies showed a difference in awareness level be?n males and
females (Androulidakis and Kandus, 2010). Based on the resw gender factor

does not affect awareness level. This may be due to the incr f the Internet and

business activities in Libyan society. These reasons dead to an increa
awareness among females.
d J '3
¥
Table 9: Remarks on the De rhorre ion icifﬂg%urn, 2000)
t) A

BN

Absolute Value of | Remarks on Correlation Nature of Relationship

Correlation Coefficient

0.90-1.00 % ery E'lgh co EJétith' Very strong relationship

b £

\b{relati& Marked relationship

0.70- 0.90
‘I&\ S = bstantial relationsh
0.40- 0.70 \ Eatece} ation Substantial relationship
(’J | o G
0.20- 0.40 co(r_glétion Weak relationship
N

b Slight.correlation Relationship so small as to

K

\C—}' be negligible
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For further analysis, one-way ANOVA was used to explore if there is
difference between the mean of the participants’ responses, depending on the T
The (ANOVA p = .453) then conclude that there are no differences betw@n

of the participants’ responses, depending on the gender of the users.

This aligns with Riola (2014) that affirmed there was @on between

the gender and security level. If gender influences th se awareness, then

training programs could be adjusted accordingly. So id n&fled emales to

be more conservative in their security (Jones, etal., 2) fwhil e‘? s!@thes
identified males as more conservative security pr oners (Me ch,et al., 2%711)

H2y: There is no relationship betww am\ us aw@zs.s level on

smartphone security threats.
d‘ ~

H2;: There is a relatlonsh eeﬂ ge us@is.’ awareness level on

smartphone security thr ¥ AQQ/\—
S

The research |% sive r ard zi lation between age and security

(Mensch et al,. E nd Rlo The son correlation two-tailed analysis
0 Iatl

was conducted o@)%ﬁ between the age and level of user

awareness a a pho 5 c y{hrUs The awareness level shows a significance
7

value 0 d corf ‘pf - 1&‘ This is a slight negative correlation. And the
rela p is so small as to @égllglble. However, the p-value for this correlation

01. Since the p-value >.01, there does not appear to be a correlation between

anareness level and age. The null hypothesis was not rejected.
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One-way ANOVA is used to explore if there is a difference between the mean
of the participants’ responses, depending on the age. The (ANOVA p )
concludes that there are differences between the mean of the participant@nses,
depending on the age of the users. This may be due to differe in security

knowledge between target age groups. It may affect their security a ness level.

O

H3o: There is no relationship between educational lev anW’ awareness level

on smartphone security threats. '
NY.

H3;: There is a relationship between educatic@bl and users’ #re Ss}level

on smartphone security threats. Y. \f \‘r
The Pearson correlation two-tailwsis

relationship between the educational level"and level o

security threats. The awarenes va shgag ifi@% value of .327 and
“« Q-
correlation of -.057. This is a{ negati elatiisﬁQAnd the relationship is so
. N . :
small as to be negligibl HWr, the p-va elfog.%correlatlon was p =.01. Since
the p-value >.01, there does)ot appedr a!'céglation between the awareness level
and age. The null@sis s not.fejected:

N
N N O
For er analysi elgvab‘R\IOVA was used to explore if there is
>
ciween f%

differen -gn ofhe participants’ responses, depending on the

edugational level factor. The @‘GOVA p = .342) then conclude that there are no

X "
1 es between the mean of the participants’ responses, depending on the gender

6 e users.
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H4,: There is no relationship between academic specialization (major) and users’

awareness level on smartphone security threats. Y'

H41: There is a relationship between academic specialization and uséts’ a&reness

level on smartphone security threats. Y'
I\HJ between the

The studies were inconclusive regarding a cofrela
specialization and smartphone security. Some studies fou cheIa?’on between the
major and smartphone security (Androulidakis, et al,. 2 Mensch;, 2011). On
@

_ _ _ X
the other hand, other studies found no correlation een major d's&é&hone
: ile% ' as@aucted to

security (Grajek, 2013). The Pearson correlatio%g
determine the relationship between the spw on aTd | of u%‘g\:vareness on
smartphone security threats. The aww el show |gni® ce value of .663

've\m%ti @d the relationship is

S
p°= .0 Smce<§b-value > .01, there does

not appear to be a correlati@en r wareness and specialization. The null
hypothesis was not rej [ 0’
4 ¢ &
& @)

The (AN&\p .B@Udes @ there are no differences between the

B
mean of the ]@Mﬂts respon e}'d ing on the specialization of the users. A
summary Q‘wayA OVA testi ‘f&‘fuded in Appendix B.
<(/ ’ N

2

and correlation of -.025. This is a%neg

-

weak. The p-value for this correlati as

4

N There is no relatj{%ﬁ’ip between smartphone experience and users’

QXareness level on smartphone security threats.

Q H5;: There is a relationship between smartphone experience and users’ awareness

level on smartphone security threats.
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The Pearson correlation two-tailed analysis was conducted to determine the
relationship between the smartphone experience and level of user awarewm
smartphone security threats. The awareness level shows a significance \6 013
and correlation of .143*. This is a slight positive correlation. And the rﬂ*shlp iS SO
small as to be negligible. However, the p-value for this correlation W .01. Since
the p-value = .01, there does appear to be a correlation bet awareness level

and smartphone experience. The null hypothesis was reje

For further analysis, one-way ANOVA was used to] explere |f‘th\ is

t.)
difference between the mean of the part1c1p response en i@on the
smartphone experience factor. The (ANOVA p

nclu ethat there are
differences between the mean of the %w éf nding on the

smartphone experience of the users. A

= S
4.7: Correlation between S%A Q CQ‘?Smartphone Security

warene
Features and Students’ A MS L on mart e Security Threats

In order to investigate and ’1 eﬁaj lt&}} n; there are relationship between
the students' awa@vel@

eQ‘;} urity threats and their awareness level
\

on smartphong”se ty atures’ }!le correlation (two-tailed) was conducted

to measur atlon ip n{@fw The result showed a significance value of

.000 erson co elafon \03'587** This showed a moderate correlation and
S

SUWI relationship.

N
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4.8: Research Findings

From the questionnaire of the study some findings were extracted. Summary onv

research finding as showed in the Table 10.

Table 10 : Sammary of research finding

18 and Q 20

Finding No
Finding 1 62% of the respondents know feature of smartphone password,
Q11 and Q 27 But 41% don't willing to use of this f z '
L
Finding 2 59.3% of the respondents know the PIN coBEQLde‘ir
| | NJ
Q12and Q 29 smartphones, But 48.6% do not willing to use th ealur&")
g ¥ A v i
Finding 3 66.6% of the respondents We e% maa@ﬂone
T
013, Q19 and security software, BW4% L?s\e these softwares. Also,
Q28 33.4% of them do\' ng to use these se@%/ softwares.
Finding 4 55.3% of the refmjjents do \k~n W, \Whartphone s speak
14 password QE—')
Q {g
Finding 5 76 3% 65 ﬁl@ow&creen lock of their
Q15and Q 31 , But 4°/ 9 no‘bh]llng to use this feature.
fa
Finding 6 dent@dw the SIM card lock on their
016and Q artp - l't 44 qﬁ%o not willing to use this feature.
b
Flndlng of e spor@_ﬂts know the existence of Smartphone
017 wz sof e. And 23.7% of them were attacked by
A mahcmu&&ograms
70.4% do not know the term of phishing means, Also, 54.3% of

the respondents consider applications in the official application

repository to be secure for installation on their Smartphones.
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Finding 9 57.3% of the respondents were concerned about their personal
data. But still 44.3% of the respondents store their persona
Q21and Q 26 \
on their Smartphone. (q
Finding 10 36.3% of the respondents do not know the privac ing on their
Smartphone. Also, 78.7% do not know the IMEI aimber of their
Q23and Q 25 \,
smartphones.
Finding 11 52 % of the respondents do not willi the'file encryption
mechanism. Although 50.3% of the ondents know the
Q24 and Q -

32 N
Smartphone protection mechani ch as file r)‘)ti
s b &

remote file deletion.
Yn N
‘\\ LY.
69.4% of the respond w ide renes@'npaigns very

Finding 12 Cc

important for sm onajsers. An 3% @%em ready to
Q33and Q 34 \m A

attend awareneeﬁjwpaign p gs. A

£ b (N

Finding 13 72.7% of t ndents eager to impreve their knowledge about

securit iva d haw to @ct their smartphone. And
Q35and Q 36

6 respondent: 3;1!1 se the new security features

4
ilable T \smartpéd.
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4.9: Evaluation of Findings

It was observed that four independent variables, gender, age, educatﬁ{ vel

and academic specialization, showed no significant correlation to awaréness Jével on

Y'

To further explore the negative correlation uncoyered™by the Pearson

smartphone threats.

correlation test for gender, the histograms were examine der.' Figures 14 and

15 are scatter plots depicting the relationship between er a Wwareness

L ]
on smartphone security threats. é | _\b}
' 4
<

Normal Q-Q Plot of AThreats

for gender= male

2]

0=

Expected Normal

-2

T T T T T
1 2 3 4 3

¢
Observed Value
N

igure 14: Correlation between security awareness level on smartphone threats

Q and Males
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Normal Q-Q Plot of AThreats

for gender= female

Expected Normal
T

T T T
3 4

.
ra—|

44

Observed Value

< I .{0
AR :sr] &
Figure 15: Correlation between security awargness leve artpth}‘fhreats

NV

&

a‘*&’ O

The second independent % a%e uppis noﬂ%}related to the security
awareness level of smartphon& s. The n or tlon test yielded a p-value
of .017, which indicat mear’l cor |ltI0 een age group and security
awareness level. For fl%n for OJ fistogram for each group was evaluated
in the Figure 16 17 |gure 8 a gure 19. Also the histograms of age

groups were r tru)ute Il i arent that some age groups had a higher

4

normal d| n thE} ge ups. The normal distribution has the same
overal dlfferlng Iy r@;ﬂﬁ' M. It also ensures that there is no bias to one age

gr@NK S

N

‘\
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Expected Normal

Expected Normal

Normal Q-Q Plot of AThreats
for age= 18 to 22

T T T T
2 3 4 S

Observed Value
\/‘ S
Figure 16: Secur'\ ness -22 é

é"’ﬁ’# &L

Normal Q-Q Plot of AThreats
for age= 23 to 27

65

3

T T T T
25 30 35 4.0

Observed Value

Figure 17: Security awareness & age 23-27
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Normal Q-Q Plot of AThreats
for age= 28 to 32

2=

he |

T
3

ha =
o

Observed Value

o, J SN, o
% g

Figure 18: Security a% &

avade

Mormal Q-Q Plot of AThreats

for age= 33 and above

2

o

2

T T T
225 2.50 275 3.00 3.25 3.50

Observed Value

Figure 19: Security awareness & age 33 and above
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The third independent variable, educational level, is not correlated to the
security awareness level of smartphone threats. The Pearson correlation test y|
p-value of .327, which indicates no significant correlation between educati Ievel
and security awareness level. For further information, the histogram f level was
evaluated in the Figure 20 , Figure 21, Figure 22 and Figure 23. Als@'the histograms

of educational level were normally distributed. V

e

MNormal Q-Q Plot of AThreats f
@

for acadimic_year= first year

Y-v
SN
O

5

Expected Normal

T T T T T
4

FolA
NN 8
N
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Normal Q-Q Plot of AThreats

for acadimic_year= second year

2
2- c}z
T 1 \
E
2 L 4
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o
o
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i d o
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\ Y},
Figure 21: Security awareness"& 5&3;0 ear E\
Normal Q-Q Plot of AThreats
for acadimic_year= third year
-
=
E o
o
=
=
2
2
g o
LI
_4-
T

T T T T
1 2 3 4 )

Observed Value
<&

Figure 22: Security awareness & Third year

&y,



responses on the academic speN”z ion w re

Expected Normal

Expected Normal

2

69

Normal Q-Q Plot of AThreats

for acadimic_year= forth year

3

T T T
2 3 4

Observed Value

(\‘-q
1}
4

NSNS

Figure 23: Securi@s & °Lr earcs<
tion

Similarly, there was no corr

& ufb%? agademic specialization and
security awareness level of sma e threats. gureQ!l and 25 showed the

s

“ Q-
ngﬁﬁlly distributed.
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Figure 24: Security awareness & Science specialization
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4.9: Summary

This chapter discusses the results of the data that were dr&q&zom

smartphone users in Libya. The analysis of Mean was conducted toymeasure the
students' awareness level on smartphone security threats and secukity, features. The
Mean analysis showed a moderate level of users' awareness martphone security
threats. Also, the awareness level of smartphone securi f% was a moderate
level. The hypotheses were validated and the relaﬂéMWNes was
determined. The results showed no relationship between {gender, , ecmc{ﬁcnal
level and specialization) and awareness level o%phon‘g secur th'rgge While

}tsr\ da a%ss level of

betwge (the students'

there was a relationship between smartphone exRienc
smartphone security threats. Finally, mew r

awareness level of smartphone securi feataQ hei Q/areness level of

smartphone security threats), the Iz}m\“e%,yh e @)&. ubstantial relationship
“« Q-

between them. And conclude% re Mct of students' awareness level of
\

smartphone security feature eir a,/aren sllev smartphone security threats.
% s
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