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In this study, an accounting field has been selected as the case study in question, due
{o the fact that this field is informative and full of tasks; which must be implemented

and have too much requirements to be achieved in the future software. Wy il

3
e
43

same questions recommended by (Cooperrider,2008 ).

A) Discovery Phase

« What were your hopes and dreams, when you chose this proje

A: To deliver an effective system to the client. Y’

. Based on your past experiences, what was the greategt expWries M‘,e‘l Qi
A: The trust by the customer, and working in f§ i II‘K{’ s théharticipation
are the greatest achievements. It gives us4gn 153\7311 C1i01i{§hen T

satisfy the customers with minimal\%and t1 wi@» B
Financial Accounting (IFA). \T E
J n: Yy S

“« QU

/colle 2 \K‘fﬁ you able to help them in
N

return? i (

A: Yes we did receive uss%cc frop ﬂ‘igﬁand colleagues, and of course

we reciprocated 1hc&Nuscd omur expaiience, we were able to solve the

a project, when were you most successful and s

« Did vou get any help from your el

[y

pmhlcms of our ¢cqQ ouds g | G)O
- e
N ‘ N
Fiais CXPC”% IhE ; ”@Cnls or face a difficult challenge? What did

vou learn &4Q those? C}T
) &

A: \'L‘-\-\'.\' difficult challenge we face was our learning curve, above all it

this leads to solve a big challenge for our organization. Because the traditional

(manual) process needs a lot of time, effort and margin of error is high, also

checking in this case 1s difficult.
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« What conditions are contributed to that extraordinary level of success and
satisfaction?
A: The most important aspect is manually migrating data, this process @ :
oreat deal of time and hard work, this process must be carried o \l high
precision, which is very challenging in our field. But we are n ry much
relieved now, as the new software can migrate the data after eaclNfhOvement and
update records and data, the budget with high accuracy, and at NOSL

Y

. What do vou value most about yourself and your capajegesfs, as %’er i

team. or as a contributor of the project? .“}Y_

A: We can get involved and play a significant r@uﬂ? t f(!uwf.hation of

this software, by using our expertise and skills, 1 sf t man@l processes

towards the computerized processes. T%b '

complications faced by us, especially suN y the pr

the outcomes again in table; the new {%are Wil ~¥h

' Q

s t et over the
ss o (Kports, and store
@s to, make a query,
\

ncial situation in the

—a%
C

focused on mcw ¢ dév ich is essential in putting things required

of the syster

N

. What artggh®most important attributes that support your highest levels of success

and SN
A: Apply all kinds of accounting transactions in future system, inform the
customers about all the operations in page of its own, to get their opinions about

the tables and results.



B) Dream Phase

« What results do vou expect from a team or a project?

A: I expect all the following: Income list, List cash expenses, Budge d
. g ﬁg an

customers Feedback. (

‘ S [ f Ire 'c’lflel
S S ) € 1 n% S (W}]en, yO
u

have grand children)?
A: To be the most powerful and largest accounting firm { 16631. B
The next phases will use answer these questions r
ans ons to ‘ho /w
and what
will be™. ’
.é\ |

. 4 X

C) Design Phase Y. \ Y\_'

« How can it be? \
A: Software Size: all types of accountghg tra :Eg T
Al ypes nsa ¥ ]?é'he
customers about

all the operations. C—}
] Q—
ONGLCES . ‘g Sl e,
\ 3 rs (M, working in front of

better
customers with their partic "nio? work ,nd te \mnal Financial A
ancial Accounting
(IFA), automatically migrate e datad ks €y
\ 0 : i’: acy, make a query r i
) egarding
inventory at any mo@cw‘m the i
. \ \ owing: Income list, Li
, List cash
expenses, Budget p N]dc Sty 6685@1(
¢ :
Oreanization Rojey: Astorper UCi@On 8
5 , get account P
g customer feedback
‘ )

outsider’s viey

(@]

Strength Identification: bett

g

D) Destiny 4
« Wiaat wpbHe?
a) Requirements: (convert manual processes to computerized processes).
1) Converting manual accounting entries to the code.
7) Migrating data after each movement, and updating records and data.

3) Migrating data up to the budget.

O



4) Storing the results of the operations in table

5) Making a query about inventory sat any time

6) Showing business movements at any moment z
7) Applying all kinds of accounting transactions s \3

\) ]Hl( m A S O C C Su d
( = ¢ CLl ome '10 l(“ l}L cra S &
) 11N l[ S S apout a 1 Op) 1101] ’llld i € ])
g .

b) Timeline: This system will be built within six months z

c)

“Attribute [ ,'\,@Y\-o ’ op
; serwhl() Interview
3 Observati
J %l‘ b vation &
— d N Interview

Technique
— TN Vi
User participatio Yes, Too Much (}vNO
.‘ : Yes
\ Yes

Unique
| Yes N .
S0 > aQ :
requircmg Some Times | Some Times Some Ti
| . 1mes

l{ *SOourn Se ( )Id dillll. USCTS, b l(]l\t llOIdL I'S, de\ elO €1rs d m f\
( CC . 1[61
. \

completing this case study, 1 use the appreciay i ¢
quiry Tagth®ds’
nother
1c1e.$/ of the

. 2 a . |
techniques: It is practically impossibl\‘& y i
d ersdé gather users’

requirements, just with the observation pchniUeage i i

is used in association with the observa tnv (w nt t Ekm'elwew i

as possible, by consuming the \ amo & “li S&?eqmremems =

appreciative INQUITY Processes. Rwtourfuseryr qu@é:l:tusled S

Table 24 below illustrates lhg%l‘ O“]F‘SJ?!‘@ i
NUliled

7 &
@E f«@l}ﬁq@g‘\ﬁomparison

technique is adopted to study the same case

appreciative inquiry in finding unique r

Requi ‘

number | ‘\ 0 3 4
Understand ‘} Yes. Too Muc

system e i S i

he beneficial factors of the appreciative inquiry are: this approach is b 0
) : pproach is built up
n the

positive aspects of an organization or group, 1t recognizes fact
actors, which
are well
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executed: therefore, a very effective and optimistic effect on the state of mind,
assurance. and value of individuals and groups can be attained. Contributors are

motivated, because they feel very much appreciated.
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The social network “www.islamtag.com™ has been nominated to apply this case study

to quantify security requirements as follow:

Firstly. both of vulnerabilities and errors indexes which result fron m:ating an
input used 10 quantify or calculate security index. Secondly, a s op‘Joining the

Qecurity Requirements (SR) with Security Index (SI) l’eqTObtaining the
quantification of security requirements which is called later the% it

Index (SRI). Y'
NY.

nsidefed l‘]g\%ak points
natidl rang~ or deny the

m%‘ \en igx system will be
ca i), @¥Ch Xw { 1.e. every vulnerability
| TS i
mavybe happen one time or mo\t one™wge Jh pa lar software (likelihood of
cach vulnerability being cxpw. %\
1l can

J} 3&1 ¢ of this vulnerability to the
NN O

y Requirements

Calculate Vulnerabilities Index

Every software has its own vulnerabilities, which ar
that allow attackers to either reduce a system'

service. In this section, the vulnerabilities indgx th

7 Percentage of the dama¥ S
software. &\ ;
7 percentage Of thoagssS m l'n éfﬁcu]ar software. Doy i

assistance and ‘%L\‘Si.‘ ancediad a(J ferent value in importance, each single
11%&\1 h" t1 ’sl m@lhc system vulnerabilities.
The \ccul'i\’ berts want 1o Q@Jall vulnerabilities effects (for every single

vulnerabilitygr®lated to the system) in the system. Will define a universe U be

asset may bgh

Wwhere V denote “vulnerabilities™.
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After interviewing the website developer “www.islamtag.com™ and investigate all
vulnerabilities related to this type of systems according to SANS list which supported

by NIST, Vulnerabilities are:

. (SQL Injection (SQLI). 1%

OS Command Injection (OSCI)

|8

Classic Buffer Overflow (CLBO)

S

4. Cross-site Scripting (CR-sS)
Download of Code Without Integrity Check (DOC

N

| &
(SOLI, OSCI, CLBO, CR-sS, DOCWIC}. A
¢ & v
\ V
i Yv

Let £, =iE, be a set of decision parachrela?tid the<‘ ove universe U
&

«yulnerabilities™ according to the security 3 O
%j ) S

A“'
mes, e

- " ¢ ) > ] > > N
Eu = {eu,l, eu,2, eu,3, eu,d, ew,),...

Fu =1{e, 1= occurrence one tigie, R~ ocqurr
/U\t’(/(li)ul‘:’(‘. Cus g‘[/L’L ongery 0}

e, »= cffect on medy N\”' (‘“_N

N

¢ f@" 3= high damage, ¢, ;=
P assel, ew6= effect on important asset,

°ss important asset}.

In this case. eight &
according 1o thaQgeiNty e¥barls fcl'SlY"%Wes' For instance if a vulnerability X occurs
{two times ilA_\.slcm. i should@w a high value- see AT R B

cases, mou?\\\\ parameters and different values can be adopted.

>

["" Cu2 ‘__
L g

105

,
)
]

) >
‘. : (:A S u,6 u,

0.

e 072 oy

;

d
(ILS 1

E 0.

th
N
o

Now. the function for each parameter i.e. /7 (ew,/) will be found, which means the
parameter (¢, /) which is “occurrence one time™ and it has (0.5) value in this system.

According 10 security experts’ opinion, all vulnerabilities that occur one time in this
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svstem will be part of this function for instance (SQLI, CLBO) vulnerabilities

appc;n'ing in this case study.

“ (e, 1) = F(Occurrence One Time) = {SQLI, CLBO}. \Y.
"(e,.2) = F(Occurrence Two Times) = {SQLI, OSCI, CR-sS}. b
(€u3) * F(High Damage) = {SOLI, CR-sS, DOCWIC}.

"(¢,.4) = F(Low Damage) = {OSCI, CLBO}. VY.

“(ens) = F(Effect On Very Important Asset) = {SQLI}. Y.

"(€u6) ° [(Effect On Important Asset) = {OSCI, CLBO}.

(e, 7) = F(Effect On Medium Asset) = {O}.

F (e, ) = F(Effect On Less Important Asset) = {CR@

of approximations: \‘

(F. E) = {(ew1 - {SOLL CLBOY)), (€. 4
(¢ s . (1SOLL CR-sS, DO,

(('u ol ( :‘SQ)I‘/: )) ((‘u 6

SC1 }))@,,,7 , ({9})), (ews , ({CR-sS,
DOCWICH). j' S
N

The Cagman, Citak zn\ Ino 1‘1111& CEA) applied to the first fuzzy soft
part in (F, £) 10 takd cci’o he(mfailabilily set U incorporating the choice

values. < k ?

A Crr R (Va) e €, €y (V) er e (1
s N G hl,\‘ Dy CUDT P+ e Uy G0 V)

(8 (RN ) L e €, () (% e v
o Py CUD g CUD T+ e CUsdas (U T 7+ (U)o ( U6 P+
e, e, (Y it e e (V)
i (V) g (CURY —+ Uy (Gt '")’/.\'( Uyg) I ]

3

5~
| =
;J|
- 4
e
e
e
=
-
—_
<
N
Pl
=]
~
+
—
>
N
+
—
e
~
b
(]
~—~
+
—~
o
D
>
=
N
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, 28 V) , e,, e, v o >
X 2t Cong 0D + e U 0D+ vy B V)
g L/ . _ 5
. 2 (M) (4 er v e, o ,
V0 V0TS + pr CUos) g (") Tty ¢ ,”.)1/.\'(((".)(!2) +

) é V) , e ex V)
1, €Uy oy A i T ) ofi Ut 5 ] \Y
/1,1/\ %[((l,i x+AxD+Ax0)+05x1)+ (1 x0)+ (0.7 x:ih()ﬁ Dy

(0.2x0)]
1+05+0.7]=0.44 \,z

And so on for all vulnerabilities. Y' '
Then /'y is represented by. \d
o

1S
.07 044 034 044 024 é :J Y.'\

ol v, V'V W

4

| | C\S. 1 S ¥
<§
i e. the Fuzzy decision for this \'ulncrabiliu\ are: O

|, SQL Injection (SOLI) = 0.7

, \
0OS Command Injection (()5%44ﬂ u QC—?
NG

o

N
/
—
=
=
=
=
o
a
~
o
~
J
~
o)
o.
o
o~
>
—
—_
jansy
=
—t
—
—
=

i (Qf\ﬁe most dangerous software and web
.§aﬂhd NIST institute list (NIST, 8 September
7013: KLOC VY Y W ?\{w\ ber 2%]-. ). It has been noted that the maximum value
of uFdX Aumong all \'uln&%ililies: this  means that the SQL Injection

. =

The five \'ulncmhilc' Nim\ S
upplic;niun.\' \uln@ 1es i lh?_

vulnerabid Yceives the most influence in the proposed website under this
pargne -1). as well as in SANS and NIST institute list SOL Injection is the most
dangerous software vulnerability. On other hand, the errors that cause these

vulnerabilities have a direct impact on the web applications. So, the next sub section

will discuss this issue n further details.
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Calculate Errors Index
Every single error or more led to one vulnerability or more (M. Khan & Zulkernine,
2008). which is manipulated by the attackers to control the system, a read,
modify or destroy it. In this sub section the Errors Index (EI) that may '\YT
2

the system will be quantified. According to Khan (2008) the EI depen

able 1n

| Percentage of error occurrences in each software; i.e. ever)%zmay happen one
time or more than one time in particular software (like]ivof each single error

being exploited).

2 Percentage of the error's effects: i.e. every si e IM‘ a%‘_ect s
vulnerability or more, for instance, the percenta effeds I,A:k%lch e
to three different vulnerabilities more than of ICCI]fd eff{'&g etior 1 that
led to one vulnerability.

: re._&yvery software has

Percentage of the error dangers \ lal
vulnerabilities, every single vulner 11 ne y,gle or more errors that
affects different levels of the de m;; uA 'Ii e $

Now. the same algorithm (3 v LSeARE e mrevions sub section'to
' Q
calculate the E . The \LLUI]%L 18 ‘md errors effects (for L

errors related to the sy m
according to SANS S

November 2 013)

1se U will be described as follows

éy eptember 2013; KLOCWORK, 12

U={R,, R>, 5 /\,,/

Wwhere R uml\'.

\Yewing the website developer “www.islamtag.com” and investigating all
fted to this type of systems according to SANS and NIST list (NIST, 8
KIL.OCWORK, 12 November 2013), errors are:

errors

September 20 2}

| Poor SQL commands are used to check user names and passwords (PSQOL).
5 The program that is executed allows arguments to be specified within an input

file or from a standard input (PEAASI).
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S)

Code path includes a Bufter Write Operation (CPBIWO).

4 Buffer is as large as you specify (BLS).

N

Replace unbounded copy functions with analogous functions tk upport

length arguments (RUCFSLA).

6. Set the session cookie to be not only Http (SSCH). 1%

7 Assume all inputs are not malicious (4/M).
rognies (IVPRP).

POEEQ).

10. Encrypt the code with a reliable encryption brfore transmitting
(ECREST). \d
L

D | S
P ¢

In this case a set of errors containing ten errors ISY‘ degg On%ﬁﬁms and NIST
lists (NIST. 8 September 2013; KLOCW 12 P\O\/e ber 3), and system
nature. in other cases more or less cn‘or{%{;sed’ I‘diéﬂo A
All errors used must have a rclalionsh'cé'ilh 11%?8 1@.5 which are calculated
in previous sub section, otherwise, @ requirergafts C@ol Belriiea:
N
U={PSQL, PEAASI. CPBlig )W R('C
ECREST}. b)
\

Let Bu ={Fu}bea \%%1 ‘io‘n
according to the \%}l XS,

& f u-).- S

Fu=1{eu, Nence one time, @ﬁ occurrence two times, eu,;= occurrence three
v 1 ’

,,‘,n(:\\ more, euy= effect on one vulnerability, eu,s= effect on two
N hilitics, eu,q= effect on three vulnerabilities or more, eu,,= effect on very
crous vulnerability, eu,s= effect on dangerous vulnerability, eu,o= effect on

normal vulnerability}.

8. Input Validation did not consider all potentially relevant

9 Did not use proper output encoding, escaping, and qu

-
ol
J‘Q
I~y
—
a
o
—
o
=
l=F
(¢}
oo
[on
o
<
a
[t
2.
<
a
%]
a
%/
s
-
=
O
=
ml

[n this case nine parameters (£,) have been used and values were given according to

security experts’ perspectives. For instance if an error X occurs three times in the
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system. 1t should have a high value; see ¢, , and vice versa. In other cases more or

less than this number of parameters and different values.

. . e. e “B ok . \
/; - [:__ ) Cu Cua 4 €us €6 Lu.7 (')11.8 “ 9 } %

l —_—

10337 066" 170337 066" 1° 17066 033

Now. the function for each parameter i.e. /' (e, ;) means the 131 (¢, ;) which is
u,

coccurrence one /HH(' hilS (().33) \'a]ue 11] IhlS Syslem C ldl g to the Secumy

experts’ opinion, all errors that occur one time in thg stem Yvill pan of this

function like (ECREST, PEAASI) errors. ‘

F (¢, 1) = F(Occurrence One Time) = 1ECREST

F (¢, ») = F(Occurrence Two Times) = ‘(‘P@
F (¢, 3) = F(Occurrence Three Times Or N

F (e,4) = F(Effect On One \Y% ulnuabllu {PSQO S, RUCFSLA, SSCH,
AIM, DPOEEQ. l(RLSle
F (e, s) = F(Effect On Two \UIHLINI es M
~ i) obes

F (e F(Effect On Three gFuln¥abiliti
F (e, 7) = F(Effect On Very Dan;mu alf )= {PSQOL, PEAASI, IVPRP}
F (ens) = F(Effect On D [Qﬂx Vlllnex bllll%e{PEAASl, IVRRPSSSCH

DPOEEQ, + .

F (e.9) = F(Effec

Then, the f

2lppl'(\.\imlll§.\
¢ ’Q‘. | . (\ECREST, PEAASIY)), (¢u2 , ({CPBIVO, IVPRP, DPOEEQ, AIM}))

(. s . ({PSQOL. BLS, RUCFSLA, SSCH})),

(¢os . ({PSOL. CPBWO, BLS, RUCFSLA, SSCH, AIM, DPOEEQ,
ECREST)))

(¢n s . (\PEAASI))ews - (IVPRPY))(ew 7 . ({PSQL, PEAASI, IVPRPY)),

(¢us » (\PEAASI, IVPRP, SSCH, DPOEEQ, AIM })),
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(¢ . ({CPBWO, BLS, RUCFSLA, ECREST})),}.

Cagman, Citak and Enginoglu Algorithm (CCEA) applied the first fuzzy Warl n
(F, E) to take the decision from the availability set U The choice f&}iare then

incorporated. :

d._ 1 A é; (R )
/(/ \ —]—(; My ! D V) g +/l_\( { )7/\( L
¢ Cu R 4 I €, (R) q 2
1, A P e U CUD T+ v ®) +
€,y ey yR) 4 € (R ) l
s f jiast .\),.,‘-‘( ] +lu_‘, i (§ (R
1 1 ~ i
( T [(0.33x 0) +(0.66 x 0) + (1

I

(1 x1)+(0.66x0)+(0.33 x 0)]

o g
xl)+(®)+(.6 O‘@xO)wL
b g
q i

1 N1 4 = a1
—[1+033+1]=0233

d 1 e, C, (R) '
iy = o L C Pl R e Y
> ¢ ) 4
u, €10 g (R & e
[§ e ¢ ) \’
1 i ’ i @ (f.‘,)l/\\_(er'.‘,)(’*’)]

s
)@33x0)+(0.66x1)+(1x0)+(1

—[0.3;
And so on for d%k ?
Then ;“y 18 1“)5\1‘1 ed by: S

) v%()l(wf 0132 0.166 0.166 0.199 0.165 0332 0.165 0099}
| :
|

. / \, . R 3 . R 4 . R5 - R(v . R7 ~ RS . R‘) 5 R
10

—1[0.3

/

i e. the Fuzzy decision for this errors (Errors Index) is established below:

| Poor SQL commands are used to check user names and passwords (PSQL) =
0.233
7. The program that is executed allows arguments to be specified within an input

file or from standard input (PEAASI) = 0.2065
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(OS]

Code path includes a Buffer Write Operation (CPBWO) = 0.132
4 Buffer is as large as you specify (BLS) = 0.166

(9]

Replace unbounded copy functions with analogous functions tl pport
length arguments (RUCFSLA) = 0.166 \Yw
6. Set the session cookie to be not only Http (SSCH) = 0.199 %

7 Assume all input is not malicious (4/M) = 0.165

8. Input Validation did not consider all potentially releva@]es (IVPRP) =
0.332
0 Did not use proper output encoding, escaping, and g ( POEEQ) 0165
10. Encrypt the code with a reliable encryption em b transmmmg
(ECREST) = 0.099 J ' .{'}
? o

It is noted that the maximum value of ur'y = 0 a i e@&. it
“Input Validation did not consider all po, 0@’10 - loj)ﬂles I,
the most influence in the website under Im ’ﬂ\ ) 1chat all of the above
ten errors are parl of SANS ar % Ib’ (V\@ 8 September 2013;
K LOCWORK, 12 November 2013 ‘é : ;‘ S&-

N

The errors index causes the § ; P! Qulnex o e

)Ilullli»l \

11 ofufbém need to find security index and

ecurity requirements @< Sulf)%élion will discuss in depth both the SI

i
and security uqumn% 2 155)

@]

N\

<Q "u-).' >
Calculate Sec ndex Y'

After calc 15 mlh of the \ulnﬁnlny and error indexes which are related to the
web %n in this case study, the next step is to calculate the SI, then finally, to
umbm”“m\ with the security requirements to obtain the result, which is the

<ecurity requirements index. There is a relationship between error and vulnerability

direct impact on this wel

¢
ndgx.

indexes; this relationship gives us the security index. Using below equation the SI can

be calculated.
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Rall
\.

sii="> - '

i.jel J

Where: @

s7'"+ is security index for vulnerability 7 .

Now. for calculating the SI, need VI and EI shall be calculatew;ese s

sections. Y'
Vulnerabilities Index: \d‘ Y.

| SOL Injection (SOLI) = 0.7 é | .\g}
0S Command Injection (OSCI) = 0.44 4 \'Y'

" i E\
3 Classic Buffer Overflow (CLBO) = Ocﬂw 0\\ i
4 Cross-site Scripting kb0 0.4\ Q

) -

Download of Code Without Integrity Ches 1A= 0.24
5 &
% a Y

V&

Errors Index: \ A‘Q

| Poor SQL commands,arc to ghe Sel‘%}nes and passwords (PSQL) =
c) 'S 0

&

0.233 s F

2. The program tha ‘\'ccuup K\’S arghlyfents to be specified within an input
file or from sln@ 5 1151)&2()5

3. Code path | %\ a "le@eration (CPBWO0O)=0.132

4 Buffer ighg e agy, >CIIY®BLS) = 0.166

e RL‘P‘Q" ounded copy &&Tions with analogous functions that support

ler ;Ngumcnls (RUCFSLA) =0.166
6 RSN ¢ session cookie to be not only Http (SSCH) = 0.199
Oumc all input is not malicious (4/M) = 0.165
§. Input Validation did not consider all potentially relevant properties (IVPRP) =
0.332
9 Did not use proper output encoding, escaping, and quoting (DPOEEQ) = 0.165
10. Encrypt the code with a reliable encryption scheme before transmitting

(LCREST) = 0.099



> 3l S1S1S ( ne ¢ 5 a a € 10 i
SCCU].H\‘ I ‘qllllLl]]Ln S l I' lt‘ iO S ‘I)S l)e[ N¢ ‘l‘[l €S n CI1 ]he SI
> > S [§ clat 1 lll ween \Iul l.ab i
a d 1ITQIS
\\’lliCl n 1S1 l t‘OUnd uses Lq ¢ 0 ( ) N i
) S8 C . ow, 11] SI Wlll be l [(: ! l

V1 and EI as follows: c
SOLI'=4 PSQL, PEAASI, IVPRP! Y.

OSCI ={ PEAASI, 1VPRP}

CLBO ={ CPBWO, BLS, RUCFSLA) R
CR-sS =1 SSCH, AIM, [VPRP, DPOEEQ} (d
L ]
Yv

DOCWIC =1 EC 'REST}
{\ J | S
L 4
Iyl L

This indicates that the "SQL Injection (SOL])-,W.

commands which are used to check user n N‘ld
program be executed allows arguments N

P 5
standard input (PEAASD™ error and 1%\/11“ 3 i
. : d L) consider all potentially

relevant properties (IVPRP)™ erro applies ¢ 411 &xtn 1
erabilities as mention

A &) ed

Now the security index \acl, n abi]"gg lone using equation (5)

uation 1S

above.
calculated as follows: %z (
L

E’ -EZW £ (0.7 %0.265)+(0.7x0.332)

016314 0.1855+ (0.2324
e

0.581

e

~
3y
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7 =0.1936

o OSCIX PEAASI+OSCIx IVPRP

N3
z N
<

(0.44x0.265)+(0.44x0.332)

~

ST =0d813 Y.l

| &
 CLBOxCPBWO+CLBOx BLS + CLBOX RUCFSLA ’ X
S/ - \ J

.\ v
m‘w-lxul‘»2)<(UAHX(H(\OM(0.14x0~1K%V ? $
o1 =0.0525 Ec’) >YT
S/ 0.0525 3

CR sS CR sSxSSCH + CR sSS=7) f‘lzrs ¥ DP()EEQ

(JV"

S1 (&\ ' Y e
S
S1 mmw& “v)’ $

WOl WIC < ECREST

/
S
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o™ =0.0237



217

This works in the same way for all vulnerabiliti 1
; ¢ \ rabilities. Concern ity 1
: ing the security ind §
ex for
all the vulnerabilities. fuzzy numbers means tl
\ s 1at when the number
er approaches to one
. - oy . ,
the seriousness of these vulnerability increases; so it should be remo higl
) : vedg a high
) ) . = eqe, . :
priority. and vice versa. The vulnerabilities are arranged according to tl \
&

degrees as follows:
Security Index: Y'

1. SOL Injection (SQLI) = 0.1936
~ OS Command Injection (OSCI) = 0.1313 z '

gerous

o

3 Cross-site Scripting (CR-sS) = 0.0947 \d

4 Classic Buffer Overflow (CLBO) = 0.0525 | "_}‘T

5 Download of Code Without Integrity Check CWI‘C 237;:
\ V

Yv
Security Requirements Index %V v‘ &
At the end of the issue, all SI conten wil){ e g with all i
| security
requirements. W hich cover all softwe '%ine T
. en (Assets). So, each SI
%UI"]

should be connected with related S ty &equi n'fen@' :
sometimes such securit
requirements connects two or m%l cr ent \A 3
(—) V”) 'S
Command Injectionlaws: (5S¢ g d (“ T = 0.3249
~ Data and Input \&ll(ﬂ MROP an CI) =0.3249
3. OS (\»mmun%\\io May .*(I)S =0.1313
4. Cross Sit ‘%ng (XSSY 'R =0.0947
]
Buffer Qvamglows: (CH )‘(){: ONS25

. el
N S
~ Autisgpucauon: (D()('H'/(N 0.023

N

3]

N
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FIGURE 31: Sequence diagram of login use case.

Display

Send Info ()

T
|

Ei Invalid user
|name or password
L —

AN
|

A\
I \[Yv

Verify Entire Info ()

Users

4 Enter (User P
5 Click on

[
\ 6: Send Info () |
~ <
&
5 k )
3: Display %
LoginForm . LoginController




FIGURE 33: Sequence diagram of make registration use case.

Users E-Business MainPage ontroller _ Registr; i

Click on "Regstration” Button
Activate
Display

Enter (User Name, Password, Email Address)

. ==

Click "Register” Button
Al Cancel |

Display “Successtily Registered” Messa

) ) ) ®
e N oLy
- UserA Table

R

7.

—
(
,‘k

- N
Users 8 RegistrétionForm

<’

|
2! Activate |

w;e( Ac CD&

|
|
i
1
—
1 Click on NgegisiMtion” Button \‘ 3 Dlsplfy}
\
|
|
|
[
\
|
)

\ 8 Display "S lly Registered" Message

E-BusinessMainP age RegistationController

[N R
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FIGURE 35: Sequence diagram of purchase services use case.

Actvate
Display

l

| | Verify the Entire Info ( )

\E1 hegs;ér N
» ]

ntTabl

&

&

4 ClickgPurcqse Now™ Button

NS
N3

OrderedDetails

5 Ventfy the Entire Info ( )

6 Retum

. PaymentDetails

A\

\ /
\.

. UserAccountTable
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FIGURE 37: Sequence diagram of make payment use case. \Y.

A
_Users PaymeniDetals PaymentController )

Filn Payta Payment omean () ‘| Ehaid I [ hs'uf'ﬁ'mN
iAccowi hff) | 1 Fund |
Click *Pay" button L
Activate l
i } Verify P2YSlaccount \d
i ' L
| |

i< é o
Dispaly “Successiuly Paid for Senice” Message } |
i ‘\
|

l
FIGURE 38: (‘olluho% diaarw@ymem use case.
1. €W aybal ).\@tanion{{,e =
. N S
2 clk "7y utfon ,
Users (% ’ ’ $ :Payment?etgfls

Dispaly "Successfully Pa Q') enice" Message

E

S

4: Verify Paybal Account

5. Retum )
PaymenlComroller . Paybal




FIGURE 39: Sequence diagram of brute force login use case.

_Atacker

Actnate

Cick “Login” form

A1 Dwect logn by thel
dctionary bitware

Display

Enter (Expected User Name Expected Password) Mandally or using dictionary software

Send b ()

FIGURE 39: (‘ollul\%u

4 Enter (Expected User Name, E

word)
’
in"

E-BusinessMainPage

: LoginGontroller

7: Verfy Info ()
N

8: Retumn

. UserAccountTable

L—///
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FIGURE 40: Sequence diagram of malicious code injection use cas \
S ——
SN o~ ~

() ' Yv
P

N/ N
 ptacker E-BusinessMainPage . PostController M

hiect/Post Service with Malicous Code

Activate

Display “Thanks for posting, senvice w
posted within 24 hours" message

S I

igoram of nfalicipup injection use case.
P WV

Ay e
SRR

3 E-Busine%sMainPage

|2 Activate
|

|
A & I
[
\ 5. Display 'Thanks} posting, senice will be posted withi‘% 24 hours" message
o 4: Retum |

3: Sawe ()
SenicesTable . PostController

e iy




FIGURE 42: Sequence diagram of disclose user information use case. Y’

S

i { ‘
b b NG

~LoginForm ~LoginController . User
~Attacker
Inject mass exploits with Data and SQL Injection V
Activate

> ‘\
| Verify () i

| A 1

| | l
Got Authorization | V

<
L
< | ' é
Display all the rows at the accounl’ble Y’

\3

D

NS

Dy

g ":'UserAccouanabIe

s
z 4: Return

A
|

I 1
3: Verify Data/( )

%
X
~

|
|
2: Activate S l\

<
( >
5: Got A‘ulhonzallon \ -

LoginForm : LoginController
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1) Dr. KAMARUDIN BIN SAADAN
Senior Fellow
Faculty of Sciene and Technology
Universiti Sains Islam Malaysia

Date : 2 January 2014 s )

Time : 2 pm
Venue : FST, A2-05

Comments
Based on my understanding on the write-u 1
as ) s g -up on the 1h resear
arch was

quite interesting and the content/steps of the er T
curity
activities. which help developers to capture fagcurity equ eme ss?'Tl
he
proposed technique SAIFQT achieves the p aSpe}t i heF lt)pha
se
(Discovery Phase) besides eliciting Secu 1 nts po i
int is
important and it is one of the benefits of h
risk assessment the proposed system lf\ 1
The following are some of the ;%o
technique: Information on 1]LN011 sm@ T
should be highlighted i
in
literature review to justig® théyselectign o SQ@E and CLASP in this
1S new
technique. “(‘j;

The ;1lgm'i1hm 0 bu oalll Sl framework). How the formulae

1.2.3, 4 (C: wx .11 11))m ml in the write-up are used or utilized in
the ;llgm'i I ul( Wl\ﬂﬂh and explained clearly by applying a case

important since &&S part is the main contribution to the research.

10t1 eneﬁt makes

study. '}

Theyg .Yont characteristics of this technique should be also highlighted and

@k (i.



2) Dr. MADIHAH BINTI MOHD SAUDI
Faculty of Sciene and Technology

Universiti Sains Islam Malaysia

Date : 9 January 2014 \:
Time : 10 am !%

Venue : FEM, A2-061

Comments:
It is a good technique, because it elicits and quantifies se ‘equirements at
he process of

the same time with using the same technique espihg 1’
b
quantifying security requirements before buildii®gghe syst 1S uni
nique
feature is one of the most important and use eaturef in h’s ‘pﬁo d
& se

technique SAIFQT. Overall, the research wMy quitg ihte sting-'and the
contribution is very good. \ B

\C—)

=
O
Y.



3) Dr. MOHD ZALISHAM BIN JALI
Faculty of Sciene and Technology

Universiti Sains Islam Malaysia

Date : 9 January 2014
Time : 3 pm L ,
Venue : UKP, A2-PIPP A
Comments: . N ' ' ' z ‘ '
The main step which is eliciting security requirement njunction with
cliciting software/business requirements have don tgic'ally way and
correct strategy in the SAIFQT, because the nee Ccec ’it& s fls -

| J
protect business requirements. So, no need (@ggonducf ex ) Ilqﬁseful

cecurity. Thus. need extra time, efforts and mon wastg ektr 'eson!-ees), The
Oquastmg extra
cuigjy®requirements,

ne cover all elicited

security requirements, in this urity requirements

AIFQT, to choose the

prioritization aspect which 1s

Es
o
c
=

(@]
e}
< T

most dangerous \'u]ncr;lhilil'?u ChZIl St gg
aspect (security rcquircx% 101‘111‘. llOIi. ( 0

:
N

in the system using this

7
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4) Dr. Aysh Alhroob
Faculty of Science and Information Technology
Isra University, Jordan, Amman

Head of Software Engineering

Aysh@ipu.edu.jo !%

00962775701222

Date : 30 January 2014

Time : 6 pm Y.
Venue : Skype and E-mail '
| &
Evaluation Report
’ R g

It is a good idea to integrate Security% 18% \mensvéngineering
(SQUARE) and Comprehensive, L"h% 1t tiOb“&eCurity DRk

(CLASP) to improve both of them . The Mteg i0r5 eg I easy to minimize
the illegitimate requirements 1 allﬂi C "a;; Bl T T

. . 7]
Appreciative Inquiry method \ >chnm§j’sen Qé,ood logic in the result
but 1 need more clarification! t the relggidn bgi¥een the previous work and
i 'S
the proposed techmque. P 2 &
N]icil:‘ Nquir nts, elicit security requiremems
and quantify secug roquire PES a C&h to the proposed technique. If all
. L 2
expected resul ‘%om ed i
work .\'uccc% mm’hcc e

. of clagpy of the approach presentation. So, there is a

e(]gpof the work, this means the proposed
al \but I am not sure that it could be, these

doubts can¥g r¥m the lac

need :\Iducl a case study b_\\lsing this technique to prove the final results.

Comments:
| The introduction should introduce the problem, why it is important, what
exists is not sufficient, what problems will be addressed (and therefore

what are the contributions).
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7. The introduced results seem good enough, but no clear prove to get such a

like result (need to conduct a case study).

S

_ The figure introduces the proposed technique in a good manner no
-
clear technique is used to identify how the “what™ questions are Mg ?ned

(need to conduct a case study).
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) Dr. Lena Khalid Ahmad

Department of Software Engineering
Faculty of Information Technology
Zarqa University, Jordan, Amman \Y’
Editor in the Journal of Communications and Information Sciensﬁhhich %
2 o
mb

related to the Advanced Institute of Convergence IT r of th

- e
International Board of Reviewers of the Journal of Inforgatidp Technology
Education and one of the committee members of the Inte o021 Arab Journal

of Information Technology (IAJIT). '

lena khaled@yahoo.com \d
uy

Date : 9 February 2014 é ' -{_}
Time : 4 pm
5

4
Venue : Skype and E-mail Y. \ e
Comments: \%V v‘ §
Strength % \ é

N

| think that the research has ¢ an i i
. an qld% the methodology is
described well and then uppll@N\ 1 Veléseful for those who want

' » security of ghe s\tem ff 5 ; .
toknowihe Seattire c% s'z“m hylb@mg (from the requirement

$ s
&

stage). \&\ @ ‘5.

: N
Suggestions | (J
B 7.
1c

’
Despite the fi | ah ifpergs d\(m the idea for this technique I think it
needs 1o al \%Omc d'uy«?ﬁ: li@
&
W, N& the main 1‘nclorsl}m the developer needs to make decision on the
¥ppropriate security requirements?
e idea works on business requirements then it must take into account

how to measure the cost. It must show the reason for choosing this specific

development method (the waterfall)?



238
6) Msc. Saleh Atiewl. and Zaid alhalhouli
Computer Center, Programmer
Al Houssain Ben Talal University, Jordan, Maan
atiewi(@yahoo.com

Date : 15 February 2014 s )

Time : Spm
Venue : Skype and E-mail

Comments: Y.
Login Script with Various Functionalities l
We have used three ficlds Email. Password and Google rggaptcta: \do X

&
Y

User enters his email, password, and recaptcha text re Ngf\u Validsfions both

gerver as well as client side validations: :V 0‘

. Client side validations uses ju\'ascrip‘ %’e havﬁi el aé‘ﬁeld for javascript
] wh .}Si >

alidation it saves time ¢ o ' s
validation 1t saves time ind bandw I site may use an old

lient's validation client

and server-side validations ghat gmp : r, and as such, they really
9
y. )

should not use independentl

N

version or may use a disabled javaSeeg

Server Side Validay

o

Hash function to
have been se

browsers, does so at the A\ag\’of slightly higher server load and slower

feedback !(?l. CTS.
('““‘\'Q“ remember password at user machine. We have created cookies:
- l

Iser 1d

('S

User key

User name
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Defines a cookie to be sent along with the rest of the HTTP headers. Like other
headers, cookies must be sent before any output from your script (this is a protocol

restriction).
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7) Msc. Zaid alhalhouli
Computer Center, Programmer
Tafelah Technical University, Jordan, Tafelah
Zaid halhouli@yahoo.com

Date : 17 February 2014 A

Time : 9 pm
Venue : Skype and E-mail

Comments: '

When you are working with an application, you open it, ges\ﬁnd i
vou close it. This 1s much like a Session. The comp, Ja.t‘q"ll knows

when you start the application and when you en 1{ net there is
yne problem: the web server does not know W ar GTH at )@vdo because the
[§ :
HTTP address does not maintain state. \

%7101 er information on the

A PHP session solves this problem b.
Sk HQ, ever, session information

as.lst the website. If you need a

i‘o atabase.
O

gekz’%lagc quotes_gpc, stripslashes and

server for later use (1.¢. username,

is temporary and will be dL‘lClkw
pcrm;mcnl storage, you may %ﬁ store

Filter for inputs: We us ) Q
.al real escape s@ undtiens ) hllg) wut fields. A PHP filter is used to
mysql_real e 2
lidate and filte ‘”““ frgm ni&éﬁ sources. To test, validate and filter user
va <

% IS .n‘\‘l mfmmv’o rt of any web application. The PHP filter
Y ,
ed to make dmu'&&mnng asier and quicker.

input or custo

extension 18

GoowlMgc™icha To prevent brute force login. Brute force attack will exponentially
1OOL ¢ ¢

ke I¢ " nd longer. 1t could lock a user output it will not count a failed login whilst
taKke ¢ ¢

1o (o login during the lockout period. This should minimize it.
tryimg ¢

Register ficld contains Name, Address, Account Type, Country, Fax, Website, Phone,
egls

sername, password, Confirm Password, Email and Image verification fields to

.t brute force login. Which created field on database users table.
PI'C\ C <
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1. Userid.

o

Md5 id (password encryption form).
3. Full name.

4. User name.

N

Telephone.

6. Fax.

7. Address.

8. User email.

9 User level (checks user level for login).
10. Password.

1 1. Countr)
]12. Date.

13. User IP (system IP). VY.
14. Approved (approy ed user or not). %
15. Activation code (will send email vh
16. Banned (admin can ban uscrs&

17. Ckey (login key).

18. Ctime (user login time, T
o100

19. Account type fields (¢t er or gele

payPal gateway used is&k‘ni ll ogffhe wegsite sys
: N ystem. It takes user to PayPal

system protected W 111@;1_\[1:01 "Cl'ﬁa&’t{cs O T S O e

website URL set Qcmm paghieteiN
{Q d u-z'\ $
A\ S
\

N
N
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There are two penctration-testing reports for the two prototypes in this section; the
-}

1“.\1 one i.\ (’l.\SU\'i” Ld \\llh th Il‘OlOl\[ 'hi 1 i

SAIFQT, and the second report has to do with the second prototype, whickes .
> uilt
using normal SDI E: \
The tool that proves to be helpful for this penetration test is OW ZAP i
version

2.2.2, used 10 assess the integrated technique. The two reports WShow T
extent
to which the website (prototype) built using the integrated }xu.e is well-protected
-protecte
following the NIST and SANS Standards (NIST, 8 Se er 20 1 CWORK
38 ®

2
12 November 2013)
| S
Here is the specification of the system: A
Fid i
V

PHP 5.2.4 or greater VV \ g



1) Report for Prototype Built Under SAIFQT.

‘nosniff’ \ ) é
URL http://localhost ) o A oy
This check is specific

Solution
each page sets a Cw adqy and X-CONTENT-TYPE-
™ -

Reference

informational
(warning)

Description

URL « 7 L
Solution gpodern” W dws upport the X-Frame-Options HTTP header
sure it's set on all w ges returned by your site (if you expect the p;age

e framed only by s on your server (e.g. it's part of a FRAMESET)

E\on you'll want to use SAMEORIGIN, otherwise if you never expect the page
I

o be framed, you should use DENY).

mp.//hlogs.msdn,com/b/ieinternals/archive/201 0/03/30/combating-
cllck;acklng-wnh—x-frame-options.ast?Redirected=true

Low (Warning) |x-Content-Type-Options header missing
The Anti-MIME-Sniffing header X-Content-Type-Options was not set to

Description
'nosniff’
URL http /llocalhost/?lang=fr
solution This check is specific to Internet Explorer 8 and Google Chrome. Ensure

each page sets a Content-Type header and the X-CONTENT-TYPE-
OPTIONS if the Content-Type header is unknown
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Reference

Informational. :
(Warning) X-Frame-Options header not set

Description X-Frame-Options header is not included in the HTTP response to pvu

against 'ClickJacking' attacks

URL http://localhost/?lang=fr %\

Solution Most modern Web browsers support the X-Frame-Options HTTRhead
ensure it's set on all web pages returned by your site (if y ect ti £
to be framed only by pages on your server (e.g. it's part of RAMESeEF%age
then you'll want to use SAMEORIGIN, otherwise if yoMr expect th :
to be framed, you should use DENY). { i

Reference http://blogs‘mSdn.com/b/ieinternals/archive/201 R3/3Q/combating-
clickjacking-with-x-frame-options.aspx?Redirect e rr' 0

Low (Warning) |x-Content-Type-Options header missing

Description The Anti-MIME-Sniffing header X-Content-TWS§
'nosniff’

URL http://localhost/?phpinfo=1 Y.

Solution This check is specific to Internet 8 any Godgle
each page sets a Content-Ty andhe X NQNTT%,EESUFG
OPTIONS if the Content-Tpr is unknoy :

Reference

informational |y ¢ ame.Options he -

(Warning) X P ader .ot set

Description M TP response to protect

URL N

solution Most mejer éﬂ(-Frame—Options HTTP header
ensure it d by your site (if you expect the pége
to be f,% rver (e.g. it's part of a FRAMESET)
then yg'll t , otherwise if you never expect the page

tob N}

Reference

Low (Warning\le, okie set without Hrt.Only flag

Description \ cookie has been set without the HttpOnly flag, which means that i
%ﬂ‘an be accessed by JavaScript. If a malicious script can be run on tt:ies ;‘;Z'ge

then the cookie will be accessible and can be transmitted to another site. |
this is a session cookie then session hijacking may be possible el

htlp'//Iocalhosl/sqlbuddy/

URL

parameter PHPSESSID=1t8q3k43gkafnhhi2gt596tkas; path=/
Solution Ensure that the HitpOnly flag is set for all cookies.
Reference www.owasp.org/index.php/HttpOnly

WASC Id 13

Low (Warning)|password Autocomplete in browser
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Description AUTOC_OMPLETE attribute is not disabled in HTML FORM/INPUT element
containing password type input. Passwords may be stored in browsers and

retrieved

URL http'//!ocaIhost/phpmyadmin/

parameter Input \q

Attack <input type="password" name="pma_password" id="input_pa %"
value="" size="24" class="textfield" /> _&

Solution Turn off AUTOCOMPLETE attribute in form or individual iwemems
containing password by using AUTOCOMPLETE='OFF'

Reference mtp://msdn.micrOSOft.com/Iibrarv/defauIt.asp?url=/worWauthor/forms/ t
ocomplete ovr.asp 2

CWE Id 525 z

Low (Warning) |x-Content-Type-Options header missing

Description The Anti-MIME-Sniffing header X-Content-Type-O
'nosniff’

URL http:/localhost/?lang=en

Solution This check is specific to Internet E lore
each page sets a Content-Type N
OPTIONS if the Content-Typ i

Reference

informational
(warning)

Description e T TP response to protect

X-Frame-Options h
against 'ClickJacking

URL http.//localho%D

Solution Most modern W OWSan: pa‘ 4@ X-Frame-Options HTTP header
ensure it Nﬂ allr esre d by your site (if you expect the ’
page to rammed Qhly bygbage our server (e.g. it's part of a
FRAM&QE TYthen nt t SAMEORIGIN, otherwise if you never

exp agpteb should use DENY).

hig™yblefis. mgan. blieiftgrnals/archive/2010/03/30/combating-

1] in h-xdfrafme-dRKons.aspx?Redirected=true

Low (warning) :&ie set w hogt E@Only flag

cookie has been gsﬁmthout the HttpOnly flag, which means that the

Description \
% cookie can be accessed by JavaScript. If a malicious script can be run on

o

Reference

this page then the cookie will be accessible and can be transmitted to

another site. If this is a session cookie then session hijacking may be
possible

hnp,/;’IocaIhost/sqlbuddy/login‘php

URL

parameter PHPSESSID=k9smnuap7k3sfi2nkekeeu3le7; path=/
solution Ensure that the HttpOnly flag is set for all cookies.
Reference WWW.OWasp org/index.php/HttpOnly

WASC Id 13

Low (Warning) — Cookie sei withoul HttpOnly flag



Description

URL
parameter
Solution

Reference
WASC Id

242

A cookie has been set witho
: ut the HttpOnly fl ;
cookie : y flag, which
this pa C:rt]ht;i ?ﬁcessed by JavaScript. If a malicious scnr1ietans thatthe
g e cookie will be accessible and can be trgncan_t:)e run on
smitted to

another site. If this is a sessi i
- : -
adeedl cookie then session hijacking maﬁf

http://IocaIhost/sq|buddy/|ogin.php c\
PHPSESSID=digc650Ing98le1jc3uga537s2; path=/ -\

Ensure that the HttpOnly flag is set for all cookies
www.owasp.org/index.php/HttpOnly : z

13
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2) Report for Prototype Built Under Normal SDLC.

Owics Sat + | =+ Reguest | o= Resgonse | o Break | Scnpt Console |
- B - ==

*® Welcome to the OWASP Zed Attack Proxy (ZAP) M

for 800G wine 3OS In wed apphications

- ach appicabons st you have been specically been give mission 1o tes .: L ’
s
s iete - o4 Ba Nerts 13 for Setalls of any kssues founc
- » Ao yOur 30ECBON USING YO
. »

o' Drowser of automated reg r $10 € proxying through ZAP

<\

neru e Scon | O Siee | o Forcod Browne | @ Fumae | (] Params | <G Hep Sessiont | &  Wassoffas | ¥ Aispiosr | | ovot ]

/i“ :
}374

|_ (Wamlng)

Description

eans that the
s script can be run on
be transmitted to
hijacking may be

A cookie has been set witho
cookie can be aues<ed
this page thon the Look A
another site. If this is @ se

A“’

possible
URL http://localhosts N
parameter PHPSESSI 1 n5v2nfmfrl O[Zl@path =/
are :
S set

ﬁ‘éll cookies.

Ensure Hn the

Solution
Reference WWW m& in Jx php ttp
WASC Id 13 \

Low (Warning)  |Passwe rd Al ftoco:.\pl 2te in Lrowser

| ib®® 1S not disabled in HTML FORM/INPUT
o pe ord type input. Passwords may be stored in

i

Description A i
’%(" nt C

A\r wsers ;mc' retrie %

URL \ http://localhost vh;%admnm

input

pParam @l
<input type="password" name="pma_password" id="input_password"
A lue="" size="24" class="textfield" />

valut SIZe=

rurn off AUTOCOMPLETE attribute in form or individual input elements
containing password by using AUTOCOMPLETE='OFF'

hitp://msdn.microsoft com/library/default.asp?url=/workshop/author/forms/a

utocomplete_ovr.asp

Solution

Rreference

l“\l

X-Content-Type-Options header missing
The Anti-MIME-Sniffing header X-Content-Type-Options was not set to

CWE Id

Descriplion



'‘nosniff'

URL http://Iocalhost/phpmyadmin/

This check is specific to Internet Explorer 8 and Google Chrome. Ensure

Solution
each page sets a Content-Type header and the X-CONTENT-TYR~

OPTIONS if the Content-Type header is unknown

URL http://IocalhosUsqIbuddy/js/mootools—1.2—core.js?ver=1 3 %\
s‘;v:

Solution Most mpdern Web browsers support the X-Frame-Option head
ensure it's set on all web pages returned by your site (i pect theer,

page to be framed only by pages on your server (e.g. it's Rart of a
FRAMESET) then you'll want to use SAMEORIGIN, ise if you n
expect the page to be framed, you should use DE ]

Reference http://blogs.rnsdn.com/b/ieinternals/archive/20 Q/0330/c
clickjacking—with-x-frame-options.aspx?Redire cairue

Low (Warning)

Description
'nosniff’

URL httpt//IocaIhost/sqlbuddy/js/moveme

golution This check is specific to Intern |
each page sets a Content-Tg p% ; NE NOTT%,EESWG
OPTIONS if the Content-TypSwgeatier is unkpgv ]

Reference

informational
(warning)

Description olged in TTP response to protect

X-Frame-Options he3g
against 'ClickJach " of

=
%dyljs/ oveffieht Qper=1_3_3
P 3
K&We b X-Frame-Options HTTP header
seten all '
be

ed by your site (if you expect the
E ) se SAMEORIGIN, otherwise if you never

http://localh

URL

Most m
ensure
page
FR

Solution

your server (e.g. it's part of a

Reference

Low (Warning  X-Content-Type-Opticis header missing
The Anti-MIME-Sniffiig header X-Content-Type-Options was not set to

Description
'nosniff’
http://|ocalhost/sq|buddy/themes/bittersweet/css/ie.css'?ver=1 33

URL

Solution This check is specific to Internet Explorer 8 and Google Chrome. Ensure
each page sets a Content-Type header and the X-CONTENT-TYPE-
OPTIONS if the Content-Type header is unknown

Reference

Description Cross-site Scripting (XSS) is an attack technique that involves echoin
attacker-supplied code into a user's browser instance. A browser insta?nc
can be a standard web browser client, or a browser object embedded in ae
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Attack

Solution

coNtain multiple enc
\ rt mail messagesﬂﬁi

245

software product such as the browser within WinAmp, an RSS reader, or
an email client. The code itself is usually written in HTML/JavaScript But
may also extend to VBScript, ActiveX, Java, Flash, or any other browser-
supported technology.

There are three types of Cross-site Scripting attacks: non-persj eg
persistent and DOM-based. \

S

Non-persistent attacks and DOM-based attacks require a o either

visit a specially crafted link laced with malicious code, it a malicious
web page containing a web form, which when posted tz%nnerame
site, will mount the attack. Using a malicious form wiljofteMtimes take
place when the vulnerable resource only accepts HNOST requests. In
such a case, the form can be submitted automaticallyrWithout the victim's
knowledge (e.g. by using JavaScript). Upon cl ino%®n the malicious link
or submitting the malicious form, the XSS ill get echged back

d ex cwther
technique to send almost arbitrary requegts (GET anfl P i Wing

)

and will get interpreted by the user's brows
an embedded client, such as Adobe Flas '

http://Iocalhost/phpmyadmin/index.php. tion gohn ion _general

_ci&db=javascript°/o3Aalert°/o281%2 |a|\q< le&telten=75296e

71ffb200fd7d3269cec581cdab &R'

db (—)V u‘ &

javascript:alert(1 ); \ O

Phase: Architecture an %n \T ‘é
o S

Use a vetted libraryag Ngmeworkthatfoés Q?llow this weakness to

occur or provides con ctT thi{ke kness easier to avoid.

Examples of%g and frgmevjorits make it easier to generate
ed

properly enco Utptkign soft's Anti-XSS library, the OWASP

ESAPI E wg mo §9 icket.

PhasegJmpreme rchigére and Design
QRS

‘ -~
d the cegt t{\ your data will be used and the encoding

en

rs
%beﬁ ectfd Jrhiads especially important when transmitting data
q?e d

s at the same time, such as web pages or multi-
dy all expected communication protocols and data
representations to delermine the required encoding strategies.

p% nts, or when generating outputs that can
|

For any data that will be output to another web page, especially any data
that was received from external inputs, use the appropriate encoding on all
non-alphanumeric characters.

Consult the XSS Prevention Cheat Sheet for more details on the types of
encoding and escaping that are needed.

Phase: Architecture and Design
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NS
N

Phase: Implementation

Ensure that you perform input validation at well-defined interfaces within
the application. This will help protect the application even if a component is
reused or moved elsewhere.

http://projects.webappsec.org/Cross-Site—Scripting

http://‘cwe.mitre.org/data/definitions/?g.html %
79
8 Yv

Cross-site Scripting (XSS) is an attack technique olves echoing
attacker-supplied code into a user's browser i A browser instance
can be a standard web browser client, or a br i [i m i
software product such as the browser witl

an email client. The code itself is usually gritterNin HEMLj Scrigtr but
may also extend to VBScript, ActiveX, Ja lash, gr any. t'erc')"e ser-
supported technology. R

3

There are three types of Cross-site &lptln M : non-%istem

persistent and DOM-based. V
Persistent attacks occur WM alicious cwde iséﬁnitted to a web

site where it's stored for ggperio®of g, E les OFan attacker's
favorite targets often in Hess%ip séWeb mail messages
and web chat software. sysPEcun§uSer giwot required to e
with any additional §f e.g.an atigchker r a malicious link sent via
email), just simply \N web ontzm the code.

http://localho prm!dmijind p? vascript%3Aalert%281%29%
3B&lang=en ken= 38d?etib d29ed9aa8fb0fac06b7

db \o'

javascrighgle™!); e
N
PhatNme tyge esag.i
tted lorany opfra ork that does not allow this weakness to
uNor préfa nst that make this weakness easier to avoid.

Axamples of Iibraris@d frameworks that make it easier to generate

properly encoded output include Microsoft's Anti-XSS library, the OWASP
ESAPI Encoding module, and Apache Wicket.

Phases: Implementation; Architecture and Design

Consult the XSS Prevention Cheat Sheet for more details on the types of
encoding and escaping that are needed.

phase: Architecture and Design

Phase Implementation
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To help mitigate XSS attacks against the user's session cookie, set the
session cookie to be HttpOnly. In browsers that support the HttpOnly
feature (such as more recent versions of Internet Explorer and Firefox),
this attribute can prevent the user's session cookie from being accessible
io malicious client-side scripts that use document.cookie. This is wv
complete solution, since HttpOnly is not supported by all browstgs. Yore
importantly, XMLHTTPRequest and other powerful browser t m
provide read access to HTTP headers, including the Set-C %
which the HttpOnly flag is set.

gies
ader in

accept known goc input validation
conform to

specifications, or transform it into something t
exclusively on looking for malicious or malform
on a blacklist). However, blacklists can be foFde
attacks or determining which inputs are so mawgrme th should be

tin
rejected outright. @
| S
When performing input validation, consl all por iallyrele .\
e

IIralgefof asgghtable

properties, including length, type of I
values, missing or extra inputs, ?snta consi acro Wated fields

!.e., do not rely
otential

and conformance to business g of buginess rule logic
ontai@ alphanumeric

an
"hoat" may be syntactically xa useY
characters, but it is not valicN re expec C0|@such e o

"blue." :\T 'é
i it we %ined interfaces within
h%l

appA on even if a component is

Ensure that you perf
the application. Thi

8

tory listing. Directory listing may reveal
_backup source files etc which be accessed to

c} ‘
S

on scribtyy pde
sensitive informai

http //’Iocalhost/phpm dmin/doc/
parent Directory

Disable directory browsing. If this is required, make sure the listed files
does not induce risks.

For 1IS, turn off directory browsing.

For Apache, use the 'Options -Indexes' directive to disable indexes in
directory or via .htaccess:

http://httpd apnche.org/docs/mod/core.html#options
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F@ rectdry ’\(J
%)lu dlr€f,'gj

S

http //alamo.satlug.org/pipermail/satlug/2002-February/000053.htm|

or create a default index.html for each directory.
548

48 Y‘
It is possible to view the directory listing. Directory listing mkr?;eal

hidden scripts, include files , backup source files etc which be"8ccessed t
read sensitive information. Y. 3
hnp:f/localhost/phpmyadmin/doc/htmI/_sources/ V
Parent Directory Y.
Disable directory browsing. If this is required ure 'he listed files
does not induce risks. \J
For 1IS, turn off directory browsing. ’ Y.
i | &

For Apache, use the 'Options -Indexes Wigective isale in ‘\as in
directory or via .htaccess: T \ &X

http //httpd.apache.org/docs/ e.htrﬁ‘#o tipns S.

http://alamo.satlug.org/piperiigy satlug/20 ebrlQ'/OOOOSB.htmI

or create a default in %I fof; xltoa}'é
s \é %j ‘&
eyl s
l
It is possible to N th{ ' Q
ac

. Directory listing may reveal
hidden s th Kk ource files etc which be accessed to
read saffWgve nfo
htlpCNOS phpn

growsys. If this is required, make sure the listed files

. sm» s not induce risks\’
\ or IIS, turn off dwé@ry browsing.

For Apache, use the 'Options -Indexes' directive to disable indexes in
directory or via .htaccess:

http://httpd.apache org/docs/mod/core.html#options
http://alamo satlug.org/’pipermail/satlug/2002-February/000053.htm|

or create a default index.html for each directory.
548

48
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Descrlptlon

It is possible to view the directory listing. Directory listing may reveal
hidden scripts, include files , backup source files etc which be ac?sp to

read sensitive information. \

Disable directory browsing. If this is required, make sur isted files

does not induce risks.
For IIS, turn off directory browsing. V
;abra indexes in

\d

http /localhost/phpmyadmin/js/

Parent Directory

For Apache, use the 'Options -Indexes' directi
directory or via .htaccess:

http'//httpd.apache.org/docs/mod/core. [#option ' "'}Y'
http://al tl /pi il/satl .
_http://alamo.satlug.org/pipermal ug/2p02-Fgbrlia OO%@_htnﬂ

N\

or create a default index.html ea dire\:to

e -
&

ctary listi .Dirz‘;@/ listing may reveal
bac urc s etc which be accessed to
n. S
yadmilthe eg/ §

Ry
b@ If thi required, make sure the listed files

{3’

B

http://httpd apache\rg/docs/mod/core.html#options
http ,r/nlmno.satlug.org/pipermail/satlug/2002-February/000053.htmI

or create a default index.html for each directory.

548
48

It is possible to view the directory listing. Directory listing may reveal
hidden scripts, include files , backup source files etc which be accessed to
read sensitive information.



URL hnp:,’/localhost/phpmyadmin/themes/pmahomme/
Attack Parent Directory

Disable directory browsing. If this is required, make sure the liste gl
does not induce risks.

Reference For IIS, turn off directory browsing. c\

For Apache, use the 'Options -Indexes' directive to disab*xes in

directory or via .htaccess: .

. http:/’/httpd.apache.org/docs/mod/core.html#optio

Solution

hnp://alamo.satlug.org/pipermail/satlug/ZOO ebqary/000053.html

or create a default index.html for each di ry.
WASC Id 48 | _\t—}
s
| -T
Description It is possible to view the directodglistigity. Dt
hidden scripts, include files , ourgelfil
read sensitive information.\

URL http'//localhost/phpmyadcin/the w

Attack parent Directory % ) 4 $
Disable directory DN If thiSW uire¥wnake sure the listed files

Solution ‘
does not induce

For 1S, turn g dir&gtory br

o
For /\pac!we h
duecto& .htaices. %
ht Nq aghe.ya/do /céod/coeht I#opti
W/ e : re.html#options
y Cé—, p

%Im}ob-a%A ql mail/satlug/2002-February/000053.html
Q) 4
: oY create a defau!té)d x.html for each directory.
CWE Id 48 ~
WASC ld% 48
It is possible to view the directory listing. Directory listing may reveal

pescrip :
hidden scripts, include files , backup source files etc which be accessed to
read sensitive information.

istin y reveal
(0 VQ be accessed to

—

Reference

directive to disable indexes in

http /,“Iomlhost»’phpmyadmin/themes/pmahomme/jquery/

URL
Attack parent Directory
Solution Disable directory browsing. If this is required, make sure the listed files

does not induce risks
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4 is possible to vw@&rectow listing. Directory listing may reveal
\dden scripts, inclt files . backup source files etc which be accessed to

For IS, turn off directory browsing.

For Apache, use the 'Options -Indexes’ directive to disable indexes in

directory or via .htaccess:
http;/,alamo.satlug.org/pipermaiI/satlug/2002—February/0m3am|

_or create a default index.html for each directory.
548
48 Y\',

It is possible to view the directory listing. DiréegQry lisgin
hidden scripts, include files , backup sourge fileSetc gvhic ot Qge
read sensitive information. ‘\ 2o

httptu‘/httpd.apache.org/docs/mod/core.html#options

http://IocaIhost/sqlbuddy/css/

4

parent Directory i \ Y.

Disable directory browsing. f\%&qui 3 e s ge listed files
does not induce risks. g

For 11S, turn off directory cowsi ¢ :\T ,é

For Apache, use the, -InBexe qecti disable indexes in
directory or via .hta&g€N A‘o
http://httpd. W/do*/m re, options

'S

ac

http //am@or 0 i|/€$;;/2002-February/000053.html
. or cr& jefa @ml @ch directory.

548% :?’l (_)(J

read sensitive information.
http://localhost sqlbuddy/js/
parent Directory

Disable directory browsing. If this is required, make sure the listed files
does not induce risks.
For 1IS, turn off directory browsing.

For Apache, use the ‘Options Indexes' directive to disable indexes in

directory or via htaccess:
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o
N
o

mtp://httpd.apache4org/docs/mod/core.html#options
, http‘/’/aIamo.satlug‘org/pipermaiI/satlug/2002-February/000053.htmI

or create a default index.html for each directory.

548 Y'
48 %\
It is possible to view the directory listing. Directory listing eveal

hidden scripts, include files , backup source files etc h|c e accessed to
read sensitive information.

http'//IocaIhost/sqlbuddy/themes/ Y’

pParent Directory

Disable directory browsing. If this is requi d, make r\ged 1?5
does not induce risks. ’ G}

For IIS, turn off directory browsing

For Apache, use the Optlons lndexe dlrec'
directory or via .htaccess:

http://httpd.apache. org/docs ore html

.\

http://alamo.satlug.o rghail/ ary/000053.htm!
o c,aé" i

_or create a default& tml C dnre
548 ,
48 ‘ ( 0
\:VJ &
Itis pm to we@ |ng Directory listing may reveal
hidde 1 ipt¥, InC i

source files etc which be accessed to
fom } (d)
salhos qu? y/it s/bittersweet/css/

% 5

> on
As able directory br ‘@mg If this is required, make sure the listed files

does not induce ru@ks
For IIS, turn off directory browsing.

For Apache, use the 'Options -Indexes' directive to disable indexes in
directory or via .htaccess:

http://httpd.apache org/docs/mod/core.html#options

http://alamo.satlug org/plpermail/satlug/2002-February/000053.html

or create a default index.html for each directory.

i

D40
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WASC Id 48

Description It is possible to view the directory listing. Directory listing may reveal
hidden scripts, include files , backup source files etc which be accessed to
read sensitive information.

URL hnp://locaIhosUsqIbuddy/themes/bittersweet/ :\z

Attack Parent Directory

Solution Disable directory browsing. If this is required, make s listed files
does not induce risks. $

Reference For IS, turn off directory browsing. V

We 1@ disable indexes in

For Apache, use the 'Options -Indexes' dire
directory or via .htaccess:

http://httpd.apache.org/docs/mod/cor pti
S
: http,//alamo,satlug.org/pipermail/s 2002-;e ru /OO@G_html
_or create a default index.html for gch di }h\

CWE Id 548

WASC Id 48 \c')

4

It is possible to view thigrfectqyy istin @y listing may reveal

‘Description
hidden scripts, in iles , kgacku o'brcgi*;és etc which be accessed to
read sensitive info on, A

b N
RL http://localt st/ grind/ighg/
§ S
Attack Parent DireCtor \‘. 2 ‘Q

ry

Solution Disabl

Rreference Fo%
%ache usedthd 'OdINs -Indexes' directive to disable indexes in
w ,torys PgacceSN:

A http://alamo sath&rg/pipermai|/satlug/2002-February/000053.htmI

% or create a default index.html for each directory.
® 548

4

cWE !
WAS 48

pDescription It is possible to view the directory listing. Directory listing may reveal
hidden scripts, include files , backup source files etc which be accessed to

read sensitive information

http //localhost/webgrind/js/

URL
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Parent Directory

Disable directory browsing. If this is required, make sure the listed files

does not induce risks.
For IIS, turn off directory browsing.
For Apache, use the 'Options -Indexes' directive to disable%zs in

directory or via .htaccess: %
/core.html#options \

. http://httpd.apache.org/docs/mod
,http://alamo.satlug.org/pipermaiI/satlug/2002—F% /000053.html

. or create a default index.html for each dir ctwv
548 l

48 \4
j .

It is possible to view the directory g. Directofy ligfing reveal
hidden scripts, include files , ba urce les e hi@e accessed to
read sensitive information. \ Y.

http://locaIhost/webgrind/see “‘
Parent Directory \ é

Disable directory br % fthisN&re ,,‘Q%ke sure the listed files
does not induce risk Py (_}
For IS, turn off glmegory browsingy “ 3

For Apache, u ‘Opf

ons ex@irective to disable indexes in
directory @r yia Wtaccesg§: |°
s s
\!g( cs/mdfore.html#options

.http:/wapa %
 httwg/a™mo.S i;/pipe%!an/saﬂug/zooz-February/ooooss.mm|
’
i

2
Y4

@;?ml for each directory.
F

\(.)



	Image00222.jpg
	Image00223.jpg
	Image00224.jpg
	Image00225.jpg
	Image00226.jpg
	Image00227.jpg
	Image00228.jpg
	Image00229.jpg
	Image00230.jpg
	Image00231.jpg
	Image00232.jpg
	Image00233.jpg
	Image00234.jpg
	Image00235.jpg
	Image00236.jpg
	Image00237.jpg
	Image00238.jpg
	Image00239.jpg
	Image00240.jpg
	Image00241.jpg
	Image00242.jpg
	Image00243.jpg
	Image00244.jpg
	Image00245.jpg
	Image00246.jpg
	Image00247.jpg
	Image00248.jpg
	Image00249.jpg
	Image00250.jpg
	Image00251.jpg
	Image00252.jpg
	Image00253.jpg
	Image00254.jpg
	Image00255.jpg
	Image00256.jpg
	Image00257.jpg
	Image00258.jpg
	Image00259.jpg
	Image00260.jpg
	Image00261.jpg
	Image00262.jpg
	Image00263.jpg
	Image00264.jpg
	Image00265.jpg
	Image00266.jpg
	Image00267.jpg
	Image00268.jpg
	Image00269.jpg
	Image00270.jpg
	Image00271.jpg
	Image00272.jpg
	Image00273.jpg
	Image00274.jpg
	Image00275.jpg
	Image00276.jpg
	Image00277.jpg
	Image00278.jpg

