CHAPTER TWO

LITERATURE REVIEW A :
2.0. Introduction V

Literature review is a very critical and important sta

review Is important in order to provide evidence that res
(Creswell, 2012). In this research, a systematic litera
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2.1. Privacy :

Priva xzm essential human right which is recognized in the majority of

interi treaties and agreements on human rights. Almost all countries around the
W idgMify the privacy as a basic human right in their constitution, either explicitly or

implicitly (Tan, 1999). The importance of the protection of the privacy as an essential

human right has been recognized after the disaster and carnages of second World War



period, when large databases of personal data were used to segregate populations,

&

targeted minority groups and make possible genocide, made it clear how it &
dangerous to allow the public to intervene in the private sector. However, the pO&g
N

period is seen the appearance of the Universal Declaration of Human Rights

In the 1970s, the private sector began to use personal information. Thiincreased the

Mbe a need for

risk of personal data being abused and created concerns that therg v
i‘ol

regulations to guarantee that individuals' privacy is appropridaly ected. Therefore,

ented 8@1121&01131
g

Privacy rights or obligations are about the colkgadon¥use, disqlogffre, %mge. and

ormaiQn (Mather,

pers autonomy and

specific regulations to govern personal data processing wer,

and a national level in the 1970s and 1980s (Baumeister, 20006).

destruction of personal data or personall
Kumaraswamy, & Latif, 2009). It is relating
relationship between a person and the public (1
and any other institutions) (Banisar, 2% varjes @een countries and

1cicx@dings (Banisar, 2011).
oal hﬁsﬁorctalions. Privacy 1s a
imb'\s) divides privacy into four

’
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dlh&onlml and handling of personal

individuals on the basis of past expery

[t is also constituted by public CNI ops

multipart concept with severa vm?s'dim‘ ions;

general facets: 2
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e Bodily privacySlassh invojves ghe Integdy of an individual's body against invasive
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procedures
munications, whi vers individuals' interests in communicating

e Privacy

amonJwgcMsclves using various forms of communications.
al privacy, which involves setting limits or boundaries on intrusion into &

C Space or area.



With the growing ability and implementation of technology, the digital world carries

additional complexity in many ways, such as information privacy. Recently, infora\gfic

privacy is being more challenged (Hustinx, 2010). The new technologies erghi
increase in the collection, share and exchange personal data often with ind®

being aware of it; much less controlling it. Sensitive personal informationgggow gathered
and used consistently (Banisar, 2011). Previously, the only way to gteal 1'§to break into

the property. Nowadays, with small tools, ones can steal informati Mout any effort,

The modermn and cheap techniques for gathering,

md® U\Y"Of
le’a c?aried

ivilg&zations,

habits and work (Hustinx, 2010). Moreover, thw re; of soci etworks, a

'1‘6%«b avat nd di@{loscd over the

Internet around the world. In response to this si{tagion {nc
cqlle

%com%

brigf, al@ough Qelinology has made life

information have increased and impinge upon our live

(Humphreys, 2011). By technology, it is possible to t

large personal information public records

comprehensive laws to grant individualg

52

public and private sector (Banisar,

casier, it has largely traded intbramlioxNvac,/ our ‘mation privacy at risk.
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2.1.1. Information Privacy P Y 40
Informatjgh pMyacy Q
control, edit, mnnagc.@lcl ik

and to what exte ermatign i

w idcnfil‘_

°h can influence LU@ legal, social, and politics. The main matter in

gon a%bul them [selves] and decide when, how,
1$1calcd to others. With an unprecedented

amount of pe g dforgmtion, information privacy is considered as

critical 1ssu

oMyacy is the control of information (Katzan Jr, 2011). Some studies have
NQus perceptions of information privacy (moral, legal right and the ability to
gonal information) (Bélanger & Crossler, 2011; Clarke, 1999) while. users see
that only users should have the ability to release their information. Some organizations
also suppose that the organization that collect, create maintain and process the
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information have rights to control of it (Goodhue & Straub, 1991). In addition,
personalized technologies offer powerful tools for enhancing the user' expericnccsv
What

requires to collect and mining of user information such as what users like to CN

users like to buy, how much time s/he spends. However, if any company haQsolddusers

information to another company. it will be effectively violation usg’s rmation

privacy.

In summary, the immense growth and dev 1t of information

technology give rise to the importance of protecting the in
And rather than accepting a complete loss of information

technology, is essential to look for ways to preserve thed

N
A ‘n@gam

the benefits of technology without being forced 's jnNrmation

privacy.

2.2. E- Learning c‘) o >\77 §

The rapid development and uscWgf Thforn

4

(ICTs) have a positive impactgon cducaiona 1|)C“ his fundamental effect has

been illustrated in the form of S#EINPIng. Tlr useg 1}C:Ts or education has improved and

has provided motive for

a

ing pr'ic\ growadsdmatically putting the educational

institutions under pressyft :
Ekenberg, Hanson, %\on, & T 1}1'!;1,‘2568). Most of the traditional learning
methods are becor wadequtte t@ tie n &&JO(' social evolution and not being able to
catch up the Mg ¢ ‘\'Clop{l' of lcaggg in time. E-learning is a broad term that
includes lhA\i” a computer IO@{JOH learning in a broad diversity of learning

approachd \l("l‘ applications for exchanging information and acquiring knowledge.

The applications include radio, television, discs, video conference, mobile
tcdignolo®  web-based technologies, discussion forums, and other methods of

communication (Sahu & Singhal, 2002). In addition, the social technology has changed



not only the learning process but also beliefs, preference, senses, opinions, and culture of

the people, made learning exciting, active, competitive, influential and comprehensive

wide variety of new interactions platforms supporting inter-cla@ig coo!perzltion. On
the other hand, it is not possible to fully replace face to fac 12 1cation

Singhal, 2002). E-learning has many advantages
measurement, personalization. It becomes one on
learning in this century (Laisheng & Zhengxia, 201Q). %z

Q

Most major universities of the world offer ¢ Qg sysicRto SLQM the learning
process. E-learning is one of the best respp i i @ior education. The

@ for instructors and

educational institutions. There are wiN CliCggoda S 11134&21\76 been developed and
used to support learning, sug as?‘aming marn gim ystem (LMS), Education

Learning Management SystemsYCLJS), legpine @Q’l management system (LCMS)

e c@on features whether it is open
source or commercial. T S PRI : u@lg material. This material is divided
into modules and lcss%\ h farfou y!s Gf).lscrs based on the user role (learner,
instructor, and mzm%
s’
& X

On the ayand, students in@?_lsl century have distinctive and unlimited

and Virtual Classrooms. T 1

ha 3

learning n \;u no longer can be fulfilled with traditional educating and learning

systel s, e-learning systems require much more hardware and software resources
andlgghercPhre many educational institutions that cannot afford such investments.

Therefore, the cloud computing technology can be a useful solution to reduce most of

these 1ssues.



2.2.1. E-Learning in Malaysia Higher Institution

Over the past few decades, the Malaysian higher education ﬁh:ns
more intensity and quality. The Ministry of Higher Education (MOHE) is rgsfons#le for

the operation of higher education institutions (HEIs). The Malaysian Rjgher education

system has made a significant increase in student engagement, rais in global

recognition on many fields such as research publications, patg d institutional

quality, as well as becoming one of the main targets for internat dex‘s. Malaysia 1s

one of the preferred destination for higher education stude (World-
Education-Network, 2016). Currently, Malaysia ranked 1 8C®ror
its appeal to students. The numbers of international s
increased significantly in the last ten years (Study 20 %,YI.{E]S n
than countries,

OH 2015). These

Malaysia has housed about 93,000 international gtu
and with a target to increase up to 200,00
successes are evidence of the paradigm shift a

community.

Most of the pduumon\; '
ed:s q e populat g o and the needs to compete

dll 50 1 their courses online. A total of
g Whéﬁ'l 5% of HEIs offer 11-20% courses
onllm 11.5% of HEIs offer 31-40%

lywumus online as shown in Figure 2.1.
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lecarning in order to meet the

globally. Based on 26 higher ¢

Embi (2011), 42.3% of lI

15.4% of HEIs offer 0 )0’0 urs
online, 11.5% of HI

courses online, dl)
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Percentage Of Courses
Offered Online

31-40 %

41-50 %

More than 50 %

n Sﬁions n
Like other educational iMsg Laonh around the c%brld, universities 1n
Liohg 1

q
S \\f:”‘k}g efficient teaching and

Malaysia as will face the challenge in\ e

there are some issues suc

materials, training of lect

It 1s |
methods and lcc!(oio_'
(Razak, 2009). Rdo¥n
istitutions improve teaching zuuhtaming methodologies in Malaysian universities

(Kussim% & Zainal, 2015).
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022+ Information Privacy In E-Learning

Although e-learning is one of the most influential respon

increasing need for education, the research in e-learning is no longer in itg

data privacy is considered as the constant issue because of the rapi emendous

technological progress (May & George, 2011). Grajek (2012) mentiogs tha¥security and
")

privacy are on the top of the list of strategic issues facing higher n institutions,

which makes it even harder for an institution to obtain the func n

with requirements. \d
X

However, little interest has been given e Informgtio 11'14; fe-
learning systems, both in research and in practice ’ a{s earning
g S) I

information privacy has an exclusive challenge agthes uscd managed

online by thousands of users and networks. On Ter he majo v of e-learning

rescarchers has focused on course developr d d

w clch‘
Aj 9 :c‘)
In e-learning engwonrR€nt, userd hay nlm%' ormation privacy concerns
for what will happen to their inTormption begh 1&«@)' the system. Users need to be
\‘aulm nn\f

U
0 prt ¢ users with personalized e-learning

>

consideration to information privacy as

Kambourakis, 2013).

P

imlcpcndcnl to have a ser asseg their beliefs, ideas, and values

(Grajek, 2012). On the ¢
service, a huge numt 1AL 1“]1101111;111'01\ can accumulate over time
which is collected mP It gNudes not only the users™ information such

Juddw“ telephone number, date and place of birth,
1ailing address, u@f address, financial information such as credit

as name, age, ggn

job title, phy
but also includes the users’ educational information such as knowledge
owledge level, and knowledge scope, leamner's intelligence level, study
ning material, rank, weak points, and learning rule. In addition, all the
activities of the users could be stored in e-learning system such as the history of learning
activities, the contributions to electronic discussions/forums. This data can provide deep
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insight into sensitive information such as users™ activities. interests. thinking. beliefs and

N

[here are several reasons why e-learning users might want gofkee# their

data private. For instance, students may need to protect themselves from agadased lecturer.
an

even the political views (Weippl & Tjoa, 2005).

The bias of the lecturer may come from prejudice or stereotype, b on a past

ve, & Onana,

&

experience with students, or even from individual reasons (ATmeu
2012). Also, some e-learning system contains external links to 1

\'cbsl'lcs imvolving

the learning content providers, like libraries, academic w owkver, gdlearning

ne o\(g-m'
Ii 1]'&; me

arly. Then

system has no control over the data and is not respo
information gathered by those other websites. If users
personal information will be transmitted in the form

unlimited contact via e-mail, phone or direct mail will

There are many inibmmtioN'acy

information that are gathered by cookie

Q the personal

are used by an e-

mning syst@ny pana's or any advertising

; 1igllh& shared with commercial
sto

learning system to exchange with otl
companies. If a cookie can get this inN I
use especially, if the location g ‘tll@i{lacnls

the creation of learning materidralVjays neghl
and cannot be automated N
constantly represent a | m '
learning material havd '\1(;

use and sharing (

d as (ICL, 2014). Furthermore,
18taptial amount of human expertise

rcc.&flercibre, learning material will

cﬁpfd effort. The copyright holders of

g their learning material from illegal

discussion threg 1gy persona mﬂaliovrin an e-learning system which constitutes a

risk to the jon privacy ol"lcacl)\&) and students. Even if the course is deleted from

the serverA&QcMymay still be existing copies of the content such as backups. Students
ntent on different servers that are not under the school’s control. The servers
located in other countries, which mean that laws and regulation will be

different. Table 2.1 summarizes the type of information in e-learning system should be

kept private.

o
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TABLE 2.1: Type of information need to be protected

Sensitivity Level Privacy Level Type of Information
Low sensitive These personal data may be | Name, age, gender. race. langg M@ Yddress.
information exchanged without any telephone number, date and place g Birth. Yob title,
security or privacy physical mailing address, e-mail address
protection.
Medium sensitive These personal data may knowledge level, and knowledg®scope, learner's
information only be exchanged to intelligence level, study cofygnt, j®rning material
particular parties and learning rule
High sensitive These personal data may Knowledge  structure, tric  information,
information never be exchanged to other | Financial information . of Igarning activities,
parties. the contributions to ele
®
k\;%%
[t is obvious from the literature that t) 1 a or for high
levels of information privacy in e-learning sydgm g i ( y™nformation
privacy concerns for what will happen x infi ' d.collected. The
information privacy issues and concerns inyolve >-]e stcm will minimize

the value perception of these systems. P, % res, frameworks,
assessment tools and policies to cnsu%ﬂ‘w " information is
necessary and key factor in minimizing\ usqr rivacy concerns. Thus, the

SE n shogld cyghspdgNhe new challenges of rapid

5. s
&

':30®mputing model for delivering computing

'ay:ﬁ'och'ompuling as a product that 1s purchased, to

next mnovations of e-learni

computing is seen as the significant shift of information industry and will make more



effect on the growth of information technology for the society (Liu, 2012). Cloud

computing provides an additional flexible way to use computation and storage resoNge

via the internet often by using a thin client like a web browser. Cloud offerg

can be grouped into the following categories. T
2.3.1. Service Deployment Models TV

There are three main commonly used cat

[

models: Private Cloud, Public Cloud, and Hybrid CloudgWhil&, thg congnini® &’hd
L
model is less-commonly used. Following is the brief deaggmion of eadh c@)€oc I-N, loud

computing: T

Private cloud is cloud
organization. Private Cloud could be
externally by a third party or internally ¢

can be either on premises or off prem

than other n dfl ( & Grance, 2011).

P 4 "Q,
Public clou M moll C(\Oll n of cloud computing. It is offered
g owmed ¢

tN;T cloud provider. Constructed using

over the Internet and ig af
| Ty : [ 4
pooled shared physic urcgh, an
C

the public cloud i\‘%\'inu >ca

Mted
¥ 2

)

Z:&D over the internet. The main feature of
L@ﬂd infrastructure is dedicated for use by the
general public gV Grance, @01 ﬁ Y'

\)mmunit_\' cloud in community cloud, the cloud infrastructure is

in one or more of the organizations while the remaining part could be at the service
providers™ premises (Mell & Grance, 2011).
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Hybrid cloud or enterprise cloud consists of two or more distinct_cloud

infrastructures (private, community, or public). A part of the cloud is private\d
accessible internally and the other part is public and can be accessed extern I%e

Grance, 2011).

The Public cloud computing can help in reW: educational
institutions™ I'T complexity and costs by using SaaS to replace the Sv installation on
kala

campus computers with applications delivered via the Internet ( &'Prema, 2011):

Public clouds provide access to an almost infinite amount

infragtrisyr@P@esources
*
hcmv

ents, legtuffers admﬁ' Strative

10nal @i’s or files

Te ( ke, Stieglitz,

without any upfront investment required, and the ability se cuttiffe-ed C

available from public cloud provider (Butler, 2016).

staff members and other cloud users in the institution b CCSW

a d
videos. lecturers/instructors are also ab d oul
) Y

other educational materials (()lokund\ isra, 285). A
N

2.3.2. Cloud Service od‘sz l 0
P 7%

Cloud C(@ nodc@prcscm how services are made
available to users. The N\'IC“ 1;10 1'01@
are parallel to the trg %l cohpul c(vi@mcm layers (Mell & Grance, 2011). The
Cloud computingpsc re” a %ﬂwurc as a Service (SaaS), Platform as a
Service (PaaS) QndWflrastructure as’Scn@j(lzmS).

cessé%oursc content,
wdckshop / conference

A

@, video tutorials and

ombination of three models which

(@]

\.oftwarc as a Service (SaaS) is applications distribution model in which

re running in a cloud environment. These applications are made accessible
from different user devices by web browser so they can access these

applications anywhere anytime, retrieve, and save their work (Mell & Grance, 2011).

M1Q
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Platform as a Service (PaaS) is the middle level of clouds service. PaaS

is an expansion of Software as a Service. The clients can get all tools that s/he n

build applications, such as programming software or database software. It caghbe g
various stages of software development, testing, and deployment. The ¢li¥nts #ave the

control over their applications without a need to manage the server, stgrave. network or

Y,

v of cloud computing

operating system (Ghazizadeh, 2012).

Infrastructure as a Service (IaaS) is the lowd

zation of

) ‘re'pr\tvided
1 ﬁ;k&ﬁlclurc

1 cl@'Grancc.
X
Q

mQ commonly used

Q8

an Belle, 2014). It 1s

which contains hardware, as well as basic operating

hardware resources. It is to ensure the stability and reli
with the capability to processing, storage, networks a
management and maintenance are the responsibils

2011).

(¢}

made up of systems that can receive,

network. Such as, email syslcmw 11

relationship management (CRM) s

and applications over a

systems  (LMS), customer

irce planning (ERP) systems

(Rezaei, Karimi, & Hosseini, ® r1, 2015). SaaS can provide users

J
M for g™ docur s, analyzing and collecting data,
s

with software and applig

C

munt'ﬂ%?on (Shakeabubakor, Sundararajan, &
s, rofboy ,0@'@: 365 are popular SaaS offerings used by

c-leaghinggsy ducation education insitioation (Erturk &

%

everal educational insitioations have adopted SaaS e-learning system
iIts promises such as cost reduction, scalability, flexibility, pay per use model,

y. Software and applications available through Saa$ are being used by students

and lectutres in education insitioations mainly for collaboration, content delivery,
communication and accessing learning materials (Erturk & Iles, 2015). The economic
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advantages, speed, agility, flexibility as well as infinite elasticity of SaaS which leads to

improved e-learning services (Alsaced & Saleh, 2015). T

However, a number of challenges have been identified whighNmig# have a
negative impact on the predicted growth of the SaaS adoption. Amonggthese challenges,
privacy issues have been repetitively raised as threats to SaaS adontion Bkande & Van
Belle, 2014; Alharthi, Yahya, Walters, & Wills, 2015). Privacy N‘gcd as the key

inhibitor of SaaS adoption (Gashami, Chang, Rho, & Park, Thys, this research

focuseson informatio privacy issues of using Saa$ in publj e-1garminggs ytem.

®
oy
2.3.3. Characteristics of Cloud Computing ' .{—)
’ i 8
N
catures is different

The Cloud computing presents many Xgni

from traditional computing service. In gcncra% are

cloud computing which are: \

On-demand self-ser

enlia{&haraclerislics of

O

d 1@11‘% such processing

d and&tllized at any time without
NS

N

Ly

sources could be gotten over a

power, network storage, virtual mac™

requiring any human interactign (W Gr

Broad ne

network by a variety o blets or smartphone (Mell & Grance,

memory ;\1\4@@ are able to sc%y 1t and quickly as needed based on demand. The
cloud ap

(Mg

QW be infinite to the users, and can be purchased in any quantity at any time

rance, 2011).

Measured Service Cloud computing has the potential to automatically
control, monitor and optimize the resource use to all types of service such as storage,

&
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processing, bandwidth, and active user accounts while each cloud provides users has a

different level of abstraction (Sasikala, 2013).

2.3.4. Cloud based Massive Online Open Courses A :
ent Ian in online

oud platforms.

Massive Online Open Courses (MOOCs) represent a r

education, which many universities offering quality courses thrc
Cloud service providers offer many free platforms and softwar

1p olllinc MOOCs

for constructing a learning space such as Coursera, edX

hosting learning resources in the cloud, students and teach

fea@'ﬁ g
‘1‘1‘0 m

C
C

ol

resources more quickly and easily. MOOCsSs offer to stu arl opporfunt
the best educators at some of the world’s top unive g "iﬂ% Ga@hg.ZOB)w

ccached usands of

ffc&cw option to a
eV ey are (Gaebel,

4y

with rapid grow in technology make easily of;
participants from all over the world in one copr
massive number of people to attend online cou

2013). - ?
o

However, the asscssmm an £ss 1ssue-\§ MOOC. MOOCs do not

offer formal accreditation of j ‘liuqons, wiich g

outcome between MOOCs and qcagpmic_ingh

opY different value of learning

ftwrses (Sandeen, 2013). MOOCs

as p 1pation, completion or attendance

certificate (Yousef, Chatg! SChgoede S
(—) ' 2 S
Mas%cn onfine ) es ('{\/lalaysia are a recent development. The
first MOOC in 'S 1S 01{:1 ); gol of Engineering at Taylor's University in

Ouyls
the
March 2013. sia is the first COLN&} in the world implement the MOOCs initiative

1Mgrsitics  (Open-Learning, 2016). In 2016, there are twenty public

(MOOCs). The public universities offered over 63 courses and more than 192000
students are involving (Open-Learning, 2016).
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2.3.5. Information Privacy of Cloud Computing

There is a gap between CSPs and cloud users rcgardingc‘l ation
privacy and transparency in the cloud. CSPs response to the inform\iondprivacy

shetri, 2013: P

suspicions: “Clouds are more secure than whatever you're using now"
372). On the other hand, many studies and surveys show the informatio privacy is the
main reason for slowing to adopt the cloud computing. People arg ofttWConcerned y and

uncertain about hidden costs related to information privacy br

or lai\'suils related to

the violation of data via cloud computing (Goodburn are still

cautious in using cloud computing to upload their high-v, engitive ga (Gov&)um
& Hill, 2010). In the past few years, there are n \'(‘:y;iwﬂ-‘uches

cloud.

ocs’ Information

According to Svantesson zm(NJ c
privacy Policy shows that users can u%nl

personal information could be used cl

wledge of how their

o

staged by Google. Moreover,

11‘011)1&1511 that consumers submit
e se

under their accounts with pforfgftion fr§m Oofhdr Qeodl rvices or third parties

(Google, 2015). i s <Q

In 2009 é&

h mmru.’ o' 4 dcc?a s that the information that is already available

Google makes it clear that they m‘N mbing

revealed documents

hours, but it sho

Clarke, 2010)
elsewhere ¢ Internet or in RYC records is not to be regarded as private or

confider 'nglc also has the right to direct advertising to the users. In addition, based

ransparency Report, in the first half of 2014 and the second half of 2014,
ceived 31698 and 30140 requests for disclosure user data, 9,981 requests are
from the United States. Google provided user data to the US government in 78% of the
requests (Google, 2015). Figure 2.2 shows the user data requests by reporting period.

2
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urcg: (Google, 2015)

FIGURE 2.2: User Data Requests by ing Pefjod
®
3
In 2016, Yahoo Company, that offers rvice fha Il}ll' that at
least 500 million user account credentials are br n laé . Thg Stolen data

\hashe@swords, and

includes names, email addresses, telephone nygaber
some encrypted or unencrypted securit %) ns wersdgLeswing, 2016).

However, such breach raises many infornMgon priva SUSS ecause the stolen

information from Yahoo includes l%pledM aék answers to security
ce

questions. This could be used to 0&11 pEPswor n this case, the users’

information would be out of COIIII'ON he ould\ be able to provide the users
access to their account. Moy weRS’ahoo as t Clll t@ears to disclose this breach to
the public which raises the Morgation R es notification issue. These 1ssues

are also involved in h Nhoo l'no\rs the /ice. Furthermore, with significant

information held ol'l'sg cor
a cross-border info flfvs? r lon:ﬂ Ad compliance that govern the data should

also be taken int wleratign. E&
v v

S
3.8
R

ke 0, the information privacy concerns of



2.3.6. Information Privacy Issues in Cloud Computing

Pearson (2009) states that one of the key features of the p N:oud

computing is an infrastructure shared between organizations. Therefore, th

jc aid issucs
related to stored and processed data somewhere remotely, and because
the use of virtualization and sharing of platforms between organizatgns. Protected
personal and sensitive information that is stored in the publi c]Nis essential to

guarantee the information privacy of one user’s data from anot ter, Zhao, Raicu, &

aqoptiongof cloud
D, G hgrbel,
1‘@_@1\ and
riv%xgoncems

d co ting in the

Lu, 2008). Without considering information privacy i

% %\

The main con& whe 3 01‘&1&01} is able to provide
: N

users who have only the right loT dal:, and 1Idi y<rtif inaccurate (Mather et al.,

2009). Cloud users must be a ' g l&; data, to perceive what is being

its aclu ears&-&OO()) . If user’s data is locked-in

)

held about them, and to c
and cloud service proyf this service disruption could pose

potential damage t \JSC 5. #In ’,tioﬁ) storing data that reside outside the

&

organization’s esp. g1l pu rSes poses the potential risk of unauthorized

access (Mouratj Igdam, K{I itzalis, 2013). There is also a threat of steal or

misuse of cagtWers’ data by co—@d customers, rogue employees of the service

ntracted services, foreign governments, or attackers breaking into the

processing in certain cases (Mather et al., 2009). The users should be able to find out how
and by whom his data are handled (Ghorbel et al., 2017).

4
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2.3.6.2.  Compliance
WO,
standards and contractual commitments that govern cloud computing data oh & Goel,

2015). Conflicting issues may arise because the distributed data in theselaud may have
1

w34

Compliance indicates the list of applicable laws,

g 2). Legal

different legal location laws that apply at the same time (Gellnan, §0
ge

‘oe number of

&

compliance is a significant challenge for public cloud becau

information security and data privacy laws exist, depending o 1‘) and location

t several

C mﬂlj{"bn
ll‘oai'l? data

1€ @l.d. there

amewdlt which can

(Mouratidis et al., 2013). Mowbray, Pearson, and Shen (20,

countries rules may limit processing and storing of persogal or ¥

cloud computing that does not adhere to the regula
security laws and regulations are not similar in varic
is no existing information privacy standard or coggpreh®si

organize and manage the rights and boun ax% SPs

(Mouratidis et al., 2013). Both CSPs and cloudervice uscr?

ud SQ\’ICC customers
: !0 al with existing

regulatory requirements and service level My 1ents.

]
However, CSINr be ¢ c )&SCI
N

government request regarding nanl secirity

obligatory where the data is 3aigd or where

(o9
—
(m,

@]
wn
(g7
c
7
o
i
o
o
—
o
-
o
—
=
(¢’

ontrols to guarantee compliance

%,

and protection of the tiof. Pheyeoge, it¥Qnecessary to identify compliance issues
; aliggmer ¢ with legal obligations, protection, and

%nls bc{n Cﬂ()yil?-l cloud computing solution (Mouratidis et al.,

2013). In gemggW the legal situatior (a{ubjcct to change: legislation has not yet been

updated tc s privacy challenges in the cloud (Mowbray & Pearson. 2012).
| ) 2 )

such as legal rig

enforcement re

w
N



2.3.6.3. Storage
The physical location of the cloud server brings u ional
questions. One of the public cloud computing features is a dynami vironment.
Services can potentially be aggregated and changed dynamically by v and service

boundaries (Pearson, 2009). Information privacy laws in diff ies restrict the

providers can change the provisioning of services. In such scemarios personal and
sensitive data may move around within an organization and/o%01‘ganizalional
wunt'
ability of organizations to transfer some types of data t cr copnwges. gonflicting
tion$ N are
1a)’lt$?lo the
unauthorized access (Singh & Goel, 2015). InfomTpri\' F I an *Ycreased
because of foreign country surveillance as the dgta gy h\ ramsferre nother data

o thgSossible violation

issues may also arise as many locations of stored data hafee differen regu

valid at the same time. In addition, storing data on th

enameur, 2010).

O
2.3.6.4.  Retention % % 9 Qc?
This re 11i0iis asso ialc?\‘iilh 1¢ for which user’s data is

of domestic law of the country where the data is WoredsPearn

retained on the cloud. This simply Jheang tit hé uch time a user can have access

to the cloud (Singh & Go 1ion >wnership of the data on the cloud

also become more zm(wu
aware of how long ll%: 1tio ltc} ata on the cloud is; the retention policy
%& owners 3 %\‘dam (organization or the CSP) and how to

if CSP stops the Sq%iccs due to any reason or the CSP may decide to

It @essemial that organizations should be

\gunizulion data due to overdue of payment or the service could be

mortgage

" non-payment.



2. 3165 Destruction

Destruction is the process of deleting of user’s data at I f the
retention period and to ensure that the user’s data is destroved and is Vailable to

another cloud user (Singh & Goel, 2015). However, it is impossible wantee the

complete deletion of all copies of data (Mowbray & Pearson, 201 T organization
could only be unable to access the data, but the data is act 10t deleted. The
organization should take into account this issue in regulation a are CEPS responsible

their data

187'\?111..

for any damage. The organization also should enforce t

longer than necessary to avoid any potential information

2009).

2.3.6.6.  Audit and Monitoring V:

agd monitoring in the
nftor i@cloud provider, and

rc@'users their information

/ \‘%uudil and monitoring have

There are several
cloud, these issues involve how the orgg
how to provide necessary controls a
privacy requirements are met (Sin“hh)cl,

great value as they enhance

seng of trugt of rganidgons about the CSP effort in

iidcr@n the right to audit such as quality of
: : N 2 et

service attributes sh«%wmt I col mf»ufz(f:?nd enforced by SLA (Mouratidis et al.,
2013). While the %’ngﬂl uldgho )L@US“’C and must be limited to what the cloud
4

provider reaso *eds in oder ‘ run¥Neir facility, the CSP must be transparent about

the informy 1vacy breaches; Q&%mancc policy and activity report (Zhou et al.,

2010).

o
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2.3.6.7.  Information privacy Breaches
In the case of any information privacy breaches occur %\umld
be responsible for managing these breaches and should provide the m«%mns with

direct notice of any information privacy breaches so that the owdm/dlY‘ handle the
dC

situation as effective as possible (Mather et al., 2009). The organiz SP should

also make clear how the breach can be determined and the steps o uon process of

breaches (Singh & Goel, 2015). Providers must initiate or el;‘ in the breach

l w in cloud
1 :

investigation and prosecution. Like security, privacy i

1mp

computing in terms of both legal compliance and trust ( ratidis etfal., &l{

lists the most common information privacy issues oud con

literature. T 4
c\/ > SC
\

vacy C? “omiputing

-

TABLE 2.2: Information Prj

>y
| Information Privacy Issues Lite t’ﬁreﬁport
Access (Ghotagl & a]., 2 ulhq&?’al.. 2009; Mouratidis et
aly . Mawbr: Pea , 2012; Pearson, 2009)
Compliance (GeWyman, 2001 2; Yrafihset al., 2013; Mowbray &
cgson, 20d 2: Sgheh & Goel, 2015; Zhou et al., 2010)

Slm'ugc (Mathos rson, 2009; Pearson &

0 ¥009; Ot
enagaeur, 010 Séh& Goel, 2015).

208/ Singh & Goel, 2015)

Retention

Destruction

@0‘) Mowbray & Pearson, 2012; Singh &

F b

: (Q‘.{ 2015; Zhou et al., 2010).

1er R, 2009; Mouratidis et al., 2013; Singh &

(]OL] R\')
&

s,

-
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2.4. The Existing Information Privacy Frameworks of Cloud Computing

Since the beginning of cloud computing, data information privacy s have

%

been recognized as one of the most important topics. Hence, there are vari g meworks
and models proposed for ensuring the information privacy in cloud con o. The next

section gives an overview of frameworks that are relevant WM computing

information privacy. T

¢linking

three  mechanisms  (privacy-enhancing technolod ion, and

government legislation) to information privacy e
perceived control as illustrated in Figure 2.3 t ’
pi‘i y C 1111@5 a reflective construct

il . Y : . :
encompassing four areas of consum“s\ ncerns 11101'5\4&)11 privacy practices: the
1 S

collection of personal informatio

‘ <
errors in personal informatioff] and \ynpropef acc Ssll@rsonal mformation. Xu (2007)
t

adapts constructs from measuren sca.h& iﬂ‘ %r studies to fit the LBS context.

This study operationalized infc

The researcher selects (& frml\ eac ur perspectives of the information
privacy concern inslruwc >velop® 'Sn i@Milbcrg, & Burke, 1996). The data is

@
100119 phofhe

concerns. In aQdit people Who valug fdependent-self prefer personal control through

obtained from 141

b &Lw shows that all the three mechanisms are

1‘0®1ic11 in turn mitigates information privacy

mechanisms; \\'hat?ns people who value interdependent-self prefer

proxy contr rough industry self-regulation and government legislation.



I'echnology

Perceived Privacy

Self-Regulation Concergs

Control

Legislation

-

Spurd ncerns (Xu, 2007)

FIGURE 2.3: The Effects of Self-Construal and Perceiv

Chen and Yoon (2010) present a framework forfcure clod cot
IT auditing. Their framework is based on checkli oy followiflg

lifecycle. The checklist focuses on the data | n a\g&
awareness, data lock-in, data processing isol:Mgn, std Rﬁta lecli%lau and best

practice. %

Trust Cloud SO e laydrs S@m Layer, Data Layer,

Atrolfon Privacy

®
)?linge)&ugh

ta f ‘%’and 1ts

d ownership

~

\'(@w Laver
L
LG’M):I(JI Layer
N

L Svstem Laver 7
S 7

Source: (Ko et al., 2011)

FIGURE 2.4: Abstraction Layers of Accountability in Cloud Computing
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Zhao, Li, Li, Zhang, and Tang (2012) propose information privacy enhancing

framework on PaaS for discovering the information privacy violating bel

protecting user’s information instantly by enforcing related protection action

Figure 2.5. The proposed framework allows customized security polici

analysis models, enabling users to impose application oriented jon privacy

monitoring mechanisms. However, this framework still has its o far, it only
provides a scheme for the PaaS to install the framework. Withou cSsing the existing

flaws and the framework does not yet implement in practice.

Source: (Zhao et al., 2012)

FIGUIL

Widjaja and % 201) w

information priy mu} 2 A isg N in using cloud computing service from end
ased on hu( oR'R asoned Action and Ethical Contract based

amework on PaaS

‘ agstully to addresses the information security,
]

users’ perspe \’ e
theory. TRe Sty uses online sUIN methodology. Survey questionnaires items are
adapted i revious studies and modified based on the study context. The target

arc all students™ users who have used or heard about cloud computing

here are 201 total respondents answering the survey. The result confirms all

paths that are shown in Figure 2.6.
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ludc toward
I'rust

cloud computing

Information Sccurity and Privacy Policies aw:Ngffess (ISPPA)

General Information Sccurity and I‘ri\'uc! Awardgess (GISPA) /
Sour \z ;_]Z]]' & Chen, 2012)

FIGURE 2.6: The Basic Model of Information Security riva ‘y‘:\Uvg Cloud

. . ®
Computing Service 5 ’ ‘-}
Burda and Teuteberg (2014) attempt to i aegate th€

st '1RTnﬂuencc
individual users’ intentions to use SaaS and wz ar
calculus model that is specific and tailored %&, uni
expected results might provide specific bcnci&ml ngight

privacy concerns that might be minimize aaS_prodderg

ISPPA

uteally-WgMied privacy
rronmégnt of SaaS. The

xim?€d and the adverse

o

sourage individuals to

use their services. They plan to colle gl 1 30” obs@vationQdrOm active SaaS users in

South Korea through online survcyN d 1 strgediral model and hypotheses.
9

The proposed research modelgs in igurc 2.1 [ 0%
&u $E

.\> |
&)

e

€ Basasian

Booths vt wl
Pstemibon te § we |

P Selgestive
E N i

Source: (Burda & Teuteberg, 2014)

FIGURE 2.7: The proposed privacy calculus model



Arpaci, Kilicer, and Bardakei (2015) have proposed a research model based on
Theory of Planned Behavior (TPB) (Ajzen, 1991) which posits that sludu& udes

predicted by security and privacy perceptions and behavioral intentions are ycted by

attitudes towards using cloud services. A total of 200 usable questionnair i analyzed.
The results also indicate that security and privacy have a strong signif miluence on
the students” attitudes towards using cloud services in educational w The proposed

research model of Arpaci et al. (2015) is illustrated in Figure 2.8. rer, the study was
Mrvi

Security

Privacy Attitude

<§

\ ‘C-K:praci etal., 2015)

FIGURE 2.8: The Effects of Securi riva \L n @Educational Use of

0)
9 Q—
\

—

crvices

=\

Despite the above, resgarcNg#S Yocusfon ir | 13yt privacy of cloud computing,
the information privacy iss | g,$lemture have been addressed
generally. Most of the res IS{C 1cseéd€s and do not test how these issues
could have an effect or erns such as (Mouratidis et al., 2013;

Popovié¢, 2010; Wid Chef, 20129 Qr)al., 2010) . There is limited research that

investigates why information privacy in the cloud. Most of

ifse tested the information privacy concerns factor
in general ey do not invcsli@
Ncs that may affect the information privacy concerns such as (Arpaci et al.,

- 2011; Widjaja & Chen, 2012; Xu, 2007; Zhao et al., 2012) .

the previous fre
he reason. For this concern, they also do not

identify

OnThe other hand, the other studies focus on evaluating the security issue more than

the privacy issue. To the best of our knowledge, the only study by Burda and Teuteberg

e



(2014) have tested the privacy issues in cloud computing which adopts the CFIP

framework that has four dimensions (collection of personal information, unautNfii
secondary use of personal information, errors). However, this study has n(%\cd all
the privacy issues of cloud computing such as (compliance, stq retention,

destruction, audit and monitoring, and information privacy bread otification).

Therefore, the present study sets out to take an initial step in filling
the factors that effect on information privacy of cloud based e-le
of our knowledge, this is the first study to investigate tl
information privacy of cloud based e-learning users. Unft
study did not come across any studies that have propose

in cloud based e- services.

2.5. Theoretical Background of Informa

or domains (Bélanger &

“information privacy conolgns”

msl \Pﬂg the %cghtial construct within information
system researched and a CArTic oul as u&]llemalive to using the concept of

eyl Seni %hzﬁg‘;’{)l 1). The information privacy concerns
(Mgaxwal (2004: P 337) as the “individual's

information privacy

alhotg, Rymp an

110559 W ’I('

have been define

subjective view >xt of information privacy”. Milberg, Smith,

and Burke J200) "suggest that infe@Wation privacy concerns effect on individuals’

attitudes,

le preferences and willingness to give the information. However, most
reseqr =ply one of two frameworks: Concern For Information Privacy (CFIP)
- 1996) or Internet User’s Information Privacy Concerns (IUIPC) (Malhotra
)04). CFIP was the first one to be developed and tested. CFIP regard the

information privacy concerns as “individuals’ concerns about organizational information
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privacy practices.” CFIP has four dimensions. including a collection of personal

information, unauthorized secondary use of personal information, errors i& onal
hation

Privacy (CFIP) is later revalidated by Stewart and Segars (2002) whicl een since

information, and improper access to personal information. Concern for
N

accepted as the most generality scales for measuring indi\'iduals'v‘ns toward

organizational privacy practices (Smith, Dinev, & Xu, 2011). A fe% ater, Malhotra

et al. (2004) develop a multidimensional scale of Internet Us rmation Privacy

Concerns , which adopts the scale of CFIP from the origin?

marketing in the Internet context. Focusing on *“thé

fairness/justice the context of information privacy”. IRC includk thi ‘iin@mi
control, awareness, and collection as shown in Figure 2 >

Personal Dispositions

S e
} {_ COLLECTION
|

N

~ CONTROL
S SRS

“&/ Behavior \,_

Q&ntlon /

Source: (Malhotra et al., 2004)

FIGURE 2.9: Internet Users Information Privacy Concerns

NN
N



Malhotra et al. (2004) empirically demonstrate that (IUIPC) excelled (CEIP) as a

predictor of consumers’ reactions to online privacy concerns and show K
explains more of the variance in a person’s willingness to transact than CF l%
Malhotra et al. (2004) claimed that IUIPC is better than CFIP because

dition
has more
factors, a superior internal fit, a powerful relation to Global Informatio} cy Concern

(GIPC), and a slightly enhanced fitting statistical model..

{

Thus, as a reliable instrument and framework, the

S~
7]
(on
a
[¢]
=
~
-
(=N
[¢]

<

applied in different contexts. For example, Buchanan, P4l
link IUIPC to more specific concerns and protection
sensitive technologies (e.g., email, e-banking), and
IUIPC to online social networks (Facebook) inforn

to identify information privacy concerns of clo
Moreover, because IUIPC is based on soc'\%
to new types of information privacy (Mallotra e

DS I Calleation \% ? Y

The data collegtion zbrs to fhe cyhckr ut the number of users” data
that is being gathered by organiz, \Q e&@,}of user data should be limited to

for puq}v for which it is collected (Mather et

as Q}mporlanl factor of this research which

\onlrol over user data is exceptionally important in the information

computing is to outsource increasing business performance and decreasing costs. But this
means that data and processes are no longer in the total control of the organization.
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Someone else will be dealing with them and both data and processes might rggide in

different physical locations. Providers, on their side. must ensure the organi&'( has

%_013).

and what

maximum control possible over the data and business processes (Mouratidig

There is a lack of transparency about where such data is, who has rights t

is being done with it (Mowbray & Pearson, 2012). Data proliferation is a e of public

cloud computing, and this happens in a way that may involve multw ies and is not

controlled by the data owners. CSPs ensure availability by repli data in multiple

(=

data centers. Another reason is that it can be difficult to contr xpo'urc of the data

that has been transferred to the cloud (Mowbray & Pears®g2012). W@r. LS

®
cloud computing environment, concerns arise about 1 to guafante c'lleéngl of
T

minimum amount of data and how to use the data on an Ol‘ij’,il | pfrposgehow et

al. (2009) state that due to lack of control in lhcv, N ons I)Q\.P’ concerns
related to the abundance of data and cheap 1 ning"too

indi data mining

p 16(0:1&011. It looks

Agignificant factor in

performed by the CSP by analyzing transa

2.5.3. Awareness

\\ftﬁ‘ﬂ’l a user 1s concermned about the

awareness of xwl'gzlllizzili(& ‘mzlllm priyacy @ccs (Malhotra et al., 2004). Based
r cCombintds ! @

on IUIPC, awareness 1\ f justices which are interactional and
Coyticf’

informational justicg, MChctiogal jus c’in@ Cs issues of transparency and propriety of
information mac (mlg (hr‘ ¢ ¢ (@ﬂ'occdurcs. In contrast, informational justice

iscglire of spdCific in@qalion. According to an online survey among

Awareness refers

relates to the

sers (Quah & R(imh, 2013).Almost half of the end-users are unaware

that they afI¥ fact using one or more cloud services themselves already today. While,
articipants (more than 90%) agree that companies need to inform customers
re and process personal customer information in the cloud. Cloud computing
plays an important role in the future of IT, but the technology’s information privacy risks
and the apparent user-unawareness necessitates the push for greater transparency of the
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technology. According to Malhotra et al. (2004) awareness is a passive dimegsion of

information privacy. Thus, it is believed that the awareness factor will dge § the
2.5.4. Social Contract Theory V

Social Contract Theory attracts considerable a

significant effect on user’s information privacy concerns.

arcas including the information privacy (Malhotra et al., 2
of personal information as a risky transaction becaus

company's potential opportunistic behavior (Milne
Social Contract Theory has been applied widely to d
the consumer-firm relationship (Malhotra et al. %
a conceptual tool for explaining consumer 1% in the ¢
(Malhotra et al., 2004; Milne & Gordor b( &UK
0, ST WO /rc@)x must be grounded in

t ofgm®rmation privacy
pai, principles of Social

Contract Theory is that "norm-generaM

e @Qimfee, Smith, & Ross JIr,

=\

;rm relationship should be

informed consent, buttressed by ri

1999: P. 19). An equitable exg
aboufl con udu@rms and self-control over the
Lt\){ 4).“&@1'(101’ to apply this theory in the

cammgng s}slcm this resgArch suggests that the collection of

context of cloud based

users” mformation is

.whc@?c users are granted control over their

information, allowin3 s toffaccest i(lsznution when they needed, disclosure to

11111?1 Qg 1

informat®n \\{wu\l'm contract is end. The users should also monitor

users about whe st ; how long the information will be retained,

destructing thelusSy

the usugc\ ir - information am‘;?compli;mcc fair regulations that govern this
informatioMgS¥a result, it is possible to characterize the notion of users’ information
sloud based e-leering in terms of ten factors: collection. access, control,

1, retention, compliance, awareness, audit and monitoring, and privacy

breaches.
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2.5.5. Relationships Between Users Information Privacy of Cloud Based

Learning and, Trusting Beliefs, Risk Beliefs \
A great deal of the literature shows that trust and risk a 2 (WO most

salient beliefs in information privacy related contexts (Burda & erg, 2014;
Gashami et al., 2014; Malhotra et al., 2004: Sheehan & Hoy, ()w djaja & Chen,

2012). Trusting beliefs are defined as the degree to which pd elieve a firm is

su us in the trust-

eliefs and

Y
lfs
son ;Qc_ftci\'es a

Lw}_fmn. More

f inl‘@uon privacy

'hus, as depicted

dependable in protecting user's personal information. A gen
risk literature shows that personal concerns influence, to s
risk beliefs (Malhotra et al., 2004). In the context of
tendency to worry about information privacy will in
specific situation in which cloud based e-learning
specifically, cloud based e-learning users wit
concerns are likely to be low on trusting belg

in Figure 2.10. We propose that the informa M s of cloud based e-

Since the 1996y dels and measurement scales for

‘L\ el \( (Malhotra et al.. 2004; Smith et al..

information privacy ce

1996). However, thes

‘k bed and tested in particular contexts such
(¥) ‘

I1 cru@ Therefore, one can argue whether these

i3

es ol%%rmzuion privacy concerns can be used and

as (offline, diregl:

models and
inlcrprclc&\ different conlcxls\‘?lhc same way that they have been interpreted in

ere they are developed. Putting it differently, will the information privacy

nstructs be relevant if they are implemented in different contexts?
re, even the studies that have attempted to measure information privacy

concerns n different contexts from those in which the scales were developed have
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employed the same constructs and scales without recognizing or considering the gffect of
new factors on the new contexts that have been not measured yet. i

Thus, this research proposes additional factors based on the liter: eview that

e literature

has identified the constructs of cloud computing information privac
review identifies seven key constructs which are access complian ge, retention,

rhis research also

trolfand awareness.

The proposed model posits that data collection control, Z\¥ggness. 1C&Qdmplizmcc.

®
storage. retention, destruction, audit and monitoring, and rmationfprive yrret%kgs all

o
—~
o
go)
—
w
—
=
o
—
=
a
o
(@)
~
o
=
7
(o
(@]
—
7
e
O
—
=
=
[T
—
=
o |
—_—
|~
®
~
<t
2
=
(¢
=
sy
o
Lo |
a
ol
By
o
—_
&
o0
o
]
a
®
(@)

clou sed e-

e-ledMing effect

have a positive significant effect on information p
learning. Furthermore, the information privacy conc

positively on risk beliefs and effect negatively (g " To the best

of our knowledge, this is the first 1)1‘0;)050@ml N # Ib(qms i

those factors in a single framework. :
E Aj q



FIGURE 2.10: The PIOQ

2.7. Research oth€ses
‘v’ 3

In orderNo (Cst the relationshjgeWetween the variables of conceptual framework.

QPoses several hypotheses. Theses hypotheses are used to answer the

this researg
researcl n: how significant are the various factors in influencing on users'
infoyma orivacy cloud based c-learning. The collected data is analyzed, and the results
will 11T&te whether the hypotheses are confirmed or not. If the hypotheses are

confirmed, the statement of the research js supported. In most cases, researchers

N



investigate a variable known as the dependent variable and observe how it is inf
by modifications in other variables; these are known as the independent. Tl‘N this
research, the factors: Data Collection, Control. Awareness, Access, Stora )%ntion.
Destruction, Compliance, privacy Breaches and, Audit and Monitoring Apendcnt
Variables and the factor Information Privacy Concerns of Cloud BasNg earning is
Independent Variables. In addition, this research proposes the \r'arwlc Information

ariggies to test the effect

Privacy Concerns of Cloud Based-E-Learning as Dependent
to two Independent Variables risk beliefs and (rust beliefs. Th Wi vJ is the research

hypothesis.
YI @

| &
2.7.1. The Research Hypothesizes for Direct Ff 2 Y'
Y,

HT : Data Collection has a positive effect o WIE!IIO ixgdy Cofsgrns of Cloud
Based-E-Learning. \, O<<

H2 : Control has a positive effect on Ipformation M‘C &‘E}Qs of Cloud Based-
E-Learning. e C:)\

o : 0 5 !

H3 : Awareness has a positive g on IiMegmalfon %}ucy Concerns of Cloud
Based-E-Learning. N

H4 @ Access has a positive Tt Z1 Infor alioi Pli@(\mccms of Cloud Based-E-
[earning. \"

HS5 : Storage has a p«W&N‘fcc l»n Inf®rmatj rivacy Concerns of Cloud Based-
E-Learning.

- \ ¢ ' (—)

H6 : Retention hgs ®pRitivefeffee n{lf riation Privacy Concerns of Cloud Based-

: . N3

E-Learning F g : é

e

ioMyflas a positive f@m Information Privacy Concerns of Cloud

rning. {‘)

ce has a positive effect on Information Privacy Concerns of Cloud

jei

E-Learning.
dit and Monitoring have a positive effect on Information Privacy Concerns of

Cloud Based-E-Learning.

N
o



H10 : Information privacy Breaches has a positive effect Information
Concerns of Cloud Based-E-Learning.

HI11 : Information privacy concern of Cloud Based-E-Learning has a s% >ffect

on Risk Beliefs.

H12 : Information privacy concern of Cloud Based-E-Learning has ceative effect
on Trust Beliefs. V
2.7.2. The Mediating Test : '
\d.

This research also tests the effect of a § lating \fariab Tuf ation
privacy concern of Cloud Based-E-Learning) in the ré nship bel eelfl an iRgependent
variable (Data Collection, Control, Awareness, Acmv,to N emion@’eslmction.
Compliance, privacy Breaches and, Audit nito

w d it corresponding
dependent variables (Risk Beliefs and trust \;%
DTk The Research H ilCD]‘ dcsﬂtﬁl

] Q%
H13 Information Privacy C Xof oudy Bas mediates the

o133
relationship between [ffta C&qection fnd R BN S.

o
a7
7
a
=
—
=1
=
()=}

Cl Based-E-Learning mediates the

H14 Information Pl‘&x

relationship betvggn

H15 Informa %\, ‘f cefn Cloud Based-E-Learmning mediates the
11 A

) ‘va
rclalimﬂ ween Awarenessaid Risk Beliefs.

HI16 In

Qi¥tion Privacy Concern of Cloud Based-E-Learning mediates the

wnship between Access and Risk Beliefs.

H17 Information Privacy Concern of Cloud Based-E-Learning mediates the

relationship between Storage and Risk Beliefs.
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2.8. Chapter Summary
The aim of this chapter is reviewing literature in the inl‘omml%\vac_\f'
concerns, cloud computing and e-learning and to understand the gap ¢ research

area. Although there are previous studies exploring the information concerns,

there is still lacking in literature as they spotlight the informati
general. As far as researcher knowledge, there are limitations of
users” information privacy of cloud based e-learning and ther N lo'bc a gap in the

literature between cloud based e-learning and user's infort privacgongghs.
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