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CHAPTER II \q
LITERATURE REVEIEW *:

2.1 Introduction \)

Many studies have been proposed to explain and Ves cur"ty functionality of
smart phone. Although, the literature covers a wide variety,of security.fup€tionality smart
@

phone, this review will focus mainly on three im t factors ifh@/ emerge

repeatedly throughout the literature review. T rs wou the\@'mes such as

mobile security, mobile security functionz!?@\a? eII‘?i‘ls t aware&s security users.

Although, the literature presents thesew

primarily focus on their applicatio ‘!’urityﬁh\i&?& i
? L
rs ri

protect the users from threats an\

N
(,;T Lj N
’ F &
2.2 Mobile security \ | \ %L’
In this sec '&'\%ore disc is mﬁ(gyed for the statistics of the mobile phone
a 3/ \? ;S
re

usage and al hich&are related to the security functions in mobile

ts studi

Ny :.J < .
phones. curity i udes thg-protectlon of personal data as well as confidential
§ )

inform{ i

hich are stored in a
3 ortable computing devices.

mobile devices such as smart phones, tablets, laptops
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Definition: Mobile security is the protection of all devices such asgq phones,

tablets, and laptops, including protecting personal and business informa&o%t stored on
d

mobile devices, and protecting the networks connection from threat;?-vu nerabilities.
ecting mobile devices

The world of mobile security covers various issues such as pow

from malware threats, risks and securing mobile devices. omw are working hard to

G

control sensitive information that could be jeopardi ei w unauthorized
e
access or loss because of its use on various mobile de \Y‘
O

2.2.1 Mobile security threat el
Y/
There is a type of threats depending or{vi}% oroﬁ unt %’&Brmaﬁon stored
on the device, as well as the ability of\&@ applications to Cs,l‘ess that information.

Sometimes, downloading appllcatlo from unr 95\516 considered a threat to

N,
mobile devices, “Malicious app% see
\Hd &
softwa @ed threats can compromise the

fine on wnload site, but they are
specifically designed to comrﬁb
data on the mobile devic ile se M}ég/gclude everything starting from the

=

forms of malware an are IO tenti of unauthorized access to a device’s

data, partlcularly cas o r‘.tal I@or theft of the device. Mobile malware and

spyware secusd h ts can aCee Evice’s private data without user’s knowledge or

consent a erforrJr: |0rous\/ ions, such as malware is considered software that
"P)

perfo malicious actions whilé\installed on your phone. Without the users’ knowledge,
S demgned to collect or use private data without users’ knowledge or approval.
rivacy threats may be caused by applications that are not necessarily malicious, but by

gathering or using sensitive information. Sometimes the threat comes from the user in
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case of negligence of the mobile device when not focusing on how to pro%ﬁe device

and failing to understand the dangers surrounding it. At the present jigﬁ))usiness is
e

conducted via the mobile devices; this means the threat does notfim nly from the

malware software but also from the users themselves. The use% nsidered a cause
for the loss or theft of their devices. Because there are so m??ttackers keeping tabs
on the user through mobile devices and exploit the SSes he |st|ng setups.

These threats can disrupt the operation of the mob%wes and tran i ore;&ify user

data. The first target is data as some user kept sensitive data like redltgard numbers,

private information. The second target is |@ bile ﬁze can transmit

information related to the owner of the\ phone; ack@‘nay want to steal the

,@‘fenses. Hence, the users
N,
c.)

identity of the owner of the moblle evice to C $th
&
\

should pay attention to these thre% Aj

' S
. P RS AP
2.3 Mobile security fu@m |Iil \ %(_/
In this sectio ’th&curi \khnall )ﬁfs'dlwded into many classifications with an
explanation to 5 0 A/th S dgmﬁjaons are called authentication mechanisms.

s

2.3.1 Per entification I‘Q’umB@T (PIN)
A S
wadays, the most commonly used authentication mechanisms are passwords,

z because they are considered the easiest way to be used compared to the rest of

=

hentication available methods, but password is considered less safe roads because
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the users in their choice of words are weak or may use the same passw&m many

accounts (Feng et al., 2012). :(‘)

Definition: PIN is a numeric password, can use it as an a ication method

'?

between the user and the system used in the smart phone. Main w or PIN is to protect
Subscriber Identity Module (SIM). In case of theft or loss Zt phones, it can prevent

an unauthorized user to use SIM card in another phone, xam WOSG your SIM

card and if someone tries to use it on another devu@bnot be op ed u@é the SIM

PIN is inserted correctly. Y. \,‘r
T
t@'more a; 1 million mobile

In one year, security measures were %\(no
phones users in Europe. The proce of e anq umqanted incidents can be
A
co

prevented by protecting user phone sgemal @The (PIN) function is to
protect the users from an unaut d the &éb%crlber Identity Module (SIM
card). In recent years, wi the vance[v‘ent te ogy, it was discovered that users
have many ways to p ect t eui call;-(_/ ethod authentication” or “biometric

authentication”, wl{% P

1cat1©\ based on some codes, alphabets, patterns
or features whi users is_f m'ar @C?I Biometrics is based on what the user can

utilize suchfas; gerpri ?ICG b‘lé?netrlcs facial recognition (Stewart and Mikael,

X~
2006). A @’
\

study by Furnell et al., (2000) emphasized on the user’s attitude towards
o

efent various authentication. It reveals that 90% of the computer users such as smart
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phones users prefer to use passwords as authentication method. While{& to 67%

accepted the authentication method such as voice verification and finger!rﬁ@cognition.

In 2002, a survey was conducted by Clarke et al and fm?'ﬂiat 89% of the
respondents knew about the PIN, but only 56% acknowledged an d it. It means two-

thirds of respondents do not use PIN.

Furthermore, Clarke found that majority of the users*dep d e'prot?ction of

o

(SIM) by use protection of (PIN). The majorit he users how a p‘Z~ awareness
toward security functionality. Respondents are %aw F se ity functionality

which is available in the market. W 4&
Stewart and Mikael (2006) co ed as ge pc'@te the awareness of the

\
security functions of mobile ph st dy targeted 20 edish students' awareness

security where half of them % ran 0 ears%%rtlmpants were 16% of “Early
adopters” and 46% of ‘% spo ?{EQ id not have the knowledge in any
security functionality Man the . The @iareness of security functionality was not
good. Were avai WO vgls e;ur&%}he first level to protect the SIM card from
unauthorized usi g od&QMhile the second level for protecting the phone
security passwo co'de 82% of users’ usage of the PIN code was through

‘-3
authe method, while 157‘of users’ adoption of the phone security code was used

S%ication method. 33% of users did not use phone security codes.
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2.3.2 Biometric Authentication \q

The term "biometrics™ is derived from the Greek words bio (lif: Q@metrlc (to

measure) which forms a definition for Biometrics and refers_to the automatic

identification of a person based on physiological or behavioral characteristics.

In this section, a definition of biometric authenticatio 'ihe main reason for
using biometric is to protect smart phone data. Unfortun , Smart hefts are on a
rise where most people become victims of theft art phon l$ Qé'i)lometrlcs

protects the data on smart phone because it s V&a on shl.&' in order to
prevent access into information that exists |EW1art phone

cS“

Definition by Johan \ _\.
“Biometric is one of the authe? ionfy methox" w work on determine the
r

identities of the people through es. Iﬁé?e techniques can be divided
Physial

biometrics into two m r S: Q@ﬁ or Behavioral. Physiological

th
3 s
biometric method Iookthy |czi gature of b Q\g hile behavioral biometric method is

dependent on whatgou life han 2005).

¢ 2 5%

Bhattacharyy@ ZOOJ ted t&a{ biometric authentication can be divided into
VAL

two main ela \/T

O

iological are related to the shape of the body and thus it varies from person
n Fingerprints, Face recognition, hand geometry and iris recognition are some

les of this type of Biometric.”
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B- “Behavioural are related to the behaviour of a person. Some exampl&i%his case

are signature, keystroke dynamics and of voice. Sometimes voice is alsi&syered to be

Yw

2.3.2.1 Fingerprint recognition \/

This is the oldest authentication method among the ezvai'able authentication

a physiological biometric as it varies from person to person.

methods and is commonly used and very famous. It wo n th awf fingerprints
@
| - =l A\
in order to identify the person. There are two te ues in o rho_\&alyms the
fingerprints; the first one is by scanning opticagm fing{ erson,and the other
X~
method is through the usage of electrical CEW ach°'\mpr| t has%e characteristics,
N cha

&

such as curves, dendrites, and delta. The {Cter' Ic of@ fingerprint does not
a
change where the gap in this met sg clou%rmi ct:)ﬁer example, thefts can be
6
successfully done by imitating &e\' gerprint by siﬁ@on. Fingerprints are usually

used in many organizations (J , 2005). N
N
F &
Debnath et al., (ZOWe ned i intas(_)
A S
“A fingerprint i Mpr si‘on e fr@n ridges of all or any part of the finger. A
friction ridge@sed yn
4

plantar s % e 61

isting of r m\/d{e connected ridge units of friction ridge skin. These

\e)
ridges%s etimes known as “dermal ridges" or "dermal ". The traditional method

—

’
1:&\ n the palmar or digits (fingers and toes) or

k to get the finger print onto a piece of paper. Now in modern approach, live

inger print readers are used .These are based on optical, thermal, silicon or ultrasonic
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principles. It is the oldest of all the biometric techniques. Optical finger % eader is

the most common at present”. :%
2.3.2.2 Facial recognition Y*

Debnath et al., (2009) defined facial recognition:

“A facial recognition technique is an application of utifo?(automatically

identifying or verifying a person from a digital image or*a video f fro video
N

| &

source. It is the most natural means of biometric i icatio‘r.L a metr?btechnology

relies on the manufacture of the specific facial ¥§tures M em 5 y look for the

positioning of eyes, nose and mouth and @ between thése fecz@res)

(4

2.3.2.3 Voiceprint recognition C,) \EY ,Q\'
N,
This method is built on huma%. It ig dong’by u{@gcr)some frequency analysis of
a\
the voice. This analysis is ba recagnizedion t(_)ge way users speak and not based
|

on what they express. It% ccurate th gh@thenticaﬁon methods, because this

Nl

authentication meth@e eas]ly ed by @%{ding someone’s voice (Johan, 2005).

o
This technique &;& df/idm?vp' dFszrent classifications based on the type of

? 9,

authenticatk@%ﬁn. ? e $
i A >

. leeK ethod '{3

ﬂ%\nique is operated by requesting the speaker to say one word then it is recorded

programming on the system.
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* The text dependent method the system prompts \i

This technique depends on the user way of saying a specific word hraSe, and then

computed on the basis of the user’s fundamental voice pattern. T

* The text independent method: Y\v,

This technique doesn’t need to say any specific wo hrase. lwo by matching
the user voice on the basis of the fundamental voiwns irrespect e'oim!)&gxt used
in the process (Angle, 2005). d \'\T

NSRS

2.3.2.4 Signature recognition
& $
Signature analysis is a biometric auth\catlon method; the@r signed on a display

\ KY
device by touch. The information t F'ls )al%u théﬁcate are the time the user
%l

. ¥ .
iti e eryﬁgh to restore the same signature
S

by someone else (Johan, OSR. ' l
) o’bj" 4?
NN

233 IMEI Number &~ %QJ
International NQQe qui entité‘fMEl: Is the definition of a special phone
‘ ¢
n /

takes to sign and the pen pressu\ ibi

!
number, a uni ber for rﬁ'ot(I;%hone which cannot be repeated in any other
&% S
phone fea&% e W&IW’Z an~ r is considered as an identification number for the
)
smart m&ecause retrieving s&a.lrate information should be from the same phone.
‘e |n order to be recognized by this IMEI number, the user can read it from the

affixed to the back of the device, which consists of 15 digits and the user can also

know more about the road code * # 06 # (from left to right) and the number that appears
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on the phone screen enables the usefulness of the lock number of the th{q case of

theft, so the SIM card cannot be penetrated and used by unauthorized pe GFE)

The ETSI (European Telecommunications StandardsY'Ritute) defined

International Mobile Station Equipment Identity (IMEI) as ternatlonal Mobile
Station Equipment Identity is a unique number whic all, be aIIocated to each
individual mobile station equipment in the GSM sys% condltlonally
implemented by the MS manufacturer”. And general ‘As deseri lr' (ﬁ 02.17, an

MS can only be operated if a valid "Internauof?ﬁ |I$\|fb ioer Ide&y" (IMSI) is

present. An IMSI is primarily intended for g information or:& use of the GSM
&
network by subscribers for individual cha purpos O
A
A
“The main objective is to be able e mgasures gami%he use of stolen equipment

7]

or against equipment of which S SM Ai(?tem cannot or no longer be
10)

tolerated for technical reéon” %TSI, 2 ( o.

f &

N
ereo'

O

2.4 Types of Se ;' C‘)
&
They are h S, r0|ds and Blackberrys. Whether call them

smartp They are dlffere&D from traditional phones in that they are also
uters they have an operating system, can run a variety of software
app tlons and provide access to the web. Most new smartphones provide one or more

types of wireless network connectivity, be it 3G, 4G, Wi-Fi, and/or Bluetooth.
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Unfortunately, today’s smartphone users are in a situation strikingly Similat&Qat faced

by computer users fifteen years ago. Security resources for smartphone: g@ery limited

and not fully developed. As a result, most smartphones lack the level of security.

Meanwhile, so the complexity of smartphones continues to grow,along with the number

and types of network-borne threats. This makes smartp onWh an easy target for

hackers and malware. When using smart phone securi most i@ thing can do
]

to protect smartphone is to understand how to use ‘it safely. There types of

e’ri\

security items or  security services in smartphones,“suich asgpassword, dq‘a encryption.
v

That mean types of security are the items or erviz cqﬂ ser@ protected smart
phones. \C) 6€
AN
E") NS
N,
) 4 QC_—)
. . &)
2.5 Security Attitude \A
Attitude is considfd azypothe'

express an individual'sdaree of t

ical )cons that the users of smart phones

e
\or\ like fﬁfrﬁhe service (Ahmed and Arash, 2011).

s

n intedtion and behavior. Attitude is one of the

Attitude is a good, predigtor

|

¢

determining fa h pre/ict' egplt’_}‘s.‘gehavior. That is to say by understanding an
N

individual’ titude to‘wgz)f;om{z@lg, one can predict with high precision the

individuaks @verall pattern of b@’vior to the object (Kutluca, 2011). Attitudes -refer to

the‘@ o which a person has a favorable or unfavorable evaluation of the behavior of

@L It entails a consideration of the outcomes of performing the behavior (Maria,

2014). The primary goal for any organization is to create security awareness program in
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order to change the users’ attitude towards information security. Changil\tg attitude

creates ways to change the behavior of the users. :(‘)

Attitude governs people acceptance of the technologies or se?@'as well as their

practices to accept or apply certain features to protect their data. Ahmed and Arash (2011)

conducted a study to review the users’ attitudes and opi Zwar‘i security practices
INis a

when using their mobile devices. The respondents think Wate procedure

Ay
for their devices, also 32.8% of them agree that m@wices ee ﬁ(ﬁ@e security
features. While 19% of the users agree and 2.99?mgly¢é he sé'ment that by

T
paying more money, users get more securit er deVice.
~ o)
Esmaeili (2014) findings revgaled aﬁ‘ 1 d&toward the adoption of
A
security technology was aﬁecte@ly by thei qper@on of a possible security
breach severity and their percepti war

If the users thought that the s Zity briche
:

tf es on@ﬁr smartphones would be useful, then

<

titu%%«’about using these technologies on their

fuln{.\.s of these security technologies.

0 %ect them severely, and/or if they

believed that using th@%ﬂ
they tended to ha&‘%e P

¢
smartphones. ! E&s@dy f/un

S
the ease of% secufit aﬁh a‘z@]eir attitudes toward using security technology on
their SVTA

S
S

|
s{'gn{;?nt relationship between users’ perception of
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2.6 Security Behavior \
Behavioral intention refers to the motivational factors that @e a given

behavior where the stronger the intention to perform the behavior, the more likely the

behavior will be performed (Maria, 2014). \,

Security awareness is critical for organizations to C theT from any threats.
Any organization needs awareness security program Wer behaviors.
Moreover, organizations need to create awarenes@h facto cius reats and

how to prevent such threat to their employees (Kutluca 2011) ere Y}ew research

studies related to security behavior of sm We us%"s an howi&\ behavior can be
&

modified to practice security countermea “Past incidents may_put focus on the vital

behaviors to be targeted in a parh:&)gan&,‘ acgt'mcidents may change the

behavior to be better. 48“—
S

This may include th(t-)ehazo rs th ledydire % a past incident or the recovery
izati n

get bﬁ}'on the right track after committing

behaviors that the or
mistakes. Focusin n the typ S th t be fully covered by technical solutions
leads to focus &?‘Er%‘.&re and education which can highlight vital
behaviors ( itzner, 201 prl purpose of the security awareness is to change
behaV| osmvely Securlty&}{reness professionals should focus not only on the big

picture hat they want to achieve, they also must identify the behaviors they wish to

ch efore they start trying to change them (Winkler and Manke, 2013).
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2.7 Security Training \Y~
Security awareness training is a process for educating users a!onDylicies and

procedures of information security. Regular training is particularly necessary in
organizations, employees and all users’ devices mobile. Security awdreness training IS
also important for students, faculty and staff to understan thewlr%rtance of the security

system and to ensure that each individual understands hi re por@?.

X
Training is defined in NIST as follows:” The training seeks t a‘:h_@lls, which

allow a person to perform a specific functionYﬁb a r{n eekNX focus on an
individual’s attention on an issue or set of E M he%‘dll quira&uring training are

built upon the awareness foundation. M strives rod@ relevant and needed

o _ NS
security skills and competencies. C‘) " >7 c}&

‘% “ &

Training: This is more forh@ d g%il o@‘ﬁding knowledge and skills to

help employees to do thei jog.a wa)[ thatwill @mpromise a state’s IT resources.
'
In training, participantw eclt
A

pt

exercises directed \
’

relationship be warene

e an:d@(ﬁe role and may be asked to engage in
'yin%ﬁﬁe concepts introduced in training. The
d*ra@‘i'r?g is that awareness is the foundational level
upon whichdraining effar | be rc%zr:a??out.

N\ &’
~
5
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2.8 Security Awareness Users q

security awareness mean understand that there is the potentlal f people to
deliberately or accidentally steal, damage, or misuse the data ;Qst is stored within

systems. There are three elements to protecting information:

Confidentiality: Protecting information from unauthori ;cloiure to people or

processes.
Availability: Defending information and resource@nall‘glo s, Unau h‘%ﬁzed users to

ensure accessibility by authorized users. ? \ YE'

Integrity: Assuring the reliability and ac&ax %y ,f inform am@‘resources.

Also can risk mitigation through: S
%’ TP

o
&
*Awareness of confidentlahtya 111t ,Mﬂt@ks that face the business
*Awareness of Vulnerab1| t affe S e

Security aw&ss IS @ o of an information security program. All

organizations relgj eir %J&Dmal line of defense to keep their information
and system% Segu b|ﬂw rené%x is considered an individual responsibility that
needs wlent understandmgd}s?;omply with policies. A good security awareness
prog@hould educate employees and users about information security on mobile

est All users like employees or students should receive information security about

% devices that help them to discover a security threat. The purpose of awareness is
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to focus attention on security, the threats, and vulnerabilities of mobiK&ice and

recognition of the need to protect data, information and systems. 1(’)

Security awareness efforts are designed to change behavio reinforce good

security practices. Awareness is defined in NIST as follows: \)

X

“Awareness is not training. The purpose of awareness ti n! Is simply to focus
attention on security. Awareness presentations arg intended to a indi\\q'duals to

| S
recognize security concerns and respond accordin% A

P 4
It is important to have sufficient knowledge of th of c@er where users

must be fully equipped to understand th@mputers tior® how data are saved
to avoid risk and hacking, because r@se devic\d're I rﬁ\'}y insecure. Many users
22‘v S

seldom take precautions to prote hones or data 43—

losif and Gorazd (2&: O)Yrﬁucte’ a survey @aborate more the users’ security

perceptions regarding mobil phom{ . ‘Faéj,survey was on 780 students in the

University of Ioann@fi ngs keveal t@sers still lack the knowledge to protect

N

their hand phon@e :xthbrs Ije've‘rl'(ﬁ)necessary steps should be taken to protect
am t

O
phones or d{a(/ an

ized @ss.
b4
Fé’!d Claudia (2010)@ealed that the analysis of the security level was very

Yv
lo 0 low security awareness among users. Another reason can be the low
@nce of the authentication based methods. The total number of respondents who

participated in the survey were 548 people, 55 % of them were between 18 t030 years old.
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The results also indicated that the majority of the users are using a mobilegh{E to save
their personal data and there are 13% of them using password or PIN to S@ their hand

phones during operational mode that is when the phone is in standbyﬁode.

The empirical study was conducted on a sample of 7,172 stu , Who are studying

in 17 universities in ten European countries. The purpos & stl‘dy is to assess the

levels of users toward the security and awareness of t obil mmunlcatlon
This study reveals that there are some users who m@on increasg in the _ﬁourlty risks
because they feel that mobile phone communlcavn b re (iogT f, 2011).

G s

2.9 Smartphone Security Awarenes \? ,d\

Mubarak and Ali (2013) r th ?here a Iagé‘e)f awareness on smartphone
security. The majority did no%ﬁt eirs tph&were hacked as it is sometimes
irs

difficult for users to kn tph g. een tampered with or hacked. In

addition, the findin Mte |[ha ost% of the respondents did not know for

whom to report i incident as @answered they did not know exactly where
’

.

to report to if @hyincident y §J

Accerding to a study conqgcted by Lee et al., (2012) credibility, personalization,
A AN
perf N expectancy, social influence, flow, and promotion condition are considered
Q factors that encourage users to use smart phones. These factors are taken into the
onsideration while choosing a handset and credibility here refers to security,

privacy and trust of customers. Ponemon institute conducted a security survey among US
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customers. The findings indicated that the majority of the customers v&%e smart

phones were not worried about the trustworthiness of downloaded G@ apps and
Ketin

hacking. In contrast, they were worried about location tracking and rﬁg eting abuse. The

authentication mechanism used by the majority of smart phones w PIN

Although PIN based authentication is easy to use, ma R;rfveal that it needs a
respected time to use alternate authentication system suéh,as bi m‘é&u@dlﬁoam, 2011).
Mobile threats are increasing at an alarming rate and grabbed aﬁe@ of many
companies working in the area to enhance th ltyT\Fre ts feq% by android

phones are higher compared to Apple’s iO Whreat(qluste 1den‘$ d for the android

phones are exploitation of permlssmnm d to appli tlon@stalled on phones to
A,

compromise Confidentiality, Integri \XI Qrsaf, 2009).
Studies also suggest that us rq%irtphﬁ;% are still not serious about
password protection of théir hzes

and ery W m apply encryption techniques on
the phone stored data he use S|vel sing internet and social net- working
applications so |t i ed t ave C%’(y passwords on their browsers. This leads
to internet frau e |tyt a rE’suEJd in information theft. It is also observed that
many user ot afmﬁ) the ‘M‘Bblle security issues and inappropriate security

practlceAare prevailing amo@fnartphone users (Appollonia, 2011).

X
Ny



