CHAPTER 3

RESEARCH METHODOLOGY Y~
3.1 INTRODUCTION A

The chosen methodology for the system development is System pment Life
Cycle (SDLC) Model that is also known as Classic Life Cycle*Model (or) Linear
Sequential Model (or) Waterfall Method. Visual web dev WO '(Which includes
a local web server) and Visual Basic.Net scripting age which.js based Active
Server Pages (ASP.NET) technology will be used as t f development. Ih}\t%e end
database will be implemented using Microso L Server data mafagement system,

\ N

which is the best choice for distributed dat pli tiOIﬁ.

SIS
3.2 METHODOLOGY A
& N

There are mainly five steps i ed in the met d‘blo&&f the research. First, the

research started with colle prirtiple ata thz@ave been used in the research
(

from previous studies% books‘a d ctroni ooks, related literature, relevant

mionséd quantitative information to support

es of@stionnaires were developed for analysis

journals, magazi@tronic] p

this research s Second, t
#

4
requireme@ system “gv uati%_;Analysis requirements questionnaire was
distrib %;espon ents-i Mder@termine system requirements. Third, researcher
. Y L
de\ e system using a Vxﬁal Web Developer 2010 (which includes a local web
S and Visual Basic.Net scripting language based on Active Server Pages
.NET) technology for the purpose of a prototype development. The back-end
database was implemented using Microsoft SQL server data management system,

which is one of the best choices for distributed data Applications. 3DES algorithm was
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embedded in the system for encryption of patient record to increase security and privacy
of the HMS. Fourth, the system was tested at a hospital in Benghazi, Libya.?ﬂ,
system evaluation questionnaire was distributed to collect data on eﬁecti@ the
system. A descriptive data analysis was conducted on data collected. A

X~

3.3 SYSTEM ENGINEERING AND MODELING V
As software is always of a large system (or business), wo my'establishing the
requirements for all system elements and then allocating so ew‘of these

n the softw, iﬂterﬁg\/.vith
=\
ur{ is L@Zﬁasic and

requirements to software. This system view is essentia

other elements such as hardware, people and

very critical requirement for the existence ofigo

tity. s,eﬁme system is
not in place, a system should be engir@i put in plage. In @‘e cases, to extract
the maximum output, the system W be r@;&%
% e

@pruced up. Once the
\
ideal system is engineered o

he “development studies the software
\r &
requirement for the system‘ ! he oce’ wn @ure 3.1 will go through the
following steps: ' Q‘
X



Gather requirements for the

secured system Requirement Analysis

Design and develop the secured Q
system according to user Design Prototype
requirements

Implementation

Implement and test the secured
system

Prepare documentation of the
secured system

\V =Y
3.3.1 Requirements Analysis o o}&
Data for requirement analysikgathew a@naire to 138 respondents

in Benghazi Hospital, I&Y L} ' 0
QL

3.3.1.1 Function memer{ts

From the ana theysurveys
Managem m (HMS) are §/
%egister New pat

tiem?and maintain medical record.

\A The administrato \a:1 create new staff and edit the staff list.
% e  Book appointments for visit the doctors.
0 e Use medical record to follow-up of each patient by the doctors.
.

Allow the doctor to prescribe medicines



e  Show the medical acts of the patient.

e Thelogin process can identify each user and administrator and graw

privileges. C}
3.3.1.2 Non-functional requirements i

Usability: The system must be easy to deal with.
Understandability: The system should be easy to understa z '

Reliability: The system should preserve the integrity o dat aMgic of the

Y.'
application. { l _\C}
Performance: The system must have a reasona?m d % empﬁiees have

Yw
to use the system at the same time. \, t‘\ é\

Availability: The system should be a Iea all kind rs. é

0
AN
&, >,T N
[} ",
3.3.1.3 Users requirements \

“« Q-
ch K
Administrator: Which wiII?!the \,eb appl atio@th a privilege that allows him
(
to do tasks such: regisr%w p& até @al record, invoices management

QO
and edit staff Iist.&\ '

&
Patient: The Mill eab vlevxbga.dcel and make a new appointment, as well
as view hi@dical ecord. {éj
i be’

AN
' 4 : N : :
Doctor: octor w ableg-ust to view his/her appointments and prescribe
NV
m@orhis/her patient. \c')

@D
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3.3.2 Prototyping

The design must be translated into a machine-readable form. The code generativup
performs this task. If the design is performed in a detailed manner, code g@n can
be accomplished without much complication. Programming tools‘lkompilers,
interpreters, debuggers and others are used to generate the code. DWt high level

programming languages like ASP.net, Java are used for coding, With*espect to the type

of application, the right programming language is chosen. '
€ NY. -

| S
3.3.3 Implementation and documenting SN
o b 3
ms t

Implementation is the part of the process wher%rc e\p,Q h@éde for the

project. Documenting the internal desi@ oftw;r'}e for/the ose of future

maintenance and enhancement is doneN |

out dev
\ Y
the authoring of an API, be it ext oriinternak \&
‘é () =)
“« Q-
N \{o

X S

mj A
Software testing is a%g a w@ tp‘z;@}?the software development process.
This part of the S ensu ltha fects{;&s\r.ecognized as early as possible.
YIS
<l B
&

35 intéhance” f 4\
L 9

Th are definitely undm@fnaintenance. There can be many reasons for this
mﬁ%nce to occur. Maintenance could happen because of some unexpected input
altes

into the system. In addition, the changes in the system could directly affect the

D

ent. @ may also include

3.3.4 Testing

o

w

oftware operations. The software should be developed to accommodate changes that

could happen during.
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3.3.6 Hospital Management System (HMS) Prototype

The Hospital Management System (HMS) homepage prototype is shown in Fig?ﬂ
below. Among the application of the system is that it will grant special privileges for
the Admin user, therefore the Admin will access the web applicationﬁ& privilege

that allows him or her to do task with high privilege such as: regisWent, update

medical record, appointment management and create or edit st%ff li

3.4 HOSPITAL MANAGEMENT SYSTEM FUNC AL WORK
®

Y-v
Applying the security based framework to research tem will def i'sl@prove

overall security of the HMS to maintain confidentiality, integﬂt ava@ﬁty.

=
an& ep patient data
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Technical
Controls

- Encryption of
Patient File
- User Privilege '
- Logging .
S
Monitor Login & Y - T
Log-out for each | g Detect Security | | )
user Events
Ay ~

Figure 3.2: Fuw System ew@’

3.5 MEDICAL RECORD E

In order to secure the m 'hcorj inythe ho@tal management system, an
Sa

encryption method ba% iple D | }ilhn@ proposed to settle the security
:
issues of the data. T herefore th(i ' S algi)?m will be applied before to save the

medical record and then w

using triple @orit ."f?: Q}('J

iy SR
’ N

% 4 T
NV
3.$:tography \c"

raphy is a method of storing and transmitting data in an encrypted form so that

Oy those for whom it is intended can read and process. It is a science of protecting

information by encoding it into an unreadable format (refer Figure 3.3).
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In order to secure the medical record within the hospital management system, an
encryption method based on triple DES algorithm is proposed to settle the V!!y
issues of the data. Therefore the triple DES algorithm will be applied befor@}e the

medical record and then when reading the data a decryption operatio e applied

using triple DES algorithm in the HMS. ?

l |

@) (p | S

G
plaintext DR Bt plaintext r

3.5.1.1 Triple DES \

q
\{o
N
Triple DES (3DES also,called) is a sy::tf i[@ock chaining three successive

applications of the DES al ithmo\nft rr{@pit data block, with 2 or 3 different

DES keys as sho Mur J.4. Triple D EDE (encrypt, decrypt, encrypt). The

@\h 2
way that it warks alaket r ib-bn,geys, and encrypt with K1, decrypt with K2

and encry@KS. T Pge 0 and three-key versions. Think of the two-key
ere é

£

’

versionas merely one w 1:\/ . Note that if K1=K2=K3, then Triple DES is really
C.)
i D&. N

N
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[N
%é’

%
"\d. .

Figure 3.4: DES with three operations DES(Source: Stallings, 501 I
-
b 3§
\ Y/
N

an ( of project at

This use of three ciphers DES was developed by, Wal

IBM DES), there are indeed other N ing DES

necessarily safe. Version Tuchman @j’w encryp\*fov

@

but they are not

@k

a decryption to enter

S
%
‘&

Triple DES is generally useWonly'w renL@s The standard usage mode is
(
oﬁ,

again by encryption.

to use fashion in EDE tlon, ryptlon that is to say, Encryption,

Decryption, Encr Nhlcrl makeés it co bIe with DES when using three times
NS

the same key n cas of a rf'\l/are_gnplementatlon that allows use of the same
compone the ana}rd Triple DES standard. In the form proposed
by Tu DES |s re igrmawywrltten this way:

\,

%\ (D8 (Eglgm))

thher variant is the Triple DES Carl Ellison, but it is not part of the standard set to

3DES:
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C = B (T (EEQES (T (EEIES(M )) ) ) ) T

Where T ~ is a transposition function to increase the spread. This functioE:t‘t?s input

a 8192-byte block, fills the seed of a pseudo-random number generato¥ with the
histogram of bytes and bytes mixture of the block through the % r output. The

histogram is not changed by the permutations and therefore?.gverse IS possible.

TDEA involves using three 64-bit DEA keys (K1, K23K3) in Enc ypb:%ﬁbgﬁypt

(EDE) mode, that is, the plain text is encrypted w 1, the}d crypted WJQJ. 2, and
Y- \

then encrypted again with K3. Sometimes this referred \des-ede ode. A TDEA

key thus consists of three keys (K1, Z,QEMH gk are also referred to as a

key bundle. The key bundle is 3 x 64 = 192%it IM@\T /(\
) _ N

ANSI X9.52 describes three op% the &lecti of keys_in a bundle. Option 1, the

David Wagner has proposed an attack on the diagram of E

AN &
preferred option, employs three tua' i ndent@/s (K1 ne K2 ne K3 ne K1).
dentkey:

Option 2 employs two % indepe S a@a third key that is the same as the
4 2
first key (K1 ne K2 %3 = ion 3is z{}g%)// bundle of three identical keys (K1

= K2 = K3). Op;{&ives
¢
Just split tQQZ' it triple
, if‘;r

right. £ ple iplé-DES %the 192-bit value (in hex format):
A S

0 wﬂSQABCDEFFEDCBA 87654321089ABCDEF01234567

@ split it into the three sub-keys, K1, K2 and K3, each of 64 bits:

0123456789ABCDEF FEDCBA9876543210 89ABCDEF01234567
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|< K1 >|< K2 >|< K3 >|

So the sub-keys are K1=0x0123456789ABCDEF, K2=0xFEDCBA98765 Zli and

K3=0x89ABCDEF01234567. : %

If someone encrypt something, then decrypt it and encrypt it again same key,
that person just done the same as encrypting it once. Thus option 3wwith three identical

keys is simply the original 64-bit DEA algorithm with a ke acqof 56 bits, albeit done

with three times as much effort. So, to carry out "si ES qule DES
function, just set all three DEA keys to be the same.'Note that this op nlls nger
permitted under NIST SP 800-67. é

Y.

For example, if a single-DES key is 0x89 D 01233‘456 hen spéhe Triple-DES

key to be

A
89ABCDEF01234567 89ABCD %56 IiO]éZSG?
‘&
|< K1 >|< x AN

; >
Two-key triple DES IS% wher om n t with K1, then decrypt with K2

and finally encryp NWlth Ifl e eyspa thus 2 X 56 = 112 bits.

3
m_

For example \Kl 0)4)12 8 DEF and K2=0xFEDCBA9876543210

someone t the iple k
ﬁ( en e
be0x0123456789AB FEDCBA98765432100123456789ABCDEF.

\
789ABCDEF FEDCBA9876543210 0123456789ABCDEF

0 G TR P g D g B—




As mentioned above, a triple DES key is a bundle of three DES keys. A DES key is 64

bits long, but only 56 bits of these are used in the encryption process. Yv

A triple DES key is therefore 3 x 64 = 192 bits long, but the keyspace i X 56 =

168 bits.

Note that if "triple DES™ key is not exactly 192-bits long - i.e. ex ;bytes long, or

[ eiES key.

The other 8 bits are meant to be used as error detecting o rity bMPrinciple,
the validity of the key bit string can be checked @ne should oflog@arity),
but this is hardly ever done. Most people a S ft\ﬁ'a kag%‘zrncluding
T
CryptoSys API and CryptoSys PKI, do not m@ c

ignore the state of the parity bits. Be N}ough, bec

represented by the following bit st@)are treahs%e' /&g al, and will produce
':\e"; y N,

identical ciphertext output for t\% pla'n'%exti Ut: Q(?

48 hexadecimal digits - then someone do not have a valid

&)
X
0123456789ABCDEF FED 765’321 ABG&F01234567
|

0022446688AACCI§38 991& 1 g@CCEE00224466

N

N
\ ¢ I (..)('/
3.6 QUES S‘@AlRfs ’ o
N
Two qu@?& Iﬁvﬁ,bz'n COQT cted and distributed for this study as part of the
res&&nethodology. The @ést questionnaire collects data about the general

requirements for electronic medical record system in the health sector before developing

Q ystem. On the other hand, the post-test questionnaire collects data about the system
ft

er testing it in Khaled Bin Alwalid Hospital, Benghazi, Libya. Each questionnaire

has 138 respondents out of 148 total population of staff working in the hospital and all
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data are valid without any missing values. However, the 138 respondents chosen for
this research is the total population of system users in the hospital. The 0?10
respondents is not included in this research because they are not going to u{y\sﬁstem
in the hospital. In chapter 5, all collected data is discussed and analyzedﬂ;wr to come

out with the research results and to conclude if these results Me research

{

objectives.

3.6.1 Questionnaire Validation \d- NS
N

3.6.1.1 Pre-test Questionnaire Validation é ' b
s X"

Table 3.1 shows sources where researcher deriv stiorN{ nstruc'@h’of pre-test

questionnaire. (\, Q\ s
Table 3.1: P, hl@?e alidation
Ace'\ A

S/No Questions Reference

Al | What is your gender? \‘\ N ) S| (Noureldin et al., 2013)

A2 | What is your age? i B ;@ (Noureldin et al., 2013)

A3 | What's your nati nalw Y < (Noureldin et al., 2013)

A4 | What is your c% ee of education? © .’ (Nalkar, 2013)

A5 | What is your curren cu&aﬁdﬁ#ﬁ (4? (Brooks & Grotz, 2010)
2

A6 | Do you Imb@t elecfronic-medical re (Brooks & Grotz, 2010)

- P ™~ 5
A7 | Have yo electrQWMI reg@efore. (Brooks & Grotz, 2010)
B1 | Electroni dicijre;,or is thé mestimportant (Brooks & Grotz, 2010)

phen of madern t no‘fogy inthe present day.
B2 | P ta can be store mo;@fﬁciently through the (Adesina et al., 2011)
ctipic me?c | regord:
B3 nic medical record rrkﬁ:?es the administrative (Cook et al., 2013)
urden for staff in the heeﬂ ector.
ectronic medical recorthSecurity is more than the (Cook et al., 2013)

traditional paper record.
I recommend using the electronic medical record system (Cook et al., 2013)
in the hospital.

6 | All staff in the hospital needs to give their full (Cook et al., 2013)
commitment to the implementation of electronic
medical record to ensure its success.
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S/No

Questions

Reference

B7

Please choose which information about a patient that
is/are useful to be included in electronic medical record
that can help to smooth your work in the hospital.

(Cook et al., 2

3.6.1.2 Post-test Questionnaire Validation

Table 3.2 shows sources where researcher derived questions

test questionnaire. g z '
Table 3.2: Post-test Questionna e Val atlin

_\%
Y'

tructlon of post-

3. ¥

security of records (e.g. using user name, password, etc.).

S/No Questions Reference
Al | What is your gender? (Noureldin et al., 2013)
A2 | What is your age? o . (Noureldin etal., 2013)
A3 | What is your current degree of edu N < (Noureldin et al., 2013)
A4 | What is your current occupatio (N‘our_eldin etal., 2013))
A5 | Are you a user of electronic me rec ds S (Noureldin et al., 2013)
prototype? =\
Bl | It was easy to learn to use thi N f-‘y V ' 4 (Brooks & Grotz, 2010)
B2 | The system is easy to be “ 9 IQ:J (Brooks & Grotz, 2010)
b 7
B3 | The information in thé fecordls can be ed, e%‘é]d’, (Brooks & Grotz, 2010)
stored and manage r effeFt el usi is
system. § 3
B4 | Iwasableto co tasks il a sh tan'ncm@bf time | (Brooks & Grotz, 2010)
by usmg this system .‘ ' 2 &
B5 |1 could ¢ te my tlal ‘ffectwel@/ using this (Musabi, 2010)
system.
B6 Ibellev cou eco itlve l(/}emg this system. (Musabi, 2010)
B7 | Thesyste has a’;ser-{rl dTyd SI n. (Musabi, 2010)
B8 Eack istake g the system, | could | (Brooks & Grotz, 2010)
informati a‘eily uickly.
system has all [r's_)@ions and capabilities as | (Brooks & Grotz, 2010)
pected. N
Overall, | am satisfied with this system. (Brooks & Grotz, 2010)
I believe that authentication is necessary to ensure the

(Inglesant & Sasse,
2010)

I believe that unique passwords and user names that
consist of letters, numbers and symbols help prevent
unauthorized access to the system.

(Jenkins et al., 1977)
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S/No Questions Reference

C3 | | believe that same username and password cannot be (Inglesant & S
used for various accounts.

C4 | | Dbelieve that it is compulsory to clear all browsing S
history before logging off computer.

C5 | I believe that it is necessary to logged off computer after
finish using it.

C6 | I believe that high speed internet will reduce the service
delay (availability) and ensure safe delivery of records.

C7 | | believe that anti-virus or anti-malware programs and Cucoranu, 2013)
firewall must be installed in all computers and updated
regularly.

C8 | I believe that by conducting system backup can ke urav, & Deshmukh,
records readily available and always safe in the event '2014
incidents such as fire, cyber-attack, natural dis '
others.

C9 || believe that the use of encryption technol can (Per aizq__zgﬁ
protect records from being read by unauthori edple, _\
regardless records that are locally installed ortaccessed
over the Internet. . r \J‘T

C10 | My hospital should implement effect sec '\\ uray, &?éshmukh,
measures against various security threats to”electronic %B 4)
medical records. :QY

‘% 9 q
This chapter provided descri t}ho
develop the HMS prot%k

model, Visual web

—9

3.7 CONCLUSION

eloper i

Basic software and a
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&

lals usa@nd methodology selected to
development life cycle (SDLC)

i éﬁdes the local web server) and Visual



