CHAPTER V

DISCUSSION AND CONCLUSION %\
5.0 INTRODUCTION Vz

In this chapter, discussion, explanation and analyzi sult} that have been

obtained by the process of development of social engineeri QMM ;%nich

r‘? N
contained compilation, collection of related n social i eﬂﬁ@ and
Fe X

implementation with comparison of previous st i thw d

:
A

—X

O
5.1 DISCUSSION (—) . >?‘ Y Q&;\K
% &
\ ﬁ{j@s on reuse consideration, if

First of all, develo f ar!/
{ LY
there was no ontology% ed as ? tart gsp int*the researcher needs to construct

a new one. In thi N it v’as\n intoéﬁ’sideration that there were previous

studies which &d th f ial i ing t , but
&%ss ‘e Pmag) social engineering taxonomy, but no
: P 4
trugtion was d

ontology . T\@jefore, the process of development passed
throug e main sé ;bcia@ineering ontology development can be listed as
foK \"‘}’
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5.1.1 EXTRACT RELEVANT TERMS

T

It was necessary to overcome hurdles throughout the process of C(@] and

extracting related terms on social engineering. What has been extra s derived
from many publications. Previous studies focused on influences of sQal engineering

different areas depending on a lot of literature review (

rather than focusing on its techniques. Therefore, the terms have been compiled from
s;d |r] Section 2.3.2).

During the searching process, the researcher tried to r thepspeeified scope and
]
used a variety of related keywords by using various s engines. ' _\0}

? 4
Y' \ \/\Z~
The collected terms are extracted b% publi S on ;@'engineering
to build a taxonomy block for the wa ontology:

developed taxonomy is also involved._ia. this stu \'m&a

et.al, 2011) (discussed in chapt% é “« Q-
N ,}} g

5.1.2 COLLECTE 'I%FY{{I!VJ“:&Q
IR

O
This @cu soni ryljficéﬂ‘on of category the attack belongs, because
O
there ar% chn}q Si
er

rth %re, the previous
O

ntifie other researchers, which have been classified
4
inag form of social %;n@éering attacks. Mainly, this study adopted two
; . N
C Nes of social engineering attacks, such as 1- Human-based attacks and 2-
hnical-based attacks. Both categories contain many techniques of attack.
imilarities in techniques also adopted with clarifying difference aspects between

them.
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5.1.2.1 HUMAN-BASED ATTACKS

Social engineering related terms that have been added to this cate@pend

on the techniques that need interaction with humans. Mostly, tecﬁs of this
category are using face-to-face impersonation or over the phone to Elease sensitive
information. These techniques are categorized under human-@acks (discussed

in chapter 1).

Jl S
5.1.2.2 TECHNICAL-BASED ATTACKS -
e v/

Social engineering related terms tEw been?dd
on the techniques that use computer s and targ
Mostly, techniques of this catego sin \a

(]
information. These technique& ategorized un r“l'eA al-based attacks and also
discussed in (chapter 1). ‘%,\

N
Loy

5.1.3 ONTOLOG ELOP =

A
N e B Y
’ (J")

\
%; implg tjon QZ" ntology on social engineering, Protégé open

soft is used for constructiq&}écording to its advantages such as;

N

Facilities of editor, for example, construction of classes, properties and

Q restrictions creation, in addition to facilities of ontology reuse.

o thi egory, depend
&

sers @omputer systems.

=

S

A .
@\to retrieve the desired
)
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2. In case of adoption for another ontology design platform, Protégé can provide
the same interface for constructed ontology and the adopted one. T
3. Give opportunity to export to different format such as OWL and R(F'}

4. Support different ways of graph view, and good display for zﬂé.gand their

relationships. ? '

5. Graphs provided by Protégé are suitable for purposes Qi sre ation.

Through the process of transformation knowlédge m eWnowledge

g
representation language, the developed ontolog@ for the s Iler@ering
consists of three sub classes which describe th?w ra&h@s ocial\e‘ﬁineering

T
developing process. Such as: \, 0\ é

1. Types class: contains twi rs sub-\sSe?( g@n-based attacks and

S
Technical-based attack q
a) Human-bas %

&
S: 1 ins-all in@s of targeting and represent

direct i ion with victimd. | <O
r&j 4 b 4 &
M cont

b) Tec ﬁ%basejb :’éyall instances of targeting computer
te nd thel . &
"éi'!'“ ; O

2. Thre hss: reate tJ involve instances of potential threats and
o

%&ilitieﬂ t }sed by&cial engineering attacks.

Auntermeasures cla{.}{nvolve instances that represent methods and

)

w

chniques to avoid social engineering attacks.

0 The relationships can be either used to describe relation between instances of

two classes or instances of classes and resource description framework schema (RDF).
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In social engineering ontology, the relationships are divided into six types of relations

as follows: %\Y.

1. Affect_Individual: represents the relationship between Threa nces that

affect individuals and Types class. Q

2. Affect_Organization: represents the relationship bet)*een reats instances

that affect organization facilities and Types class.

3. Countermeasures_to_People_Attacks: represen he rela between
L 4
| \J
instances of Human-Based_Attacks and Coun asures cla ] _{—)
4. Countermeasures_to_Tech_ Attacks: r S { onshj,& between
instances of Technical-Based_Atta nd, Countermeasures S.

5. Has_Direct_Interaction: represents the relati p b@‘een instances of

Human-Based_Attacks clas ther ins\ss‘n '}class.

\

6. Has_lndirect_lnteractio%esenﬂ: the eiati%v ip between instances of

Technical-Based A hass ' insta in Types class.

BN
F 5 b o &
Of course t eed of' \rsl ions §.10 associate one individual with one

<

another amonggontolagy ¢ 'or eta-/%;ﬁle, Countermeasures_to_Tech_Attacks
¢

relationship %ted twee thJ ine_ity"r?iuals Security_culture of Countermeasures

class an ishing offT I-Based_ Attacks class.

X
>4
G

KN
N
S
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5.1.4 THREATS AND VULNERABILITIES

T

As long as social engineering attacks are still prevalent everywher(y\s\reats
will continue to affect individuals and organizations. Social engi will start
creating a list which contains potential targets considering some factorg’such as;

g

a) Where he can get appropriate access into the tar z l

b) Volume of resistance, determine aware of im i oWdetermine
L 4

| &
cial eﬁg' SUPPOKts search
i \ g

g Oﬂ S0 netw@ng sites.

\ é
Most previous studies show@bthe u%%m ;{s\mord across multiple
s%k % )

which suitable technique to be used, and

c) availability of information, that's

method in information gatherin

services make users' password 0 be diselosedx.On the other hand, and as

\ &
would be expected, employges and T c rs Whéhad awareness and training

courses are less to sha rds. p ;“' §
N NQai(e
A threa&&cial

motivation i &a)ial ins, tKis ég@n, many of studies refer to the rise in theft
of cred@% and” co ntial@a of customers. These attacks are costly,
partmy in organizations @‘Eey target their systems and sensitive information,
s%xata, database and harvest passwords, trade secrets, workstations and lead to
hewsal

botage of networks and the breakage of physical security control. Social

Qﬂgineering techniques target new employees and make them the most susceptible to
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its impacts due to lack of sufficient awareness and training. Therefore, experts stress

the need for proactive training in order to avoid attacks that target new employ?

5.1.5 COUNTERMEASURES AND PREVENTION TV

Because social engineering techniques are i rapg:ro ess, it I dffficgit to
¥
absolutely prevent this art of hacking by teﬂ%netgmj @ask of
prevention starts from getting users and organqtion )Ie;ke to k

danger of these attacks and implement e%\b’sec ;a ures,k ough a review
of previous studies, countermeasures (m:ateg@ re&@gories as follows:

S

a) Physical security: Assets\ din

monitored, such as phyiicaw and}xit il sSoé\l'organization facilities, taking

—+

into account the importance serur\m rfrigvo workstations and resources. This

category needs pr@yvisions of el]uip nt su h% video surveillance, biometric access

N
devices, auto Mke gate?n'g kigg\;gxéheets for strangers.
) O

N

b) Perso ecurity: |§' ne{/é?'easy to fully protect individuals against social

enw attacks, but it ish(l;?impossible. However, there are several procedures

%ﬂ be adopted to avoid attacks. The most important factor is awareness. Raising

oareness between systems' users and all organization's employees in addition to

regular training courses is crucial. A person should not give any random contact
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confidential information over the phone or online except after verifying their identity.

All employees must know that, username and password should not be reque?!y

technicians. It is necessary to protect user passwords and make it difficult @}s and

use different usernames and password for each service. FurthermOre;susers must

remove their information from any public database such as People FRFS’S,iteS.
Y

c) Digital security: Multiple security measures must m d by systems

administrators in order to make any social engineering attack as diw possible.
]

Yn

ing to org 'atlog\ urity
Y, emaikfi ing@ti factor

m, m\alle D te@o 0gy, access

control, and raising the system level ecupty shoul nde@‘én, in addition to

keeping all scanners updated. (ﬁ . \h? §
% “ &

5.2 CONTRIBUTIO
) b 4
N O

This theMport%@ceSS@nowledge sharing by focusing on

development @Iog oh s a;!engﬁﬂ}ering. Development of social engineering

O
ontology, (&bﬁtes"ibym dgesharing for academic purposes equally among
b4
SQ 1 This

s 'on social engineertn)q, is achieved by collecting related terms on
N

At the least, implementing security baselines ac

requirements such as password policy, firew

authentication, an efficient encryption nﬂ@

L)
7

researés

S Nngineering from publications and developing social engineering taxonomy.
Q crete contributions of this research can be summarized as follows:
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a) Extract social engineering terms from compiled related publications from 2001
through 2014 in addition to describing motivations that make social engineers a .
b) Develop a collection of social engineering related terms (Taxorm&and give

some ideas on how to identify social engineering types and how t&ategorize each

and every technique according to the types. ; V
c) The thesis describes methodology that shoul followedk_ i Fontologies

o 9
construction. Furthermore, it presents impleme@teps far social 'er@ering
ontology by using Protégé 4.2 editor. Y. \f \Y

&

d) Construct ontology for social engiwath surro ho@‘create its classes

and properties and the reIationshing%ng the&.\l*he i ajs'Q\the possibility to use
\

this ontology as a starting poin% merging one@her.
N i"
i N
e) Social engineerinM&y fo::‘ HJ}#e(@pects such as, types and this
represented in hu Qx@sed ait \&n tec@based attacks, potential threats of
social engineering andeoun es. &
¢ Dl &5

e ¢
ol #
5.3 “&I’ATIONS \c.}’

QE Research objectives provided in this research have been achieved by compiled
e

lated publications, developed taxonomy and developed ontology. But none of these

u

w

have worked at levels that are desirable, according to unavoidable limitations, such as
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the study time being very limited because there was not enough space between the

needed time to sit for the subjects and doing the thesis as much as possible at tw

time. Second, it was planned for the process of compilation of a related p non
social engineering to cover more than the current related publicatio& this also

faced the same constraint mentioned above. Third, design and impleméntation phases

needed more time in order to give a level of confidence and iem at each step in

all of the stages.

é\ J | S
A
5.4 SUGGESTION FOR FUTURE RESEA ? 4 T
Y,
2 NN

What has been presented in this,_research is a ala@ﬁ'herefore, future

research could be built upon; f@,)by adgl\nh_gge g@termeasures that are

N
commensurate with the evoln%socigl engineerin acks. Second, a future

ontology should be able to.i h{v moL a nshi@ween classes and instances.
Third, developed taxo tentef‘ thi t“hési@ould make it possible to classify

&
a large range of s M\engirj:}ﬁ. cks.é&w‘th, as most of the previous studies

have suggestedathe mest e i 'efenﬁf prevent or mitigate social engineering

ing; e

d(-)/r more enhancements, a search for a new

#
attacks are &?raess nd _tr
he

o
approachis,n d. Furth re, is&netter to add “"attacks scenarios” to increase the

awag&level about social e@éers, behaviors and their techniques in order to give

@ete scope of these attacks. Fifth, OWL properties also can be enriched by
6 properties characteristics.
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In the future research the main domain presented in this ontology "Social
engineering" can be extended to involve scenarios of the two types’ tecw

(human-based and technical-based), so this requires deep analysis fron@erent

perspective which may enhance knowledge and make ontology more .
Y.

| o2
In the modern day, social engineering en widely u i so\s.iety for
s X

building relationships and interacting with otmr Ibng\ 1od o@ﬁe. In this

study, the researchers reviewed and anal)eWsocial ring, attacks in specific

view. Some researchers of social engim att@

on the human-based social engin Gﬁ)ta%kn%v
% g

q
i attacks vu eratﬁ{g in what is deemed to be

attacks. Basically, Social Eng&
common sense. In order towm kn DGlidj @sed on the analysis, we need
(

to associate terms withthe ncem\,a aﬂb@Jn the ontology. As a result of this

study, social engi (hgattaclls have been %o%gorized under two categories, human-

5.5 CONCLUSION

Iassi@ the attacks based

QD

i Vs,
hnic ’%sed social engineering
i

N
based attacks Nhni |-bas att[icl@_gaoth of the two categories are contained 57
s

attack te : Thmyt dg&wus threat presented is stealing sensitive
infor &’nd pa';s rdse' Wh?e the essential countermeasure is users’ and
>4

emplo > awareness. The d@vcaoped ontology in this study can be reused for future

@s a starting point to build a larger ontology, or it can be merged with another

Q.Q.

-110-





