CHAPTER 7

CRYPTANALYSIS OF LAO-3D LIGHTWEIGHT BLOCK CI@
7.1 Introduction

This chapter highlights the cryptanalysis conducted for t@on of LAO-3D

lightweight block cipher. In order to examine the securi Wteristics of LAO-3D

algorithm, three avalanche effects experiments were d utn\clu&ng correlation

coefficient, bit error, and key sensitivity tests. &lon r ei @)a?)kls was

executed to evaluate the randomness characteristics e Ci 0 verlflcatlon

of the security strength against cryptanalyﬂ% , diffe t | cr;@aga. ysis and linear

cryptanalysis were executed on LAO- 3\g@valuat| ho ies implemented in
this research are significant to differentiate the ﬂq bl iphers.
N
0 =
-

']
&/
7.2 Avalanche Effect Test \ LAj \A
Avalanche effect %;

&
lightweight block cip Nne nor‘fll\tfansf%&dtlon can offer confusion property to the

algorithm (Dobr ) 'his (e}urlty feature is dependent on each output
produced fro %he input. T‘;(J\(correlatlon coefficient, bit error rate, and key
sensitivity, ere ¢ n&} d to @serve the avalanche effect of LAO-3D lightweight
block Q@smg the source cohg._f)rowded in APPENDIX 1. All of the 64 bits plaintexts
r%\ts keys were generated using a pseudo-random bit generator and converted to
iphertext through the encryption process. Avalanche effect, E (Astuti et al., 2019) is

defined in equation (6).
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_lys ,
E = -Xisilci — il

where s is the length of plaintext/ciphertext while ci and pi are the i bit of eftext and

plaintext. ‘;!:i::)
&

Correlation coefficient test aims to analyse the -lingar eissomatlon between

7.2.1  Correlation Coefficient Test

plaintext and ciphertext (Sallam et al., 2017). Th relati n\%vient, Tye Can
distinguish the confusion effect of a lightweight block er. The co ic]en_&@es values

from +1 to -1 where the accepted ranges of the r re u\d ble &Kamo etal.,
&
Table 7.1: Correlatio (mleq Q Its __Lchatlon

2017).

Condition Result
Tpe =0 ofi- Iir)é%rélationship
0<1pc<030r-03<m, smveﬁn)gatlve linear relationship

0.7< rpc <1lor <-0.7 S}n‘g p'oWe/negatlve linear relationship
=1o0r rpc erfe’ctpsgeitive/negative linear relationship

7 5

\
The correla%Neffrent I |vén mgequation (7).

03<1y:<0.70r —E: 7 —O 3 Mod%t% poe@negatlve linear relationship

—1(pl E)(c;i—E) (7)
’ ; (pl B[Sy (cimE)?
\,
where avalanche effect, 'pfﬁ% the i"" plaintext bit, and ci is the i"" ciphertext bit.

Ny
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The analysis was carried out in which the correlation values between the plaintext
and ciphertext were recorded. Scatter charts of the correlation coeﬁici&%ﬁs are
presented in Figure 7.1 where five random keys and 1,000 random plain g@nples were
tested on LAO-3D block cipher. The values in the scatter charts werg plotted according to

the computed correlation coefficient based on the key and plaintw S.
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The correlation coefficient results are summarized in Table 7.2. Results produced by

all of the five keys indicate that the majority of the correlation coefficients, r.{EAOGD

are located in the 0 < 1, < 0.3 and —0.3 < 1, < 0 ranges which indiﬁt&a ’veak linear
relationship between the input and output. Overall, LAO-3D record 0% correlation
value between 0 to 0.3 (and -0.3 to 0), and 1.80% between 0.3 to d-0.7 to -0.3).

Table 7.2: Correlation Coefficient R%‘O-E’D

\ 4
Tpe=-1 |0<Tpe<03| 03<Tp <07 | 0.7<Tpc<1 | &
Input 7", =0, and and and and c‘}
Tpe=1 |03STpe<0|-0.7 <Tp <—03|-1<Tp <07}
Key 1 0 979 21v 4 o I
Key 2 0 977 v N0 Y
Key 3 0 990 10 0, NS OWNY
Key 4 0 982 18 D‘E
Key 5 0 1

98\

N A

7.2.2  Bit Error Rate Test é’ n>7T c“)<\
e

7]

Bit error rate measures tm cipheﬁ%ﬁt caused by a change in its

E-'PD

\
hert tlb@amged upon modification of one

associated plaintext. The%x of ci
:

4
| \opL umgyyror rate result should be 0.5 or 50.00%

modification of theygotal*plain i hué&f., 2015). Bit error rate, BER (Salam et al.,
¢
ence

2019) defines t %@ bit diff ?’di(i_ojlcgd by the cumulative ciphertext bit as shown in
S
equation ( V)—' 'é\
b9

AN
S
N

plaintext bit is called biQQr rate

BER@mber of ciphertext bit difference (8)

Total number of ciphertext bit
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The bit error rate test aims to measure the plaintext and ciphertext relationship.

Scatter charts of the bit error rate results are depicted in Figure 7.2 where a r%ﬂ key and

five random plaintext samples were tested on LAO-3D block cipher. Th ots in each

scatter chart display the bit error values that represent the changes of ciphertext upon

plaintext modifications. \,
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Figure 7.2: Scatter Charts of Bit Error Rate Results
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The comparison of bit error rate test results shown in Table 7.3 indicates that LAO-
3D lightweight block cipher obtained an average of BER that is close to O@sults
generated by all five plaintexts indicate that LAO-3D algorithm achieved gﬂ@% biterror
rate which is the optimum test result. Results obtained from this ex % verified that

the ciphertext is entirely modified with a single alteration in thesplaintext bit of LAO-3D

lightweight block cipher. Y'
Table 7.3: Bit Error Rate Results TD.\d
@

| N \Y
Input |Average Different Bits| Average Bit Error Rate _{q
Plaintext 1 31.703125 0.495361
Plaintext 2 32203125 0.503 \/‘T
Plaintext 3 32.046875 2 T
Plaintext 4 32. 046875 0.5 Ny
Plaintext 5 32.15625 _ 050 N
7 o
AN
7.2.3  Key Sensitivity Test " T c.;\&

Key sensitivity test obser uphe%}ecte the modification of a secret
key (Jallouli et al., 2016). A sli Odlf# tio ' -I%y would cause significant changes
to a ciphertext. In the key t|vn,§< nﬁb kamodification was made by replacing a
single bit of the ke @ @n la tposmon

g
Results of Q%y j sitivi 6&&'} lated using the bit error rate equation. The
results for a%?{ @e within the range of 0.5 or 50.00% modification
of the ci its. Scatter charEs:)c}P key sensitivity test results are displayed in Figure

EN ve random keys and a random plaintext sample were tested on the LAO-3D
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The compa ity tegnesults shown in Table 7.4 indicates that LAO-
3D recorde /o bji rro ra e. Qfe results indicate that LAO-3D has a non-linear

relatlonmt een the key and @lﬁhertext which also represents a high sensitivity of the

key t iphertext. The 50.00% key sensitivity result denotes that the entire key bits have

t on every ciphertext bit of LAO-3D lightweight block cipher.
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Table 7.4: Key Sensitivity Results of LAO-3D

Input |Average Different Bits| Average Bit Error Rate ?
Key 1 32.000122 0500002 c\

Key 2 32.028317 0.500442
Key 3 32.007694 0.500120
Key 4 31.948364 0.499193

Key 5 32.013795 0.500216 T
7.3 Randomness Tests ?

The randomness tests were performed by adopti atlstic%om the NIST

@
Special Publication 800-22 that provides its test @Kation ich iall@w‘e NIST
A

Statistical Test Suite (Rukhin et al., 2010). The open-seurce randomness tests application
i' Y
ticsyof ci

cgi progsxi- from LAO-3D
lightweight block cipher. (') dﬁ

Eight tests including Binary M%Rank \a&e) E@wency (1 p-value), Runs
N
(1 p-value), Spectral DFT (1 p-va%hgespRun Onzg-l‘) p-value), Cumulative Sums

(2 p-values), Random Excursi?}/al ,an RanﬁExcursion Variant (18 p-values)
i

are categorized as non-p% ized tests rlj\c;h ’Ub'not require parameter value to be
NG

included in the test s'&\ i S
The remair@ven teg? :ﬁin&)dﬁhﬁgar Complexity (1 p-value), Approximate
Entropy (1 p@ Iocé? nz\ p-value), Overlapping Templates (1 p-value),
Maurer’s WI (1 ;{v ue)','Serig'r(Z p-values), and Non-Overlapping (148 p-values)
Y

focuses on various non-randomness characteris

)
are cl s the parameterizga)tests that need parameter values to be inserted in the

g%stical Test Suite.
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A significance level must be defined to evaluate the randomness of the ciphertext

(Imdad et al., 2022). The significance level, a should be at the minimum o&& (0.001)

but not exceed 1% (0.01). Meanwhile, the number of samples is at Ieastj!(@erse of the
e

significance level (1 + 0.01 = 100 samples). The ciphertext is conside: d random if the p-
value > a. Contrarily, the ciphertext is treated as non-random if tw ue < a.

For this experiment, the proportion of the test sample deWes the randomness of

a cryptographic algorithm as defined in equation (9) ( inet al., {d
@

41-@-3@ _SY’ )

where « is the significance level which equa%%m 01) w g epresenting the
sample size of 1,000 ciphertexts. If the n@ rejec Is t%&nd the proportion pe,

then the sample is non-random. C \T
N
er, fine cataé@'ﬁes were applied to produce

For LAO-3D lightweight b

&
the input data using the sour. r, AF@DIX F. Table 7.5 detailed the
format of data categories@;d on‘64- ina t and 128-bit key implemented by

LAO-3D. Each data ry ger|er diffe set of 1,000 ciphertext samples where

'O

the block number ain d fro 3‘ S&F@QIS determined by the size of the key and

)

block (Baker % 022). ri e@g)ocks appended the ciphertext to construct large
bit seque E&Q}t e rafdapiess tes?g\

& &’
N
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Table 7.5: Data Categories Input

i
Data Category Key Plaintext  [Derived Blocks|Derived Bits
Strict Key Avalanche 123 random g
(SKA) 128 bit keys All zero 15,744 &H 616
Strict Plaintext Avalanche 245 random
(SPA) All zero 64-bit plaintext 15,680 ,003,520
Plaintext/Ciphertext Correlation | One random |15,625 random 1.000.000
(PCC) 128-bit key |64-bit plaintext R
Ciphertext Block Chaining Mode | One random
(CBCM) 128-bit key All zero 1,000,000
Random Plaintext/ Random Key | One random
(RPRK) 128-bit key 1,000,000
Low-Density Key 3,241 specific 98 448
(LDK) 128-bit keys ©
High-Density Key 3,241 specific
(HDK) 128-bit keys _é? 448
Low-Density Plaintext 2,081 specific i
)
(LDP) 128-bit keys Y 133,184
High-Density Plaintext 2,081 specifi
(HDP) 128-bit k 133,184

.y

engr%s based on the input data as

Every data category generate?la Ieﬁib%te}(

described in Table 7.5. For LAM, five egor,@(‘fncludmg CBC, RPRK, SKA,

SPA, and PCC can be ev ate&sing all15s tiﬁic\&?sts since they can produce at least

:
1,000,000 bits of data ‘ne";ﬂ quil@bits requirements for NIST statistical

tests as stated earll

examined for L[‘Qa

length of d% e 7.6"and le 7é}hsplay the randomness tests results for a = 0.1%.

M@able 7.
S

Ch%a-/%v 2. On the other hand, only 11 tests can be

K I et'teEJ ts for LDP and HDP are due to insufficient

8 and Table{@‘bresent the randomness tests results for a = 1%.
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Table 7.6: Randomness Results for o = 0.1% (CBC, PCC, RPRK, SKA, and SPA)

Data Category
No. Statistical Test CBC | PCC_| RPRK | SKA | SPA
No. of Passed Samples
Range of Acceptance Rejection: [0, 4]
1 Runs 997/1000 | 999/1000 | 999/1000 | 1000/10Q@0 | 999/1000
2 Freguency 1000/1000 | 999/1000 | 998/1000 | +997/1000 | 1000/1000
3 Spectral DFT 999/1000 | 1000/1000 | 996/1000 | 1000/1000 | 1000/1000
4 Block Freguency 998/1000 | 999/1000 | 1000/100@,] 999/1000 | 1000/1000
5 Binary Matrix Rank 999/1000 | 997/1000 | 1000/1000 [*2Q00/1000 | 999/1000
6 Approximate Entropy 1000/1000 | 1000/1000 | 998/10007=997/1000 | 999/1000
7 Longest Runs of Ones 998/1000 | 999/1000 | 100041000, | 1000/1000 | 997/1000
8 Serial 999/1000 | 1000/1000 | 1000/1000 | 1000/1000 | 1000/1000
9 Cumulative Sums 1000/1000 | 999/10004%.999/1000,| “997/1000 | 1000/1000
10 | Non-Overlapping Templates 999/1000 | 999/1000 | 99941000/ 9994000, .999/1000
11 | Maurer’s Universal 999/1000 | 998/1000w,. 998/1000Q/ | 999/1000 }~1000/1000
12 | Linear Complexity 998/1000 | 998/10001 "999/1000 | 1800/10004[ 2999/1000
13 | Overlapping Templates 999/1000 | 999/1000,] 999/1000 | 1000/1000.]  999/1000
No. of Passed Samples
Range of Acceptance Rejection: [0, 3]

14 | Random Excursion 583/584 616/617 o 595/595 | ,_620/622 632/633
15 | Random Excursion Variant 583/584 616/617 594/595 | , 621/622 633/633

Table 7.7: Randomness Results fer a = 0.1%. (DK, HDK, LDP, and HDP)

| Data C|ategory |
. LDK HDK LDP HDP
No. Statistical Test No. of Passed Samples
(Range of Acceptance Rejection: [0, 4])
1 Runs 999/100Q0 99841000 | 1000/1000 | 1000/1000
2 Frequency 2000/1000* | » 997/1000 999/1000 998/1000
3 Spectral DFT 998/1000 (| 999/1000 997/1000 998/1000
4 Block Frequency 1000/100041000/1000 | 998/1000 | 1000/1000
5 Binary Matrix Rank 999/1000 998/1000 | 1000/1000 | 1000/1000
6 Approximate Entropy 999/1000 999/1000 999/1000 | 1000/1000
7 Longest Runs of Ones 1000/4000 | 999/1000 999/1000 999/1000
8 Serial 999/1000 999/1000 999/1000 999/1000
9 Cumulative Sums 1600/1000 | 997/1000 999/1000 997/1000
10 | Non-Overlapping Templates 999/1000 999/1000 999/1000 999/1000
11 | Maurer’s Universal 1000/1000 | 999/1000 * *
12 | Linear Complexity * * * *
13 | Overlapping Templates * * * *
No. of Passed Samples
(Range of Acceptance Rejection: Not Available)
14 | Random Excursion * * * *
15 | Random Excursion Variant * * * *

* = no test executed due to insufficient data length
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Table 7.8: Randomness Results for a = 1% (CBC, PCC, RPRK, SKA, and SPA)

Data Category
No. Statistical Test CBC | PCC_| RPRK | SKA | SPA
No. of Passed Samples
(Range of Acceptance Rejection: [0, 20])
1 Runs 992/1000 | 987/1000 | 990/1000 | 990/100@, 988/1000
2 Freguency 989/1000 | 992/1000 | 993/1000 | 984/1000 | 989/1000
3 Spectral DFT 991/1000 | 996/1000 | 988/1000 | 990/1000 | 985/1000
4 Block Frequency 986/1000 | 986/1000 | 993/1000 994/2000 | 996/1000
5 Binary Matrix Rank 987/1000 | 985/1000 | 992/1000 |995/1000 | 989/1000
6 Approximate Entropy 994/1000 | 995/1000 | 989/10007"988/1000 | 988/1000
7 Longest Runs of Ones 989/1000 | 991/1000 | 99441000,/ 997/1000 | 985/1000
8 Serial 992/1000 | 992/1000 | 990/1000 | 991/1000 | 990/1000
9 Cumulative Sums 991/1000 | 992/1000/°889/1000,] 989/100@"| 991/1000
10 | Non-Overlapping Templates 990/1000 | 990/1000 | 99041000 990/1600 }, 990/1000
11 | Maurer’s Universal 992/1000 | 989/1000%) 988/10001| 983/10Q0 | ,986/1000
12 | Linear Complexity 986/1000 | 986/1000\ | 992/1000' | 989/1000 |\ 991/1000
13 | Overlapping Templates 983/1000 | 987/100Q_| 992/1000 | 995/1000-,..987/1000
No. of Passed Samples
(Range of Acceptance Rejection: [0, 14])

14 | Random Excursion 577/584M), 609/617 ¢ 590/895 | 6181622 | 627/633
15 | Random Excursion Variant 578/584 | 641/617 | | 590/595 | , 616/622 | 627/633
Table 7.9: Randomness Results for a =49 (ltbK, HBK, LDP, and HDP)

J Data C|ategory |
. LDK HDK LDP HDP
No. Statistical Test No. of Passed Samples
(Range of Acceptance Rejection: [0, 20])
1 | Runs 990/1000¢ |, 986/1000 | 992/1000 | 992/1000
2 Frequency 98i//1000 ¢ “988/1000 992/1000 991/1000
3 Spectral DFT 988/1000“-1984/1000 986/1000 984/1000
4 Block Frequency 994/10Q0 | 991/1000 986/1000 990/1000
5 Binary Matrix Rank 990/1000 989/1000 993/1000 990/1000
6 Approximate Entropy 1987/2000 992/1000 987/1000 989/1000
7 Longest Runs of Ones 995/1000 989/1000 987/1000 989/1000
8 Serial 992/1000 989/1000 986/1000 991/1000
9 Cumulative Sums 985/1000 987/1000 993/1000 986/1000
10 | Non-Overlapping Templates 990/1000 990/1000 990/1000 989/1000
11 | Maurer’s Universal 989/1000 992/1000 * *
12 | Linear Complexity * * * *
13 | Overlapping Templates * * * *
No. of Passed Samples
(Range of Acceptance Rejection: Not Available)
14 | Random Excursion * * * *
15 | Random Excursion Variant * * * *

* =no test executed due to insufficient data length
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Findings from the randomness analysis show that LAO-3D lightweight block cipher
passed all of the data categories and statistical tests. Comparison of randomne.\a results

of LAO-3D using two different significance levels is summarized in Ta (@

Table 7.10: Comparison of Randomness ersulty~

o
Significance Level | Results | Data Category | Statistical Test

Pass 9
0.1% - Q
° Fail

0
Pass 9

0,
1% Fail 0

L
Yq
S
In addition, the p-values produced by the bIo ipher fr f‘g the IST@listical Test

Y/
Suite are uniformly distributed since the values a Iarge .00010f @ = 0.1% and o

= 1% as shown in Table 7.11 andTab % he

randomness and uniformity test result erified t n fsi&laracteristics of LAO-3D

"‘T“

cipher output. L Qc}
&/
\ A
Table 7.11: UWesul (C ) PC(@PRK, SKA, and SPA)
LNy
Data Category
No. Statistical Test CBC | PCC | RPRK | SKA | SPA
p-values

1 Runs £0856 £,0,691081 | 0.061260 | 0.069430 | 0.402962
2 Frequency 6117 [30.530120 | 0.626709 | 0.641284 | 0.731886
3 Spectral DFT ?7'71&6';" 0.765632 | 0.651693 | 0.225998 | 0.277082
4 Block Frequency 092041 | 0.711601 | 0.116746 | 0.552383 | 0.719747
5 Binary Matrix Rank 0.374007 | 0.122325 | 0.682823 | 0.944274 | 0.264901
6 Approximate Entropy 04431754 | 0.331408 | 0.881662 | 0.128874 | 0.739918
7 Longest Runs of Ones 0070737 | 0.302657 | 0.591409 | 0.771469 | 0.334538
8 Serial 0.366038 | 0.391685 | 0.089581 | 0.624739 | 0.560316
9 Cumulative Sums '0.741256 | 0.712763 | 0.082836 | 0.687575 | 0.379922
10 | Non-Overlapping Templates | 0.540168 | 0.477106 | 0.538421 | 0.501121 | 0.500920
11 | Maurer’s Universal 0.814724 | 0.164425 | 0.245490 | 0.277082 | 0.689019
\ 12 | Linear Complexity 0.120207 | 0.471146 | 0.668321 | 0.298282 | 0.463512
13 | Overlapping Templates 0.102526 | 0.199045 | 0.554420 | 0.743915 | 0.228367
\ 14 | Random Excursion 0.533205 | 0.399313 | 0.592636 | 0.556975 | 0.585012
15 | Random Excursion Variant | 0.474550 | 0.414868 | 0.472390 | 0.577133 | 0.547103
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Table 7.12: Uniformity Results (LDK, HDK, LDP, and HDP)

Data Category
No. Statistical Test LDK | HDK | LDP | HDP |
p-values
1 Runs 0.291091 | 0.177628 | 0.239266 349631_
2 Freguency 0.114712 | 0.566688 | 0.773405 .689202
3 Spectral DFT 0.274341 | 0.914025 | 0.6848 43242
4. Block Frequency 0.500279 | 0.769527 | 0.361938y] 0.118812
5 Binary Matrix Rank 0.370262 | 0.711601 | 0.081953,10.118120
6 Approximate Entropy 0.889118 | 0.316052 | 0.072 0.009535
7 Longest Runs of Ones 0.757790 | 0.30119 4 | 0.821937
8 Serial 0.226422 | 0.5760 0.262395, | 0.804706
9 Cumulative Sums 0.141130 | 0.18173 0295' 0.418857
10 | Non-Overlapping Templates | 0.503304 | 0.5 0.4257 8952
11 | Maurer’s Universal 0.570792 | 0.4711 5 ek
12 | Linear Complexity * & F 2 *AY
13 | Overlapping Templates * * I AD
14 | Random Excursion * & e V J1 we
15 | Random Excursion Variant * e IlNEA AN
* = no test executed due to iasufficient dataength S*

0 Q{SQ&I” of the randomness

Overall, LAO-3D lightweight b omhe ana
- NS
tests. Combinations of substitution ergutatio com@ents in the LAO-3D have
ro

(7]
optimized the confusion and diﬂbﬂ'g p th orithm that contributed to the

N
randomization of the cip textz [§
s &
® (J
7.4 Cryptanalysi ks
\ : O

:
ate t e(‘szcurity of the lightweight block cipher against

Cryptanalysisattacks/inves
- - \ - - -
a variety of%%. Thig’ ﬂ measé?es and analyses the combination of confusion and
X~

diﬁusio&hﬁtion

popul tanalysis attacks were implemented which include differential cryptanalysis
an

implementec@LAO-BD algorithm. In this research, the two most

ar cryptanalysis. The analyses were conducted to ensure that confidentiality is

robustly provided by LAO-3D lightweight block cipher.

150



7.4.1  Differential Cryptanalysis

Differential cryptanalysis (DC) is a chosen plaintext attack that exploi[{%ﬁtence
of a linear relationship between the encryption of two plaintexts using t G@ secret key
(Biham & Shamir, 1993). A difference propagation is composed set of differential
trails, where its probability is the sum of the probabilities of all differential trails that have
the specified input difference and output difference (Daemen &'Rijmen, 2013).

The tool used to calculate the probability of this z&e Difl{?e Distribution

Table (DDT) foram x n S-box as shown in Table . Let A and A Feﬁegzt'he input
A

and output differences of an S-box, respectively. The*"®DT cgntaing/2™ r\d'Ws that denote

enote élg?)ossible output

im@‘“fat an input difference

BN "
Qed by A, = Ag where the

all possible input differences A, and 2”% ns ¢tha

differences Ag. An entry in the DDT rep nts )ne numbe

A, causes an output difference Ag t &:D 'I;\m;,s
in

probability of the occurrence of thi culzﬁﬁ-’from the DDT as follows:

(10)
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Table 7.13: Difference Distribution Table

Output Difference \z
0 1 23 456789 ABCDETF
omooooooooooooooo)
1/oJofol4]of[ofo4]o]4[0]0]0]4
2/ o0JofJof2]of4]2]of0ofo]2]0]2 0
3[o0]2]of2]2]o[4]2]o]0o]2[2]0]0 0
4 o0o]oJofolol4al[2]2]o0]2]2]0 0 0
8 5[o0[2[0]o[2]o00[0]0[2[2[2]4 0o
$ 6|[0[o0]2]ofoJo]2]0]2][0]0]4 04
£ 7[0]4]2]0]ofof2]0of2]0]0 004
O g|ofofo|2[o]ofo[2]0]2]0 2 o4
3 9|0 of2f[o[4f0]2]0[2]0 2 4
E AjoJo[2]2][o]4]0]0]2]0]2 0] 2
Blo[2]o]o[2]0]0]0]4 220290\"'
clolol2]olol4l0]2]2 0 (ol 042 [0
Dlo[2[4]2]2]0]0]2 2|2 0/ 00l
E|o0[o0]|2]2]0]0]2]2 0lo0 040
Flo[4]o0]o]4]0]0]0 OO-SM\?OQ@J

4

To attack an n-bit block cipher fferential ptal@sis, there must be a

)

iﬁ{}probability significantly
S
a@hst differential cryptanalysis,

gation with a probability higher

predictable difference propagation oy ut

=
§/
-gq

larger than 2!™". For LAO-3D bl er

S

/*-i@(g

S
%, 2

&

it is a necessary condition tha Isn cep

than 2763,

In the distingu}@ ha&@ attacb/%n r-round differential characteristic was
N

constructed by ca:) ating R 1® o'yhd acteristics. The 1-round characteristic was

built by appro%iﬂg the[
L ot

plaintext diffe d

ce and A, de

iffere eﬁé{elected S-boxes in the round. Let A, denote the

-

note_the output difference after R rounds. If this R-round
S

ic involves m, differentially active S-boxes, then the total probability for this

é characteristic is defined as follows:
Prob = [[;24 p; (11)

where p; denotes the probability for the i'" S-box.

char
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In order to obtain the best R-round differential characteristics for LAO-3D block

cipher, the following four characteristics were implemented in the differentia{Ranalysis
using the source code provided in APPENDIX G. :(’)

i) Characteristic 1: The highest probability was selected Tollowed by the
lowest number of active S-box. \)

i) Characteristic 2: The highest probability was ezd ard followed by the

highest number of active S-box. \d
"X
iii) Characteristic 3: The lowest number of @Fbox as ckd_@ followed

by the highest probability. \“ \/‘T
iv) Characteristic 4: The lowest nu ctive\S-box was @ted and followed
by the lowest probability. \ é
S

Table 7.14: Probability“of Differen ICQ{.B'cteristics
]

A b £
Characteristic 1 | Characteristic2 | Characteristic3 | Characteristic 4

Prob. S-box »‘Prob. S-box ‘Prob. S-box Prob. S-box

1 272 272 1L N 1 272 1
276 278 44 ' SF 3 278 3
2716 8 278 Fis 6 2717 6

7,

Rounds

OB |IWIN
[NCRIN}
&l &
NN
N,
%
NSRIS)
0'0/?
[4;]
=
AN
N[~
'\g
1|1
FSEEN)
NN

11 2731 11
: 17 2756 20
27% | ML WO AN 25 25 279 32

P

Cbé{a(éjteristic 3 is the best among others as it achieved

J ‘
From &4&4, differenti
‘s
the higheSt, prebability (274%) e}')t e highest attackable round (round 5). Moreover,
AN
di@ChamcteriStic 3 utilized the smallest number of active S-boxes in every round.

.4 until Figure 7.9 show the best 6-round differential characteristics of LAO-3D

thm and are described as follows:
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i) Round 1

-1.'|IG|JT Il|li .‘0|‘Sl LAEUE]

a e u|u

§|36 3.'|3! .'0|

x [ [n [m]n[u]a]e]n]x

LI e e e e e e e e e e P e e e e e P e b i i e e P i i

s[s[w]ufuln]u]ulu[n]s[n]a[a]z]u]x

J|.‘

EEEEEENEENEEEENEENEEEEE NN NN EEEE RN R NN NERENRRRNERRREEE

SN O

w[n]n]o]s[u]u]s]n]a]s]=]n ”Jf“ 31 [ [ 8] [ 0]

w0 ]n]n]s[u]u]s]n[a]s]=]n[a]s]s]s]w]o]s]s]o]a

[s [w]n]uuwfuw[n]s
[s []n]uuwfuwr]s

Prob (0000 0000 0000 0001

Prob (R,) = 272
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i) Round 2

-1.'|IG|JT Il|li .‘0|‘Sl LAEUE]

9]

§|36 3.'|3! .'0|

x [ [n [m]n[u]a]e]n]x

LTI e e e e e e e e e P b e i e P e L e i e il

8|§ ID|!l||J 15 |l|1.‘ 1§ |‘|1$ ] :\1|J1|l:|3|>1

J|.‘

NSNS NN EENENEEENENEEEEEEEEEEE

[ n]a ]2 s ]u]nx]n a]s]=]u]u]s]u]s]x]r]s]s]a[a]e]s]u]s[s][o]a]s]a]s

8|§ ID|!l||J 15 |l|1.‘ 1§ |‘|15

Prob (0000 0000 0000 0088
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iii) Round 3

9]

§|363.'|3!.'0|
HENEEEERENEE

w3 [n [m]n[u]a]e[n]n

8|§ ID|!l||JI3 |l|1.‘ 1§ |‘|1$ ] :\1|J1|l:|3|>1
HEEEEEEEEEENEENEEEEN NN EREEEEE

J|.‘

HEENEEEE

|
HEREREN

|lﬁ|47 uln sn|51 n|%n|s
] 3 3
S
34|48 n|u|193¢51|5: 53|§-| | 5%|[57) % | %66l &|as 2
|

@0
Nad

Prob (0000 0000 4000 C
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iv) Round 4

5

HENEENEE

LT

§|363.'|3!.'0|
HENEREEEEENEENEEEREEEEE

[n[a]n[u]a]e]n]u

s u[v]nw]ufa]a]s]u]=

8|9 ID|!l|U

h ¢l i

:lcu|u4!nu AR IR R A 1 E AR A L]
| i
z
4 4
1 3
EHA LA & i 8 5 1
]

Prob (0001 2000

Prob (Ry = R,)
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v) Round 5

HERENEEN

HERREEN

.|n|47 u|s sn|51 n|s

5 5
1

R IRAE AR

% @ 68 8
| H
- 2
is ]
1 L
AR 99|w 61| &2 |63 2

= —
m—
oy S -
[y S Ry
o b—
e
Y
"
)
=
i3
=
= =
al— =
o f— Tl
QHO

2—17

9108) = (272)(273)5

Prob (5000 8082
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vi) Round 6

|
5 W N

[IITTTIIIIII I L]

= —e—
*—

n e =

&
s =

T ‘
%‘;‘» ___;/ =

1

”

i |
MR
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The highest probability of difference propagation found at the 6™ round is 2~%* which
is lower than 2763, Table 7.15 presents the 6-round differential iterative of D block

cipher that consists of the input, output, active S-box, and probability S(ﬁ)ubstitution

and permutation layers in each round as depicted in Figure 7.4 until Fﬁ' ure 7.9. From these

results, it is impossible to construct an effective differential dist% r with more than

five rounds for LAO-3D algorithm. Y'

Table 7.15: 6-round Differential Iterat f L?O-
| " J - X
Rounds Layer Input Output S-box | Prob.
1 Substitution | 0000 0000 0000 0001 | 0 000 0000 000 1Y 22
Permutation | 0000 0000 0000 0003 00 0000-00 S| 1
) Substitution | 0000 0000 0000 0088 000000000 0039 | w2~ [ 276
Permutation | 0000 0000 0000 0039 | 0000 OQQOM‘COOBQQ\‘- 1
3 Substitution | 0000 0000 4000 G008 3 277
Permutation | 0000 0000 50 - 1
4 Substitution | 0001 2000 0009 5 2712
Permutation | 0003 5000 0004 0099 ‘5()179.& - 1
. Substitution | 5000 808 %008 6 27V
Permutation | 1000 3035 2009 | 00008901 0022 9108 - 1
6 Substitution | 0000 22 9108 3%05,403}%33 4303 8 2720
Permutation | 0000 3343 0 8@‘5941 0188 - 1
* indicates n ive trail fro thncr;@m round onwards
|

:
Differential cryp nalyg' r(i hsfif O-:@dlgorithm and the number of active S-
Sig™is pre@nted in Table 7.16. The results show that

|
LAO-3D recorde% allowable ob’ab&‘ﬁ?s of differential trails (2**) with 17 active S-

boxes in t% ro e, @ound LAO-3D is enough to resist differential
X~

160



an S-box. The LAT
that denote all po

occurrences t

§

Rounds | Active S-Boxes Probability
1 1 272
2 3 278
3 6 2715
4 11 2727
5 17 2~
6 *25 * 64

* indicates no effective trail from the encryption round

Linear Cryptanalysis

output selection patterns (Daemen &

linear trails are signed and their sign

The tool used to show th w
Table (LAT) as shown infTa ez

n| - I’It % c‘)
| @

as for the corresponding event, denoted 1, — Ag,

p055|

ted from the LAT

probability occurrences of linear expressions invol
bits. A linear propagation is composed of a set 0
sum of the correlation contributions of al

<l
urn\e,z

dsen the value o

“ &
Nl Siﬁox is the Linear Approximation

dl/l

o'

Linear cryptanalysis (LC) is a known-plaintext attack [that

SN/

rel

S

pecified input and

Table 7.16: Active S-Boxes and Probabilities of Differential Trails

X
O

Warsz

S

@j‘e round keys.

Imts‘t-he high

rtex’t@d round key
tq}ﬁmlltude is the

ote the input and output masks of

ys 2002) as follows:

A~

Q

2m

161

LAT[A4][2p]

£ &
notg.possmle input masks 4, and 2" columns

A@téﬁtry in the LAT represents the number of

By, equals an output parity masked by Ag, minus

(12)



Meanwhile, the probability of linear approximation is defined as

Prob=%+q

Table 7.17: Linear Approximation Table

T
Output Sum

0 1 2 3 4 5 6 7 8 9 A B C D E F
o(s/ofJoJofJofo]o]o]Jo]oO | ofo]o
1/0/oJofJofo[-4]0]4]0]0O 404
2(o0[o]2]2]2[-2]0]0]2]-2 Oth 2, 2
3{ojo|2]2[2[-2]4]0]-2 0 [,0 \o0 4 2
4/o0lo|-2]2]-2]-2]o0f4a]-2]2]0W%-4]lo] 0242
5(o0[o0|-2]2[-2[2]0]0]2 4]0 [l4 2 |29

E 6/0[0[0[-4[0]0][-4]0 04 o A\’
®» 7(0[/0f0[4]4a]0]0]O]O 0]® o jfo] 4agko0
3 8/0[0|2[-2]0]0[-2[2 0] 2 ) 4
S 9(o0f4|2]2]0]0][2]-2 -2 2]l2%0]o
AloJo]4]o0]2]2 z‘w" 0% o0 [™]|2 .%“' 2] 2
Blo[-4[0]0]-2]-2 4o ]lo 2 2 |-2
clojoJofo[-2]- 20410 Al22l2]-2

D o[4[4]0]-2]-2 2100 0] -2]2]-2
E(o0[0]2][2]-4 22T olegh2]-2]0]0
Flol4a]-2]2]0 -2 f 4]0 2[2]o0]o0

é 7] 6
\M ry

To attack an n-bit block ciphe sin[ ine p@sis, there must be a predictable
linear propagation overal% W roup ﬁ@litude significantly larger than 2_2
@;

(Jithendra & Kassim&h& F0r|LA\D blo%cipher, to be resistant against LC, it is a

necessary conditi Nth els |‘rldar egopagatlon with an amplitude higher than 27%2,
In the @shin phase) of i&e’attack, an R-round linear characteristic was

s
constructiwncatena g F{ 1{/&]hd characteristics. The 1-round characteristic was

built Wp oximating the parﬁs for selected S-boxes in the round. If this R-round
eristic involves m; linearly active S-boxes, then the total bias is estimated using the

1ling-Up lemma (Matsui, 1993) as follows:
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q=2""12, g (14)

where §; denotes the bias for the i S-box. \2
To obtain the best linear characteristics for LAO-3D block cipher, Secﬁ)))wing four
characteristics were implemented in the linear cryptanalysis using theQQe code provided

in APPENDIX H.

i) Characteristic 1: The highest absolute probabili szelecfed and followed by

the lowest number of active S-box. .\d
Y

i) Characteristic 2: The highest absolute [@ny was/sel d‘anﬁ'@llowed by

the highest number of active S- box \

ga;‘"
iii) Characteristic 3: The lowest nu@actlv Was‘:Q cted and followed
by the highest absolute probab _\O

iv) Characteristic 4: The lo b r S- ox Was selected and followed

by the lowest absol ability: A<3—
\
Table 7.18: zatlon ten ald ear Characteristics
"‘q,

QZ-—«w

Rounds Characteristic 1 Characterlstlc 2 Characteristic 3 Characteristic 4

Corr. Sbox Prob Corr S-box | Prob. |Corr. |S-box | Prob. |Corr. |S-box | Prob.
1 272 \* 0750/ | 272 | 1 [0250| 272 | 1 |0.250
2 276 N 27000, 5)[,0515 | 28 3 |0484] 28| 3 [o0484
3 2718 qu 2317 | 0499 | 271 | 5 | 0499 | 274 | 5 | 0500
4 2742 500/| 2% |\ 32 . 4.0.500 | 2720 7 0.500 | 2720 7 0.500
5 -4 P y N - 2726 | 9 ]0500 | 22| 7 | 0500
6 i = A - 2732 | 11 | 0500 | 232 | 11 | 0.500
7 Sﬁ' - - NG - 2738 | 13 [ 0500 | 2738 | 13 | 0.500

<
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From Table 7.18, linear Characteristic 3 is the best among others as it achieved the

highest probability (2732) at the highest attackable round (round 6). Moreov@ erential
Characteristic 3 utilized the smallest number of active S-boxes in every 3 igure 7.10
until Figure 7.16 show the best 7-round linear characteristics of LAO33D algorithm and are

described as follows:

i) Round 1

:]s | | [2 [ [n]ss [ ]r[ ] [o]s [« II.'J IAI tlefe
mmm|1111[H[Im11|[mH||H|[|1H[H'[l'[m'ml]m
IlllIHI|IHIIllllll!llillllllllllllIIIHIJIHII]III]III#

| l.‘ﬁ |!9I]]II|II||l|3||1‘|li.’]l|6£"‘5"§'~l‘l.‘]J‘45‘{3>§9|1)IL&5{4H75€9‘0.‘L| {|‘€|S|&]5I(|0

i

nix|s .‘{]ﬁ.‘ % ."[.‘S 56| 8 (.']05

'[]J[.’ -.".‘].' -S'ISS-.‘D[D[H-&Z-JS-N-4_‘] ]l

1[5 ]+]

i
+

\ké
g (0000 00 %00
¢ ‘, C.)
q = 2°(#22 vj)\?.ééj
b 4
Pro W%—z- Zd25
Y
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i) Round 2
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iii) Round 3
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iv) Round 4
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v) Round 5

u|u -1.'|IG|JT Il|l! .‘0|‘Sl

§|36 3.'|3! .'0|

[n[a]n[u]a]e]n]n

6 [os[ 1o [ [ [ e o

[TTTTT I I b L PR B

8|9 ID|!l|U

J|.‘

:[s

G

[T] ||n [T
[TTTTTT]

o[ s]
[|

+* |T|Ii|l? N|.‘]|ﬂ $J|.‘4|.‘.‘

s oA [

[ &
[TITTTTTTTITTTT]

5|

HEENENEREREEEEN

&

[T LTI T T I T T T I T T T T T T TTTTTITIT]

.

bl H|l.‘ FAEdE: .V|X|i'| EH R ERE N ]

.‘6|3‘ % 99|w 0I|&|&J

¥ |]$ 1

[u]

g (0000 0000 4000 0400

Correlation Potenti

168



vi) Round 6
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vii) Round 7
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From the above results, the highest probability of linear propagation at the 7" round
is 2738 which is lower than 2732, Table 7.19 presents the 7-round linear iterti&&of LAO-

3D block cipher that consists of the input, output, active S-box, and !S@Iity of the

substitution and permutation layers in each round as depicted in Figure 7.10 until Figure

7.16. It can be seen that the clustering of linear trails of LAO-3Duis limited, which cannot

be used to construct an effective linear propagation with mare Wx rounds.

Table 7.19: 7-round Linear Iterative AO,Bﬁ\d

L N - J
Rounds Layer Input Output S-box Blas
1 Substitution | 0000 0000 0000 0001 | 0 000 0000 000 1Y 22
Permutation | 0000 0000 0000 0005 00 0000 R ¢ 1
) Substitution | 0000 0000 0000 0808 00000 02| w2 | 276
Permutation | 0000 0000 0000 0202 | 0200 0000 0000 0080 [T™'- 1
3 Substitution | 0200 0000 0000 0080 OOW 0020 Iv 2 276
Permutation | 0200 0000 00 0000 0 000204 - 1
Substitution | 0000 0000 4000 0000 00002000 0020 | 2 26
4 :
Permutation | 0000 0000 2600 0020 |*0006.0000 40000400 - 1
c Substitution | 0000 000 %400 _gnﬁ‘obo 2000:0200 2 276
Permutation | 0000 0000 20000200 | 02000000 0000 0400 - 1
5 Substitution | 0200 00 0400 30 0000,0000 0200 2 276
Permutation 0200 00 02 00 00000000 0020 - 1
; Substitution 000 0 2&\)200 0000 0020 2 276
Permutation 004000 0020 - 1

The results of t

S-boxes of the lin

3D achieved t

11 active ig@ Hence

S

paal

czo 000 ooob 002

r cry ta is of

'é( J:
grei‘)ﬁ}d in Table 7.20. The results show that LAO-

llo able orrlgn pc&entlals of linear trails (2-?) at the sixth round with

g
:

3D algorithm and the number of active

“réund t@AO -3D is enough to resist linear cryptanalysis.

&
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Table 7.20: Active S-Boxes and Correlation Potentials of Linear Trails

X

O

Rounds | Active S-Boxes | Correlation Potential

1 1 272

2 3 278

3 5 2714
4 7 2720
5 9 2726
6 11 2732
7 *13 *2—38

W‘Z‘

* indicates no effective trail from the encryption round on

7.5 Discussion

This section highlights the results and discusse
of LAO-3D lightweight block cipher. As present e&
tests were conducted that include correla

sensitivity test, randomness tests, dlffeM

—\.

shown in Table 7.21. \&
W
Table 7.21 ar Results
h—-—
Test Result Finding
. - 9812% Wéak\)llnear LAO-3D has high non-
Correlation Coefficient relat nshlp F 4 s (, linearity characteristics
Bit Error Rate Achlev d erage a che effect ITAO'.B D has .h'.gh non-
& i linearity characteristics
s LAO-3D has high non-
Key Sensitivity ‘\ Achiev\ oavert'@&'éalanche effect linearity characteristics
Randomness chlev 1&% ;ang rate LAO-3I.3 . has . h'gh
é) randomization characteristics
Differential |SIS ch| th \h.lghest probability of | LAO-3D is resistant to
M ce agation at the 6" rounds | differential attack
Lmear cr chieved the highest probability of | LAO-3D is resistant to linear
linear p ation at the 7" rounds attack

%\
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Avalanche effect contains three types of tests that include the correlation coefficient,
bit error rate, and key sensitivity. The avalanche effect tests are able to an%%he non-
linearity characteristics of an algorithm. Non-linearity characteristics ca ined from

the substitution (SubColumn) function in LAO-3D algorithm. In the correlation coefficient

test, LAO-3D achieved a 98.20% correlation coefficient value 4hat falls in the range of
weak linear relationship between the input and output. For hewafror rate test, LAO-3D
recorded the optimum result with 50% average av e fec‘ényr to the key

sensitivity test, LAO-3D achieved the optimum resuh%{()% average a‘an"@g@ﬁect.

Random ciphertext can be generated by a combigation of effegtive sq;bstltutlon and
.bkn
lightweight block cipher that contrlb the r gatl

Randomness tests conducted in %arcmmcl

0.1% and 1%. The purpose o? i o€ pen@é was to observe the impact of
h

e rando e!ss\b'the lightweight block cipher. The
‘J L] g g p

permutation components in a cryptographlc%;m

-BDﬁubCOIumn and
Double3DRotation were able to optimi g@onfum

di@‘mn properties of the

n,ofthe produced ciphertext.

\
tw fferent significance levels,

changing the parameter

results showed that L'QQ pass'ed the ra ness tests for both significance levels.
&
Cryptanalyti Ag@c im ted @this research are differential and linear

cryptanaly5|s ch e the commaen te@mque used to evaluate the security strength of a

cryptogra a orlth differeptial cryptanalysis, LAO-3D achieved the highest
\,

proba difference propaga n at round six. Meanwhile, the algorithm recorded the

bablllty of linear propagation at round seven. Similar to the randomness tests,

h ferential and linear cryptanalysis results of LAO-3D were influenced by the

substitution and permutation components implemented in the algorithm. A combination of
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the SubColumn and Double3DRotation function was able to obtain the highest number of
active S-boxes in a lesser number of rounds to reduce the probability of atta: SY.
LAO-3D was developed based on the enhancements made to x‘@TANGLE
block cipher with the introductions of a strengthened key schedule algorithm'and improved
confusion and diffusion properties in the encryption algorithm. ‘{%;Y;mcements have
contributed to the cryptanalysis results which eventu chd the security of

lightweight block cipher. Therefore, it is concluded tha -3D li t‘Nei block cipher

t
is a secure algorithm that can be implementedgﬁmty produ iugag' mobile
A

encryption applications. 2
iy

N

7.6 Chapter Summary \O)

Cryptanalysis was conducted ir(@schap%vs ivided into avalanche effect,
randomness tests, and cryptanalyu'%ks. Fﬂstly, O-@corded 98.20% correlation
coefficient result shows a w %r r,l onship bg%en the plaintext and ciphertext,
50% result obtained froqﬁtm}(

changed whenever KH intexl b\modif' 7 and 50% result achieved in the key
t

o & . .
sensitivity test su s that eac 'the @ertext depends on the entire key bits.
¢
’
he<10

rate }dfi& that the ciphertext is completely

0% passing ra é_obtained in the randomness tests denotes the
412

Secondl

4

randomne racteristic he ci ext produced from LAO-3D algorithm. The results

)
indica AO-3D Iightwei@tcw?block cipher able to behave as a pseudorandom bit

=
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Thirdly, the maximum number of rounds that can be attacked using differential and
linear cryptanalysis on LAO-3D are five and six rounds correspondingh\ow, the
experimental results concluded that LAO-3D block cipher has enhancei& fusion and
diffusion properties thus increasing security.

In the following Chapter 8, the cryptanalysis results of LA@- mcompared with
the RECTANGLE block cipher. Apart from that, the crypt amsults of LAO-3D are

also compared with other existing block ciphers to ob he ec@ performance

of the proposed lightweight block cipher. : \Y.
| O
F 4
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