CHAPTER 4 Y-
N

THE IMPLEMENTATION OF COVER-SELECTION-BASED AL%
STEGANOGRAPHY ALGORITHM (CAS)

4.1 Introduction i
y)n based audio

evic,Js chapter. The

This chapter discusses the implementation of a cov

steganography algorithm based on the design presented i

parameters of the proposed algorithm which affect the

racterist gus%d_ in

Section 4.2. The MATLAB programming Iangua@d to devel he’ cg_éé)of the

i (ﬁ lons m§~data and
X

algorithm as it allows the manipulation of ma

implementation of algorithms which is i addition, the
empirical study on the proposed algori ;e i tion(4.3 to give the reader
a clear view on calculation and ‘H)Iatlo relate ‘o '\—Egorithm Lastly, the

0

(.)
differentiation between prev@ tmxrym‘bp%gralgonthm are shown in
Section 4.4. \
X |y §‘
4

4.2 Proposed Al m @\s Co ents

In this se , t pro qS d was moved to the level implementation.
The algorit e r{ misr%p rt ¢ BCM-LSB, cover selection part — MCAS, and
integrati %t\/\&@del@rt and cover selection part CAS are discussed.

.1 discusses the aIg@m of BCM-LSB while Section 4.2.2 discusses the

‘a

$@€

/Ga

of MCAS. Lastly Section 4.2.3 discusses the integrator part of MCAS and

%
d: LSB, CAS algorithm.
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4.2.1 BCM-LSB: Algorithm

The steganographic BCM-LSB main function algorithm is illustrated in?ﬂe

" -\g}

bps,x mor,
a]-ﬂ " m."n
W
=1, arrbinzm =" .'\d
L ]
N\

< j (e
- '3
; ; into binary value, binm >
convert m; ino binary value, b N

& .V o év.

arrbinsm =arrbirsm + binm ((
— O
larrbinsm=gat length arrbinsm

| > N A //'\'\
N

[abs, labs,smmb, smib, pl]=
initialCalculationChaoticBlock(x, n, #
la, larrbinsm)
_ v T v\ N
[fBs,, , &by, 3B, fep,] =
finalizingChacticBlock(la, abs,
b zmnd, omib, pl,)

3

Send error message "audio 13 to0j ¥~ embeddingProceszin, dps, a4,
: zmall”

arrbinsm, fB,, , eb,, 5b,, igp,)

\ ¥
construct stego-file

Figure 4.1: BCM-LSB Main Algorithm

75



Based on Figure 4.1, BCM-LSB main function algorithm was separated into three
stages. The steganographic process was initiated by obtaining four types of useVH:
1) secret information, smim, 2) secret key combinations: x, n, and r, 3) cov@ ala,
and 4) bit per sample, bps. The secret information was subsequently ¢ into one
long secret information binary string, arrbinsm.  Next, a Won named

“initialCalculationChaoticBlock()” is used to create an initial blockfskeleton for the

emthat which is used to

rtin ar.?dﬂldg of audio

ion is used t tﬁd_@‘ze.cret

chaotic block. “finalisingChaoticBlock()” function follow

finalise the size of audio sample, initial embedding poin

sample per block. Lastly, the “embeddingProcess()”
message accordingly into its designated blocks whi called i Sn, E@Gbn, iepn,

is not zero which produced stego-file, as arw or eiie itdhisplay Lé;{ror message

“audio is too small” which indicates t bading processfs fa@"due to the limited

audio sample for the embedding pr to occur_h_. T ,<\
S
A fundamental dynamic s%sue @the r«dist@ion of secret information

as much as possible throughout the (1

Therefore, a skeleton 0% Iocks‘.'

&
4.2 illustrates the chart o" ing a gaﬂc block skeleton through function

&
audio fi@ing the embedding process.

rivi fr!)rn»&otic maps was developed. Figure
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¥

smébs = floor (Iorrbinem/n)
smnb = ceil (smbs/bps)

smibs = smbs + (larrbinsm—smbs * n) O
smlh = ceilismibs/bps)
. S
smib, \
smnb, labs, abs, pl, (f)

\\%
N
)
"ééf k Function Algorith
a% oC unction goritnm

N
c,;?"
Figure wtialcr

Based on Figurey.2, ncti initiated by obtaining x, n, r, length of

3

=

i
#
audio, la and ‘@ of arrbins b\'nsU m the main function. Next, it calculates the

o . Ny o
initial % embeddin P eaoléblock based on the percentage. To finalise the
X

perotﬁe sequence, pla: {ply, pls,..., pli }, the value is rounded to two decimal
&

\rhe next step is estimating the normal block size for the audio sample, abs and
theslast block size for the audio sample, labs. The rough idea is by dividing the la with
. However, the is a high probability that it will have some remainder. Hence, the

remainder also needs to be included to ensure that the distribution of the secret message
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continues until the end of the audio sample. The remainder is combined with the last
block, hence the length of the last block, labs, is calculated. After the size of thevml
audio block and the size of the last audio block are estimated, the next step Q%&mate
the block size for arrbinsm. Both size of secret message normal block, ﬁ&wd size of
secret message last block, smlbs are calculated. After the smbs and smw calculated,
these values are used to calculate the size of sample audio used on“the normal block,
smnb and the size of sample audio used on the last block, s m of using a fixed

bps to be implemented in the method, this method s fre dwe user to
L ]

determine their own bps as it improves the rando on top of adtic_\fa-l}:k in
addition increasing the capacity if needed. sm Ib%' ided wi@%e bps to

calculate the smlb and smnb, Finally, this sw n wa"l re smlbéhxrb, labs, abs,
- &
pla to the main function. \ O

finalisingChaoticBlock fun is |mp ,Q‘fter to the variety of

S
situations for embedding. Thls%tlo S ini ted b aining abs, labs, smnb,
smlb, plnand la. Figure 4.3 *Ps tI m t% the flowchart to finalise the
initial embedding poin% and e Mil’lt each block.
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smlb, smnb, labs, abs, pl, la

T

N

i O
<

slae = abs - smnbh
slagel = labs - smib

L 4
=slasi*.1 | (}Vr
- b —_
[iBs,, eb,, zh,, [ibs,, eb,, 5b, N
b5, &by, 5b, s
p =0 igp, ] = methoddabs, iep,, | = methodB(rownd
= labs, pl,, la) 4 abs labs pl, I2)

|

return fBs,, by, sby,

N &
Figure f li smgcwlqck tion Algorithm
Based on Flgure %ﬂrs 19' thtg function is, the samples left after
embedding at t sIa nd sa@ left after embedding at the last block,
slael are caIc xt lae i r}dareﬁgvljth 0. If the slae is greater than 0, it indicates
that the |g R-) e secret message, hence, the next step can be
pro or else, the sub nctlon{,mns 0 to indicate the audio cannot be used as it is

r compared to the size o\cret message hence, the user can use bigger audio and

a the process again or change to higher bps to increase the capacity. Next, slael is
pared to the O, if it is greater than O, subfunction methodA() is called in which no

adjustment takes place. On the other hand, if slael is lower than 0, subfunction methodB()

79



is called. The idea is that as the normal block has extra samples to be spared from the

previous condition, hence, the last sample can be adjusted further by taking somewm

from the normal block to increase the size of the last block. Both subfuncti XkuodA

and methodB are explained further through the flowcharts in Figure 4.4&%ure 4.5.

tfempstariblock =41
=1

eb;=abs + 40
5b; = fempstariblock

preveouni=i-1
5; = abs

eb;=abs + eb_,wm‘rm._‘c
5h; = tempsiartblock

JBs;=labs
eb;=la
5By = tempstartblock

N

L)
point = floon(fbs; * pl))
fep; = sb;+ point
fempsiartblock = eb; + 1

-

i=i+1

|

’

JB5,, eby, 58, iap, /

(—)
&
S
S

Figure 4.4: methodA subfunction Algorithm
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Based on Figure 4.4, methodA() is used to finalise the initial embedding point, iepn,
size of block, fbsy, start block, sbn, and end block, ebn, during the normal cond .
starts by an initialised temporary start block, tempstartblock at index 41. next
step is determining the value which depends on 3 conditions that Ioopﬂ*&. For the
first condition where i == 1 which the first block, a slight adjustment nm be made as

the first 40 audio samples are used for storing length of secret message in Algorithm 2.
S;on

From there, fbsi, ebi, shivalues are assigned. For the secon v"here i1>1&&i

< n, the values of fbsi, ebj, sbiare assigned normally by a ing the M ebi.1, Sbi1
"X

from the previous block and the abs. For the last condi which Isi == ,[bs:\,calue is

assigned using labs, ebn, value is assigned usi

Is axii&'ed using
. WX .

ng poé\by calculating
bﬁéﬁ‘ter the end of this

tempstartblock. The next step is determinin

the product of fbs;, and pl;. tempstartblwa

for loop, this subfunction returns the&ﬂss fbsn, e
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round, abs, labs, pl, Ia

¥

tempsiariblock = 41
=1

fos; = temp
eb;=femp + 40
sh;= tempstariblock
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fs;=temp
eb; = femp + e.ﬁpm.mw
sb; = tempstarthiock

L A N

g

Jbs;=labs
eb;=la
by = tempstarthbiock

7

|

fBs;=abs
gh;=abs +40
5h; = tempstariblock

¥

preveount =i- 1
Jfhs;=abs
eb;= abs * ebpeygin
sb; = tempsiartblock

JBs;=labs
eb;=la
sb; = tempstariblock

4

x
i point=floor(fbs; * pi))

igp; =sb;+ point

Q tempstariblock = eb; + 1

i=i+1

&

.,/

N
\$

7 ﬁs?ﬂ eaﬂ" S'b?ﬂ MP'I

Figure 4.5: methodB subfunction Algorithm
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Based on Figure 4.5, methodB() subfunction is created to address the issue of
unsuitable-sized labs compared to smib. In addition to the basic input from Algo !
it also inquiries about another input round, which, used to modify the roun@rs of
blocks to readjust the labs. First, it starts by declaring a tempo rt block,
tempstartblock at index 41. Then the next step is determining the values of fbsi, ebi, shi
depends on 2 main conditions with 3 sub conditions that lo sNes. For the first

QYZer f fbs;j instead of

selection, i < round, this selection is used to modify only ro

changing all the fbs;, this decision is taken to ensure that nee dWare added
g

d unused efe@g the

te% ated@are going

sligi\t a tmeng@g; to be made
as the first 40 blocks are used for storir@]th of the t m@@e in Algorithm 2.

From there, fbsi, ebi, sbivalues are aﬁ%d. In the\mgec o&- wherei>1&&i<
ﬁy 5. 0

n, fbsi value is assigned based o%p vafl‘Je, eb;

i empstartb ock: Last sub condition is used to

ebprevcount and shi value is ass%~ sed'o
assign value for the Ias% of fbs}, ebn, :‘.'T@re assigned to the values of labs,

la and tempstartblo&spectivr . e selection 2 and its sub selections, they are
similar with the @dete [ 'Sn, eﬁﬁn in Algorithm 4. Next, initial embedding
¢
point, fbs; is %ine y cal Iaﬁg@‘?product from fbsi, and pli. At the end of this
NN

subfunc itreturnsthe v sfbs@bn, shn, iepn.
Y-v

AN &’
-
S

to the last block to prevent too many extra samples at

dynamic security level. The temporary audio bl

to the sub selection. In selection 1-a where == 1

alue i@igned based on previous
&
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n, 8ps, ay,, arrbinsm,
JBs5,, eby, 3b,, fep,

B=l =l =]
¥

Convert la into 40bit length binary

value, bla

Convert a/J to binary
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vas '
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K" index of 4la
¥ @ Y'
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assigns its;‘alue to v ’ b
=kt }— : \,Y"
| N" X%

: <
\c—, 1 §

curpointer = eb;
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remainder = remainder =
mod(smlbs_ bps) mad(smbs. hps)

« ve S

Change a;,ppgier to binary value and assigns its

value to Fing ppoiner

Y BV ~

Switch bps number of Ish from b, yposer

with arrdinsmyppearioe 10 arr.ﬁimmcwm“—bx

: P A e
Change @, ppoinzer to binary value and assigns its
value 10 Sind ppomer
Switch Aps number ﬂfvlrsb e T —
With @rrbinsMe gmensine 10
ﬂ?rﬁimmcm?mnc +remainder

L | N T 7
cwrrentloc = currentloc + bps

Change bMa; oy to decimal value and assigns

A

1ts value 10 ¥ewmanuer

VN o)

it

I=i++

Figure 4.6: embeddingProcess Algorithm
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Based on Figure 4.6, the embeddingProcess() utilised a smaller scale sequential low
bit embedding approach, which embedded based on the previously calculated i
block instead of the whole cover audio. The subfunction of the embed@mcess
algorithm is illustrated through a flowchart in Figure 4.6. The first step edded the
length of the secret message in the first 40 audio samples. Next, insidewgop i=1lton
which represents smaller sequential embedding per block,% ent pointer for

monitoring the embedding process to avoid embedding int h bIo':k, curpointer is

initialised with fbsi. This mechanism, named as theWtoundi g\n{dﬂsm also
Ly
pacity/if the nfoe‘iﬂag end

ac% hich il unused
bedd"ng. r the n@gtep, there are

implemented to ensure that there is no loss in BCM-L

before fully completed when reach the eb; witho

as the remaining audio samples could be use@hfor

two situations occur that require consi tloan the em ing @) nsm in the a. For

the condition j < fbs;, it embeds ths@%insm no%%c rding to the bps allocated
jgy N,

e

beds:ithe ren@er of arrbinsm from the

earlier by the user. However, m% i

it is less than bps used,% a concern. f't'e} ﬁ@ﬂng all the embedding processes

up until the last blo Wstegol
&

The mainK ers
¢
and key x, g@bps ani
\
robustn%hcterﬁt' s _while ksbg n and r manipulates the dynamic security

char, istic performance. f@ evaluations and analysis of these parameters are

p N in Chapter 5.

i retugd/as an output of this function.
ulat ‘l&’performance of BCM-LSB are bps used

tee' trt‘é?rformance of capacity, imperceptibility and

85



4.2.2 MCAS: Algorithm

The cover selection part, MCAS main function algorithm was iIIustTﬁ

Figure 4.7. @

secTetmessage, maxlt, nPop, pCrossover,
phiutation, nhiutation,
hitlevel, indexaudio, xn_ r

¥
POPrpgy = imitiatePopulation(bitlevel,
indexaudio, = n, 1)
¥
popap = calculateFimess(popg,)

i
embeddinghMethed(x, n. 1,
secretmessage, bitlevel,
indexAudio )

g

POPupop = nenDominatedSorting (PoPypep) ’ A
4 N
. vl \ N
it=1;
nCrossover = Y.
2*round(pCrossover*nPop/2)
nhiutation = round(phMutation*nPop) ((

- q %
PoPCacrossover = mﬂssm—EI(PDPnPnp j %

nCrozsover)

A "2 | e\
PePMo frarion = mutation(popypap
nhJIutation)
-_—y v 5§
POPan “PFPrbep Q
= PoPM oy rusarion © POPCrcrossover

I ¥ p—
\ remove duplicate value in popay

il | | W
popan = calculateFitmess(popay)

[popay. F] = nenDominatedSorting(popay)

™ 4 Ve
POPubop

= reducePop(popyy . RPop)
¥

&
=

Figure 4.7: MCAS Algorithm flowchart
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Based on Figure 4.7, it is separated into several stages which are;
1) initialising the population, function initiatePopulation(), YV
2) calculate fitness function, calculateFitness(), ('}
3) non-dominate sorting, nonDominatedSorting(), A
4) crossover between the chromosome in the population, crossever(),

5) mutation of the chromosome in the population, mutqiiMd,

6) sort the population and remove weak chromo comtrol number of

population, reducePop(). .\d
L 2

o o As
The main algorithm starts by gathering the in m the user whi¢h ie) ecret

ca{ dd@BsRange,
numbé\i?generation,

sov@‘pCrossover, and

a,{ﬁbpulation() is used to
N

message, secretMessage, the range of bit per s

the range of index audio in the database,

maxlt, size of population, nPop, t roablllty 0

probability of mutation, pMutationC@sr, the u\ﬂ'on ini
initiate the population. The ini%m takes pl euby(lQ ing a new chromosome
with random value of 5 all mh r &%{b' “}medded per sample, bitlevel,
index of audio in the % : inde:(‘I i 3

calculate fitness valwthelr::Spl ili 4% the Equation 2.2, robustness using
the Equation Z.é\y%wic seeuri ing E&%ﬁon 3.20 to Equation 3.22 in the function

!
calculateFit %\Itho gh it e?‘not(_:j%asider the capacity, it rejects the audio which

NN
does no% nought gy indi&tly by assigning other characteristics value the
X
Iowwe possible which v@#ake that chromosome ranked last in the later step of

t Xﬂithm. It will return the chromosome with its fitness value to the array of
0

nd @ nand r (x, n, r). Then it will

Next, the algorithm will do the non-dominated sorting on the chromosome in the

pOopnrop USINg nonDominatedSorting() function. For each chromosome in popneop IS
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compared to the other chromosome until all the chromosomes are compared and all the
non-dominated chromosomes are assigned to the first front. The non-dow
chromosome is determined by the 2 rules discussed earlier in the desigr(y} hen,
these non-dominated chromosomes are removed from the compari another
round of comparison is conducted among leftover chromosomes to @détermine which
chromosome is becoming the next non-dominated chrom%& his process is

repeated until all the chromosomes are assigned to their front. After all this

sorting is finalised, this function will return back OPn opMdition of
oy
chromosomes assigned front. ' _\b}

Next step this algorithm initialised the it over an tatio,@c? be used

for the main loop. it is used to keep the count,of t gemﬂratl produ@sr:)m the loop

and be used as an exit condition for ma loop as t vad\‘usﬂs same with the
maximum generation, maxlt, the alﬁwjm will e\he%wa' ,t@n. nCrossover is used
N

as a parameter in function cros ile nMutatioris u@. s parameter in mutation

&/
function. \ 1 $
Next, this algorwz set the valde 6f @nuossover by using the function

4 f &
crossover(). As n hs&/er rel \0\ e ngber of expected chromosome newly

produced, the crossover funeti divi <<tﬁe nCrossover with 2 and round up the

¢
result to ge %mbe of ex cte'd 'égaion to run the crossover process. For each
% NN
number @f iteration, twuﬁgp%n chm&osome are picked. Next, a randomised crossover

poi termined. Next, the{@)’chromosome are exchanged with the allele among

t%%the crossover point. The two children (chromosomes) were produced and kept
& array. This process is repeated until achieved the maximum iteration. The array
ill be returned and set the value of popncrossover.
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Following the crossover() function, the mutation() function is used to set the
value of popnmutation. AS NMutation refers to the number of expected chrom?ﬂ!s
newly produced by the mutation function, it becomes the value for iteratr@%&n the
mutation process. The type of mutation process that is implemented oint flip
mutation. For each number of iterations, a random chromosome from the popnpop IS
selected. Then a random allele is chosen from five (5) existing alle d its maximum
and minimum values are determined. Next, a random val QY; |th|n the range
of these two values. This value then replaces the currentalue of jtha and a new
chromosome is produced and then is kept in an arra IS process is ez]te@rl the
maximum iteration is achieved. The array ret n&j set value of
POPnMutation. “\ T

Next, the all the popnmutation, po@popnc.rossove ec aned into one big
array popan. Then the duplicate vaI ide popa %m @T his step is added to
fasten the process of caIcuIateF and rf'onD inate |ng() function after that.

After completing both func e re op() fu is used This function takes

popan and reduce the % me |“ ;e}:ﬁo ion until it reached the similar
number of nPop. @{fronti pr| to stay inside the population which
indicates group {%Nw rom es AII these processes are repeated by
increasing p e r |t 1,‘u I |?'s @('I%r than maxIt. Lastly it will return the all the

chromo S hlchﬁreﬁ%ed n-&d'e the first front, F(1).
Y-

‘ﬁparameters that ma@ﬂrlate the performance of MCAS are number of

n max|It, population size, nPop and the usage of reducedPop() function which

Q ves the duplicate function. All these parameters manipulate the performance of

ccuracy of MCAS method in finding the best cover audio. Further evaluations and
analysis of these parameters are presented in Chapter 5.
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4.2.3 CAS: Algorithm
CAS algorithm is the combination of MCAS and BCM-LSB algorithm Ww

connected as an algorithm that helps user to choose the audio and emb \hough

steganographic process. The CAS algorithm is illustrated in Figure 4.A

secretmessage, maclt, nPop, pCrassover,
PMutation, n\Mutation,
bpsRange, indexdudioRange, xm, v

.

audio, = retrieve Audio()

F1=MCAS(secretmessage, mmli, nPop, }~ 1 BCMLSE

pCrossover, i
pMutation, nMutation, (ieﬂjﬂaﬂ;{;;f age, -frp_u-Jm
bpsRange, audio,, index AudioRemge, x.n, vl : g udio

mdexAudio = CalculateBest Audio(F 1) y
7]
B~ Q
stegafile = BCM-LSB (zecrethleszage, bps, 1.1, N

7. audi0 ey sudio 0

N
; .eéls Algorithm Flowchart
N
%d on Figure 4.8, th‘e%’

AS algorithm starts by taking the input needed for

%SB and MCAS algorithm similar to the previous discussion. After running the

O:AS function which produces list of non-dominated solution, F1, the CAS algorithm

use the CalculateBestAudio() function to find the best audio based on the trade-off. In
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order to find the best audio, this function calculates the normalised combined value of
normalised imperceptibility, normalised robustness and normalised dynamic s?ﬂ!y
value for each audio. Next, the normalized combined value will be sore%m the
highest value is chosen. This function will return the index audio for rFAhted to the
highest normalised combined value. After that, BCM-LSB will embed the secret

message using the variables needed and produce a stego-file as aMut.

4.3 Empirical Study for CAS and its Components ‘\d
L ]

9
In this section, the proposed CAS and its com ts are disc dk@ally.
The empirical study of these algorithm is introde iv% mo@gight into

the algorithm itself. Section 4.3.1 discusses, the"em udy @;‘;BCM-LSB

MCé‘algorithm. Lastly

algorithm Section 4.3.2 discusses the |rial study

Section 4.3.3 discusses the integrat@j, CAS algori %’u
7]
So
4.3.1 BCM-LSB: Empirg’ E y l -é\
This section dis% empi}iﬁyI o@ chaotic block from BCM-LSB.
CM

Figure 4.9 illustrate flowclla N éSB with actual value to give the reader
a clear view on galculation Iatioa:)&f'ated to this algorithm.
¢

(o
&
S
S
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Audio Sample = 40000; Secret \:
messages=8000; Key x = 0.6; %

Key r = 3.67; Key n = 80; bps: 1

v

Determine initial embedding point Y

Y

Calculate secret message size per
block
A 4 '

Calculate audio sample size per block \d
L 2

Secret message
fixed into last

Resize last block

R Embedding process according to

embedding point N
7 o >
« U5

Produce stego file

F@Q‘Q: quwc B with input values

Based on“Rigure’4.9, t are(sét as follows: 1) audio sample: 40000, 2
E\ ! :t,s & ) p )
secret mes§l' th: 8000-¢h acter&_;i) key x: 0.6, 4) key r: 3.67, 5) key n: 80 and
6) bps: % he Bé\%re g@wed by determining the initial embedding point,

cachhe secret message@ per block and calculate audio sample per block.
@ng on whether the secret message for last block can fix into the last block, the
U/ r audio block may need resizing. After that, the embedding process is conducted to
produce the stego-file. The process of determining initial embedding point, calculate
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the secret message size per block, calculate audio sample per block and embedding

process are discussed as follows: T

J Determining Initial Embedding Point %\
The initial embedding point can be determined using Equation SAQEquation

3.3. As an example, the first three initial embedding point can be caleulated by using

Equation 4.1 and Equation 4.2 as follows: \,
Xo41 = 3.67 * 0.600(1 — 0.600) =0 g '
X141 = 3.67 % 0.8808(1 — 0.8 .38

(4.2) i \ >\‘ &-\

Therefore, the first three initi %uedding points werﬁ}.88, 0.39 and 0.87 from

“« Q-
the size of the audio sample b ¥ AQJ
' N

o Calculating Sece Message Size per chlQ,
There were twgize S Pst.ﬂ ge%éjsdock which were the normal size of
b

the secret messa&

normal size oﬁ;}t mlss&ge 'bfocl&)n be computed by substituting Equation 3.4

with the &mue 'gn y of’binaryrsecret message. The calculation was shown as
i Eqy P 5
in Equation4.3. S
S
8000

%\ Smsg block = floor ( 30 ) =500

ockand thefsize secret message at the last block. The




Therefore, size of secret message per block were 100 per block. Since there were
no remainder from Equation 4.3, the size of secret message at the last block rew
the same.

e  Calculating Audio Sample Size per Block A

There are two sizes of audio sample per block, which Were the n@rmal size of the

audio sample per block and the size of the audio sample att ck The normal
size of the audio sample per block can be computed by su g E uation 3.8 with
the key n value and size of the audio sample. The calcu Equatlon
4.4, | _\‘-}
40000‘
Ssample_block = 00 Y.

(4.4) °\ D

Therefore, the size of audio sam er %{ Since there was

o
=
E
D

no remainder from Equation 4. 4, th of audio Ka t block remained the
S
same. Q-
<o
. Embedding Process r ng lo tlal eddlng Point

Before conducti% bedd "I gp S‘egs, exact initial embedding point
\nelof em

needed to be dete;%For trlls aI study, the first block was selected.
As we calculated,earlier, the

embedding 5&3n be det

eau 'ééémple per block is 500. Therefore, initial
ed'u b%quatlon 4.5 as follows:

\
‘?@ round(0.88 x 500) = 440

e

(4. 5)

werefore, the initial emhiding point for the first block was at the 440 index of

$d|0 sample. Although there are other situations which demand to use other

rking equations described in the BCM-LSB in Chapter 3, this empirical study is
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enough to give the reader a basic view on what happened during the chaotic block

Yv
3
S

This section discusses the empirical study of the MCAS. Figuw presents a

creation.

4.3.2 MCAS: Empirical Study

flowchart for the empirical study of MCAS. Based on Figure 4”10, inputs are set as

follows: 1) size population: 300, 2) number of generations: ossrver probability:

02, TWMCAS is
" Y

continued by initiating the population, calculatin fitness f ti‘n _{ey\each

0.8, 4) mutation probability: 0.05, and 5) mutation r

chromosome, conducting fast non-dominat

, a Wnutation.
n.%

into @Et block, the

cover audio block may need resizing. rtﬁa, the emb g p@%s is conducted to

produce the stego-file. %c) 0>\YT §

Depending on whether the secret message

95



Size population: 300
Number of generations: 20
Crossover probability: 0.8
Mutation probability: 0.05

Mutation rate:0.02 — Secret

messages

Initiate population

Calculate fitness function V
e Imperceptibility, robustness and
dvnamic securitv characteristics '
Fast non-dominated sorting \d
' :

* | &
Reproduce and implement genetic —\
operator (crossover and mutation) ‘. Y-
N

: N

Calculate fitness function w\

e Imperceptibility, robustness and ~

dvnamic securitv characteristics O<<
v -
\S &-\

Fast non-dominated sorting

Generation
=20

Set of solutions with feasible e
characteristics
igure 4. @Ai%ﬂupirical Study Flowchart

The pro%%zter?i in !it al @}edding point, calculate the secret message size

permc culate audio sam@%;r block and embedding process are discussed as
\
f .

S

The Initiation population

igure 4.11 shows the sample of the initial population.

96



1 2 3.75 0.9 1024

2 1 3.67 0.7

512 r
3 4 3.90 0.63 8 ’

3 4 3.90 0.63 8

Figure 4.11: Example of the population in the Ifitial generation
Based on Figure 4.11, individual chromosomes w reate ank alleles.
g
Then, each of the alleles was filled with random valu keys x, r and 40@9 the

bps. However, for the allele, which contains?jg ex_audio, file! it @filled in
udio'fi

ile re\fuae e.
|ST t(;@g.

o Calculate Fitness Function \: O
\ ‘\
As mentioned earlier, th

imperceptibility, robustness K

sequences to ensure that at least all the cov

represents the fitness functi 'mpelcept' i

was skipped. Next, th%s functjo 0 ynaQL security can be calculated using

Equation 3.20 un@@io \ i b

sumin re were 5 segments which have Seg-
SNR values e%@a, od
substituted@' ion 4.6 as)follo s,&_/
% b 4 V')"a =%0+430+30)
PN

\ was equal to 40dB. Therefore Equation 3.22 can be substituted with 40dB.

e
6 tion 4.7 which shown below:

sd = (|50 — 40]) + (|40 — 40|) + (|30 — 40])

=

.
N
[

y and Infinity. Equation 3.23 can be

g

(4.7)
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which sd was equal to 20. After calculating the sd, the nis can be computed next by

substituting Equation 3.21. The calculation of nis is shown in Equation 4.8. YV

nis = (5 —2) *10000

(4.8)

Therefore, nis was equal to 30000. After calculating nis and s ec can be

computed by substituting Equation 3.20 with the values of nis a quation 4.9.
DynSec = 30000 — 20,= 2

4.9

Therefore, the current stego-file produced has a dynamic se rwof 29080.

Lastly, to calculate the robustness, the AWGN atta s conduc arid‘@ was

é\‘?

computed after conducting the AWGN attack. Y. "

. Fast Non-dominated Sorting W "Q
After calculating the mperceptM obustness dZ{QC security fitness
function for each solution inside t atlo @mn was compared with

other solution. To conduct an on the nc& inated sorting, assuming

irical st
there were four (4) solution h have their own @ss level. Table 4.1 shows the
N
S.

solutions with their ow

\\@'3’

le 4.

Sarz@le with Fitness Value

O

n

Robustness Dynamic Security

< 8778 0.64 89994.54190
Ny
4&/ 9253010 0.62 0
&
67.6860 0.85 0

z 52.2949 0.85 0

Q As mentioned previously, one solution is considered dominant if: 1) This solution

is not worse than other solution for all the objectives, and 2) This solution is strictly
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better than other solution for at least one objective. Based on these two rules, the result
are as follows: T
Solution w was dominating solution x as it did not have any c r stlcs
worse than solution x, and it had better imperceptibility and dynamic sefﬂk;ompared
to solution x. Solution w did not dominate y because it had a worse VW robustness
but it was not dominated by solution y as it had higher imperceptibility and dynamic
security compared to solution y. Therefore, solutions w %:re 't the first rank.
Since solutions x and z cannot dominate each other, bot re at rank

Table 4.2 presents the rank of each solution the enfjg sﬂjd&(ep non-

dominated sorting was conducted.

N
Table 4.2: Solutio g &

anki ‘k
aﬁﬂ $
Y .\A

zZ
e The Crossove and ; “bn"\ "é)‘/
In this subM, the me@m was discussed empirically. Before

conducting th@v pera , the (nJﬁ‘mber of solutions created from the crossover

needed 2% erm J;e flr ocC late the number of solutions created from the
B

Crosso size of the popula&og needed to be multiplied by the number of crossover

N
p;N‘Imes Therefore, the number of solutions created from crossover is as Equation

Q number of crossover children = 300 * 0.8 = 240

(4.10)
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Next, the mutation mechanism was discussed empirically. Similar to crossover
operator, the number of solutions created from the mutation needed to be detevsd
first. To calculate the number of solutions created from the crossover, th \f the
population needed to be multiplied by the number of mutation probabllfﬂkherefore

the number of solutions created from crossover is as Equation 4.11: Q

number of crossover children = 300 * 0. 5
(4.11) '

4.3.3 CAS: Empirical Study \'d

The empirical study of the CAS is pres i thls Sectiom. Il’f es on

CalculateBestAudio() Function.

Since there are numerous solutlon(@,ﬂo C unde:[g variable, this

empirical study limited the solution 0 UT to_impllfy this empirical
study as many solutions only pr Qrewﬁc Ia . Table 4.3 shows the
solutions w, X, y and z with th espective ters A alculated fitness functions
values , l
_ : ) 4 .‘
3: Sol i0 Their ess Function Values
L)
Dynamic

Soluti Pari\mete 'm%e‘@tibility (dB) Robustness Security
[3, 7’67 316] F , 759.8116 0.85 99999.1615
[29, t 8 \J 90.5202 0.58 99941.2009
80 78.6990 0.77 99999.0453
36 8] L 64.8591 0.84 89994.7674
Min 59.8116 0.58 89994.7674
Max kfp 90.5202 0.85 99999.1615

St_Solimperceptivitity, fOr €ach solution were calculated using Equation 4.12

Ut: Equation 4.15 as follows:
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59.8116 — 59.8116

0

(4.12) T
90.5202 — 59.8116 \
Best_Sol (x)impercecptibility = 905202 — 598116 =1 %
(4.13)
78.6990 — 59.8116
Best_Sol (Y)impercecptibility = 905202 — 59811 = 0.6151
(4.14)
64.8591 — 5 11§
Best_Sol (Z)impercecptibility = 905202 — 59 0-1644
(4.15)

@
Next, Best_Sol,,pustness TOr each solution wergycalculated usin Erua@)&.m

until Equation 4.19 as follows:
(4.16)

(4.17)

(4.18) c

Next, B% dyi,mi‘c pox y' fof—s)lution w, X, y and z were calculated using

| 4 | O
EQuaﬂo@nl EﬁM \;%s lows:

e _ 999991615 — 89994.7674 _
esto0 (W)dy"“m“&?f“”ty ~ 999991615 — 89994.7674

(
99941.2009 — 89994.7674
0’ ) Bestso(X)aynamicsecuricy = 99999.1615 — 89994.7674 0.9942
21
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©99999.0453 — 89994.7674
Bestso(X)aynamicsecuricy = 59999 1615 — 89994.7674

99999.0453 — 89994.7674 %\

99999.1615 — 89994.7674

= 0.9999
(4.22)

Best_Sol (z) aynamic_security =
(4.23)

Best_Sol for each solution was calculated using Equation,4.2 ;ntil Equation

4.27 as follows: Y'

Bests,;(w) = (0% 033) + (1 *0.34) + .33) =067
(4.24) w
.y

Best_Sol (x) = (1 % 033) + (0 * 0.34) + (0.9942 * 0:33) 0#36_\&}

b 4 \)‘Z”
Bestsoi(y) = (0.6151 * 033) + (0.7037 +'.34) +«(0:994 *égto.w

(4.26) \,
Bests, (z) = (0.1644 * 033) +WD* 0.34) (0’ 99@33) =0.38

(4.27) Y &\

(4.25)

L -
|tne@unctlon Values
& y ]
~| Dynamic
N Security Best _Sol
‘% 1 0.67
0.9942 0.66
0.9999 0.77
0 0.38
0 0.38
1 0.77
_ 1 O
The res% ¢|on‘a& shown in Table 4.4. Based on the result
shown i@ﬁiri?l udy, soluti was the best solution compared to the solution
b

W, X ans erefore, solution )L-\ggg'given to BCM-LSB to continue the process.
\

0 & Difference between Proposed Algorithm and Existing

In this section, the difference between proposed algorithm with the existing

algorithm. This section is introduced to help the reader to understand the difference by
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comparing the parameter used between existing algorithm and the proposed one. The

comparison is made in three level, which are: 1) the LSB embedding level, ZVOQ

selection level and 3) audio steganography model level. Figure 4.12 il@ and

highlights each level in general audio steganography setup.

AUDIO STEGANOGRAPHY
MODEL
Secret meszage ) ) '
provide cover audio
A
@

N | g
’ ¥

User

}" N F
: E sovce cover uso /1R < _\O
D f 3

LSBE EMBEDDING LEVEL

v
embed secret
message into audio produce stego-file

-
|
L
Ll
35 COVel

selection
method

-

request secret

request cover audio
message

Steganography System

N
40 ® 4.125&0\8 Algorithm Flowchart
&d on Figure 4.12, th@'B embedding level is represented by the orange box

w XVer selection level is represented by the blue box. Lastly, audio steganography
@) el is represented by the red box which covers all the processes including cover
election level and LSB embedding level.
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441 LSB Embedding Level

This subsection discusses the difference between BCM-LSB and eX|st|
This section is needed to highlight the difference between BCM-LSB and @LSB
as there are so many LSB were proposed in the past. This level s on the
behaviours during embedding process of the secret message into the series audio

samples. The existing LSB that are chosen for comparison are .Qe\MB which reflect

l

e Indrayani (2020) reflects low bit embeddingtapproa h..\d‘

Yv
e Alsabhany et al. (2020) reflects vari@bit embeddi Jpp_r&%h

e Hashim et al. (2018) reflects bit s i emb@ proarc;}g‘,z~
T

e Hosny et al. (2019) reflects if e Iectl?JP em ddln roach.

e Xinetal. (2018) reflects a resh@based embedding.
e Usanto (2022) parity, c(#’ emb% r
e Bhartietal., (20 @ba ﬂem ddi :

Indrayani (2020), H a. N . (2018), Usanto (2022) and

o
Bharti (2019) are cho%ause th;e ar h_e Ig:/ LSB based on LSB approaches

each of seven main LSB approaches, and they are listed as

while Alsabhany e MZO) a[]d eta 19) are chosen because they produce

&
the best result Ng L BW? rpllacr’) @roaches The comparison was made by
ch, as

ignoring thewpreprocessing %c_wpﬂon and secret message compression and
solely f n hov{trp%B d@t\lthm manipulate the audio and do the embedding
pro igure 4.13 |Ilustr the general algorithm BCM-LSB and each LSB

Q‘%W

s above.
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a)
for i = 1; i<=totalsampleNeededEmbedding

embed bps of the secret message into audio_sample; Y*
i++;
end ?
b)

for j=1;j<=max_bit_level
for i = 1; i<=total_audio_samples
if meet the embedding condition
embed bps of the secret message into audio_sample;
end

i++;

end
J
end

if meet the embedding condition
embed bps of the secret message into audio_samplei;
end
i++;
end

for i = 1; i<= totalsampleNeededEmbedding L}VC
N

for i = 1; i<= totalsampleNeededEmbedding
do comparison bps of the secret message with audio_sample;
if meet condition
flip Isb audio_sample,
end
i++;
end

for j=1;j <=total_block_number
fori=1;i<=total_audio_samples_per_block
embed bps of the secret message into audio_sample;
i++;
end
j++
end
Figure 4 eddinl Al r;m leton a) Hosny et al. (2019), Indrayani (2020),
b) Al ny et al. (2 & H et al. (2018), and Xin et al. (2018), d) Usanto

(2022) and Bharti et al. (2019), ) BCM-LSB
A G

ased on Figure 4.13, the main parameters difference between BCM-LSB and

‘%SB is the audio manipulating style and bit embedded. Table 4.5 provides the

tensive comparison between BCM-LSB and existing LSB methods on embedding

approach, bit Embedded and supported Elements based on Figure 4.13.
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Table 4.5: Comparison Between BCM-LSB and Existing LSB Methods on Related

Parameters
. . . . Em ig
LSB Audio Manipulating Style Bit embedded di
BCM-LSB Manl_pulates audio by splitting audio Up to 8 bits on?ition
into several smaller blocks
Alsabhany et. al. . L . ends on
(2020) Manipulates whole audio directly Up to 6 bits olitude value
Bharti et al. . L . pends on XOR
(2019) Manipulates whole audio directly 1 bit results
Hashim et al. .
(2018) whole audio I?epends on MSB
Hosny et al. . | N
(2019) whole audio No conditions
Indrayani (2020) whole audio ondition
Usanto, (2022) parity coding / whole audio enS: ° ity

. averaging amplitude threshold-base Dep on
Xin et. al. (2018) whole audio amplitdde value
~/

The comparison results during evaluati @f audio{&éanography

characteristics are mainly impacted \%\ramete entﬁbove and further
discussions are presented in Chapter’s. \Y I<\
E ) S
6 e,
“« Q-
N RN
N
This subsection! discusses the differgnce t@%ﬁn MCAS and existing cover
: ? ‘ ' 2
selection method. This section is \ede\d highlight the difference between MCAS and
existing cover @ as no a&wr selection for audio in the past. The

existing cover%tlon etho
used the ek appli able))d
¢

accurat&. e existing cover w ion are listed as follows:
\
\ e Rashid (2020)
E e Xin & Jiaojiao (2018)

e Wang et al. (2020)

4.4.2 Cover Selection Level

at arécfﬂosen for comparison are cover selection that

I@neasure the audio steganography characteristics
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The main difference between the MCAS with the existing cover selection method
is the MCAS considers the trade-off between the measured characteristics W]Ym
others only not consider the characteristic. Figure 4.14 illustrates cover §e n by

Rashid (2020), Figure 4.15 illustrates the cover selection by Xin & Jiaﬂl&@OlB) and

Figure 4.16 illustrates cover selection by Wang et al. (2020). ?

/,é\vn
/ cecremessaze

¥
1=1; arrlisty =]

v

embeddingMethod(secrethMessaze, [¥
image;)

- (
b\ arrstego = stegofile E)

1
N Fl
A . : ' Vs C

list = valCalculateMletric(stegofile,)

‘v

i=1rl

=l

s
S =

Figure 4.14: Rashid (2020) Algorithm Flowchart
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The cover selection algorithm proposed by Rashid (2020) illustrates in Figure
4.14 starts by taking user’s secret message as an input. Then, it assigns the Valuv
1 and declare empty array for ranking lists, arrlist with size of 4. This siz@cated
by the number of evaluation metrics which are PSNR, Different I istogram,
(DIH), Revisited Weighted Stego (RWS) and match bits. For each ew@luation metric,
valCalculateMetric() is used to calculate the ranking of the_imagewby checking the
evaluation metric after the embedding process occur me ddingMethod()
function which embed the secret message to all the image,in the dweﬂer that,
rrlist, Thi odas_s\ﬁﬁgted
a% retw\n¥~the array

of ranking list based on each evaluation n% sedoTs a utput{hg.idea of this
algorithm is producing the several“list mich can sedé‘pends on which

this algorithm inserts the list to the array of rankin

[72]

using other listed evaluation metrics. Before e

characteristic the user want to impWoweve ~asHitido ;:@*consider other trade-
S

off as it only calculate one mel%st Wﬂich evaluate <3e haracteristic which will
charact s'@

reduce the overall perform }!‘teg e‘%
o) U >
4 2
Nliey
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<
i Ay
Y

v

mmage, = refrievelmage()
J, image,
value, = i

calculateMaxCapacity(imageimage. ) \,

lizt, = sortValue(value,) z '
v \d
Y

indexImagey. = chooselmage(list,)

v

arrh[zgy = splithlessage(secretmessage) P \ Y,

Figure 4.15: Xin‘and Jia
Based on Figure 4.15vaer selecti Igor‘lgn proposed by Xin and Jiaojiao
ret e,

(2018) starts by taking mes l

?tm ge as an input. Next, it calculate
maximum capacit)Qgch i@ the déﬁse by using calculateMaxCapacity()
function and asw to arr f” v@%used to store array of maximum capacity
¢
J

foreach i . t, the value 'nsiqswis array is sorted in descending order in term

of maxiw paci137 cret mﬁ. ge that can be embedded by using sortValue()
un@hich then is assigne&}o’ variable list,. Next, the several images is selected

ba\ﬂ? the list, and the index of selected image are stored in the form of array in
Q xImagex variable where k is the number of image selected. Next, the secret message
s split into k amount and stored into arrMsgk using function splitMessage(). Lastly, this

algorithm ends by producing arrMsgk and indexImagex as the output. The idea of this

—
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algorithm is maximising the cover image to minimally the number of images used for
the batch embedding process. Indirectly, by using this algorithm, the st

produced hypothetically has high dynamic security. However, as it does @sider

other trade-off which will reduce the overall performance of stego-file teristic.

[/
v

image, = retrievelmage()

v

value, =
valcaleulateDistortion(secretmessage)

4

list,, = sortValue(value,)
¥
s
Figure 4.16; Wa et’l.ﬁgg@\ Flowchart

Based on Figur% e cov‘g bsﬁ‘lﬁoh @rithm proposed by Wang et al.
&
\gg (mé

(2020) starts by twsecref e, sech ssage as an input. Next, it calculates
the distortion \% sult ch ec'rj&bﬁding process by embeddingMethod()
function forﬂ%ber i

>
countin% ny hih ‘mberﬁ&? flipped throughout the embedding process. This

distortion, value is stored ins@(/ariable valuen. Then the value is sorted by the

!
ﬂqsi ‘Tﬁe database. The distortion is calculated by

S e() function and stored in an array of variable list,. the value is sorted in
scending order where the lowest distortion value is given priority for the embedding

rocess which occur after this algorithm. Similar to two others cover selection
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algorithm, this algorithm also does not consider the trade-off as it only focusses on the
imperceptibility characteristic.

The differences between the proposed cover selection, MCAS @sting

research are summarised in Table 4.6. A

Table 4.6: Comparison Between MCAS and Existing Cover{ﬂew;n Methods
Related Parameters

Cover Type  of | Characteristic | Metric Used Number of
Selection Searching | Evaluated
Method Method
MCAS Heuristic Imperceptibility,
Search robustness,

dynamic

security
Rashid Brute force | Imperceptibility,
(2020) robustness

L. Xin & | Brute force | Dynamic
Jiaojiao security
(2018)
Wang et al. | Brute force | Imperceptibilit

>
4

(2020)
The comparison resul\&ng evaluation ta‘ée&ﬁ)ver selection are mainly
impacted by the parameter ted 'ibov d fu@r discussions are presented in
N
Chapter 5. % ‘ob): »

4
tion /discuss the&djfference between CAS and existing audio
’m?

Thr%'
steg w mode{s.
N

anS
whiCh™isfa state-of-art model*?‘igure 4.17 illustrates the current state-of-art audio

%graphy model while Figure 4.18 illustrates the CAS audio steganography model.

réntly<there is only one model for audio steganography
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User

ead secret message and
cover audio

&

Pool

Steganography System

h

request secret
message and cover

embed secret

produce stego-file

audio message into audio :

User

read secret message

Fool

Steganography System

il
request secret
message

Audio
database

embed secret
message info audio produce stego-file @

7

Figure 4.18: State-of-art Audio Steganography Model
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The main difference between the state-of-art audio steganographic model in
Figure 4.17 and the CAS model in Figure 4.18 is who selects the cover audlo
embedding process. The CAS algorithm suggests the cover audio for the Ie in
state-of-art audio steganography model depends on the user of stegam@% himself.
CAS algorithm can find the best cover audio depends on the metri¢ proposed and

produced consistent good stego-file while current audio ste nNuy model really
‘Zo

depends on the user’s knowledge which ranged fr A4 'nothing about
steganography’ to ‘the expert in the field” hence produced¥inconsisten of stego-

| | | Y
file. Therefor the CAS algorithm can aid the user to ce consis qﬁa@ego-
b4

file. .\/
The comparison results during evaluation stage beﬁwe hese odels based
on parameter of who/what selects the %ﬂo is furt |scu®‘|n Chapter 5.
A
N
o 5

4.5 Chapter Summary

-
&
In this chapter, the S a orlt sen@ he method consists of two

algorithms named MC% CM- I} .B M1L®ttempts to achieve one main goal

\uh eM attempts to achieve three main goals

which is improving dynamic sei

which are propo@o

fort d|0 introduction trade-off consideration

n process nd IEj? introducing accurate dynamic security

during the

evaluatiQ%’c'. LSB.ha ?en sei&d as a core technique for the BCM-LSB due to

its pacity and mperce@(?;y while the NSGA-II has been selected as a core

t e for the MCAS because of low computational time and effectivity on smaller

G -objective problems. The CAS employs chaotic block, introducing metrics which
r

e suitable to evaluate the audio, introducing the new dynamic security formulation

and employing non-dominated sorting. Lastly, the difference between proposed
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