CHAPTER VI

CONCLUSION & RECOMMENDAT : |

6.1 Overview \dﬂ \Y'

This chapter summarises the study base he objettiyfs Ofx?%ls research

N
and provides recommendation or future w@arr@ut for further

research. \c—) O<<

'
6.2  Conclusion \ ¥$
Based on the expe%zcondi i

s s
that the objectives of K earch h bee% ieved, which are as follows:
N
I 2adhe rando@f rain: ﬁl h(s)(k!een evaluated using NIST Statistical

: & 5 e
Test Sute. ith ? refer nc@f NIST statistical test results obtained, it

4 %-
can b&oncluded that rain-128 stream cipher algorithm was not

@for 1%—5% significance level.

74 MG-128 stream cipher algorithm has been constructed based on the
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NIST statistical test results obtained from Grain-128 stream cipher
algorithm. The NIST statistical test has also been evaluated against MG-
128 to determine whether the new algorithm was random or not random.

Using the same methodology for Grain-128, the NIST statistical test
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results showed that the MG-128 was random for 1%—-5% significance
level.

The NIST Statistical Test Suite results for both Grain-128 and MG-128

(V8]

have been compared. The results obtained showed that the MG- tream
cipher algorithm was better compared to Grain-128 Q@m cipher
algorithm because the results obtained showed tha MG-128 was
random for 1%-5% significance level. Therefore,wobjective of this
research to modify the original Grain-128 alg§MN ; ir}o new algorithm
that is random for 1%—5% significance levgl haS®ee aMd. \%
| &
4. Generally, this research project has succeSwglly agh vell its @ectives.
\ N
N g
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6.3  Future Work / Recommendation \ @)
\ m
O%Se @MG-US stream cipher

There are a few recomme %s
é “ &
algorithm: \ ¥ \A‘Q
1. Conduct cryptanal%zacks w MC§8 stream cipher algorithm to

4 L
test the strengt&\&s al§ormtiym. 5\.0

X

2. Conduct 1®aTlcs ?'tkéﬁeystream. The number of samples
A

O
sugges O"/gnb.}j IL@dSsible population of the bit key used. For
Yh'

exa.A in MG-128, th\ﬁa’mber of possible keys is 2'**, which is equal to

-5+

‘é 0°* because the bit key used is 128 bits. If the number of possible
FY's to be performed is 10% out of 2'*%, the total number of samples to be
conducted is 3.4 x 107",

3. Conduct NIST Statistical Test Suite against the three main building block
components consisting of Linear Feedback Shift Register, Non-Linear

Feedback Shift Register, and Boolean Function.
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