CHAPTER 4

SECURE CRYPTOGRAPHIC COMPONENTS \q

This chapter presents the findings of the systematic literature feview on existing

4.1 Introduction

lightweight block ciphers in order to identify the secure pWhic components. The

secure cryptographic components are analysed for the of li ll/vei t block cipher
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Table 4.1: Lightweight Block Cipher Components:(‘)

. Block Size Key Size Function Based on Existing
o et (Bits) (Bits) ST REmes Encryption Algorithm Key Schedule Algorithm Algorithm
2 1.Add Round Key Q%ﬁtation
1 (Yeohetal, 64 80 FN 15 2.Substitution *Substitution PRESENT (S-box)
2020) 3.Permutation vw.Counter XOR
ACT 1.Add Round Key 1.',FSR
2 (Jithendra & 64 80 SPN 31 2.Sub Nibble XO -
Kassim, 2020) 3.Permutation 3.Shifty | -~
1.Rotation N
ANU on. 1 t*u?g?
3 | (Bansodetal., 64 80/128 FN 25 Z'S“bs“t“t'“é ‘ ubstjtdition e
2016b) 3.XOR ¢ | 3 Constant XOR (Key Schedule)
4.Permuta . U R
ANU-II 1.Substituti | 1.Refation ANU (Component);
4 (Dahiphale et al., 64 80/128 FN 25 2.5 &/ u\ .Substitution PRESENT
2018) und Ke J=3:Constant XOR (Key Schedule)
1.Inftial Transfor n 1. Transformation Key
5 (th'flsgéi " 64 128 ARX 12 ound FORCt % i &—‘\ Generation -
' 4, 3. nilﬁ‘i tiom.” | 2.Subkey Generation
i =IrSubstitution 4 <.’ | 1.Permutation
6 (Scrﬁ]';g'ig%) 64 32-448 FN 16§§Z.Mo diti@ 2.Substitution -
' N 3X — 3.XOR
b | s
BORON 2 ituti 1.Rotation
7 | (Bansodetal, 64 80/128 SPN | B BlatkSHuffle 2.Substitution (KzRggfe';'Le)
2017) N O OR ion 3.Counter XOR Y
XOR?
b )
\P R
o (sBer?rﬁvHatT& sa/og | 801961128/ \ se330 é‘A O"“:rdat'i(;g' 1.XOR SPECK
Gill, 2019) 192/256 ,i% /36/37 3.(Pprmut£tion 2.LFSR (Key Schedule)
: e
’ . .
N ! IREubstitution 1.Modulo Addition
128/160/ f 4 2.Rotation -
CAST . by o . 2.Modulo Subtraction
9 (Adams, 1997) 64/128 192/224/ & N 2/16/4; 3.Modulo Addition 3. XOR -
: 256/varies™ ~ | 4.Modulo Subtraction 3 Shift
o 5.XOR )
CHAM 1.Modulo Addition 1 Rotation
10 (Koo et al., 64/128 1 ARX 80/96 2.XOR Z.XOR -
2017) A 3.Rotation )
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f 2
. Block Size Key Size Function Based on Existing
e e (Bits) (Bits) SITUETE | (MBS Encryption Algorithm Key Schedule Algorithm Algorithm
1.Substitution o
CRAFT 196 + 64 2.Mix Column Y‘ Midori (S-box);
11 (Beierle et al., 64 Tweak SPN 31 3.Permute Nibble N - Piccolo & Midori
2019) 4.Constant XOR V (Key Schedule)
5.Add Round Tweakey S\
1.Add Round Key
CUBE 2.Substitution .J(OR
12 (Berger et al., 64/125/216 | 128/250/432 SPN 15 3. MDS Matrix Multiplication NOEKEON (S-box)
2015) 4.Permutation o "X
DESL 1.Add Round ? )
13 (Leander et al., 64 56 FN 16 2.Substitutiol 2 %rt’eﬁ%ﬁa%n DES (Component)
2007) 3.Permut? ~ CUNY
1.Add Roufd Key ™.~ X
DLBCA 2.Substitution “\ I@Bstitution
14 (Al-Dabbagh, 32 80 FN 15 P N 2,Rotation HISEC (S-box)
2017) by 8 ( \
DoT 1'Adbsti Wﬁ ,Q\ 1.Rotation PRESENT
15 (Patil et al., 64 80/128 SPN 31 QB' Aot (%\ 2.Substitution (Key Schedule)
2019 : q 3.Counter XOR
) 4, 4.Rotation ? ‘337
16 (YEaPCe?SI 48/96 96 PN N ﬁﬁﬁn 5 1.F-function PRESENT
P v 2.Per| taltio % 2.Add Round Key (Component & S-box)
2011) iy
F 4 S, LBlock (Component);
| ‘\\\1\ dd R Key 1.Shift PRESENT (Component
17 (Liu etEjF 2014) 64 80 FN &\ 31 | .Substitgtion 2.Substitution &
" oy \ .Peé’ation 3.Counter XOR Key Schedule);
{\ [ ,\ | (35 Serpent (S-box)
L .
Few v) . 1.Rotation CLEFIA (Component);
-function o PRESENT
18 (Kumar et al., 64 80/128 g . . 2.Substitution .
2019) f .Weight Function 3.Counter XOR (K(_ay St_:hedule),
A ¥ : Hummingbird-2 (S-box)
e =
FlexAE & N 1.Add Round Key
19 (Nascimento & | 64 + Tweak ¥ FN Variable | 2.Block Shuffle 1.Permutation AES (S-box)

Xexéo, 2019)

3.Substitution

)
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No Algorithm Block Size Key Size Structure | Rounds Function Based on Existing
' 9 (Bits) (Bits) Encryption Algorithm Key Schedule Algorithm Algorithm
GIFT 1.Sub Cell il
20 | (Baniketal., 64/128 128 SPN 28/40 | 2.Permutation o oR (gsrﬁsfn':;)
2017) 3.Add Round Key ¥ P
GRANULE 1.Permutation hift PRESENT
21 (Bansod et al., 64 80/128 FN 32 2.Substitution Y"?.Substitution (Key Schedule)
2018a) 3.Add Round Key N 3.€ounter XOR y
Halka 1.Add Round K .Rotatien PRESENT
22 (Das, 2014) 64 80 NLFSR 24 2.Substitution 2. tution (Key Schedule);
’ 3.Permutation 3.@punter X@R AES (S-box)
1.Add Rou A
HERMES 2.Substitutio » ﬁé}?ﬁ:}%‘o”
23 (Malutan et al., 64 128 SPN 30 3.Rotatio b 3 L. -
3.Medulo Addition
2019) 4.XOR it .
’ 4. ulo Subtraction
5.Permutation
HIGHT rlua? riatio . .
24 | (Hongetal., 64 128 ARX 32 N F -‘S"l’jt‘)';g”'ggerﬁgt%f‘”erat'on )
2006) 3.Fina d ~SUDKEY
NI S
HISEC ubstituti I
g d Qs 1.Substitution PRESENT
25 | (Al Dabbagh et 64 80 GFN 150 N, 3.Perm AQ’ > Pottion (Component)
al., 2014) 4. N
| 5§Ore |
Hummingbird 256 + 80 A" 1}Add Rolind Key
26 (Engels et al., 16 Internal Hybrid . 2: imt'Qg - -
2010) State ,=[™8.Permutdtion
Hummingbird-2 128+ 128 A ' LA Adgound Key
Internal oy \ .
27 (Engels et al., 16 State + 64 Hy! 4 .Substitution - -
2011) 9 I " P p 3 Pemutation
P — - ) \\/.
Hybrid %k r L/: >
PRESENT & : \jrl.Padding 1.Chaos Key Generation PRESENT
28 Salsa20 64 128 =\ spN 20\% 2.Add RO“!“’ Key 2.Quarter Round Function (Component);
(Kubba & \ 3.Permutation 3 Row Round Function Salsa20
Hoomod, 2019) ? v 4.Keystream XOR ' (Key Schedule)
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No Algorithm Block Size Key Size Structure | Rounds Function Based on Existing
' 9 (Bits) (Bits) Encryption Algorithm Key Schedule Algorithm Algorithm
|CEBERG 1.Substitution ey Expansion
29 | (Standaertetal., 64 128 SPN 16 g:i%rg‘;ﬁ'n%"l(ey . Nisitution i
2004) 4.Matrix Multlpllcatlon ermutation
IDEA L.XOR 1 Key Partition
30 (Lai & Massey, 64 128 ARX 8.5 2.Modulo Addltlon 2 0¥at|0n -
1991) 3.Modulo Multi
1.Balanced Block . T
2.Add Round
31 ILEA 64 128 SPN 12 3.Substitution _\"} PRINCE (S-box)
(Jha et al., 2020) 4 Permutatio
5. Consta \ \,Y‘
Improved 1.Add Rou Key X
DLBCA 25 Wn r@ﬁstitution DLBCA (Component):
% (Al-Dabbagh et 3 80 FN 5 Pﬁﬁ ion Q\ “2.Rotation HISEC (S-box)
al., 2018) 4.Retation (
Improved GOST 1.Modul ti Y
33 | (Poschmann et 64 256 FN 32 ~cf?bsti \’dk? S - P?SEE’EST
al., 2010) otation _ )
V
Improved IDEA N 0 A% LXOR. \DEA (Componen)
34 (Lerman et al., 64 128 ARX 6.5 > MBAUIOVAd 2.Rotation MESH (Key Schedule)
2013) Xy | 2VOdyojAdditeg 3. Modulo Addition y
Improved (.Q\ A AN 1 Rotation LBlock
35 (Al-Dabbagh & 64 80 FN A QN\ otati I{?D 2.Substitution (Component, S-box
Shaikhli, 2013) 1(\ | _Permutation 3.Constant XOR & Key Schedule)
Improved b LM Substitution o i
36 | RoadRunneR 64 80/128 F \ 0M2y | 2. piffdsion Layer %“S’mﬁzn'g%r'f;gtﬁ)f}”era“o” ?ggiRgﬂgﬁg
(Liu etal., 2018) - ¢ 3¢Add Round Key ) y P
kg V
Improved * )) '&XOR
37 Simeck 32064 64/128 4% 32/1'4 Y2 Bitwise AND 1-Constant XOR Simeck (Component)
(Encarnacion et c_}/ 3 Rotation 2.LFSR
al., 2020) - N
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No Algorithm Block Size Key Size Structure | Rounds Function Based on Existing
' (Bits) (Bits) Encryption Algorithm Key Schedule Algorithm Algorithm
1.Rotation
2.XOR
g | Toroved SM4 3.Add Round Key Q) % SM4
(Chenetal., 64 64 FN 32 4 Substituti t ti c t
2021) .Substitution otation (Component)
5.Reverse Order
Transformation NY i
JAC_Jo 1.Rotation 1 .
39 | (Shantha& 32 64 FN 32 2. Bitwise AND \Egy”t XOR S'me}g'g (gg’ﬂ“e%‘;’;g”t &
Arockiam, 2018) 3.XOR y )
. 1.Function
40 (Eﬁé"f“zr?)'l " 64 128 FN 8 2.Function % y Y‘_\ ]
' 3. Functl \ 1 &)
KATAN NG Y‘
41 (De Canniére et 32/48/64 80 NLFSR 254 1. LI&, “\ Trivium (Component)
al., 2009) . Q
KHAZAD 1. rrhear Layer, B)
42 (Barreto & 64 128 SPN 8 2.Linear |03L erd| 1.Constant XOR -
Rijmen, 2000) cﬂdd R N
Khudra v e oy
(Kolay & ‘< 1.F-function) X 1.Round Constant
43 Mukhopadhyay, 64 80 FN 18\\2. mut@%{ 2 XOR PRESENT (S-box)
2014) A v.ad =
KLEIN A" 1)sub Nibble ™y 1.Shift
44 (Gong et al., 64 64/80/96 SPN /16/20 % 2: el‘NQg e 2.Feistel Transformation AES (Component)
2011) ,=[™3.Mix NifbJé 3.XOR
KTANTAN [ R ~
45 | (De Canniére et 32/48/64 80 NLF Y 2 \ 1.LF€J% 1.LFSR Trivium (Component)
al., 2009) 1 ?S | &
LBC-loT e’) 3 { LSubstitution 1.Substitution
46 (Ramadan et al., 32 80 % 3 é’grmutaﬂon 2.Permutation -
2021) ¥ &% 1 . .Add Round Key 3.Rotation
L
LBlock ;&V c_}/‘ %.)S(lﬁ)z{titution 1.Rotation
47 (Wu & Zhang, 64 80 FN 32 ' - 2.Substitution -
2011) N 3.Rotation 3.Constant XOR
4.Word Permutation

@,
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No Algorithm Block Size Key Size Structure | Rounds Function Based on Existing
' 9 (Bits) (Bits) Encryption Algorithm Key Schedule Algorithm Algorithm
1.XOR -
48 (Abolgr?cgha ot 64 256 N 16 2.Modulo Addition Wartition )
al., 2019) 3.Modulo Subtraction 4} 2.Retation
" 4.Rotation V
1.Add Round Key T
LED 2.Constant XOR .
49 | (Guoetal, 64 64/128 SPN 32/48 | 3.Sub Cell I - AES (Comp"”g“t)'
2011) 4.5hift Row '\d PRESENT (S-box)
5.Mix Colum o "X
LiCi 1. Substituti ‘ il Ao ORESENT
50 (Patil et al., 64 128 FN 31 2.Add Round P g b ubsﬂztrtion (Key Schedule)
2017) 3.Rotatio O\ 'E@m XOR
LILLIPUT 1.Non®&lipe Laye‘ Mixing
51 | (Bergeretal, 64 80 FN 30 Z'L% yer 2.Permutation )
2015) “Rermutation 78'Subkey Generation
1.Ad & Y
Loong %lb Cell T A, ] 1.Constant XOR i
52 | (Liuetal, 2019) 64 64/80/128 | SPN | 16/20/32 N 5 iy Row & | 2.Modulo Addition
g "Mix Columh <&
i
LRBC N ; s o il NQR
53 | (Biswasetal., 16 16 Hybrid ZY' 7 S e = 1.Key Combination )
2020) % 4.1 -hgx Compuitation
LWE A v ‘:{s yXl\@w 1.Substitution
54 | (Topraketal, 64 64 HybriK\ 3 | T-2Substisution 2.XOR -
2020) P .XOF{V 3.Permutation
\ ll.Mg’cn,éolumn
MANTIS Cf) { 2,Permute Cells . ,
55 | (Beierleetal, 64 128+ b4 @, / 1 dAdd Round Tweakey 3 oration PR”,\\'ACidEOEiC(OSTé’Q)e”O'
2016) 's “Constant XOR '
) £ 5.sub Cell
MANTRA N | 1.Substitution 1.Shift
=1 i
56 | (Bansodetal, 64 801280~ FN 32°9 | 2.Add Round Key 2.Substitution (KZRE;EE':I@
2018h) | 3.Rotation 3.Counter XOR y

S
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No Algorithm Block Size Key Size Structure | Rounds Function Based on Existing
' 9 (Bits) (Bits) Encryption Algorithm Key Schedule Algorithm Algorithm
mCrDton 1.Substitution il
(Li?,np& 2.Permutation 1.Substitution
57 Korki 64 64/96/128 SPN 12 3.Column-to-Row & 5 . -
orkishko, T L. .Rotation
2005) ransposition
4.Add Round Key o
MIBS ;"SA:SSE,[%[:{]O(:‘KW 1.Rotation mCrypton (S-box);
58 (lzadi et al., 64 64/80 FN 32 3.Mixing ubstitution PRESENT
2009) 4 Permutation 3 eF )i (Key Schedule)
o 1.Sub Cell E “ § Ay
M_Idon 2.Shuffle Ce -
59 | (Baniketal, 64/128 128 SPN 16/20 | 3'\iix Co b 4 D \/Y' - -
2015) 4.Add Rou% Key‘\\ N
MISTY 18 V “\
60 | (Matsui, 1997) 64 128 FN 8 % 6«” -
' 3.
NUCLEAR 1.Substituti Y
61 | (Salunkeetal., 64 128 FN 25 ~C?OR &T \& éég;ion -
2019) ‘<§, otion ¢ & | ¥
NUX 1.AddRound Key 4. 1.Rotation
62 | (Bansodetal., 64 80/128 FN 31 NV 2F- \A 2.Substitution (KZRE;EE':IM
2018) U7 | 3Permutation .= 3.Counter XOR y
NVLC COJ\ LiAdd OI"”‘Q?V 1.5hift PRESENT
63 | (Al-Rahman et 64 80/128 SPN S Msi 'I@r{‘ 2.Substitution (Key Schedule)
al., 2018) A\ | 'Shift, gﬁ 3.Counter XOR
¥ JL.F- ion
OLBCA \ [2.Rotation 1.Substitution
64 | (Al-Dabbagh & 64 80 G 2y xR > Rotation -
Shaikhli, 2014) Q7| ‘;(gé i otion
Piccolo (@ r V/ <1.Whitening Key XOR
65 (Shibutani et al., 64 80/128 4 N 25/§1 \jrz.F-function 1.Constant Values -
2011) 7| 3.Permutation
.y
PICO \? 1.Add Round Key
66 (Bansod et al., 64 2% SPN 32 2.Sub Column %.éc?[;ion (Keszlfzzf?eléule)
2016) 3.Bit Shuffle : y
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No Algorithm Block Size Key Size Structure | Rounds Function Based on Existing
' (Bits) (Bits) Encryption Algorithm Key Schedule Algorithm Algorithm
PRESENT 1.Add Round Key otation
67 | (Bogdanov etal., 64 80/128 SPN 31 2.Substitution 2] titution -
2007) 3.Permutation 3.Counter XOR
PRIDE 1.Add Round Key
68 (Albrecht et al., 64 128 SPN 20 2.Substitution Y""’ - -
2014) 3.Permutation N E
e M NP
69 | (Borghoffetal., 64 128 SPN 12 ® -
2012) 3.Permutation 3
4.Constant X ’ c‘)
1.Add Roun 2 Y?
PRINTcipher 2.Linear Tﬂn T Y
70 | (Knudsen etal., 48/96 80/160 SPN 48/96 3 Round nter \ 1.Keyed Permutation -
2010) uta‘fl'on éQ
|0 N &
PriPresent 1.Add Round Key
71 | (Girijaetal, 64/80 80/128 SPN 31 2 ub&ﬁt Aq'giﬂgfarﬂ;f”tmpe Number -
2020) rmu .1\
PUFFIN Substitut oy .
72 | (Chengetal, 64 128 SPN 3240 N, 2.AdcRoun Keygf}' %‘E‘?t”l““ta“‘.’“ ICEBERG (S-box)
2008) \ A .Bit Inversion
PUFFIN2 ?- ﬁubs ullon 1.Substitution
73 (Wang & Heys, 64 80 SPN q dd olmdbe 2.Permutation ICEBERG (S-box)
2009) JS8 ufation 3.Position Selection
QTL PRESENT & mCrypton
41 (Lietal, 2016) 64 64/128 N - (S-box)
RARE c’) 1 = 1.Chaotic Function
75 | (Omranietal, 64 80 Q\- , 1 3 '%”bs“t“t'.o” 2 Rotation -
2018) (} \ | A ermutation 3. XOR
RCS A N L \} 1.Modulo Addition 1.Word Conversion
76 (Rivest, 1994) 32/64/128 0-2040 Awfe b ARX 0-255&) 2.Rotation 2.Initialize Array -
' pe 3.XOR 3.Key Mixing
RECTANGLE 1.Add Round Key 1.Sub Column
77 (Zhang et al., 64 SPN 25 2.Sub Column 2.Feistel Transformation -
2015) 3.Shift Row 3.Constant XOR
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f o
. Block Size Key Size Function Based on Existing
e e (Bits) (Bits) SITUETE | (MBS Encryption Algorithm Key Schedule Algorithm Algorithm
RoadRunneR 1.Substitution . Vnin Kev Generation
78 | (Baysal & Sahin, 64 80/128 EN 1012 | 2.Diffusion Layer my g Key Gel -
2015) 3.Add Round Key 3
1.XOR e
2.Byte Addition .
79 (Mais':;EllQQQE) 64 64 SPN Variable | 3.Permutation Y %.I‘R/lcggﬂlcz)nAddition -
! 4.Pseudo-Hada .
Transform
SAT Jo 1.Add Round 1 B a:‘u\’ge' Uence
80 (Shantha & 64 80 SPN 31 2.Substitution : Oxw ” dﬂion -
Arockiam, 2018) 3.Permutatiol f ol
1.XOR 1. XOR,}"
SEA 2.Substitut|z 2.Substitution
81 | (Standaertetal., 48/96/144 48/96/144 FN Variable | 3.W, Wtion AWord Rotation -
2006) R&Rn “.Rotation
Nﬁ Additi .Modulo Addition
1.Ad e 1.Add Round Key
SFN . cf?bstit'm" ' 2.Substitution Midori & PRINCE
82 (Lietal., 2018) 64 % Hybrid 32 ‘B ermutati 3.Mix Column (S-box)
s 4.Mix(0R(§ 4.Mix Row/Mix XOR
Simeck Tyl 1, SIMON (Component)
83 | (Yangetal., 32/48/64 | 64/96/128 FN 32/§va- z.EﬁN %‘Eggﬂam XOR & SPECK
2015) 3iRotation A ) (Key Schedule)
SIMON 64/72/96/ 36/42/ | 2. 3
84 | (Beaulieuetal, | 2%V | 1281144 N 4 44/3/5 2. Bitwise(AND 3 Constant XOR :
2013) 192/256 ,(\oelegl 2 | 8.Rotati '
SNy wON N 1.Key Partition
SIT \ . |1A\ﬁ%4?ound Key 2.F-function KHAZAD
85 (Usman et al., 64 64 Sﬁ) / ¢ Swapping 3.Matrix Transformation (Key Schedule)
2017) ubstitution 4.Key Arrangement Y
% § s ,_2 -5 5 5.XOR
] v T i
~ \c.}f 1.Sub Cell
SKINNY 64/128/ 32/36/40/ 2.Constant XOR
86 (Beierle et al., 64/128 256, ¥ SPN 48/56 3.Add Round Tweakey 1.Tweakey framework AES (Component)
2016) 4.Shift Row
5.Mix Column

>
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. Block Size Key Size Function Based on Existing
e e (Bits) (Bits) SITUETE | (MBS Encryption Algorithm Key Svchedule Algorithm Algorithm
1.Permutation
87 (?Jéfj?g(é'é) 64 80 FN 32 2.XOR Wion -
' 3.Round counter &
SPARX 1.Modulo Addition . SPECKEY &
88 (Dinuetal., 64/128 128/256 ARX 24/32/40 | 2.XOR Y"";P'V'e?g]‘ﬂtoa tiAc?nd'“o“ NOEKEON
2016) 3.Rotation N 1 (Component)
SPECK 30/48/64/ 64/72/96/ 22/23/26/ | 1.XOR ! o
89 (Beaulieu et al., 96/128 128/144/ ARX 27/28/29/ | 2.Modulo Additio 5 . Threefish (Component)
2013) 192/256 32/33/34 | 3.Rotation X
Sriram 1.Add Rou tation
90 (Ramudu & 64 96/128 SPN 27 2.Substitutio 2 uiﬁtlon (KZ?E?EeNdIIe)
Shanthi, 2015) 3.Permutati ~_ n38.Co t XOR
é‘é‘d RO[: OKRex\ N S. LED (Component);
SR-LED ’ o QQXOR SPECK
91 (Patil et al., 64 128 SPN 12 & 1 ‘3 LESR (Key Schedule);
2015) e, ' RECTANGLE
5.Shift R T AY (S-box)
cﬂ!ix C : SN
TEA r >y
92 | (Wheeler& 64 128 FN 64 ‘<~2')|\§|(3§! o’ | 1-Modulo Addition -
Needham, 1994) \ & ' '\A
?' 1ﬁubs itution ="
TED 2Rotation 1.Rotation PRESENT
93 (Thorat et al., 64 128 FN 2 < B @tant 2.Substitution (Key Schedule)
2020) 4 «[~4.Add Rolnd Key 3.Counter XOR y
A\ | .Permutation
T-TWINE YNy LT Schedule
94 | (Sakamotoetal., | 64+ Tweak | 80/128 GRNN ) 36 lz.m?:/ution 1.Counter XOR TW'QE & SK"t“NY
2020) .@) l _ X" § 3.Add Round Key (Component)
TWINE \gf ' 7| v2:Substitution
95 (Suzaki et al., 64 80/128 % i’ .Add Round Key 1.Counter XOR -
2011) A . {3.Block Shuffle
UBRIGHT A~ <27 1.Add Round Key BR'G'g (iompgfne”t)’
96 | (Sehrawat & 32 80 E\., GFN 22 2.ARX Operation - Roagstg’neR
Gill, 2020) 3.Permutation

(Key Schedule)

G
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. Block Size Key Size Function Based on Existing
e (e (Bits) (Bits) SITUETE | (MBS Encryption Algorithm Key Schedule Algorithm Algorithm
1.Substitution il
VAYU . ion
97 | (Gauravetal, 64 80/128 FN 31 2-Rotation 2.8ubstitution PRESENT
2016c) 3.XOR & onstant XOR (Key Schedule)
4.Permutation O N
1.Substitution .XOR
VH 64/80/96/ 10/11/12/ -
98 . 64 SPN 2.Permutation q 2.Rseudorandom -
(Dai et al., 2015) 112/128 13/14 3.Add Round K@ v irans rmation
XSX 1. m Number
99 (Santos et al., 64 64 SPN 4 %.Qi(ids\?v?tﬂd 24 n raTioQZ' -
2016) ' RO
B
P4
\ '\'Y.
Vi &




The comparison of lightweight block ciphers in Table 4.1 shows that the construction
of the observed algorithms is based on confusion and diffusion properties. ({Hsion and

diffusion are two properties introduced by Claude Shannon that must 5%)|ated with
ipb

lightweight block ciphers (Shannon, 1949). In confusion, the relatio tween the key

and ciphertext in an encryption operation is obscured. Confusion,i tes how changing
one bit of the key affects the entire ciphertext. When a 'tuaWlee that happens, the

attacker would probably need to solve the entire key si e uslx&f?than piece by

e
piece to break the algorithm. ' c}‘r
S
For diffusion, the influence of one plaintext symbol is spreéad gver many ciphertext
v

'nte@usion indicates

iphefS!xt. This means that

@Jacters in the ciphertext,

symbols with the goal of hiding the statistical propefties (@i

how changing one bit of the plainte@ the e

frequency statistics of the plaintext a@fused \ﬂe

N
which means that much more ciph% neelled t cut@neaningful statistical attack.
&
C rovi

er

Both confusion and c% ot ~§Kecurity by themselves alone.
Therefore, this research pler} tc ﬂjsgz&nd diffusion elements to develop a

secure algorithm. E&Qhe crypx'phic functions of lightweight block cipher from

&

i l an@ﬁusion categories as shown in Figure 4.1.

d into co
’

Table 4.1 is cate
i?. s . . .
From the ca@lz' ion of cen S|o@d diffusion elements, an in-depth study is
nZ;

conducte WUsed J(;n ainxsb{pose of this research which is to develop a secure
. § N
ck cipher. \%

Iightqu

Ny
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Diffusion

(Transformation)
« Column-to-Row Transposition

(Matrix) * Feistel Transformation

* Matrix Multiplication * Pseudo-Hadamard Transform

Confusion

Mathematical Operatio * Matrix Transformation . Reverse Order Transformation
* Bitwise AND * MDS Matrix .

* Byte Addition (XOR) (Rotation)
s Modulo Addition * ARX Operation . + Add Constants « LFSR
= Modulo Subtraction * F-function (Pe".“utatm") * Add Round Key * Rotate Nibble

+ Pseudorandom Transformation| * Bit Shuffle + Constant XOR + Row Round Function
(Substitution) * Quarter Round Function * Block Shuffle * Counter XOR * Shift
« Balanced Block Mixer * Round Function * Feistel Permutation  « Mixing * Shift Row
= Merged Substitution : Weight Function * Keyed Permutation  + Mix XOR  Word Rotation
+ Permute Cells * L-box Computation « 3D Rotation

+ Permute Nibble
* Shuffle Cell

* Swapping

* Word Permutation

* Sub Column
* Sub Nibble

(Multiplication)
¢ Mix Column
* Mix Nibble
* Mix Row
* Modulo Multiplication

From the comparison of lightweigh iph
operation used in almost every algorith performs
between a fixed bit input and prod % sam%\yxyi

% ]

(7]
are various implementations of% R w}o in e the diffusion property of a
lightweight block cipher. hemel’men dixgk\m\nction is the add round key that
operates the XOR function befween tHeyeighef @ the round key. In constant XOR or

sometimes called a@ntx@, the Q@er state is XOR with the round constant

\m P
where the vaIuesergi ained eit i&(!m@b%/table, computation, or round number (Jha et

\ Y\J
is a%?sic mathematical

&

G@put (Adams, 1997). There
()

al., 2020). C &XOR}f ction operates XOR operation on the round counter and cipher
state (Yma ., 2020). L-box co&)@?ation is a diffusion table that is arranged using XOR
and gate operations (Biswas et al., 2020). Mix XOR layer is a linear transformation
lies XOR operation among cipher states (Li et al., 2018). Similarly, the mixing

is represented by XOR operation on each of the individual cipher state bit in sequence

(1zadi et al., 2009).



Multiplication function is another mathematical operation implemented in block
ciphers. In modulo multiplication, two numbers are multiplied and the mod%Wion is
operated to obtain the result (Lai & Massey, 1991). For mix column Itiplication
between the diffusion matrix and the cipher state array is performed fg

2018). Mix

nibble performs similarly to the mix column function in AES but, operates in the form of

i IW operation of a given
I, Olit?
- - . - -
Matrix operation is also being adopted in a ms to achie Iffuagg? Matrix
multiplication is based on the parallel appllcatlon simple inv utlonr(b-lnary matrix
fo m\,\the QLB;( is transformed
Dicéﬁce Separable (MDS)

éinvolutive Feistel-MDS

transformation on each plane of a L;%Wlthjgl en hﬁ code (Berger etal., 2015).

nibble (Gong et al., 2011). Besides that, mix row is a mul

matrix with the cipher state in the finite field GF(2*) (Li

multiplication (Standaert et al., 2004). In m %

into arrays of cipher state bits (Usman I%?)

matrix is a linear transformation fu tion that

Diffusion property in lightw ght ipherswCan also be achieved using the
transformation technique! -to- (lg}‘qé@on is a simple transformation of a
cipher state column row [ep tation~(im & Kaorkishko, 2005). For Feistel
Transformation, t m onen se(‘) f%OR and rotation functions in a Feistel-like
manner (Zha En 2 15) P u {(Hadamard Transform is an unorthodox linear
transform c mpone nt atéllo he C|pher rapid diffusion of small changes in the
plalnt he key over the T?ultlng ciphertext (Massey, 1993). In Reverse order

tlon component, the final round output is arranged in reverse order to obtain the

@next (Chen et al., 2021).
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Permutation is one of the most implemented diffusion components in cryptographic
algorithms. Bit shuffle which is similar to bit permutation shifted the cipher {WO the
new position using a permutation table (Bansod et al., 2016). Meanw 'wck shuffle
layer takes the 16-bit input and gives the 16-bit shuffled output usi %\utaﬁon table
(Bansod et al., 2017). Permutation layer is the default Feistel permutation that permutes the
cipher state according to the Feistel network (FN) struct reWy & Mukhopadhyay,
2014). Other than that, keyed permutation is chosen in depen tm ner (Knudsen
et al., 2010). For word permutation, the permutationsmethod isjimpl ntegj\gﬁ a 4-bit

cipher state (Wu & Zhang, 2011). Permute nlbble function is app ed to the n@ble positions

of the cipher state (Beierle et al., 2019). In permut eII

cells are permuted according to the per wble (B '

swapping operation is applied to dimi the dmww
N

cipher state bits (Usman et al., 20 é}c?

Another widely adopte 0 entg\ ghtweight block cipher is the
rotation function. Rotatlo% nis y]@ ed@ a given number of bits positioned
in a specific direction gither to thqle rlgr@ms, 1997). Besides that, rotate nibble
or called word rot @I es 4-

etal., 2011). | r;atlo th
shift func: C|pher §37ts |3$fted by a specific number of bit position either to

ffleéIB?he cipher state
talégm) Apart from that,

altering the order of the

%

tptltz‘rg}the left or right in a specific position (Gong

er state is rotated in a specific clockwise direction. For

the le ight (Al-Rahman &tﬁ 2018). Using shift row layer, the rows of the cipher
st rray are rotated according to the specific position and direction (Beierle et al.,

016)” Meanwhile, row round function adjusts the rows of the cipher state arrays (Kubba
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& Hoomod, 2019). Apart from that, LFSR is a shift register whose input bit is a linear
function of its previous state (De Canniére et al., 2009). \Y~
Besides XOR, other mathematical operations such as byte addition 0 addition,
modulo subtraction, and bitwise AND have been applied in encryption algorithms to
achieve confusion property. For byte addition function, a byte-b% ddition operation
between two inputs is processed (Massey, 1993). Modulo ddW‘Ws process of adding
two numbers, then modulo the result by an integer, a he remainder as the final

answer (Wheeler & Needham, 1994). In modulo suw the cipher is Ipulated

by subtracting the plaintext with the round key in bin ergtlo a takl the modulus

output (Aboshosha et al., 2019). Bitwise A@ qﬁ areisg data bit to the

corresponding bit, where the result is s o%any 0 Ste equal to 0, and set

to 1 if both bits are equal to 1 (Beauli@ﬁal., 2%? ,<\
N
Most cryptographic algorith%pt sibstituti cgg{ﬁ%nents to provide confusion
property in the cipher design. i t|0] m%a;:p lies four bits input cipher state to the

S-box simultaneously an% tes four bi ‘thp'b(Bansod et al., 2016¢). In merged
substitution, eight 4- Nboxef erge(&(o one component, sharing the same

quadratic permut Hﬁ; he ré)urce overhead (Liu et al., 2018). Another

nced b@ mixer applies one-to-one value mapping on all

substltutlon IHBZ?
inputs o Eﬁwr to cﬁ'a h%othu values (Jha et al., 2020). For sub cell function, S-

box is to every cell of the\;?)her state in parallel (Banik et al., 2015). Similarly, sub
% ration is a parallel application of S-boxes in the same column of the cipher state
@ et al., 2015). On the other hand, sub nibble function implements 4-bit nibble

substitution using the S-box (Gong et al., 2011).
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On top of the individual diffusion and confusion functions, there exist components
that are able to provide both diffusion and confusion properties at once, VKW built
based on the combination of multiple functions. ARX (add-rotate—XO wtion relies
on modular addition to provide non-linearity while wordwise rotati %XOR provide
diffusion (Sehrawat & Gill, 2019). Other than that, an F-functi n&l.is comprised of

substitution and diffusion layers is being implemented in F;’st Work ciphers (Kolay &

Mukhopadhyay, 2014). In the round function, multiple n nts%at a time that
includes XOR and rotation (Hong et al., 2006). Meaawhile, the qua r'r(;@)aﬁunction
implements XOR, AND, and rotation operationﬁaa gbﬁ;, @9). Weight
function consists of the application of rotatio%m&\o\ﬁﬂn aiéagg:operation and
S-box as non-linear operation (Kumar @19). B all 8ﬂabove functions, the

pseudorandom transformation methad is used ﬁ\(:anru ,@eryption and decryption
i

N,

transformation tables to achieve %n and diffusion prq%é’rties (Dai et al., 2015).
N ¥ ¥

<

4.3 Comparison of Li ight Blocl Cipher G@]ponents

4 F &
In the develop f Iightrv i ockﬁer, the two most common components
&)

sut@j&ution and permutation (Banik et al., 2017).

2 9

o the(addition of confusion and diffusion properties in

al
These two co neas corlrl
% N
the algowwtut n oneézplaces a cipher string by mapping a value input to

o)
using a transforrrm(ﬁan table such as an S-box. Meanwhile, the permutation

anothe\
cor%« rearranges a cipher string by reordering the positions of each value input to

@e an output using a permutation table or other rotation methods. Analyses of the

substitution and permutation components are discussed in the following subsections to

used to construct aﬁQr
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obtain the secure cryptographic components that are used in the development of lightweight

4.3.1 Comparison of Substitution Component '

S-box or substitution box is an important component in t@f block ciphers

to obscure the relationship between the key and ciphe ext ensuring confusion

block cipher.

property (Omrani et al., 2018). An S-box takes an in m, an tlans ms it into an

output bit n, where n is not necessarily equal to m se transf rma peated a
few times depending on the number of elements i |n t box Jrhe pri ge of the S-
\;

box is to provide a nonlinear element in the % p o mcréﬂg e complexity

of the algorithm to make it more se %I et al’ introduction of the

nonlinearity element from the S-box wibu effe %’t |@Qnt types of cryptanalytic
attacks. There are many types of on iﬂ ctiomsin li elght block ciphers such as

a single S-box, multiple S-bo n mL,t e Sibox ‘s§}as shown in Table 4.2.
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Table 4.2: Substitution Function

T
N
O

Maximum Significant

99

S-box
No. Algorithm Rounds g'g# : At_tack Round_
Size (Bits) Table leferentlal' Linear :
Cryptanalysis | Cryptanalysis
1 ACT 31 Input:4 Output:4 | (4,8,0,8,1,6,2,F,A5,E39.C,7,0) T 4 4 15 15
2 ANU 25 Input:4 Output:4 | (2,9,7,E,1,C,A0,4,3,8,D,F,65,B) a4 15 12
3 ANU-I 25 Input:4 Output:4 | (E4,B,1,7,9,C,AD,2,0,F,8,53,6) L 40| 4 12 12
4 BORON 25 Input:4 Output:4 | (E4,B,1,7,9,C,AD,2,0,F,8,5,3,6) w4 ¢ 15 15
5 CUBE 15 Input:4 Output:4 | (7,A,2,C,4,8,F,0,5,9,1,E,3,D,B,6) 4 54 9 10
6 DoT 31 Input:4 Output:4 | (3,FE,1,0,A58,C4,B,2,9,7,6D 47 4 30 24
7 FeW 32 Input:4 Output:4 | (2,E,F,5,C,19,A,B,4,6,8,0,7,3,D)uHummingbitd”| 4 5[ 4 11 11
8 GIFT 28 Input:4 Output:4 | (1,A4,C,6,F,39,2,D,B,7,5,0,8, N 4 14 13
9 GRANULE 32 Input:4 Output:4 | (E,7,8,4,1,9,2,F5AB,0 G,QQ‘J_ ;‘_"4 4 14 14
10 R(')';’dpéﬂ‘r’ﬁgR 10 Input:4 Output:4 | (0,8,6,D,5F,7,C4, EQ{B 4 | 4 - -
11 Improved SM4 32 Input:4 Output:4 (0,C,9,D,3,5,B,1,6,:A,8,7, ,Z,Eb 4 4 - -
12 KLEIN 12 Input:4 Output:4 | (7,4,A9,1,F,B,0, ,D,5)-] 4 4 9 9
13 LBC-loT 32 Input:4 Output:4 (0,8,6,D,5,F,7,C 9,14BA) ] ¢ 4 4 - -
14 LCA 16 Input:4 Output:4 [ (8,7,3,C,D,B, 9,F,05,E,2) 4 4 - -
15 LiCi 31 Input:4 Output:4 (3,F,E,1,0,A5,8,Gi4,B, ,ﬂﬁm 4 4 12 12
16 LILLIPUT 30 Input:4 Output:4 | (4,8,7.1 ,3,@8,6, A5D,0) 4 4 17 17
17 Loong 16 Input:4 Output:4 | (C.A, .7,9,8,1,5,0,2,4,6)4 4 4 4 4
18 LRBC 24 Input:4 Output:4 (Biswas et al., éogaf g - - - -
19 MANTRA 32 Input:4 Output:4 | (2,5,5:A F,3,4,9,B:0,6,C,8,E 13.)/ 4 4 16 16
20 MIBS 32 Input:4 Output:4 (44&7‘% AC0,B ?,E,z,@?@) 4 4 20 20
21 NUCLEAR 25 Input:4 Output:4 | (E,4,B1,7,9,C;AD2,0,F,85:3,6) 4 4 20 16
22 NUX 31 Input:4 Output:4 @,4,1,92,59&8,0{@-35,0,3) 4 4 20 15
23 NVLC 20 Input:4 Output:4,} (1,0,5,3,E,2,F,7,D,A9B,C,84,6) 4 4 - -
24 Piccolo 25 Input:4 Outputy4 4,B8,213,80,9/1, A%F,6,C,5D) 4 4 7 7
25 PICO 32 Input:4 Outp ) (1,2,4,D167F,B,8,A5:E,3,9,C,7,0) 4 4 24 24
26 PRIDE 20 Input:4 Outp\4 (0,.4,8F,15E9%27%ACB,D,63) 4 4 - -
27 RARE 13 Input:4 (D,E,0,8,B,1,9)R,6,37,A25C,4) 4 4 - -
28 | RoadRunneR 10 Input:4 4 ](086,D5F7,C4E?2391BA) 4 4 5 5
29 SAT Jo 31 |npuu&ut.4 (1,0,E,9,8,0,6,7,2F5,C,4,A8,3) 4 4 - -
30 SKINNY 32 In%?utput% (C6,9,0,1,A2,B,3,85D,4E7F) 4 4 - -
31 Sriram 27 % utput:4 | (6,3,5,8,1E,2,B,F,C,9,7,A0,4,D) 4 4 - -




L9

f s
S-box " " MaxAi‘r::ur?( .:.{ignifciicant
q ax ax ac oun
e, | GEIET | (Rl Sire (Bit . Desi DDT | LAT | Differential Linear
() anie esign Cryptanalysis | Cryptanalysis

32 TED 26 Input:4 Output:4 | (9,4,F,AE,1,06,C,7,3,8,2B,5D) - & ¥4 4 12 12
33 VAYU 31 Input:4 Output:4 | (6,3,A,5,C,8,1,B,0,D,9,E,F,2.7,4) " A 4 8 8
gg PTJE‘KE g Input:4 Qutput:4 | (B,F,3,2,A,C,9,1,6,7,8,0,E,5,D,4) - -
36 PUFFIN 32 - -
37 SUFFINZ 4 Input:4 Output:4 | (D,7,3,2,9,A,C,1,F,4,5E 6,0,B,8) - -
gg TT}’:’A'/'I\',EE gg Input:4 Output:4 | (C,0,F,A2,B,9,5,8,3,D,7,1E,6,4) ig 12
40 Midori 16 7 7
41 CRAFT 31 Input:4 Output:4 | (C,AD,3,E,B,F,7,8,9,1,5,0,2,4, 18 22
42 MANTIS 14 h - -
ﬁ REg;ﬁ‘_’;gLE ig Input:4 Output:4 (6,5,C,A,1,E,7,9,B,0,® 1_5 1_4
45 HISEC 15 N - -
46 DLBCA 15 (,; N - -
47 Improved 15 Input:4 Output:4 (F,C,2,7,9,0,5,A,I'B,E, G%ﬁ)— i )

DLBCA J
48 OLBCA 22 N 8 8
49 PRESENT 31 e Dl 20 16
50 2 15 [ 6 6
e S
52 | PRESENT & 20 \ | - - -

Salsa20 Input:4 Output:4 M,Q,O .D,3 ! ,8,4&,2) PRESENT 4 4
53 Improved 30 \ 5 . i )

GOST C—’ 2 .9
54 Khudra 18 Qt, v) \(J 6 6
55 LED 32 P D 6 6
56 PriPresent 31 A N/ s - -
57 | PRINTcipher 48 Input:3 O (0,1,3,6:774,5,2) - - - 24 24
58 SEA Variable | Input:3 W (0,5,6,774,3,1,2) - - - - -
59 Halka 24 : 8 (Das, 2014) - - - - -
60 KHAZAD 8 utput:8 (Barreto & Rijmen, 2000) - - - - -
61 LWE 3 Output:8 (Toprak et al., 2020) - - - - -




89

[ &
S-box Maximum Significant
. Max | Max Attack Round
(AgeTiim | INEEE .. . DDT | LAT | Differential Linear
Sz Es) TElile DT Cryptanalysis | Cryptanalysis
SKIPJACK 32 Input:8 Output:8 (NSA, 1998) INU\E - - -
VH 10 Input:8 Output:8 (Dai et al., 2015) - N - - 4 4
FlexAE Variable Input:8 Output:8 (Nascimento & Xexéo, 2019) E - - 9 10
(E5,7,2,B,8,1F0,A,94,6,D,C3, '
: . 50,8,FE;32CB,7,6,9D,41A,
DESL 16 INput:6 Output:d | ™' e e 0 e \d. - - -
9,6,F5,3,8,4,B,7,1C,2,0E,AD) Q. \T
. ; o
Blowfish 16 '”pﬁj'g_‘gg)@s‘;'w (Schneier, 1993) Y ! ;? : i ;
Input:7 Output:7 Y
67 Kasumi 8 & (ETSI, 2014) - - -
Input:9 Output:9 ,\/ e
Input:4 Output:4 (C,5,6,B,9,0,A,D,3,E k847, ,2)
68 QTL 16/20 (2 S-boxes) (4,F,3,8,D,A,C,O,B,S,w,g) 44 6 6
Input:4 Output:4 | (C,A,D,3,E,B/F,7,88,15,0,2,46)]
69 SFN 32 (2 S-boxes) (B,F,3,2,A,C9,1, LOJE,5,D44) 44 16 16
Input:4 Output:4 | (3,F,E,0,5,4,B, 6,7,8,2,1) . B
0 SIT 5 (2 S-boxes) | (OE5.6.A23C P ) 4/4
Input:4 Output:4 (D,7,3,29,AC,1,
71 |  ICEBERG 16 (2 S'gf’xes) (4.AFS0, e 3, l)~ ] ] ]
Input:8 Output:8 (Standaért et.al 4" s
(g’,&%e 1,CA ,7,0,5‘2;/
I Input:4 Output:4 ( ,1,5.B,8,2,3,A,D,6,F, ) ) ) ) )
72 Hummingbird 4 (4 S-boxes) QEN o 6.8.0.7-3.D)
84,0, LAED,E6,8.28,9,5)
7 ,E,9£,1, ,Eﬁ,s, 04.8,A.3)
N Input:4 Output: "A,1,6,8,F 7,C3,0, ,5,9,B,2) ) ) ) )
73 | Hummingbird-2 4 (4 S-boxes ;2;,({ /AD,E$3408,9,7)
A Y (F.4,5,89,7,2,1,A,3,0,E,6,C,D,B)
A, | 4F38DAGOBS5T7E2619)
24 mCrvoton 1 Input:4 t4 | (1,C,7,A,6,D,53F,B,2,0849E) ) 4 8 8
P (4s- (7E.C,2,09,D,A 3,F,58,64,B,1)
(B,0,A,7,D,6,4,2,CE,3,9,15F,8)

6,




Input:4 Output:4

69

75 ESF 31 (8 S-boxes) (Liuetal., 2014) Serpen
76 CAST 12/16/48 | MPUL:32 Output:32 (Adams, 1997) X ? - ;
(8 S-boxes) I
77 LBlock 32 e ' 15 15
Input:4 Output:4 N
Improved ) (Wu & Zhang, 2011) \d 4
78 LBlock 32 (10 S-boxes) LBlock 9 © \Y' 13 13
Input:4 Output:4 . ‘ [\
79 HERMES 30 (16 S-boxes) (Malutan et al., 2019) o
\'Y




4-bit S-box is the most implemented substitution function in lightweight block
ciphers. The aim of using a 4-bit S-box in block cipher design is to have Iess{%ount for

hardware implementation (Bansod et al., 2018b). This type of S-bo: g@mpact and
ed t

efficient even if the number of encryption rounds has to be incr maintain the
security margins. 4-bit S-box reduces the resources cons& the hardware
implementation of the circuit and meets the initial requirement ghtweight. The S-box
has an optimum cycle count and adequate security (lzadi=et al, 2 0!)). The cost for the
compact S-box is considerably low due to its small e%&tprmt, us krﬁ&&ﬁ energy

consumption (Poschmann et al., 2010). A strong S not oply‘makes thuzdesign robust
Y/

but also introduces an avalanche effect (Bans% A 20% \Pre robg?fg;s of the 4-bit S-

box fulfils the requirement to be resista h crypta atté(c (Liu etal., 2018).

Referring to the list of algoritwbulat \n\'[%Ie 4}‘{,\90me algorithms do not

N
implement S-box in their block éTheﬂefor these rithms are not included in

Table 4.2. KATAN is an exa 0 blf[ I rwi@S-boximplementation that was
rdwar

developed to reduce the %Eﬂ the‘p

Non-S-box-based Iig&@t bIoFk iphers are d for optimal performance in hardware
t

&
and software (K o 2 we er\ non-S-box-based algorithms require the
(EN‘g oy 5 g q
replacement @' to ye on@n property to the lightweight block cipher.
ar

Examples WCtions: t e to replace the S-box are by using MA-box
N

‘glreqbements (De Canniére et al., 2009).

(Multiplic and Addition) andsAX-box (Addition and XOR) (Lai & Massey, 1991).
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The smallest S-box size found in this literature review is the 3-bit S-box which
contains eight elements compared to 16 elements in the 4-bit S-box. An exa@ 3-bit
S-box implementation is the SEA block cipher that is constructed using g@e algebraic
structure (Standaert et al., 2006). Although the size is small, the 3-bit ﬁ optimal with
respect to linear and differential properties (Knudsen et al., 2010 V.

One of the uncommon types of S-box identified in Taw can be found in the
DESL algorithm that contains 6-bit input and produces4=bit‘output (Leander et al., 2007).
This type of S-box is inspired by the DES block cip Howeve the aBﬁed only
one S-box instead of eight S-boxes in DES to reduce gatego plexity, thys performing

better than the DES algorithm.

AES-type 8-bit S-box is argued t e |table i twﬁﬁ block cipher due to
its large area and power consumption ompared %&n bit S-box (Biswas et al.,
2020). However, there are algorl useﬁ 8-bibS:bo h as Halka, KHAZAD, and

&
VH lightweight block C|phers e h @ock cipher applied 7-bit and 9-

a1
bit S-boxes in its encryp(% ithm ‘;J?!)n using both types of S-boxes is the

small area requwem even |a I| |ght cipher can be proposed with these S-
boxes (Das, 2014 to 0 tha iS b x are more resistant to differential and linear
.’
n

cryptanaly5|s ier, 1

4

3).
Mul: boxes ?ﬁg&)een?a plled simultaneously in various cryptographic
a'QOVI'bR

of k cipher (Li et al., 2018). For four S-boxes used in QTL, it took only 128 bytes

Oage which is considered small enough to be used in very limited computing

environments (Lim & Korkishko, 2005). In addition, the implementation of four different

an example, two'S(:Boxes implemented in SFN have improved the security
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S-boxes is primarily to avoid symmetries when different bytes of the input are equal.

Multiple S-boxes along with the diffusion layer in block cipher make crypta&% attacks

not practical to be executed (Usman et al., 2017). The multiple S-bo g‘ﬁad in block
d poin

ciphers are carefully chosen to fulfil S-box properties such as no fi oint, completed,
best non-linearity, best differential probability, and optimum algehraic order (Wu & Zhang,
2011). Y'

Another important point to highlight is the imp ation f xisting S-boxes in
lightweight block ciphers. The most reused S- b in block fciphérs ared%FTESENT
Midori, HISEC, PRINCE, and ICEBERG as sho in Ta?le 4. Desp@e the age of
PRESENT, its S-box is still being applied in any gor ce |t~é\¥r~ong with regard

to linear and differential properties and sg@v area nt (@%hmann et al., 2010).

Meanwhile, Midori S-box has been s %& ;@gy consumption which is
needed for low-constraint deV|ce e et OtlQ(ahan that, HISEC S-box can
produce confusion property ﬁ?#y ents to the block cipher (Al-
Dabbagh, 2017). Apart fr% Ilght igh tzl(gcképher can be optimized with respect

to latency using the P fNQE S- b x\et al. @6) On the other hand, ICEBERG S-box

implemented sep@g c ate rieratOch output bit of the S-box in which the cost
esnot d

of the S-box

2008). ((/

ice of S-box in an &t(é?)rlthm has a huge influence on the result of differential

te he @ware resources of the data path (Cheng et al.,

cryptanalysis (Cui & Jin, 2017). From the S-box, Differential Distribution Table

@ and Linear Approximation Table (LAT) are generated through specific

computations to be applied during the differential and linear cryptanalysis respectively. The
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values in both tables would help in determining the number of active S-boxes, thus

analyzing the strength of an algorithm against cryptanalytic attacks.

X

A comparison of substitution function features is presented in TaEe‘!@Four types
outp

of S-boxes that include small S-box, large S-box, different input a

and multiple S-boxes are compared to observe the characteristi

in lightweight block ciphers.

Table 4.3: Comparison of Substitution

t sizes S-box,

f each implementation

\N

tion Few
@

Diminish Data Originality

(N o ".\T
Small | Large | Different Input and .
el S-box | S-box | Output Sizes S-box | Mvltiple S-boxes
Area Footprint l 0 L (SMiall S-box) /
arge S-box)
Avalanche Effect 0 \, ié\ 7
x) | v (Small S-box) /
Compact d % x (Large S-box)
. -box)i/_J)
Complexit ) \ T
i , NS
Confusion Property v ‘f) v N v
Cryptanalytic Attacks Resistant % v ) RS v
. (Smalfs=hox) / L (Small S-box) /
Cycle Count \ 1 (Large’S-box) 1 (Large S-box)
=3

v’

Gate Count

all S-box) /
|« MfLarge S-box)

1 (Small S-box) /
T (Large S-box)

. K, .D_( £1¢, L (Small S-box) /
Implementation Cost . ‘b\\ {571 (Large S-box) T
Involutio;K\ | v V e v v
W 1 (Small S-box) / 1 (Small S-box) /
Latelx a \\ i T (Large S-box) T (Large S-box)
) 5 m ’ ; y v (Small S-box) /
v
Ligh I d () x (Large S-box) *
. N 1 (Small S-box) / 1 (Small S-box) /
Powgr ¢ mptlgﬂ , i Q‘ ! T (Large S-box) T (Large S-box)
tness v e v v v
Security N> v v v
\ Speed \’T L 7 (Small S-box) /L | 1 (Small S-box) /
N P (Large S-hox) | (Large S-box)
brage Requirement . T 1 (Small S-box) / T ! (Small S-box) /

(Large S-box)

T (Large S-box)

bols "+ (Yes) and "x" (No) represent the availability of each feature, while "1 (High) and "1"
w) indicate valuation of the respective feature
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The results from the comparison show that the substitution features are dependent on
the size of the S-boxes that influence the performance of the substitution fuq{%s. Since

lightweight block cipher is supposedly designed to be simpler thansbnventional
algorithm, substitution function such as 4-bit S-box is preferred giveq :ts ad

quate security
for resource-constrained devices. The findings of the substitutionwn\ct} features are used

in the identification of the secure cryptographic components. Y'

4.3.2 Comparison of Permutation Component , ‘Q}Y'
Permutation or linear layer is a core compontegt in any ‘su |tut|q€r-permutat|on
Y

network block cipher (Chen et al., 2020). T%%ongﬁ] ignigefﬁy influence the
security and efficiency of an algorithn'\‘@eral, t e t\b({ypes of permutation
ab

components namely permutation and e%on fu%? ,{klists the implementation
N
of permutation functions in Iight\g%)loclf‘ciph s«that 4mncludes the data type, number

&/
of permutation bits, and per t n[ . In a@n, the table listed the type of
r'g tio ‘gl

rotation, number of ro%gts,

&
information provide;iﬁgad oyer\v of t@wfarious strategies that can be used in

yptogra
’

identifying the seEN

rebﬁn, and rotation parameter. This
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Table 4.4: Permutation and Rotation Function :(‘)

Permutation Rotation Maximum Significant Attack
. . . Differential Linear
No. Algorithm Rounds Data Bits/ Bits/ S = =
Type | Total Bits Method Type Total Bits Direction Parameter Rounds Active Rounds Active
‘ S-boxes S-boxes
Bit 1/16 Formulation
! H2 15 Block | 16/64 Feistel . 6 36 6 36
2 ACT 31 Bit 1/64 Table e 15 30 15 32
Bit 1/32 Table . eft o 5.
3 ANU 25 Block 3276 Eoistel Bit 1/32 Righ & 15 40 12 36
. . Left 10
4 ANU-II 25 Block 32/64 Feistel Bit 1/32 3 12 39 12 42
A - _ \ng /7 ~13
5 BEST-1 12 Byte 8/64 Unspecified Bit 180 | = left W 13,486
6 Blowfish 16 Block 32/64 Feistel P% T Y
7 BORON 25 Nibble 4/16 Unspecified Bit 6 . Weft 4] 1,4,7&09 15 | 40 15 [ 40
8 BRIGHT 32 Block | Varies Feistel Bit /16 Left () 286
9 CAST 12 Block Varies Feistel Bi 1832~ |? Lefb_ Varies
10 CHAM 80 Block 16/64 Unspecified w-eﬁ 716t 1&8
11 CRAFT 31 Nibble 4164 Unspecified y @ ¥ ) 18 32 22 32
12 CUBE 15 - a\ | ~1/64 403D | Varies 9 33 10 38
13 DESL 16 Bit 1/32 Unspecifie y &
Block 32/64 Feistel ' s S
Bit 1/16 Unspe%" 2 | | O
14 DLBCA 15 Block 16/32 Unspecifie E't“ y 3‘6{, Left 12
: N ) Left 25
15 DoT 31 Byte 8/64 Uﬁ%ﬁed d Bi v 2 Right 31 30 35 24 40
16 EPCBC 32 Bit _Fermufation o7, (- -
17 ESF 31 Bit ulatio Ldes O /a0 Left 7
Block % eistdl = al
" 7 n)
18 Few 32 Lflﬁzek "Eg.fsig'.e,y: %é\ 1/16 Left 1,5,9&12 11 34 11 34
. Nibble Unspecified [
19 FlexAE Variable —g1 Feistel {7 - 9 26 - -
20 GIFT 28 Bit Table - 14 28 13 26
Nibble Unspecified . Left 2
21 GRANULE 32 BloC Eoistel Bit 1/32 Right - 14 46 14 46




9/,

X

f o
Permutation Rotation Maximum Significant Attack
. . . Differential Linear
No. Algorithm Rounds Data Bits/ Bits/ S = =
Type | Total Bits Method Type Total Bits Direction Parameter Rounds Active Rounds Active
S-boxes S-boxes
22 Halka 24 Bit 1/64 Table - &N Y
. Left W .
23 HERMES 30 B 1/16 Table Bit 1/16 Rig Formulation
24 HIGHT 32 Byte 8/64 Unspecified Bit 1/8 ' L2 3’74‘ 6
Bit 1/32 Unspecified .
25 HISEC 15 Block 32/64 Feistel Bit 1/32 ‘ eft 9. 29\
26 | Hummingbird 4 - Bit 1/1% V7 Left 6&10
T i : Left' 4 133&8
27 | Hummingbird-2 4 Bit 1%. Right™ | V1
Hybrid A\ e %\‘
28 | PRESENT & 20 Bit 1/64 Table Bit \@ °\ T,9,13& 18
S 4
Salsa20 cﬁ A~
1/4 . ./
29 | ICEBERG 16 Bit 18 Table (,) \T D
1/64 - N
30 IDEA 8.5 Block 16/64 Unspecified T e Q7
31 ILEA 12 Byte 8/64 Formulation o, % NS \¥¢
Improved Bit 1/16 Unspecifie > m & N
32 DLBCA 15 Block | 16/32 Fei By o Lot 12
33 | Improved GOST 32 Block 32/64 Fei Bit," | /W32~ | Left 11
34 | Improved IDEA 6.5 Block 16/64 Unspecified” | S0 U7 "W -
Bit 1/32 Unspegified [ St
35 | Improved LBlock 32 Block 30/64 A’Mﬂ :\@ \@2 Left 20 13 32 13 32
36 Improved 10/12 Bit 1/16 ableg . ™\ O ]
RoadRunneR Block 32/64 gist s ,(‘7
. 16/32 orqt_' . )] wB20r Left 3
37 | Improved Simeck 32/44 Block 32064’ , FGPU B%\ 1/64 Right c
v ¢
38 Improved SM4 32 : > it 1/16 Left 1,4,6&9
39 JAC_Jo 32 Block ‘%2 Feistel Bit 1/16 Left 1&5
40 Kasumi 8 Bloc 64 Feistel -




Ll

X

Permutation Rotation Maximum Significant Attack
. . . Differential Linear
No. Algorithm Rounds Data Bits/ Bits/ S = =
Type | Total Bits Method Type Total Bits Direction Parameter Rounds Active Rounds Active
S-boxes S-boxes
oams | RN’ 1
41 KATAN 254 - Bit 1719, 1/29 ==
or 1/39
42 KHAZAD 8 - <
Nibble 4/16 .
43 Khudra 18 Block 16/64 Feistel N 6 6 6 6
44 KLEIN 12 Nibble 4/64 Unspecified 9 33 9 33
1/13, 1/
. or W25~
45 KTANTAN 254 - Bit 19, Mg
9
Bit 1/16 Table . ™~
46 LBC-loT 32 Block | 16/32 Feistel Bit -
Nibble 4/16 Unspecified
47 LBlock 32 Block 32/64 Feistel " Uﬁv 15 32 15 32
48 LCA 16 Block 32/64 Feistel i 1/329 4
49 LED 32 - daNibble | ~4/16 6 37 6 37
50 LiCi 31 Block 32/64 Feistel PBit 2 e 12 39 12 36
A a
Tal
51 LILLIPUT 30 Block 16/64 Feistel 7 ‘\,‘bjf{g/ - 17 36 17 34
52 Loong 16 Nibble ifi B - 4 32 4 32
<
53 LRBC 24 Nibble O -
Nibble
54 LWE 3 Byte -
Block
55 MANTIS 14 Bit -
Left 3
56 MANTRA 32 Block 1/32 - 16 32 16 32
= Right 8
Bit
57 mCrypton 12 Nib 16 Unspecified - 8 32 8 32
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X

f s
Permutation Rotation Maximum Significant Attack
. . . Differential Linear
No. Algorithm Rounds Data Bits/ Bits/ S = =
Type | Total Bits Method Type Total Bits Direction Parameter Rounds Active Rounds Active
S-boxes S-boxes
Nibble 4/16 Table AJ
58 MIBS 32 Block | 32/64 Feistel ] __\/ 20 30 20 %
59 Midori 16 Nibble 4/16 Table 7 35 7 35
16/32 )
60 MISTY 8 Block 30/64 Feistel -
. . eft | 3
61 NUCLEAR 25 Block 16/32 Feistel Bit 1/16 . — 20 35 16 32
®L_Rightt |9 ] 6;,}‘
Bit 1/16 Table . Left g’l 8
62 NUX 31 Block 16732 Eoistel Bit 1/1< Right FE 20 36 15 39
Bit 1 ~Left? ™ | Formulation
63 NVLC 20 - Byte Q;/LE teh X 3
64 OLBCA 22 Block 16/32 Unspecified Bit b | % 12 8 14 8 14
. Byte 8/64 . \
65 Piccolo 25 Block 16/64 Unspecified = " O 7 7 7 7
66 PICO 32 Bit 1/16 Table Cn N O 24 48 24 45
67 PRESENT 31 Bit 1/64 Table J T ¥ & 20 40 16 20
68 PRIDE 20 Bit 1/64 Unspecified . F4
69 PRINCE 12 Nibble 4/64 Unspecified o ¥ s N7
70 PRINTcipher 48 Bit 1/16 Formulatio oA e 24 24 24 | 24
71 PriPresent 31 Bit 1/64 Ta ? LAY -
72 PUFFIN 32 Bit 1/64 Tab o 2, Y -
73 PUFFIN2 34 Bit 1/64 Table ¥ [~ Y -
Bit 1/16 Al | <
74 QTL 16 Block 16/64  Feistel ‘\? "N i 6 42 6 42
75 RARE 13 Bit 1/64 ,EZ)gecifjeq, N -
e |7 1160r .
76 RC5 0-255 Q I )sst\g 132 Left Formulation
77 | RECTANGLE 25 L,y 2. /) B’ 1/16 Left 1,12&13 15 32 14 32
78 RoadRunneR 10 Block 32 ‘ﬁ’ Feist!l " [ Bit 1/16 Left 1,12&13 5 36 5 36
79 SAFER Variable | Byte Unspecified " -
80 SAT Jo 31 Bit A\.@ Table N -
Bit 1/24 Left L
81 SEA Variable - Right 1
N } Byte 8/24 Left 1




6.

X

Permutation Rotation Maximum Significant Attack
. . . Differential Linear
No. Algorithm Rounds Data Bits/ Bits/ S = =
Type | Total Bits Method Type Total Bits Direction Parameter Rounds Active Rounds Active
S-boxes S-boxes
82 SFN 32 Bit 1/32 Table - &N Y 16 29 16 29
83 Simeck 32/36/ 44 . git | 261241 0 ¥ 1gs
or 1/32
32/36/ . 1/16, 1/24
84 SIMON ol - Bit |~ ll 1,2&8
85 SIT 5 Block | 16/64 |  Feistel _
86 SKINNY 32 - Nibble [ 4/16 & Right! 91283
87 SKIPJACK 32 Byte 8/2048 Table <‘- g,
- . Left w8
88 SPARX 24 Block 32/64 Unspecified Bit 1 \Rigl”b" _}/‘8
22122/ . 16, R4 [ “Left $2&3
89 SPECK 23/26/27 ) Bit |/ oras22 ight 1% 7&8
90 Sriram 27 Bit | 164 | Table ~
91 SR-LED 12 - Nibble [ 4/16 [ 9\left~] 1,2&3
92 TEA 64 - VY )/
Bit 1/32 Formulation b A 11
9 TED 26 Block 32/64 Feistel @ f' a 325» «| <Right 7 12 36 12 33
94 T-TWINE 36 Nibble 4/64 Table N Y e RN 19 32 19 32
95 TWINE 32 Nibble 4164 Table X 1™ ) & 15 32 15 32
9% | UBRIGHT 22 Block | 16/32 | Unspeoified | Bit | | JUi6 <  LeRt 286
Bit 1/32 Table®™ Y . N Left 3&7
o7 VAYU 81 Block 32/64 Feistel < ‘Q"‘G ﬂf’? Right 3&7 8 54 36
98 VH 10 Bit 1/64 ATal | N = - 4 21 4 24
99 XSX 4 Bit 1/64 Formulationh. ¢ SO -
\ 5 I (‘)
Q? &
44/ tr Sy D
Y—
)
S




4.3.2.1 Permutation Function

Permutation function is one of the permutation components in a block@zsign.
The function consists of four methods that include the Feistel, form aG@table, and
unspecified permutations. For the Feistel permutation, it is divided J ﬁck and nibble
types. Block permutation layer of the Feistel network increased$i-mum number of

active S-boxes in VAYU algorithm (Bansod et al., 2016c¢)4In WOT block cipher, two

blocks swap of the Feistel structure was used to enhan i usiwrty (Ramadan

etal., 2021). Blowfish Feistel network discarded the use«f bitwisefoer aron tcBﬁtroduce
A3
P

simple block operations that are efficient on micro ssors (Schnejer, 19Q3). The block
Y/
\simpl ring and did not

require extra gates (Izadi et al., 2009). On.t er hand;i

permutation layer in the Feistel design of MIBS a ritry{w

lep tation of the Feistel

structure in Khudra was designed tc r(fduce w e }‘,;E&boxes usage (Kolay &
N

Mukhopadhyay, 2014). Although ber 8 s- Xes u((/ is reduced, the block cipher
did not require an additional c@i Iaf 0 seecure @Igorithm.
Formulation-based ation _1s g.the?&ption besides the conventional
’ &

&
executes on-the-l§
formulation pefmutation ed.fo_maximize the number of active S-boxes of p2

permutation methodiqtggd of l'si \redeter d permutation parameters, this method
thematic puta@ to obtain the permutation parameters. Bit
¢ 2
NPV AES
block cip woh et’a 020). ?he bitwise formulation permutation provided fast
; )
diffusi

ut hardware implé‘fc;a%ntation cost in ESF algorithm (Liu et al., 2014). Apart

fr it formulation method, LRBC block cipher implemented round transposition

@on using nibble formulation permutation while ILEA applied byte permutation to

provide an additional level of security to the algorithms (Biswas et al., 2020).
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Permutation table is a common function in the design structure of block ciphers. The
table can be structured into different forms of permutation such as bit, nibble{Qor block

to suit the design of the dedicated algorithm. Bit permutation table Wi(@mented in

PRESENT given the simplicity of the method which is being adopted.in many lightweight
block ciphers (Bogdanov et al., 2007). The bit permutation is veryeasyto be implemented
in hardware and software environments of SFN algorit Wal 2018). Minimal
memory requirement of DoT block cipher was achievedgsing a bit pe mut ion table with
high diffusion mechanism (Patil et al., 2019). $It3 that are e[mLz,'tgg~ using a
permutation table provided complete diffusion withjust thre‘a rounds of A{GT algorithm

e elpe YU to improve

the robustness of the algorithm round f chBanso : 208&). It can be seen that

the bit permutation table of PUFFIN S volutw’@v{‘%ﬂ ies'the property that no two
outputs of an S-box are connecte samé's-b the@d encryption round (Cheng

g&r proved that no trails can be

et al., 2008). Bit permutatlon%l. f T
constructed thus prevent%l tural ‘g ac Sﬂa,Q)M). ICEBERG permutation table

was designed to dis t e bit qllgxt of @{Igorithm to provide resistance against

cryptanalytic atta St ndae r 1200@/ Besides the bit permutation, nibble-based

(Jithendra & Kassim, 2020). The regular blt% ati

£

permutatlon Iso e ed kﬁ__block ciphers such as TWINE algorithm that
achieved S e eff|C| ﬂvhll inimizing the hardware-oriented design choices

(Suza »2011). Midori is a?r%?ner algorithm that applied the nibble-type permutation

b%ﬁprove diffusion speed and increase the number of active S-boxes in each

0“0!’] round (Banik et al., 2015). Other implementations of the permutation table are
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SKIPJACK which used byte permutation and LILLIPUT which adopted block permutation
to maximize the number of active S-boxes of the algorithms (NSA, 1998). T
Table 4.4 shows a type of permutation categorized as an unspeci@od. Unlike
the Feistel, table, and formulation methods, algorithms implemented "this type of
permutation did not specify the technique used to generate sucfv@;ion parameters.
The unspecified permutation can be divided into Nhit, W byte, and nibble

implementations. Bit permutation provides full depe after @al number of
encryption rounds as implemented in PRINTciphefy(Knudsen et .,'20'@The bit
) A

higher number ctive S-box
gh \/ﬂtﬂ

makifglit secure against

the&permutation method,

g@'ﬂ'nish the data originality

N
by altering the order of bits block i goriﬁm ( angé']?, 2017). In order to improve

permutation of an improved LBlock algorithm pro

since the method spread the cipher bits into four zbo

cryptographic attacks (Al-Dabbagh & S '1%013).

block permutation is applied in blockgCiphers su \o§

the diffusion rate of UBRIGH \ch ,ablo perg@tlon was applied in the last step
of every encryption rou awat & Gi ,}O Similar to the block permutation

method, byte permut Novideld \temati y to ensure SAFER algorithm archives
the necessary diffl ;R%(
block cipher@ the b

(Shibutani MOM). MZnoth@%?nethod to be highlighted is the nibble permutation
that ap@ﬂ-bit permutation ob%ion. Nibble permutation is considered cheap not only
in e but also in software environments as implemented in mCrypton block cipher

@. Korkishko, 2005). Loong reported that the encryption algorithm did not require

resources in hardware implementation using the nibble permutation method (Liu et al.,

sed\(ogrmutation between every encryption rounds
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2019). PRINCE algorithm that adopted nibble permutation guaranteed at least 16 S-boxes
are activated in four consecutive encryption rounds (Borghoff et al., Z@TRAFT
attained full diffusion after seven rounds with nibble permutation .akuc@sts against
differential and linear attacks (Beierle et al., 2019).

A comparison of permutation function features is presentedsin Table 4.5. Three types
of permutation functions that include Feistel permutation foWion permutation, and

table permutation are compared to observe the charactefisties e%rraementation in

lightweight block ciphers. I ’C}Y'

A

Table 4.5: Comparison of Permlv'ep Fu% ureN‘Z~

" b W

Feature Feistel Formulation | Permutation
Permutation | Permutation Table

Avalanche Effect \) X 0"
Complexity 3 i 1
Cryptanalytic Attacks Resistant v N LN v
Diffusion Property v’ -r""*y UIRAN v
Diminish Data Originalit o) v
Efficiency RN 1
Gate Count Y 1
Implementation C ol |1 1
Increase Activé S-bo N v v
Involuti s, v v
Lightweight -y v (Y v v
Rand %wpn LS D D
e e
curlly N, (8 v v
- . . ‘ ‘ %* l T
51 ! 1
E Requifeme N ! 1

Synibol " '(Yesrrf'%mﬂrsthem‘ai‘labilityofeachfeature, while "1 (High) and "1"
(IE indicate valuation of the {E;ﬁéctive feature

RS
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The results from the comparison show that all permutation functions offer many
benefits for lightweight block cipher adoption due to their excellent &Wstics,
especially for software and hardware implementations. Although the G@th of each
permutation function is not similar, every function has its advant :%ncreasing the
security of lightweight block cipher. This statement is supported$plementation of
permutation functions in the majority of the analysed al rit@s listed in Table 4.4,

showing the importance of permutation functions in li ht Io@ design.
e

Yq
é\ | &
4.3.2.2 Rotation Function
- , \’Y‘

\op&ed irls@?k cipher design

f r%&ons that include one-

@(ent rotation directions,

way, two-way, and multiple direct'@s. On t \sf\Te

N
implementation of the function ¢ plied'in m le @s of input such as bit, byte,

&
and nibble rotations. Throug MCOVE ' twoé@tors influence the output of the
function. The first factor% tation ﬁg‘l{ apblhe other is the rotation parameter.
Y

identified, the %&tombinations cannot be concluded due

to the strength of t g subject to the overall structure of the dedicated
\ P (‘)@
: ' . . I :

algorithm. However 4the adva S of@'ch type of rotation are discussed in this section
for a bette %;andirﬁv'fzafunqﬁ\n.

- - w - - - - - -
2 bit rotation to thé\fé?t direction is the most applied rotation function among

Iig@t block ciphers as shown in Table 4.4. JAC_Jo used bit rotation in its encryption
@n and key schedule to harden the differential and linear parameters of the cipher

(Shantha & Arockiam, 2018). The P-layer of the RECTANGLE algorithm adopts bit
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rotation that makes each column dependent on some other columns, which aimed to provide
high diffusion (Zhang et al., 2015). Linear function on each byte of RoadRun@rithm
provided diffusion using the bit rotation method (Baysal & Sahin, 2015 g@it rotation
method is very efficient for hardware implementations as adopted i % block cipher
(Yang et al., 2015). Improved LBlock algorithm modified the bit t;‘ti?:nethod by 20-bit
to produce better diffusion than the 8-bit used in the original W, thus increasing the
number of active S-boxes (Al-Dabbagh & Shaikhli, 20 VLC hlock cipher presented

a full diffusion feature to prevent shortcut attac $Jlatlon that 9enda§ﬁ the bit

rotation method (Al-Rahman et al., 2018). ,

Two-way bit rotation directions that ¢ SISth thg\ rig é@?ﬂlons are often

implemented in lightweight block Clp S. proper g t@ﬁlt rotations method,

ANU-II algorithm can generate the um @?Q a | -boxes in the minimum
number of rounds (Dahiphale e 18)."Hummi gbl adopted left and right bit
rotations to increase the resis th ﬁrﬁ related -key attacks (Engels et

al., 2011). The bit I'OtatIOt%t dap I1d| ‘EiA kC|pher provided predictable low-

cost diffusion W|th| |thr]1 aert etal; 2006) Improved Simeck modified the

bit rotations meth e h n Ian effect of the block cipher (Encarnacion et

., 2020). T atlo s met d" only wires, thus helping NUX algorithm in
BZt \3‘\k0|pher (Bansod et al., 2018).

reducing tE er of
IK implementing co?f;?ntlonal predetermined rotation parameters, there are

bl%ers that are used on the fly mathematical computations to obtain the rotation

Qters. As an example, the strength of RC5 block cipher depended on the

cryptographic properties of the data-dependent bit rotation method (Rivest, 1994). An
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advantage of the data-dependent bit rotation method used in CAST algorithm is the

Another type of rotation method in block cipher is the multiple S’&@ns rotation
ithm

to add better

immunity against linear and differential attacks (Adams, 1997).

known as 3-dimensional rotation which was adopted in CUBE al

permutation and diffusion layer in ciphers (Berger et al., 2015). The 3

the cipher bits in multiple directions, which is better than t C(Wional rotation method
that applies one-way and two-way rotation directions. .'\d
nte

in Table E, ﬁzﬁﬁypes of
S

rotation permutes

A comparison of rotation function features is p

rotation functions are highlighted including one-waysdirection (Left or R@ht Rotation),
NV
two-way directions (left and right rotation), a% ipl Xﬁs (3D Yz;tion) to observe
the characteristics of each implementati@wtweig ci@&s.
Table 4.6: Comp %f Rotati c eatures
N7 0 VS
One-way Direction | Two-way Directions Multiple
Feature (Left or Right (Left and Right Directions
Rotation) Rotation) (3D Rotation)
Avalanche Effect ‘ 1 P NI 1
Complexity % W' J I l
Cryptanalytic Attacks Resistant " v v’
Diffusion Propert [ N v’ v
Diminish Data Origifality \ I3 v v’
Efficiencya, - T AN 1 1
Gate Coyht o .U N . l
Implementati t L IR l l
Increase A% xes F 12 D) & v v
I PRV A v v
ighteight T v v
Rangomization N L l 7
stness N v v
Security v’ v v
implicity T T T
T T T
orage Requirement l l T

"v"" (Yes) represents the availability of each feature, while "1" (High) and "1" (Low) indicate
ion of the respective feature
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The results from the comparison show that the one-way direction rotation is the most
implemented function in lightweight block ciphers. However, the comparismi&@s that
the two-way direction rotation function also shares similar features as the r&@y direction
rotation. Apart from that, the only difference between the three rot 'ﬁctions is that
the 3D rotation requires a higher storage requirement. Despitesthe disadvantage of the
storage requirement, the 3D rotation managed to provide b terwﬂﬂmization of the block
cipher output compared to the conventional rotation m , thus i@g the security

of the lightweight algorithm. The adoption of the 3D etation hag incr sid flag):@anfusion
er >

and diffusion characteristics of existing block ciph 2 X
\ N
4.4 A Summary of Secure Cryptogr@ompon O

\mems @htweight block ciphers to

N
jecitgcéﬁ, thus producing Research

Contribution 1. The analysi%ﬂw i ck @r components in the previous
sections highlighted a indings that Lllsé‘fb'in the development of a secure

F &
cryptographic algori't@gitiall* \ions (&iisting lightweight block ciphers were
&
studied in Secti 2 1Q i lthe(‘)@thods used by developers in designing
¢
% S
cryptographic%ri' s. The h of\{h.e' algorithm functions is analysed to observe their
2 oar?e

a
strength i WO disco seqé\cryptographic components that are selected from
N
the substi n and permutatioﬁ&%mponents of lightweight block ciphers as shown in

-

2
£

This section highlights the cryp hicc

answer Research Question 3 and Redgarc

4%
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J' Functions of Lightweight Block Cipher

¢ Confusion ™ /" Diffusion ™

]
___property -~ S property

Substitution Permutation
component companent

Substitution Permutation Rotation
function __ function function

L4

. Balanced — Feistel Permutation LFSR
Block Mixer
m_ * Swapping L One-way Row Round
Merged gt Direction Function

. .
Small S-box ™ substitution ——= Word Permutation shit A
1t Row
(4-bit S-box) | |, Sub cell —— Block Shuffle

) Rotate Nibble

> Sub Column Bk shupie Two-way Shift i
al . i g

——= Permute Cell Directions i

~+ Sub Nibble N
Word Rotation:

¥

L+ Shuffle cell
uffle ce Multiple

; e P 3D Rotation |
Keyed Permutation Directions

Flgu re 4.2: Secure Cryanrgh-ic ﬁo\gr-;t’sé\%.
&S

In the substitution component, fer t;pes 0 '(?s gQ\reviewed in Section 4.3.1

i Secure Cryptographic Components

N
which include small S-box, lar X, dfffere put@d output sizes S-box, and

&
multiple S-boxes. However, onﬁhmel 0 ypeigténsidered suitable for lightweight

algorithm implementatio ide confusi ‘_o'ropay. From the comparison conducted
$ &
on substitution comp;g\featur(is, \functiéﬁire selected as the secure cryptographic
I

&
components namel anced b i'xer¢)®ged substitution, sub cell, sub column, and
ibble.
sub nibble Q \(J
Per w compo is di\»@ into two categories, which are the permutation
N
functiq\ otation function.*l?nough permutation and rotation functions operate in
ir%/ays, both functions can provide diffusion property in lightweight block ciphers.

d
Therg¥are three types of permutation classification selected from Section 4.3.2.1 as the

'

secure cryptographic components namely Feistel (Feistel permutation, swapping, word
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permutation, and block shuffle functions), table (bit shuffle, permute cell, and shuffle cell
functions), and formulation (keyed permutation function). \q

Meanwhile, there are three types of rotation classification seleje%m Section
clas

4.3.2.2 as the secure cryptographic components. The selected rotati ifications are
the one-way direction (LFSR, row round function, and shift sew functions), two-way

directions (rotate nibble, shift, and word rotation functions), awrﬂhltiple directions (3D

l

rotation function). t\d
a3

.é\ IS
4.5 3-Dimensional Cipher
s \/‘Z“

Looking at the unique features of the 3D rozlo%ﬁ is"ene (Qtlvselected secure
cryptographic components from Figur@rther e ionc'S‘conducted on the 3-

dimensional (3D) cipher in this reseaehI 3D cip \)R%cu is'an array of plaintext in a
N

block cipher algorithm that is per n a 3D bi ra{gc'hb cube is composed of three

independent vectors including%})itsj th (X-axi

depth (Z-axis) where the% ngth‘i divi i‘pfe

consists of n-Slice w& ch Slife \sents tion of the plaintext array that contains

&/
n? bits data. 3D EW sign ppra)@ to improve the security strength of block

%2

O

-bits width (Y-axis), and n-bits

L

9

n? as shown in Figure 4.3. A cube

£

‘Y

cipher algorit% e cwjytl néo\,@.he 3D design was first proposed on the AES

algorithm: ahara, 26'0 “The 3D@esign increased the AES block size from 256 to 512
a

; N
its.
|se>q\

the key size from“l%é to 512 bits, and extended the encryption rounds from
14 rounds. Confusion and diffusion properties of the modified AES algorithm

increased with the implementation of the 3D cipher.
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Apart from AES, the 3D design has b implemedted i oth%‘ﬁyptographic

ta\that ced an effective
Dé%, 2011). The method

b2

O}Y'
=11 A
\,‘Z‘

[958}

approaches. In previous work, a block cipherayith Déﬁ

algorithm and high randomness propertﬁ@)posed (

comprises a high number of encryptio&yd
an immune-inspired approach in ting.a 3D- t ssed the statistical tests was

AN Y

introduced (Ariffin et al., 201 approach.i reas;@he AES block size to 512 bits. In

2014, a unified byte pe% n for lgkg&l: Ipher that is capable to make the

encryption process f@ﬁs devkloh]\/lalazyéﬁ). The design increased the AES block

and key sizesto 5 N Later on, ;rl-a eQ.n\ate 3D structure that is secured against linear

and differenti nalyyi?s ug s&téd (Wang & Jin, 2018). The technique enlarged
.M

w

with'641 gat' @nd a large key size. Next,

&

D

ul

b g
the block si 0512 bit G'st Q&htly, a key schedule algorithm employing 3D hybrid
é o
[

cubes not correlate the input and output data was proposed that produced a large
b t late th t and output dat d that produced a |

€ (Mushtaqg et al., 2019).
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Even though implementation of the 3D structure would increase the strength of a
block cipher algorithm, the gap that must be addressed in 3D structure isth\e creased

number of block sizes, key sizes, and encryption rounds that can reduciwiciency of
lig

the algorithm. Therefore, the aim of the research is to propose a weight block

cipher by enhancing the existing 3D design to increase theasecurity and efficiency

performances of the algorithm. Y'
N

4.6 Chapter Summary
| . v | g 1O
In order to design a secure lightweight blo iphery this apte:z-hsted secure

\on v
cryptographic components based on substitution a pegﬁn 10N co ents that can be

used as guidance for cryptographic alg@evelop ypt@ﬁphic functions from

existing algorithms were compared @Se bei \eleqed géhe secure cryptographic

0 N

components based on their securi]%gth. Y <£?
One of the solutions to i }! th :ﬁ{r@d the lightweight block cipher

is by adopting the 3D rot%w thod ¥ ichJs Jplrli}the identified secure cryptographic

3Dr on would increase the confusion and

&

components. The im ntatiow 0
S @arch focused on enhancing the existing 3D

diffusion propertuﬁw c c:p .‘"hl%
design structu@ pose'a bett SO|® for lightweight block cipher without reducing
the efficie We alggrlmﬁ.f Yg\

NV
rmation gathered“f%?m the findings are used in the following chapters to

e
an% of the research questions in order to achieve the research objectives. In the
ollowing Chapter 5, a high-performance algorithm called RECTANGLE is discussed to

observe its strengths and weaknesses.
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