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2.1 Arabic Language Foundation

The Arabic language is written using some 28 letters, where 16 of ew one
dot, two or three dots. Arabic is written from right to left, and numer \%ds of fonts
exist, with letters changing their shape according to the place they occur in the text.

The Quran contains 114 chapters, 30 juzu, 6236 verses, 7. R:ds and 330,709
letters  ((https:/qurananalysis.com/analysis/basic-statistics.php). &'ﬂe number of words
is considerably high, storage optimisation and s archin lime are essential.

Accordingly, the current research builds on the eweratur E:mj\ig' Q}W@velop .
S

model that can further optimize storage usage for t igital Quran. his fnfther has been
Y,

explained in the previous chapter (see chapt&l)., t t to ﬁ that the current
gaps within the literature, according to \\&Dtudies steﬁge optimization aspect

(Almazrooie et al., 2020; Hakak et ¢ 5017; Zhang~2015; Mouratidis et al.,
- - \. - -

2013). In addition, the Arabic | reqLﬁPes r a@ss and evaluation regarding

applications and UTF measur }Pnazr’) etlal.,202Q). Within the extant literature on

iYand A I

abic @g@ have been addressed by several
¢ 29
\(‘}han, @G) For instance, Chinese characters are

&
qmrr&()ﬁ_ly used (Law & Chan, 1996). There are

the subject that Chinese,

techniques to be rer;%ﬂ@j (Layw

approximately 20

¢
s
compound w shaped p?e har@rs that can vary in length such as &£ and “
4

LB as %(J:) an seg (@* The word “B_L” translates into above the sea.
<)

. N .
How i8> means Shanghai (Almazrooie et al.,2020).

N
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After English and Chinese, the Hindi language comes third in the context of a
Unicode function being retrieved from the web (Tripathi, 2012). This has been linked to a

lack of understanding of the language and how the Hindi language is 5@(1 (Tripathi,
ms zﬁh

2012). Limited literal matched patterns also complicate good aIgog'Eh arma et al.,
d ,and

2012). Relevant to the context of this research, studies have inc% investigated the
Arabic language regarding its modern standard form. Thi Weated a challenge for

establishing Quranic Arabic (an ancient form of rabic \@?). However,

according to several studies, the Quranic Arabic hasksignificance for L‘sling)@?orldwide
_ -\
: eir

and is and not neglected (AlMaayah et al., 2014) study; a delwas introduced

\u v
that could decrease stop word, stemming an% tagggﬁl gh greuping words of the
same meaning in speech parts. Other st@ress thed rtar6<and challenges of the

digital Quran. It has been establishedCh%t trans% r]@words in Arabic requires
N
further optimization, analysis, and‘% dev@lop to the app’s usability for all

L3S
A recent study not% a ig; M@hasized and focused on information

integrity checks (Alrziig et al., ). Th@ptographic hash function was used for
m

&
the integration of N ed da L'rtharj@re, they use a single compression technique
@

% 4
to manipulate @ ring run“time. T@Jmethod uses two bytes in Unicode UTF-8 for
Arabic ¢ &w) as a’s “ Their ings revealed the size of the hash tables to be

NV
relativ r (6.55 fold and\('ﬂ).48 fold) than the original copy. While their study

ma%uses on data integration (integrity verification model), they suggest that future

tudies further propose models that can optimise storage usage. Additionally, they suggest

14



that future studies use various approaches to understand better the challenges and the
issue at hand by specifically addressing compression methods (Almazrooieﬁ., 020).
The current research follows scholars’ recent and relevant work i the '%e to justify

its conduct. In addition, this research includes DQM to assess the Integrity check

measure. \,
N~
2.2 Quran Publications .'\d
The traditional narrative states that Profit MuRammed S h io’ ons, and
as scribes, they recorded the revelations in wr'rting.%ate;. J%@r the Quran
and wrote it down soon after his death. They also IT%I‘I rts (Qh?Quran (Donrer,
&

2006; Campo, 2009). \C)

He ordered Hafsa, the daught(%Cal’p%&To g@\the Quran. Consequently,
others were ordered and came % thelr codiees. ‘I('quanuscripts had a Quraish
tone. They include Zaid ibn Abt in Zu *}and Abdul Rahman bin Harith

‘;}Jﬁfgh‘hhman chose to set a new version,

N &

now called the Uthm'?dex, lw came archetype of today’s Quran. This was
N

bin Hisham (Sadeghi & n, 2(‘)'1

&

due to the codic iations. "ly, (@fent readings differing mmor in meaning do
@ P L)

exist (Donner, 2006 \gJ
A %phet M‘uMn)mﬁd’s wglé:th, the first Quran was compiled by Caliph Abu
S N
C

aliph Umar compiecé’d by Caliph Uthman’s time. He later established the

Bakar,\
Um% codex as the standard, th; thean was translated into many languages and

nuscripts. The well-known are rasm Imlai and rasm Uthman (Rubin, 1998). Figure 2.2
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https://en.wikipedia.org/wiki/Uthman

shows Surat Al-Fatiha in Uthman typing without Dots. Figure 2.3 represent rasm Uthman

Surat Al Bagarah, and Figure 2.4 for rasm imlai Surat Al Bagarah; th&R Uthmani

typing did not have dots. :(')

Jﬂbu}.\ayu.ml\\'u.\s.\d;gﬂé\_\sc_u)‘j _
O3 L O 53e%) Cnalls ¥ O 58810 36857 a5 :
u»gssﬁéf—*—mj‘ Os8 51 3 35405 Gl e J
?X?‘ e@&&;\}u\j‘)ﬁwﬂ\u\ouﬁ)&d\e@x

Ao 5 Bgaals U185 360518 Lo AT A8 T 5 5ie%) Y 3540
wbm‘;dﬁdwwu\wj\/é.\bct_ﬂ&c(.;@J}by..c.e.é‘)m.ﬂ
a3 ‘}AA‘C-UJ.JS" ’“\ujca;q/\umw(sﬁujﬁy‘e;ﬂb‘,

Source: Hawting & Shareef (1993)
0 Figure 2.3: Rasm Uthmani for Surah Al-Bagarah.
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ord pray (25l <shall) imlai and Uthman

(fe'Soo &\@er imlai is written with an
N

%

% &

respectively; these two kinds?g anuj ke @epresentation of the words and

verses harder in digital
gtal Q 4 &

All over the Kﬁ&Musl'rm ider &tﬁc the essential language. They view it
as such because @Iy ura ive@ a miracle in the language. The language to
meet the Ar%nd slam ili tior’KQJneeds at its peak of prosperity (Kanaan &
Wedyan,

)
abic language is rﬁ% up of 28 letters. Sixteen letters have either a dot two

oéree them. The writings go from right to left. The letters can be written using
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lotmanyailable fonts, including Tahoma, Akufi, and Andalus (Khafajeh et al, 2010), as
presented in Table 2.1, which lists examples of Arabic fonts with their font @

Table 2.1: Examples of Arabic Fonts and Arabic Fonts Na

Font Example
Andalus ipt 2] bl intly sl

las oo gt 0 A

M Unicode Sara g sl cisieiad b 4508
Simplified Arabic ApiaBlalLl iy bial o m,spw e
DecoType Naskh PG NG GF:D
LDiwani Letter r s bisbeallng o : B

Advertising Bold iup ol ULy s e Udadl 1 a3 aais:F
Arabic Transparent e AnlS) Sl 01l Coull Lid 58 005 G

¢ “. .
[Py R R NP R R XV H

Tahoma
Traditional Arabic
DecoType Thuluth Sags el by oct Sagh Pm b i -]

AP T i s
as & SWN S 358 Sl M S l

o'«: awting & Shareef (1993)

3
J‘/

Today, smart mobile de e »person uter: i%and tablet applications may be

installed with digital Q n. Wever thlng, %nslatlng and explication can be

improved, for example, requ

2013). &
2.3  Digital Qﬂp} ‘-')O

i
LlE b
Over % ars, s ap@atons have been developed to aid the user in

uran both onI| Vgnd offline. The developers have considered text

QP user besides reciting it (Foda et al.,

<$

accessin
searchi d playing the dlgltal Quran recitations. For those wishing to memorize the

r read its explanations (known as Tafseer), the internet has remained a valuable
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tool among Muslims in learning the digital Quran. With time, there has been the
development of better Islamic websites enhanced specifically for digital Qu@ng.

In the literature on the subject, it has been reported that there h % a constant
growth in the usage of the digital Quran since its first digital copy % (Hilmi et al.,
2013; Mobile Holy Quran, 2007; Almazrooie et al., 2020). %&; first version is
image-based (a copy of the original book), there have b enWrms of digital Quran

(image or text-based copies). There are pros and co J‘lese es; notably,

Quranic applications designed in recent years do @enher f th f?rma‘tgﬁentloned

earlier (Almazrooie et al., 2020). In recent years dlgrtpl rmat of\@e Quran has

extended to be pdf (both image and text)% les tlons ~é&%?ooks raw data

(Unicode) and more. This is while i\%es thab\ ish é@al Quran are well-

established organisations with spons ship fro qme tat“bodies (e.g. King Fahd
\ -
Glorious Quran Printing Comple ) s i rta{;}nté‘n? note that some copies or
digital forms of the Quran ar VO nteer rk, such, as The Nobel Quran
(2016), The Quranic Ara%; us b‘y Du 5“6240 , and Tanzil (2007). It can be said
that the collective ai prov'de uther@téd format of the Quran that is easy to
K Q
use and convenie Vi r|o rrrE@d devices
eq ’

Dlgrtal n has se n reaiéjn usage worldwide, which has led to the need

for softw: appllcat d§ve| nt which can foster knowledge while maintaining

NV
retrieved \n(;a)rmation from the textbook. Accordingly, several

have addressed Quran and its relevant studies concerning technology (e.g.

@! et al, 2013a, 2013b), where mobile-friendly Quran applications and cloud-based
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programming for Quranic applications have been studied. In addition, the semantic
method for query translation has assessed Quranic applications, which eQW:ross-
language information retrieval (CLIR) (Yunus et al, 2013). Arabic, ) or English
query translations were examined, and reports showed variations ng findings. In this
sense, applications could vary from 638Mb to 79kb in size (Khamé,%jahi, 2013).

The application above is in progress parallel to, a ments in  Multimedia
technologies (Karkar et al., 2015). Several sources are (e.0. t!sites uran portals,
or smartphones) for learning Quran (Adhoni & Siddigi, 2013). Acco 'n? tacg@port by
Hakan et al. (2017), more than 70% of participants tised the internet/to ri/fv-to or seek a

a fggzopy on mobile

particular Quranic verse or hadith, while % %
uraiis relatively increasin
O ’

devices. This shows that the number o\gg)

as more Muslims can use smartpho nd ot \teqtﬂo

iﬁ{\(e.g. internet) to seek a
N

digital version of the Quran and hagditheThis % su ed by-the extant literature and is a

&
gap on which researchers ca h co[ studies. H&ce, the current research follows
I

its structure accordingly ina’ et al., 2010). '\5
NGl

Text watermar Neaturf tegorié/ as both linguistic and nonlinguistic
&

(Adesina et al., ). L'nggl i cpniq@ manipulate a document's lexical, syntactic

and semantic & is?hi{a\%yintaining the original meaning of the document.

In contra %&nguistf:’ st é\ techniques imply variation in texts through text
A\

&

embedded messa@es. Numerous approaches and techniques can be named

attribulx\

in isciplines: word-shift coding and feature/character-coding, natural-language-

N
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based, and synonym substitutions or semantic-transformation techniques (language-

dependent) (Adesina et al., 2010). Y.

In light of what was noted, the current research addresses e‘ﬂlications of
storage usage optimization. As noted earlier, users can benefit fr %eased storage
required for the app; additionally, the model in the current study$duce the time it
takes for character encoding by the usage of UTF-8 and arvmrix, which follows the

l

work of Diwakar et al. (2010), and Almazrooie etal. ( \d

The technology of the digital Quran often used ‘e, facilitate data p)lt ﬁ}%ﬁﬁ'form of
. -

text is Optical Character Recognition (OCR) technology. OCR Ioqu's the process
Y/

of translating the character (image characte%(ext ma@ﬁ; the pattern of

characters per line with a pattern that ha@ored in baséﬂplication.

Several studies have explored diﬁ‘er@t ireas rﬁ W e&éﬁgital Quran. Ta’a et al
N
(2017) developed a Web-based% PHP an y8<§’ database and studied the
relationship between Quran Y}orm’f e hnokg%in terms of searching for the
e

t al épre a digital Quran for Malay Qur’an

:

Readers that focuses;@ searr;h\hnlques he Quran. Adhoni and Siddigi (2013)
ea

classification of al Quran. (20

I & .
buit a digital Q N c IeaL) ng* al Quran, whereas Ouda (2015) built an
@
4

“Intelligence @" also [for the igita{ uran.
24  Di Wran I&I@é‘l Ifeveiépient

N
EK g what was note&@oove, this study follows the work of Norman & Yasin

2(% which they report that software developers do not have a clear and vivid

rocédure or KPI standards. This, in turn, yields a significant challenge for users as the
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source material can be biased, w further decreasing the application's validity and

reliability. In their study, common certainty management standards (Sy@curity
Engineering Capability Maturity Model — SSECMM) were used to ex§$@e reliability

of the online application. Additionally, they examined standard criteria “definition and

dimensions of certainty of SSE-CMM. They define certaintyaglements for application

developers through a case study thaisre significant for the ntwa'current research.
According to Norman and Yasin (2013), reliabilitysisSues” su olmdi digital Quran

development are not significant. However, as the %ﬁf of users \?/s '@side the
r

number of online applications and platforms, the ¢ n for reliabj renqa-ins. This has

been further noted by other studies, such a*lz; orLe\ (201%\3520). Under the
work of Norman and Yasin (2013), I_st bee d ﬁropriate for software

development. The current research r o iZes Vi \s\ di §Q’hthe literature to provide
N
rcg.? hand. Researchers show

and establish a thorough unda%g of' the oy

consensus regarding the fact a herll aspects .n_essence challenge Digital Quran

Model Development. Th% prop,

te ‘;ﬁe ent research to address this issue.
As there is a I f cons'snhn theg&M matter, it is essential to highlight that

g —3

novice users rlsk |ateq:¢ontent which can be relatively complex for
users to unde hIS mor.éyltal for users who are non-Arabic speakers and
might hav ng word anﬂatlo ue to its source bias. Therefore, the current study
sugges .kdevelopers should{l?se a holistic process for the authenticity of text in

a % development to ensure the effectiveness and adequacy of its measures. This

ill significantly improve the validity and reliability of the content as it is a criterion in
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the initiation process of development for software. Thus, software developers can follow
experts' existing literature and findings (e.g. Norman & Yasin, 2013; Al zr&e et al,

2020; Gilkar et al., 2020; Hakak et al., 2017 ,2018 2019; Islam et al., 205&)

2.5  Digital Quran Publications \;

Adhoni and Siddigi (2013) report that the Quran M iIeWare has been the most
developed software commercial-wise. In this softwar s Can yread Arabic text and
translate. Notably, the software is installed on portabléndevices. More r' A'\ré.jb?:~ support

on the device is not a requirement, which further all non-Arab users tox?est better the
Y/

software better early, The Quran and Hadwzl (

site that emphasized Islamic content. \hn inc erp@(ions of the Quran,

Hadith and historical events. Further@ the pr \,@s elements for practising

- \ - - - -
the Quran for students of Isa unldhe ture, <1‘Jé§7Websr[e provides interactive
recitation of the Quran, wh ﬁs t selegt the\g'“}esired reciter, create repetition

bteﬁ‘_é)(r;bah), modify and change the fonts,

engage in group dis Ms (sPe \{0 su and ayah). As the current research
&

ppli@ons using digital Quran, it is important to

Q&; social network

functions, view related i : inter‘g

provide a ger@ erstandingy of, the . §tatus quo and various means that are available to
: 4

users in t
N
It he scope of this ?ecs?arch, transliteration is terminology that has been used,

anz%l is defined as a corresponding character in a language for the representation of

.
/q

@or words from a different language. In this sense, those non-Arabic users that seek
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http://www.alim.org/

to use the digital Quran have different sources such as the Quran Transliteration site. The

sites provide features such as reading translations of the Quran comple%% several

languages. Translations, basic recitation, memorization, and readins c?}llso made

available in AlMudarris Quran Software. This software enables useri to have access to a

wide variety of languages and search functions. In addition, rt marking and note

features which can be useful for non-Arab speakers. Further thelr platform allows
verses to be copied for reference or recitation which 4 ther des ed |I|ty for users
across different devices  (http://transliteration. orq/ Dar-us- Iz’m @Bllcatlons
(2017). 2 \r

\ﬁer v
In addition to what was mentioned ab ve, there ﬁr plﬁ& that provide a
variety of services to users. In this s@w bile~Application uses MP3

sounds, HTML pages and other u e dey» Quran Search & Live

Quran tutoring at Quran Interac

direct tutoring service coveri ent suc \“a} Quran reading lessons, Quran

reading with tajweed ( r‘?.rulei) a‘Q 4tZ;Q’Iation, Quran memorization, Qirat

(reading) competition, Nbasq kno%&dge. Moreover, Pocket Quran (2017)
D

(http://www.pocket

C? 4
can be seen t var;? [
matter at whe curr r&earc@- ims to provide a pathway for optimizing storage

N
usage which™ean be of aid for va?fgas platforms (Adhoni and Saddiqgi, 2013).

‘écent digital platform in the Malay language has been established Surah.My:

erjéemahan Al-Quran Bahasa Melayu which allows users to read Quran with Malay

/;p
\‘
)
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http://transliteration.org/Quran
http://www.quraninteractive.com/
http://www.pocketquran.com/

language translation (https://www.surah.my/). Alongside what was noted so far in terms

of available digital sources of the Quran for users, there are specific applic@ have

been made for portable devices such as smartphones and tablets. ng these
applications, The Palm Quran software provides a complete Arabic version of the Quran,
while Pocket Quran enables users to have display functions smwy-()thmanic typeset
with Koufi or Naskh fonts as well as both horizontal and ertwmsplays. Furthermore, it
provides search capabilities for root word derivativ d “hig 'thin. Pocket Islam

(from Worldofislam.info) provides diacritical marks adith infAra i\lo@'é prayer
ren

table and schedule with Azan embedded. Furthermo traclgs e catio@ the user to

\n N
provide Qibla for prayer and the position jof J{‘ ! Q@ Reader (from
Worldofislam.info) software users can K‘@sations Q@ﬁ while being able to
save or bookmark alongside browsir%eciﬁc%ﬁt ip;élesired Surah (Adesina et

S

al., 2010). % u
N &
To provide a comprehensi ori the Yavail ources and with regards to the
first aim of this research,ﬁo'rtar} g%!)&b’digital sources that are available for

users and have been 'ngt of iTte\br Scf@é in the field. Quran.com software (from

Worldofislam.info) qus trans i n an((jntroductory measures to surah as well as

@
C) 2.9
the English v@' th m? dgc{na et al, 2010). Quran viewer from the same
source, pr. Muranig mEntaer- ransliterator, indices, glossary, and search function
oM

for us& ell as a plug-in forvOther translation that establishes a multi-lingual platform
for‘%ers. This enables users to compare different languages installed while having
0

mputer-generated Mushaf pages that exhibit original text in Arabic. Quotation software
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https://www.surah.my/

provides search function by word and part of a word or group of words including roots,
stems, and copy verses in full or partially regarding surah (Adhoni and Sad 'qu).
iQuran 11l which is designed for IOS (iPhones and iPod touch)-\ hmani font
with color-coded pronunciation that provide enhanced readability. In ™ addition, this
software includes verse by verse translation and recitation. The % ecitation software
has compressed AMR audio files that significantly reduce the d storage (Adhoni &
Seddiqi, 2013). The Quran Majeed app enables an onli arch Wrahic reading

of the Quran as well as Urdu and English with @ﬁy to hook rl? p' YSearch,

navigation, recitation, commentary, customization, tran‘ala n Jfor s?feral different
v

languages are available in Zekr Quran (Zekr The%ur \eet, Mgsg (2017).
Within the same scope, AI-A@wdeS g c%ﬂent section, indices,

grouping, add-onns and various trans@ss bothjiie%n pq?ine. Notably, Al-Anvar is
an open-source freeware (AI-An)%Naja an. 7).%\Android application of the
'xnd 10 citatkgi\that can be downloaded freely.
shari J‘Q%& translations, and interpretations

(Quran Android 2.1.0 9) onv'a \the la date on 15™ April 2021 — versions can

vary among devic Google :
é- N&: @ 2 (.)
on

As the % f currentyre ear@ its first phase of conduct was to provide a

thorough preheﬁsiﬁ‘ reVie the existing literature, this section has shown that
)

there ‘K rous services ava?fgt?le for users in the digital Quran various formats. It is

im 0 highlight the fact that the number is more than can fit the scope of current

@h (e.g. Verse by Verse Quran, and Complete Quran Site Code). However, by

Quran is open-source with i

Furthermore, the app

26



introducing this software and platforms, the current research justifies its conduct as the

literature clearly shows that many aspects can be enhanced, assessed, evalu& nalyzed,

and implemented. :(‘)

Several research works cite applications on Qur’an. %: include text, like

automatic text categorizations, semantic search in the Qur’an,w&ion, and correction
r disci Iirles of Quran studies

which are (e.g., Adhoni et al., 2013; Adhoni and Saddigi, 2013): ’ \Y'
| O

o Reading with Tajweed (rules of recitation “ef the Qur’an) X
\ N

<3

e  Translation and Transliterati\% Qur’ani S

e  Memorization of the Vers@s[he Qur\T ‘<\'

. 0o ¥V o
° Searching for verses/ f Qur’an, Iﬂdlr@emantlc search.

N A
. Qur’an Recitation okmarks $
o~

e  Authentication anic vers a}a@ in various online documents.
o Speech l@ion tkchno gies Zz,%earning Qur’anic recitations.

3 e I &)
(f) 2.9
The IateQmologi in/the” Q studies have been of much interest to numerous

' 4

researcher: w

have re |ew€'d Qmechnologies in their works including Adhoni et al.

of recitations, etc. These tools and techniques show th

b

o Tafseer (explanation of the Qur

es@lﬂed ayat).

(201 \2013b). Design, const\ruction, implementation, and deployment of an all-around

uran portal that is cloud-based are the main goal of researchers and developers.

sibility of the portal and its applications are taken into account with regards to
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whatever device the user may be using, be it a mobile phone, a laptop, a PDA, a tablet or
a PC, to access the reading and resource areas. The content format of a digital Quran
includes image, video, audio, and text are discussed in the following s&g.‘)
2.5.1 Quran Text-Based Format

A text-based format called text-document watermarkingwg;orized into either
linguistic or non-linguistic (Adesina et al, 2010). Lin uistV@Ehniques work on a
document’s lexical, syntactic and semantic attributes while*\endea u!'ing maintain the
meanings. Whereas, in the non-linguistic approach, cations have ’be’{géﬁé to the
text by using different text properties, to achleveg eqab ding. Tié-\\/vatermarking
methods have been centred on shifting t hnlq ce, ~gcﬁﬁ-shift, line-shift,

character-coding, and watermarking ba@atural . 8&termarking based on

natural language includes technlques Ir sema ntlc m\

i
N
Jalil et al. (2010) categ e thod f V\<3(E?rr1arklng texts into either i)

based on images, ii) syntacti cl ntic modification methods that
nitial

constitute entails substitut% f}b use of newer intending to embed
a message which is h| but st|' I the nal ideas intended.
Semantlc Iog @%’uggested as a framework for representing
the Holy Qu% e';s and ontology engines as shown in Figure 2.5
(AlFKhalr %I/ 2009'5' Jo'ct er Expert (SME) mode is executed in the form of
"3

an identification tool in the mantal’form. The result is that the population of ontology has
prt%and terms. The tool process pipeline consists mainly of two parts: Arabic Text

reprocessing and Ontology Engine.



Quran Verse

‘:;' \

Part Of Speach Tagging J

Weord
Iast Stop Word Remowval
Morphological Analysis

~

4 = Ontology Engine

Dormaim Omolosy .
Semantic Oppostion Result

The initial part known as the N@ (sem‘ten pre.@bcessmg includes:
morphological analysis, stop words ren@ Part o

the Speech Tagging process Iabels word a Te é_e\ with its correct tag for
c.)
instance: a noun, a verb, or ective. For is” st uckwalter morphology/POXx

Annotation is a promising tovhe st(f) w remo@ process is essential for filtering
0 rx

the verse from pronouns, bs, a S that are not added to the semantic
opposition. &\ | 49%
\
The mor@gal Jn is ?l:esg) applied to locate the morphemes that are

part of a wo example, ﬁ%tems with the intention that stems are the ones

only outp %f the subsequen t %‘55'955 The next stage is the search and retrieval of its
5

p: Th|s is done by ent\erlng the list of stems, obtained from the previous stage

rocessing, into the ontology engine. The engine then decides whether the

blc opposition is and establishes its degree as for whether absolute or scalar.
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A new method was suggested for use in Quranic Arabic WordNet with the
capability of pre-processing through stop word removal, tokenizing, P&%gs, and

stemming. Consequently, through the grouping of words having sifihweanings, a

Qur’ an [~ | Tokenization |
S

Corpus r “
(Text) Preprocessing > Removal of Stop Boundary
y /’ words ¢ Annotated
Qur'an

Stemming | Corpus

synonym can be set (Al Maayah et al., 2014) as shown in Figure 2.6

POS tagging |

\, Meaning (E)
T T I\//\/ ¢

Qur'anic f ..-'/ Defining \ . heaning (Ar)
WordNet { r Semamntic | ‘:"

23 Classical

Relati | i ;
elations Y Derived words Arabic
., Dictionaries

Arabic Qur'an
WordMNet Ontology

x____________,,/

o 1 * Source: AlMaayah et al (2014)
igure 2.6:? ranic AlabibWordNet
5’ ¢ &

@
(a) 2.9
comparison o@ in Arabi a@oded in the internal library. This was done by
4 ﬁlj

Avorde-possible and then encoding it with a Unicode

N @)
A S
An algorithm% ut f%% lKaer}& Jalil (2012). The algorithm could give a
t

choosing shortest " ¢

o)
represwta\ Y hence saving spac*é?l’ he Unicode is known as Romanization for the reason
tha%abic character is embedded into a Unicode in the form of 8 characters and not

ne Character as presented in Table 2.2. this representation has been commonly used by
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several scholars in the field (e.g. Adhoni & Seddiqgi, 2013; Almazrooie et al., 2020). The
current research uses the references in terms of conduct and framework.

Table 2.2: Arabic Character Representation Unicode ¢

Character Representation in Unicode

&+016009,

&#01608;8+016009;

Soufce: Kamil &dJdalil (2012)

Representation of the Quran using the Quganic,_Code was- suggested _by Foda et al.
(2013). The code worked on character, word, and” phrase lewels. A.symbol in the Quran
that did not have a Unicode was added asya net characteryas iIIustréted in Figure 2.7. The
model in focus was encoded by the “mame of the_chapter, numbered page, and the ayat

chapter.

Presentation layer

Data layer

Letters Diacritics

Control

Punctuation .
Conventions

Source: Foda et al (2013)
Figure 2.7: Quranic Model

Fhevtext representation of the Quran used the same principle and was conducted by

& Abdelhamid et al. (2013). Figure 2.8 presents the proposed hierarchical database having
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an index, pages, ID, and chapters as by researchers. The conventional method having the
capability of pre-processing through stop word removal, tokenizing, Pﬁ%gs, and

stemming, is an application by the researchers. However, using this Sﬁ@on a large

amount of text like the Holy Quran is very costly.

< Chapters=
= e =
=<Agrabic MName™=
<English WName=>
=<Bismillah>=

=% erse Count=
=AW ord Count=
<ZIT3rpe:>
~Page IMNo>
=Index No=

=/ Chapters=

E—
rce: Abdelnamid et al (2013)

Figure 2.8: Definition WQuﬂnc apte(r(\

characterized by Watermarklng docume as I@istic or non-linguistic.

Linguistic strategies affect a doc IeX|c semantic qualities while

attempting to retain its meani how Mn li ﬁc ways alter the text by
embedding a message |I|2R v'anm} te s. Secondly, text watermarking
shag

strategies have included E}es line-shift coding, word-shift coding,
and feature/charac l& I as\ ural-language-based techniques such as
synonym repla @ r“la age- d@ée’ﬁdent semantic  transformations.  Research
published ile W te@ﬁ{ing approach for preserving digital validity
(Kurnlam alil, Khan & Alg , 2014). Quran's technique is referred to as a fragile
WT@Q‘IQ technique since it operates on the wavelet and spatial domains of digital

pictures. Each block of wavelet processed picture contains authentication bits.

&, the pixels' least significant bits are examined for embedding additional
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authentication bits. The testing results indicate that the watermarked picture is

undetectable and susceptible to common assaults. \?

Additionally, works on the subject of Digital Quranic Informats' ‘@rieval have
been conducted using a variety of formats and methodologies, ho%ver, e majority of
0

researchers employ standard preprocessing approaches for Quraw and verses such

as stemming, tokenizing, POS tagging, and image proc ssiRﬁowever, all of these

solutions require time and storage and do not take into t the concept of duplication.

This study provides a novel approach fo@g word du czjtio’r}_gf\’a't utilizes
mpatible ‘with” ASCH-code and is

4 o
implemented using a sparse matrix with double Wo ind@ The Unicode
transformation format (UTF) is the WO@ aracter-coding éﬁdard for representing

characters, whereas UTF-8 is an a te co gse g@q format for all Unicode

N
characters that maintains ASCII iIity"(Kur jawan ., 2014).

N Ky

N
5
2.5.2 Quran Image-Bas t
4 F &

The work that&hMass'rﬁep the éﬂ@e-based format category is reviewed
below. The discuim\co ris‘e qﬂira)@f the work done concerning protection and

the UTF-8 character encoding, which is backwards

verification of%i' grity; of“th QL@/ in addition to the methodology used and the
"ofDIjur n ang~hadith images can be found on the Internet (Hakak

shortcomi w Lots
et al. (ﬂ'\;

Ny

&’
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The image content is subdivided into two subtypes which are plain and complex

images. The plain image is simply a clear picture having as few colour deta% possible.

On the other hand, complex images constitute pictures having additionah&@ and many

symbols incorporated into it. Figure 2.9 shows the two types of images.
\J

P W= T T L A

(&) a3 o) 51 sl

4 - ) W e

la_',,:‘o $ ,._.5__,_..-_'\ J.-'_‘,.,,f“ LP‘
s

asanadlni o gtle & N
QAR T

Y Source: Hakak et al (2017)

Figure 2.9: anic Ima ain @Complex
\

There are many %;f meylgj‘at'(g? be applied when scrutinizing the

integrity of the ima&\this Iarea i part‘;Q the image processing domain. Various
formats such as R\T )

F ql :
Performance nd y ifferent techniques applied to the processing of
b 4
images. % ’ ;

%he# working with online” sensitive content, protection of content and copyright
0 the two significant encumbrances (Tayan et al, 2013). To verify and
%icate content, zero watermarking approaches have been seen to show potential. A

34
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particular series of data gotten from the watermark logo is embedded into the document
that is to be authenticated. Lastly, logical XOR operation is performe tRcreate a

particular key having the limit of word size. (')
SVBV)

A new method named Enhanced Singular Value Decompositi was devised
to be used to protect and authenticate the text images content tl :z&;sitive constraints
(Laouamer & Tayan, 2013). Consequently, a new techniq WWposed to mitigate the
challenge of protecting digital publications in transit. ious techni l! ve been seen

to work in the transformation domain, blending éKSVD ‘i\"th tﬁ( help of

various methods available working in similar spacesy, for |Qet ce,/ the Qiscrete Cosine

transform (DCT), the Fast-Fourier transfor (FF , a BCF@ avelet transform

(DWT), etc. The SVD-technique peﬂo@analym e6!b other techniques is
very promising. They had shown tha he water *Id @xtracted almost flawlessly
- \ -

in many cases to several types 0 n attacks.»Thus, é}i‘cﬁn be used easily to protect
and authenticate other sensrtlv te g cont

The available |ng techni el diverse abilities depending on
application require 'Qior 'f'[ita\some hniques can detect and also localize
forgery. Based o m :

4
in

§201/Q>Watermarking techniques are classified into

Qw the way the watermark code is embedded into

block-based |x bas Wje
the host algorlt WAS proposed to be used in the subdivision of the pages into
v

text I ges. Consequent to ensure no tampering of the original content,

r%r was done as a pre-processing mechanism (Nazeeh & Bany, 2015).

S
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A new adaptive method has been put forward by Alginahi; Tayan et al. (2013) built
on zero-watermarking for highly sensitive documents where verification #\E content

originality and authentication was done without physically changing the S&@ext at any

rate. Figure 2.10 illustrated the process of watermark encoding.

To
Original Texd-File Q
Tc

Wics L

Emibedding
Abgaorithem

Image-to-Text

]

P b _Source: Alginahi etal (2013)
Figure Qermzf?k Engoding {Rrocess

&
é

2.5.3 Quran Audio / Vid WForn,a
There are more than 1 oﬁs(*}, the Holy Quran found for free online.
The recitations of 'Qy ran nt from the normal reading of Arabic

writings because sp ial wn(ﬂy "Fan al tajweed". “Fan al tajweed” is an art
for the reas no} I r or s recrte the same verses similarly. Moreover, a
director Ae e the same vers%%- different ways because of the flexibility of the laws

(Habash 1986). In a study conducted by Nazeeh (2015) an algorithm was

% d to segment pages of the Quran into text line images. This process is done
ut

any variations through the usage of the prepress method (binarization). This
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representation of the Quranic code is cited by other scholars (e.g. Foda et al., 2013).

These foundational studies have included character level, word level, arKR?%-Ievel

with regard to characters and symbols, in particular addressing those )‘bd not have

Unicode. The current research follows the recent literature of th @t at hand to
X

address its aims and objectives. In this sense, it is importanw blish a thorough

seWal Quran.
ide ablqéoﬁ of audio files

is classified and structured logically to make up the faudio library tha his ’l%%oeifcreated.
A
MP3 encodings which are platform-independent h beeny used en&gde each file.
Y/
e\rdings sfollows:

understanding of a different aspects of audio and/or video-

In accordance with what was mentioned above,

Mohamed et al. (2014) presented the classific% f th

a. Audio recordings of the Qura’\% recitat
recitation. (’) \Y
N
b. Audio recordings of the sg? d @Rigious interpretations of the
N A

Quran.

c. Audio recordings%g MatJ
N &
Tajweed to %the Ielar i nd rrg&e/rization of the Quran.
N
N, i 5
An Autermatic pe;‘?c nizer\Q(ASR) for Arabic has been developed. It was
el

then ext@recogr‘ﬁz expeqté\in the recitation of the Holy Quran (Tabbal et al.,
)
2006) \%

\

al et al. (2006) state that a delimiter was then developed which uses the speech

ecognition method to extract the audio file for the Quran verses. This system is
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automatic and developed using The Sphinx IV framework. The two main phases for the

evaluation of the reciters’ practising the Holy Quran include: \q

a.  Preparatory phase whereby segments of speech are madS Q)nhance the

system and signal settings. The product obtained during the “culmination of
this preparatory phase is used as the starting point in 4he subsequent phase.

b.  Recognizer of the Sphinx core phase uses the HiWarkov Model as the
tool for reorganization. The output from jhi is t,1en dified into a
word in Arabic. The conversion is possible; by %the H@)Eﬁap and
breadth-first search. Beam search was% to ehab the sgarch from the

dictionary database. After obtai |ng

will be matched to the audlo@

A new and effective techni arnlﬂb wa op which works by the use of
multimedia through the AI-F ﬁi\in ecrrﬁ];ac learning and memorizing the
effectively Holy Quran b ents

To enhance tl;(@irs’ 1k
IN

time leading to

n onn%" combination, it

/;)/

been mtroduc a (2@ This model works to facilitate the teacher in

primary s effegt e{chlng-and recitation of the Quran. The underlying factor
of thls e is the impact of‘mractlve learning based on the use of multimedia.

‘%chmque to determine the originality of the Quran verses was proposed by

@ﬂ & Zarour, (2017). According to the authors, the two most widely used methods

38



are documented control and digital signature. Permission to an online document, pre and

post publishing, is made possible by the use of Document control. The %Rsignature

ensures the documents are varied by the signatory. On the other hand,s&)g accuracy

for Arabic diacritics reading is a challenge as the focus is placed on integrity” checking.

Hashing is also used in the research, such that, the calculatign of‘the hash value of a
particular verse is done. Thereafter, the value obtained fr mwﬁlculation is compared
with the one present in the database. The drawback tho@ciency as the
check is done one verse at a particular time. Diffe verses are t teii TJE;EQ different
hashing approaches. & Y:\

F 4
\& N
Abdelhamid et al. (2013) suggested a systemiythat vailable.fhe ability of web

resources to search dynamically of Qur@ with ica6tms as the underlying
factors as in Figure 2.11. C \T &.\,
o )
L&
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When the user selects one of the resources, the software is then able to play it in
audio or video form. Via the internet, a large amount of Quranic audio re&&?ontent
can be accessed in the form of mp3, MPEG and mp4 files. (‘)

In the work of Subramanyam & Emmanuel (2013) different_algorithms were put
forward for evaluating and identifying spatial modification and % | attacks. Bitrate,
size, and the type of frame were used as Compression arm for the detection of

forgery. '

Alshareef and Saddik (2012) presented a vide@yforgery techni 'ce?l eg@ on the
-
discovery of frame insertion and deletion illustrated igure 2.12. \ &
' v
e

vi' \\\

& o AL-Anvar
fle Tools Add-ons Help

RaMi=, % 000
{15 uran J L Alfathah @

Sort chapters by | Moshaf ‘Chamar 1 JvVerse|l [ Page 1 J Juz 1 J Hzb 1 J||[en] Mohammad Habiv | | | Do nnot show Quran text 1. L él,i

Verses Desc ~
L © 1-a-fatihah 7 Mekki
. vt Sy s
- © 2-Al-Baga 286  Medeni M‘W‘?ﬁ‘r-I

L © 3-Bi‘imr.. 200 Medeni
L © a-AnNisa 176 Medeni n the name of Allah, th PR 2L
—© 5-Al-Ma'idah 120 Medeni i Chapter: Al-Fatihahi1) - verse: 1
L © 6-AAnam 165 Mekki

. bookmark PR N I
L@ 7-A-Araf 206 Mekki remeve heskmar AN dly iz
W@ Play °

@ 8-Al-anfal 75 Medeni
I © 9-AtTawbah 129 Medeni All praise is due to Allah, | |- Commentries
@ 10-Yinus 109 Mekki 1 Topics

—© 11-Had 123 Mekki = Mynotes
~© 12-Yisuf 111 Mekki
~© 13-ArRa'd 43 Medeni
- © 14-'brahim 52 Mekki The Beneficent, the Mer:
@ 15-AlHir 99 Mekki &, zoom in
- © 16-AnNahl 128  Mekki @, zoom out
@ 17-Alsra' 111 Mekki :

© 18-AKahf 110  Mekki .
¢ Attributes of beauty

. Master of the Day of Judg|
Sectons m ' Divine Names

pmghiin

. Send questions

Similar Words

Related topics: :

PSR

Thee do we serve and Thee do we beseech for help.(1:5)

Source: Alshareef & Saddik (2015)
Figure 2.12: AlAnvar. Quran Research Software
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Hakak et al. (2017) concluded for easy access to Quran applications on mobile
applications is one of the most challenging issues. Muslims around the Qor|d are

downloading and following applications at a growing rate. However, ths&)lo accurate
his

mechanism that can verify the reliability of these applications. Hencc;| this ISsue creates a

major challenge and requests for more severe analysis and reo@. Thus, the current

research further builds on this gap to justify its conduc T embedded within the
premise of current research as the other gaps mentioned !hls apter
According to Hakak et al. (2017), the type rmat us

(iamaﬁr and the

I presqﬂned in Figure

sed g&ﬁ Notably, this

2.13 below, which consists of an image, aud% q\
eqx@klinks and funnels for

format uses a hierarchical flow of the @o estabt

data transformation and/or integrationd” Their wo \hagvee @d in other studies in the
5 N,

al.

recent and relevant literature (e. g oie ‘et Zotééﬁzuan et al., 2021; Hakak et

al, 2018). Thus, another t @ Representation is proposed in

this study for the repre$ Q)IIHIC ‘QI!SE wAWhich is a text-based approach to

reduce the required Mstorelge own inthe shaded box. The figure below shows
ok

the proposed mo &&

The shaded b fu r |Ilvyes th e, in which the current research is undertaken.

classification that has been deployed in their study on pr

e filch theoretlcal framework for current research.

Accordin gﬁ, heoret‘lzza orfrlb of current research to the literature can be seen

\/
in the elow. \%

S
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2.6 Vulnerability Issues for Digital Quran

As a common means, people tend to read the Quran using a tra@ printed
version called Mushaf. Software developers have exerted significant satisfy the
online user, and thus the gap between human and online Quran %ons has been
reduced.

Quran applications on the Internet have issues ?@Sﬂﬁng the reliability,
functionality, and content validity of the Quran. Bu f 'exc II(!nt Islamic websites
have appeared across the Internet and so did many @tes spread e, IsIaY:"teﬂs of
the Quran. Therefore, without stringent control and ltorlngn by t authatﬂy to provide
standards and guidelines for Muslims using % e oblems including

the issue of unauthentic and fake copi SU@r (Sha et adsQON). This highlights

an important matter which is the n%of a@?\g in u;idg applications, which has
always been a matter of interest %ola s ‘and trtlocgr in various fields due to its
&
n

importance and complexity atu g ry concepts of information,

authenticity is data integ%%; UJSPJ by a cryptographic hash function,

implying a satlsfacto of mleg r the *data that is transmitted (Almazrooie et al.,
&

2020). |
\ . . §
In their 4Stud )AI t al\((2020) used two different methods to address

Mhlc sh functions and single compression techniques

integrity : n C
which e UTF-8 for A}(I;fc characters set are used. Their findings report a

g%decrease which is of vital importance in terms of theoretical and practical

S
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implications for findings within the extant literature. Hence, the current research follows
their work into establishing the parameters that are presented in the next Cha{?
According to Shameera et al. (2017), there are 451 online Islami& ations, and
209 applications are digitalization of Quran applications. Converting_such™ Quranic data
into digital format is a challenging task for information systenwd, evelopment-based
organizations. Considering that writing is the preferred met odvnress ideas and share
information, traditional writing has now been integr ith digital dacuments using

certain tools, such as digital pens, digital panels, Spersonal ig:m\%@“ (PDAS),
<
0

computer hardware, and mobile phones. Most 0se 00 ploy\geuch-sensitive
Y

screens, which assist the users in writing %g thg\ Nﬁ asjgﬁ‘to the device.

However, today’s online Quran and K&)ooks I ginﬁ terms of employing

structured digital content (Larsson qffman, x gg\wer, vulnerabilities  within
N
ther

Holy Quran mobile applications anfl Izq/g:?obustness and are prone to

threats (Alsmadi & Zarzour, Z%\i) §

Zakariah et al. % roposed a jp{o representation, which classifies the

&
Holy Quran authent}@ues ito categéiés. First, cryptographic algorithms and
ermiari

&
the second digital N ing. iperirlg:that the Holy Quran plays an important role
‘ @
:

in the daily Ii@ slims, itsau entir&uis very important. The hard copies of the Holy
s M

Quran ar d in amie~Countries such as Asia and Arab. Before being
AN 2
distrib the local Muslims\;'&% in markets, the authenticity of the printed version is

e P checked to ensure its reliability. However, in the digital world, the use of the

@n and mobile phones have proliferated the digital version of the Quran. Numerous
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versions of digital Quran applications are available on the Internet that can be freely

downloaded. Since it is available for free on the Internet, the question of Kalability [§

raised. (‘)
Many users are concerned with the authenticity of those ieﬁwarg applications.
Since the online contents are in software form, alteration is% le using available

software tampering techniques to alter the contents of th omuran. The availability

of those techniques makes the users feel inauthentic ab c ntent\ut?md online.
,é\ | S
2.7  Digital Quran Content Integrity 2 X
A mechanism should be developed erify ﬁy authenticity of
Quranic verses, and necessary measure oidd&detect any tampering
(Alginahi et al., 2017). >\y? /;\.
Alsmadi and Zarzour (201%&%0’1 onli mteg?”and authentication checking

for Quran's electronic version.,Ihe ropL hods pt the hashing algorithm relying

on generated decimal o cimal P DnJ}Ito present words and verses and to
preserve integrity and Mgnticit;f '
2014) and Algi % 2
(2014) and Algin N 2
'&)its .

Figure 2.14 Q’
letter fr02Wrd and vérge. &

n
Ny
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Figure 2.14: Unicode Centric String Mat

Content integrity protection is the approach where a

| &
or ca‘g used fo@rotectlon are

‘m( chnE%\iQ*advantages and

being employed for the protection of partlcular c

put together. Hakak et. al, (2017) summarizes t prot

steganography and digital signature \Ere th \vbg:

This shows that this approach is

authentic for text documents and

Image based Approaches Advantages

.

suitable

‘)&A;..J-

e

A
@K-related attacks and less

7|
Nal @j re@%{j for the sender and recipient.
\/ 3 o
|

DR “.")

d988d8a5d8b0d8a 720d982d8b1 d8ab2!

Wl and Zarzour (2017)
pro‘ach

0SS qaes:gvhlch are

aterma ing, cryptography,
e.ito high levels of attacks.

Drawbacks

Watermarking

Cryptography

Steganography

Digital signature

Figure 2.15:

Has the additional requirement
of robustness against possible
attack

Main task is to ensure users able

to communicate securely over an
insecure channel

Message can be sent without any
suspicion. Suitable for securing
transmitted messages involving
encoding and decoding process

very efficient in legally binding
documents
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More suitable for network related
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documents
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documents like image or text
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to buy digital certificates from
trusted certification authorities

Source: Hakak et al (2017)

Advantages and Drawbacks of the Protection Techniques



Based on Figures 2.14 and 2.15, it can be concluded that there are challenges and

weaknesses  since  protection techniques such as watermarking,s> Cryptography,

steganography and digital signature are less authentic. Thus, this study 'proposes another

technique which is data encrypting as appears in the highlighted \0X under integrity

protection in Figure 2.16 to increase the content integrity of ‘@uUranic text. This is

established based on the current findings in the literature asineted¥in the previous section.

Quranic/Hadith
Presetving
Content
Integrity
Techngines

Character
Coding

Waord Shift
Coding

Line Shift
Coding

Algarithms

Quean/Hadith Content Quran/Hadith content
Integrity Protection [ntegrty Authenticity
) \L Ry ) Sl \L
Data Encryptin . o
Watermarking Cryptography Steganography Digital Signature Searching Verlfication
Trmape Tuxt L ) SQL .
Watermarking Watermarking Lingwistie Technical Queries Hyshing
Sﬁrlg i
Matchitig Watermarking

Hashing

Figure 2.16: Taxonomy Based on Preserving Content Integrity
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2.8  Related Works

In terms of authenticity, cryptography constitutes the standard teghn in many
applications including credit cards and banking transactions. In ¢ c231';:)2y the text
which is readable by the human eye is converted into unreadable m cypher text to

\tH, generation of keys

aph]/. Encryption is the

make it inaccessible to any third or unauthorized person. En

and decryption are the three most important phases in

process of converting plain text into cypher text. Decryp is the r of encryption;
- | R
Keys are used to unlocking the encryption phase ( 016) g
Quran quotes and citations found onhn?v be an%g;;rrﬁed by an

algorithm detailed by Alshareef and Saddt ). Users ve(rg the authenticity of

the online citations of the Quran. In de n Wledi f theQatures of the Arabic
r

language and the writing style of th% u z}{ @Igorithm whose goal is to
confirm the authenticity of the Q{ uotes. 43-

A system has beelﬁro e usv’g th A’R@Crocontroller chip embedded with
ima

the ability to both plays and 4 Tayan et al., 2013). Another method
produces a robust mark@ @alnst brute-force attacks introduced by
Kurniawan et aI nd at' et(‘al (2017). Watermarking is used to combine
Quran |ma em?e rk a fragile watermarking technique is applied

taking |gtos deration the freq@'j y and the spatial domains. At first, discrete wavelet

trans ilon (DWT) is applied to convert the input image to the frequency domain. The

& coefficients are encrypted by an authentication code enabling correlation between
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blocks with embedded watermarks. This prevents attacks and enhances robustness against
attacks. \Y'

A framework to determine the originality of Quranic verses obt 'gfyom internet
sources such as forums and posts was presented by Sabbah & Selamat, (2013), based
entirely on the assumption that obtained text verses have vamiQus diacritics. For texts
having lesser diacritics, other assumptions had also been set deg the determination

l

Digital Quran material in the form of PDF fean be watermark d'&}ﬁr another
=

of their originality.

7z

innovative technique. The method involves hashing saves ti thextrashed images

\n NV
a ing of material can be
en C66\ced under statistical

Bits \SB\)?aI /@m suffers less distortion
N
the Prateri hile@bedding the watermark (Al

&
Q

have been obtained by employing the DCT@ m.

detected by image features, which

5

analyses, the Selected Least Sign

compared to the LSB in the ¢

Ahmad et al., 2013).
A watermarking sc t cou M fm e the authenticity of the Quran by
F &
integrating  artificial ;{@ce SVS\WaS és’ented by Tuncer et al. (2013). The
scheme is an LS \q{ OR S lly fo()olour images’ spatial domain. LSB or XOR
can detect t ri wejg?x is hdcause the watermark extraction cannot succeed
without t WI image ile” per@ing the XOR operation.

N
e racters are of impeftance in coming up with the watermarking key. This

S
/Y

a %is a zero-watermarking scheme. The verification authority keeps custody of the

ntire *key generated by each Quran verse. The chapter name and number are checked
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from the start. The results show that during verification, intentional or unintentional
attacks and tampering could be detected 100% of the time. This was possi&@se the
actual key for the verse was checked and verified with the one stored %veriﬁcation
authority (Alginahi et al., 2013b).

Experiments have shown that high image quality couwxzreserved whilst

achieving good results in tampering detection and localizati h less watermarking

(Kurniawan et al., 2014). "\d

Refer to Table 2.3, which summarizes 16 niques and p erts'cﬂgg' methods
: o~
prineipal

applied with the purpose of each method, the methad used, Qﬁd the results
Y

realized. Y. \ é\v

4
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Table 2.3: Methods Applied in Tabular Format in Conjunction with The Purpose Of Each Method, the Principal Method Used, and
Final Results Realized

Authors Title Aims Method Conclusion Comments
Develop a better
A Quranic quote verification framework to o Verify the Quranic . .
T algorithm for verses authenticate Quote authenticatiqg e-contents over the Algorithms that discuss
Saddik, 2012 A - approach the Quranic quotes
authentication Quranic Internet
quotes
Quran-on-Chip (QoC): An . .
Quran-on-Chip (QoC) - - Compatible for
Tayan et al., Embedded_System Framevyork Authentic Quran subsystemWwithin Hmbgsiding the digital embedding in other
2013 and Design for Electronic ti future Meltimedi Qurag ‘content onto an . troll
propagation uture'multimedia ARM microcontroller microcontroller

Quran Dissemination for
Internet-Enabled Devices

product

architectures

Kurniawan et
al., 2013 &
Hakak et al.,

2017

Diacritical Digital Quran
Authentication Model &
Bxploiting Digital
Watermarking to Preserve the
Integrity of
The Digital Holy Quran
Images

Authentication of
Holy
Quran images

Rfagileywatermarking
aymethod that Wegks on
Block-wise dnrthe
wavelet domdin.and
pixel-wisg’ in the
spatidl domain

Detect any manipulation
on the content of
digital Holy Quran
and thus preserves its
content’s integrity

Public key cryptography
is utilized to encrypt
the authentication bits,
a hash function is used

Sabbah &
Selamat, 2013

A framework for Quranic
verses authenticity
detection in an online forum

A frameworketo
detect and
authenticate
{Quranic
VErSes

Computing numerical
Identifiers of 'words in
the/detected text, then
comparing these
identifiers with
identifiers of original
@Uranic manuscript

The accuracy was 62%
on average, while the
Precision and recall
were 75 and 78%,
respectively

Quranic verses extracted
in a text from online
source especially
forums posts

Ahmad et al.,
2013

A New Fragile Digital
Watermarking Technique foa
PDF Digital Holy Qurah

Watermarking PDR
digital Holy Quran

Invisible fragile
watermarking
technique

Protecting the integrity
of a PDF digital Holy
Quran

DCT algorithm for
feature extracting
along with a Gear hash
function to provide
tampering detection
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Tuncer et al.,
2013

Watermarking application for
authentication of the Holy
Quran.

Authenticate the
raffle
and to prevent the
unauthorized
distribution of
printed
or modified in
establishing the
digital
samples

Watermarking
techniques using
steganography
methods, XOR, LSB,
and Border
watermarking
techniques are used

An authentication
Systemis developed
using watermarking

“XOR Watermarking
Technique” and “LSB
Watermarking
Technique™ has been
found advantageous

Alginahi et al.,
2013 b

A zero-watermarking
verification approach for
Quranic verses in online text
documents

Authentication of
the Quran
verses

A zero watermarking

100% detection of any
distortion made
intentionally or

Ghintentionally to
Quran text

A key is generated for
each verse of the
Quran

Kurniawan al,
2014

DWT+ LSB-based fragile
watermarking method for
digital Quran images

Fragile
watermarking
method for digital
Quran image
authentication and
tamper
identification

Discrete wavelet
transform (DWT)

The watermark is
authentic
against local attacks

Watermark is encrypted
using secret key

Sabbah &
Selamat, 2014

Support vector machine-based
approach for Quranic words
detection in online textual
content

Detecting the
Qurgnic
words in a text
wWhich
are extracted from
ofline Sources

SUpportvector machine

Accuracy measurements
achieved by the
proposed approach is
higher than the prior
measurements

Different features
Categories, such as the
diacritics and
statistical features are
performed

Saada and
Zhang, 2015

Vertical DNA Sequences
Compression
An algorithm Based on
Hexadecimal
Representation

BPescribg an
algorithm that
comprgssesthe
DNA sequence in
its equivalent iq
hexadecimal
representation

Transformation of the
hexadecimal
representation is followed
by a conversion of the
result into a binary
representation

Permits an easy search of
regions of similarity ofa
set of DNA sequences

The similarity of this
approach is that it uses

hexadecimal for
compression and
Hexadecimal but to

represent only one letter
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Online integrity and

Document control gives
permission before and

A gomplete verse can be
_checked at a time.

focus is on integrity
checking, whose
challenge lies in the

Z’;';‘S:a(dzlof‘n authentication checking for A(ggszr?itclcsgg;:f after publishing a Different verses are tested correct reading of the
Quran electronic versions document online. using different hashing Arabic diacritics
approaches single
Systematic, .
analyze and assesses these existing I\(/glgrbﬁlre prllli?t'%?; (;rr]e This issue creates a
. . categorize existing studiesySe pp major challenge and
Preserving Content Integrity research related to call for a relidble ; one of the most requests more severe
Hakak et al., of Digital Holy : . ehallehging issues& there gue
2017 Quran: Survey and Open preserving and umversel databas.e_ L do deslirate mechanism analysis ar_ld research._ &
' verifying the of authentigsand Vverified : Used Unicode-centric
Challenges . . . ) that can verify the . :
content integrity of | Digital Quran*and hddith o string matching
- teliability of these
the cenhtent.. aoplications approach
Quran ; pp
A general model for
. . . ‘ : Quranic Cross-Lingual
Quranic Cross-Lingual Quranic Cross- Hexadecimah.Conversien | Information Retrieval (Q- . .
Mazlan et al., Information Retrieval Lingual Doy dsindah CLIR) using QuHex is String matching
2018 Optimization Information J m Ty g 9Q . approach
Using Hexadecimal Retrieval (Q-CLIEY encoding appraach presented asa solu'_u_on to
- - ; Vv improve the readability of
Conversion Algorithm model
natural languages
Address lintegrity ") Their findings report a
Integrity verification for verificatiops . Unicad&UTE-8 for significant decrease
Almazrooie et digital Holy Quran verses Cryptographic hash s . which is of vital Current research follows
. . . . yArabje-€haracters set is ) . .
al., 2020 using cryptographic hash functions and single importance in terms of their work.

function and compression

copression
techniquies

used.

theoretical and practical
implications for findings.
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Systematically
identifying and
categorizing
suitable techniques.

Content Integrity Techniques
for Digital Quran

Categorizing suitable
techniques that can be
used to preserve the
content integrity of the

Digital Holy Quran

NS

Q?e challenges in
.& an and Hadith

authentication.

Content integrity can be

explicitly preserved due

to the sensitivity of the
Quran’s content

To improve the

design of the Joc

Radio FM Digital
al-Quran

Analysis of Joc Radio FM
Digital al-Quran using finite
element analysis

Enhance the aestheti
value of the radio Wi
negating prod

sustainability

Prove the efficiency-
tmproved design of Finite

nt Analysis (FEA)

igital al-Quran
ol

Their work has been
cited in other studies in
the recent and relevant

literature

al-Quran using
Element A@t
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2.9  Character Representation for Arabic Letters

The composition of the Quran includes 77,797 words, and 6\¥~ erses
(qurananalysis.com). The vast amount of information makes it a e to the
classification of the entire chapters of the Quran. Consequently, poor assrﬁcatlon of
chapters will make it difficult to extraction of information. M the determination
of similar words, hypernym, and the meanings of the gener ds pose a significant
representation challenge. l

Arabic characters have been represented F-8 charac fncegiﬁﬁ having
compatibility with the ASCII code in a backwar%mr rabic /letter 'Qlacement in a
word is important because a lack of proper lace nt

and recite. UTF-8 is a variable-sized c@hed to

set are located in the code points U 00 to

e Q ﬁomplex to read
teéqhe Arabic characters

i t}t\atandard UTF-8 (UTF-8,

2015). Figure 2.17 shows the wwe za)?esentatlon for Arabic letters

encoding Arabic words. Eac ar ter ‘ ob *}to be coded. In the streaming
data, the Arabic charac% H ‘E;J;Pa‘l(w into the closed interval [0xD880,
0xDBBF] (Almazro [ I, 2qz is illustrated in the figure below as the current

research follows t c rterl cor@tt

2 9

Y,
AP S

&’

&
$
S



FC2 FC3

B
t
g
8
8
8
&
g
8

FBS FBS FB7

Figure 2.17: Unicode Standard 7.0, Copyright © 1991-2014 Unicode, Inc., Arabic

Presentation Forms A

57



The following example illustrates the Thad (u=) letter in four positions having
been drawn on the word. Moreover, the hexadecimal representation obtainea.'-_from the

Unicode Standard 7.0, Copyright © 2014 Arabic Presentation is used. A,_;:(—:Ord;_ihQ to figure

2.18 and figure 2.19.

isolated L,_,,'l-ﬂ FEBD
initial ——=a FEBF
medial —— FECO
final = FEBE

Figure 2.18: Thad o= Letter in Foui Ex'[':)écted--;.Plo‘sitio'ns on.The Word

Figure 2.19: Uhicode Standard 7;_10,..5-IICopyright © 2014 Arabic Presentation for Thad o=
N Letter
N The Unicode project indicates the effort towards the architectural improvement in

"”h‘and'ling text in multilingual, a technique for character encoding in computers which
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allows efficient processing with the capability to cover all the languages in the world

The Quran is the primary scripture of the faith of Islam. It,E st important

(Gupta et al., 2010).

2.10 Representation of Words and Verses in the Quran
reference for all matters of faith, social practice, the contemplation of law and the
understanding of the Divine. It is widely d as the finest w, rkWsical Arabic literature
(Jones, 1994). '

The Quran is divided into 114 chapters (sur%&% rse ayah) sLRﬁas been

analyzed, interpreted, annotated and studied for over“a, thousand' yeas. TIwQ-deveIoannt

of computer technology made it possible t% rch \E adv éﬂ&?ﬂ and powerful
ways. Quranic Arabic Corpus was bum@nnotate isticéwurce that shows the

Arabic grammar, syntax and morpho for ea'm_ qin t@ﬂoly Quran. The corpus
provides three levels of analysis ologﬂal a QE,;H syntactic treebank and a
semantic ontology (corpus. Q%mlAf

The Quranic Ara

h m ayers of annotation, including part-of-

&
speech tagging, % |ca tatl@and syntactic analysis using dependency
grammar (L|u , \gJ

initiated at the Uniwv Mof L?e

)

iS not on coﬁ1pr|s§\of huge words but words in a repeating format. A
metho% roposed in the reb'l%%entatlon of Quranic words, which uses Unicode in the

I% in hexadecimal format for the individual words. The calculated word in
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hexadecimal is then stored in an array. Conversion to hexadecimal is based on converting

individual letters with a unique 1D for each word and verse in the Holy QurK?

2.11 Data Compression Using Hexadecimal
Saada and Zhang (2015) describe an algorithm that comes/Ce DNA sequence

in its equivalent in hexadecimal representation; it permits an??search of regions of
similarity of a set of DNA sequences. A simple ction @ follows the

transformation of the sequences to the hexadecimal fepresentation an CIJn\‘/Eﬁiﬁﬁ of the

A

result into binary representation and detection of adjacent zero® suites thaQ-represent the
Y

\is based on the binary

representation of nucleotides. The similagi his ap is it uses hexadecimal

for compression whereas Almazrooie %O) usﬂ?nd @tographic.
apicy craéqingual information  retrieval

Mazlan et al (2018) p% aﬁqur
&

optimization using hexadeci C ver‘i a orithg%alled QuHex as a potential

solution to improve the % of ‘p 39? larﬂg?}s by using the encoding approach.

QuHex utilizes the h imal fon ion algorithm to convert every Arabic word into

its unique hexade IN,Q/au , Whi
¢
r ;)

4
each string or Re@o table 2.4, which lists the characters of Arabic

% m the
| z J <
and Latin code point n-ﬁex).vf« similar study has been presented by Hakak et al.

)
(2017)atha d Unicode centric ‘stfing-matching approach.

Ny

regions of similarity between the sequen% algio

& .
as a @ng-matchlng approach to match or compare
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Table 2.4: Hexadecimal Value for Each Character.

dos4 do8a d8ae dos6

Source:vazlan etal (2018)

Almazrooie et al. (2020), regarding integrity verificati zfor lverses, assumed a

collision between verses, which can be categorized as “algori m\ﬂd,fo the hash

&v N
function. A compression method of the verses pre In Tablef 2.53sho a&%@ results of
Y-

uEing\t [ﬁ@ﬁ compression

&
ed i@pression Method

compressing a Quranic diacritical verse "M\T

method. \/ Q\

DQSR D9820FD8A7D9

4D8B,D991 DQ@EDSAFDQSF
| .%
4‘2%4 35514E454E2F4F

Compressed 274 4
e (@
f ~> Source: Almazrooie et al (2020)
N
e

2.12 Discussic%\ l ’ 2 (,,

As @'\his’c pter, rig&spects within the literature have been addressed
2 erobi 'D"fu by

nabling” future cg@es such as the current research. In this study, the
stanc w focus on a new reksentation of the Digital Quran Model that can optimize

nd preserve the integrity of the Quran content on a digital platform, as shown by
&ditional (sunnah) of the Rasulullah SAW companions. Since audio and video-
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based representation consumes memory space, this study specifically focuses on a text-
based representation, which is on the application layer as a basis of compﬁg towards

bit and bytes-based representation or hexadecimal (presentation Ila %resentation)
ZOE

(Almazrooie et al., 2020; Gilkar et al., 2020; Hakak et al., 2017, 20 ; Islam et al.,
2020). A recent study by Hakak et al. (2019) found that thro unified approaches of

watermarking and string matching methodologies cont tw can be explicitly

preserved due to the sensitivity of the Quran’s content. t\d
@

D g
2.13  Summary 2 \'\T

This chapter presented a compreh%zevi%/\v \ﬁterat%\%.n the following

categories: digital Quran, digital Qu@hcation, eragsy issues for digital
Quran, content integrity, related \A%s ch r‘pr g@tion for Arabic letters,
N
6

representation of words and vai% the ™' Qur ,qdat<</ mpression using hex, also
highlighted the research gaps '}’ex' i@%ﬁ\éﬁ} Digital Quran, which could be
classified into two mair%g;L ﬁrsyjbji‘q{iiiz;' space of calculation by handling
duplication of words \@ndly] s\repre tion and table representation of the
digital Quran by %

handling dupl@s' .)The ne apte&_will present the research methodology of the
b oD
b9

current S .
&’
\
~

y

>

t
¢



