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CHAPTER 111

RESEARCH METHODOLOGY

3.1 Introduction

There are two approaches mn research methods whi

'1im.1' phenomena by

1 HMHT based

N

qualitaive method. A quantitative approach is

collecting numerical data that are analyzed

methods  (in particular  statistics)’.

data arc collected and analyzed using Neally gmmd method
(Balnaves & Caputi, 2001). On llu\wun "

T
used to answer the how and wlhges of Thu

In qua

ﬁ__'\numcrica]

experience information  which

of data collection.

A\
5

> exploratory character of qualitative

at can hardly be accessed through

d

N |
ncw 11

formation on specific areas of

rescarchg WY -~ often  through ¢ intensive dialogue between the interviewer

anmicm (Broda, 20006; Naderer & Balzer, 2007).

and th

ce  fhieldwork 1s done  without predetermined categories of analysis.

qualitative  studies  provide depth and detaill. In  contrast to quantitative

methods. which can statistically measure and evaluate the reactions of a great



number ot people thanks to a lmited set of questions and standardized

answer categories. a qualitative study can yet never reach the same breadth

-

due to the reduced number of cases (Patton. 2002).

In contrast to quantitative research, where hypotheses are forn are then

applied to various  specific  cases (deduction), qualitativ search  uses

inductive reasoning, proceeding from particular to more general st™

N,

nents.

This chapter explains the methodology stag In

L | -

used a systematic  hiterature  review  methods

related to  topic area by A mn
advance. Systematic  litera evie chosen to address the
current state of security :so'?fl ion by answering the review

questions  for of proposed framework. The

qualitative metl framework. To achieve this goal

must follow ¢



Phase one

Phase two

—

-Review Questions

~ -Data Source and search
strategy

-~ -Inclusion-Exclusion

- Critena

 -Data Extraction &

- Quality Assessment
. -Data Synthesis

Ficure 4: Methodology Stages of This Research.
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3.2 Systematic Literature Review (SLR)

This section to give an overview about systematic literature review (SLR)

g
iﬁ

Since the 1990s the systematic literature review becamg Very common

PTOCCSS.

3.2.1 Definition

rescarch methodology. It was vastly used in medical T in the 1990s.

&

There are many well documented standards to s { WS software

engineering there are number of researches per

review since 2004 (Kitchenham et al.,

I%Y;e *

20T

{
journals and magazines have publis

review.
According to Kitchenham (3 _ g I@ature review can be
- - . v L “ % [ L]
defined as means ot 1dent& anS phterpreting all available

research relevant  to R

@stion, or topic area, Or

&

phenomenon of interest .
AQM S

Jeratur
o
o, 8TJess the search, the search strategy should

prc—dcﬁnu(:wl stratc¥ )

Nmnplction ot the }search. According to Kitchenham (2004), there

3.2.2 Reasons for

Systematd

allow

any reasons for adopting systematic literature review. The most

on reasons are as following:

|-To review the existing evidence concerning a certain phenomena.
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2-To 1dentity any gaps in current research for proposing areas for the further

investigation.

3-To provide a background and framework to organize ne

activities on the topic area.

3.2.3 Important Features of Systematic Literature Review (SLR) z

There are some features contributed in creating tleMference between

systematic literature review and a conventional rt it *alure review  as

following (Keele, 2007; Kitchenham, 2004):

Y | S

NS =

* ant feat
‘rw nnpdﬁa; catures

|- Development the review protocol i1s t]

of the systematic literature revig the research

defims

- -

questions  begin  specifies

‘{Q be used for
A

undertaking a special review! N
0 )
2] Q'
2. A special search strateN t(gjut t!%'! review. The objective of
the search stratcge 1so detgfmin tlhe§ximum possible number of
3- C Sagl Tal 8ults to be used as a reference for
4.

*' ’iﬁc%_n' of inclusion and exclusion criteria for
@e potential primary study.

identifies that the data and information needed to be extracted

lections. to evalu

rom primary studies and assesses them during quality critena.
Extracted information documented using data extraction forms or other

reviewing.
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6- SRL 1s deemed as prerequisite for the quantitative meta-analysis which

presents integrated research studies from different sources around the

g
iﬁ

The starting point of the review starts in planning phase. Rtlns phase the

same topic.

3.3 Planning the Review

developing of the review protocol including all the st earch question,

stlons

3.3.1.1 Formulating evq

FOI’ITIU|dtmf-' e queStl(i g part to conduct a

systematic literatur

th(§’searcher to look at research trends

)

Cwew the review questions discusses an

related to

OVEIVIeW

N
#ady done on security policies for BYOD

trend. thods and the g hdmsms that have been applied for BYOD

vell as the lmitations for these studies.
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RQ# | Question

What 1s the current state of security policies in BYOD environment?

RO

How BYOD security policies are implemented in previous Stuieg ,

RQ2.1 | What are the mechanisms/applications use approaching

RQ2 security policies for BY OD? \,

What are the lIimitations of the & g S

models for BYOD?

9

RQ2. (icurity policies

' questions as possible. To

I
I
stlf. Y applied to various databases.

ucte %rough using different sources of

O

Knd extebive search was implemented on the

N

several  elgdlrgn Falasy an®, the keyword wused to find articles.

T

journals  or ac@ic papers regarding to BYOD security

conferen

yarch  results are dramatically influenced depending on the type of

poli 3

database and keyword used in the search process. To know the quantity of the
articles related to this topic, we can do a quick search on the Google Scholar

using bring vour own device security policies keyword this process defined as
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a trial search. The research can be modifying by using quotes around the

keyword and running the search again.

This review was done from different digital databases using ke\'w{igmm
vour own device AND “security policies”™ in the article title Sbbstract.

The search process conducted on published journals and nces dated

since 2011 until 2015 within English language only. Th es that have

been gathered 1n this review are found in the IEEE &nd icienceDirect as the

nd., EWconsidered

®

eld Ppi) te Eogy.
1S3

ada@}.ians and
L s

abstegtl’ and citation
(‘

bo@ and conference

most useful ones in computer science. On the ot

database of peer-reviewed literature: N
%He

carry out the review on BYOD St& .
e I|EEE Xplore Digita Lib?y.

e Science Direct

pmcccding (Sheuly, 2013). There databases used to

e SpringerLink

© SCOpUS

There arg ferat ‘allow to researcher to combine terms to

narrow «

aden the search @ss such as AND, OR, NOT. In this search

W

We ND Boolean operator to combine between “Bring Your Own
AND  “security policies™ through searching process in databases

mentioned above since 2011 until 2015 using English language only and the

results was as following:
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v
Select resources

A S
Select keywords

\ 4

Trail search

Figure 5: Search Strategy (Sheuly, 2013)
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3.3.1.4 Inclusion-Exclusion Criteria

Screening process 18 a very 1mportant stage to carry out the SLR. The

articles collected during search process must send forward to scrcm? oY
ks

process. In this stage the researcher is explicit about which StUdiej%

B 101
review and which studies should be discarded (Okoli & Schabl;am& 2010).

The research study selections are based on the inclusion and gxcluNon criteria

as following:
Inclusion Criteria:

e Articles where the BYOD security policie#gs tl

e Resecarch article should be closely or% 30 reVIEW |

e Articles should be related to security 1n

oeneral.

Fxclusion Critena:

¢ Duplicatc%ﬁh > ' \dy 1s excluded.
Y'

o Aﬁid%do not focus on B security policies.
@

'C\d not regard to review questions or search area.

articles, summary of articles, proposals, Doctoral workshop and
tutorial that were not peer reviewed.

e Articles which were written 1n language other than English.
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The study selection process carried out through studying the title and abstract

of the article. If the title and abstract of the paper very close to main topic

mentioned inclusion criteria and thorough and full reading. \z

The assessment of the quality conducted in order to evaluat?papers and

3.3.1.5 Quality Assessment

articles which have been sent forward to quality asse¥ t stage after

Ezl literature review

ted based
’wl\&;' have
ONW()llowing

Yv

™®gclusion. The

&

owing questions

screening stage to find the ones which will be used

report (Okoli & Schabram, 2010). Study quality a%

on the paper structure criteria. Therefore, the

been selected after screening process

structure: Introduction, Research Meth

assessment process preformed based on

A
N
2
& '

cSarch paper provide an
RN
S

in each paper:

Introduction: Does the introdu

overview of BYOD?
Research Methodology:, Dog th

the research paper?

'

hodology clearly explained in

\q{{ ch

Results: Does th

results clearlyn

yes the conclus

section clearly describe the positive and

ings? Does the limitations of the study described?
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3.3.1.6 Data Extraction

After 1dentified and selected the articles and papers to be in the final
review. the next step 1s to record the information from primary st%g Data
is extracted from ecach research paper using a pre-defined ﬁ ta%(traction
form. This form 1nvolves some general information amV]e specific

information which shown in Appendix A. V

\di Y.
f the

* f i‘gicé
data%thesis 1S

e
1eterogeneous
&

@nary studies are

3.3.1.7 Data Synthesis

This phase includes collecting and
selected primary studies (Keele, 2007).
produced by using descriptive analys

nature of the data of primary study

presented according to review questi y ” :.

3.4. Developing BYOD s . amewllrk | 0
4 ’ &
Through the an% of lthe

w stemé’ literature review the BYOD
security framewo t\
| revigws r

systematic llt
forl{waMescnted

d fram
X

hea)(}fter analyzing the results of the

d&’ends on the evaluation of previous

studies. 1ht I

poscd Framework

posed framework 1n this research targets to mitigate the emerging

attacks of using the employees their own devices in workplace as well as to

address the limitations of device resources. The framework created based on

systematic literature review related to BYOD security policies. The elements
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used 1 this framework which 1s created to solve the problem of BYOD

security through control the wuser access are device profiles, anti-malware
scanner. user role, user profiles, internal apps and external apK? hese

The proposed framework consists of two layers of Security ContropgLayer
Ner Tier. Figure

6: shows the proposed framework includes two tielg: 1er or Device

elements are derived from the review analysis results.

one for Device Control Tier and the second tier 1s BY

Control 1s located on the physical device itself.
Device Profiles and a Light Anti-Malware sc

Server Tier: this tier consists of Applica?s' - .

Applications and External Applications, €Usgr™ 1ch qe User Proftiles
and User Role. By separating E1e SYSRMy 0 g'ers._, the system can be
casier and more flexible to manage. ?

s Internal
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Tier 2-BYOD Server

Applications Control

o
| Internal

| Apps
S

User

profiles

Tier 1-Device Contm™®

'zre 6: ‘he OPO@QI‘HQWOI‘I{
¢ ’
N (30

The

4

pI‘Op Nsed framework is evaluated for its flexibility

stage of he

and to adopt B\UD security framework in organizations. The
the researcher had made the proposed framework based on SLR.

Secondly, the researcher used an interview as evaluation descriptive tools to
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evaluate the framework by doing interviews with a number of experts from

[T department.

3.5.1 An Interview Method \z

An 1nterview 18 considered the main instrument data COAOI] procedure

closely associated with qualitative approach (Kvale & Brixwaﬂn., 2009). An
m research. Cohen

veriation initiated by

'ng\ﬂ¢arckﬁr.elevam

O
se! cli‘%bj ectives
Yw

V

NES
thQ tory behind the

ce_—&ace with 2 experts

w@nterested in the mobile

interview technique was used in the evaluation stage
et al.. (2011) defined the terview as “a two-persd
the interviewer for the specific purpose ,of bt

%@Clﬁed

of systematic description, prediction, or explanw.

information, and focused by him on conte y

The interview 1S an important to

rvieww ty,

interviewees  experiences. The in

from IT department in USIM an

security research. The intervicWg q ¢ open-ended questions as

UGSIg
shown in Appendix %Z Cordiv[ % Brinkmann, 2009) an
interview 18 an appK'WG ml: coﬂé’/data from number of experts and

cW iden@ or generalizing of the results. The

could Contribute\
")1 2.

open-ended 1S (yseful In answering the interview was

8

* ﬁuslﬁ- tudies. This type of questions aims to
2

thoughts, peMeeptions and experience of individuals. The

ata by the interview are analyzed qualitatively.
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3.5.2 Using Qualitative Analysis for This Particular Study

The researcher decided to use qualitative analysis for this research because

the research questions of this study could not be answered usin% Entitulive
methods. This 1s due to two reasons: : %

| -The research questions are largely exploratory in nature. q

2-Their purpose 1S to gain general insight into a tqic Q which little literature

CCe swmund expert
®

1 Pt .@thuired

an@ categories

l&e or quantify

exists. In fact, the character of the study requ

information on the topic of event managemerg

through a standardized questionnaire wjy

as used 1n quantitative research. Thw
3

rch
something, but to i1mprove unde
information from experts on pcrson%y

3.5.3 Data Collection

Mnation of sample sizes in qualitative

ThC]-C Are¢ no S]')c&\les {
I-CSCLII’Ch. Sﬂlﬂ%\zc rlﬁh |

related to : h Urpoge

selecte ses and, last butqm least, on the available time and resources

of the researcher

W0 | ; Patton, 1990).

hg selected cases will be judged according to the purpose of the research

and to their relevance n answering the research questions on the phenomenon
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under nvestigation  (Patton, 1990). In the following, the sampling procedure

as apphied n this particular study will be explained in detail.

According the proposed framework, there are six variables LO‘N: dentified
as the most mmportant restrictions 1in Sdl]]p]]l]“' that (wo tiers as

following:

|- Tier 1: Device Control

Device control 1s consists of two main  variab

anti-malware scanner).

- Tier 2: BYOD Server

JHQLI
I

g COE 1
Y

the <<4'I‘spln_,«.1t10n control which are

BYOD server 1s about the \u._un and 1S con’[aining ot

C

ﬂiul' \'Lll'iilhll.‘?i. (WO are pt:l'h : aGre user proﬁ]cs ;111d

user role and the other

internal apps and extggnal ¢

N M

The basic 1§ o ‘*l]’LL'

framew gtk k ...1:11 0 ?*

< with Hlth L\@J ar¢ hkely to reveal wvaluable information to

3 5.3.2 Data Col

to conduct interviews on the proposed

n[@nmatmn security experts in USIM. In-depth

the proposed BOYD framework.

¢ Interview  can be described as a communicative process through which
the investigator extracts mformation from a person or informant. The

extracted information  will  be  strongly influenced by the respondent, who
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acts and nterprets  his/her  environment on  the basis of his  previous

experiences.  So - every interview  generates a  subjective informative product

N

Based on these considerations, it becomes clear that the g% qualitative

shaped by the interviewees™ experiences (Delgado & Gutierrez. 2007).

t directly be

| Wor behaviors of

interviewing 1s to  provide understanding of things that

observed, such as feelings, thoughts, opinions, at

interviewees. Since qualitative interviewing is bas thi assumption that

the perspective of others 1s meaningful and kn®Wpabld. Mﬂ i%m their

perspective  becomes a major objective f@ ilati f!:s& her. The

tools of observation and interviewing are &jfen %I]lentar}/ way

(Sayre, 2001; Patton, 1990).

The interview format that was dQphed i S ¥ Qi\s the interview guide
a[)/)}'(){l('h. where the quCSli e ' he sequence determined
during the conversational w '- - %\of this approach 1s that 1t
ensures that certain topics and

makes data collection

issues  of InterestQwi _ . % major goal 1s to obtain relevant

information andg@®pimgns #n v the @proposed framework.

An inter portant issues and topics related to the

form L@ .

f I
1N g . In qualitative research, questions need to be open-ended, neutral,

esearch  questic that will have to be covered during the

#ar and clear. The terview guide developed for this research mainly
consists of experience and behavior questions as well as opinion questions.

The interview guide can be found in Appendix B.
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In total, five qualitative interviews were conducted and interview transcripts

can be found in Appendix C.

The answers from different respondents were grouped by ttf\zom the

gutde; the relevant data was dispersed throughout the re« Interviews.

After conducting the interviews they were transcribed w to  process

Y-

A suitable method for this analysis seems spge—®c th

analysis by Mayring. This method and how ‘as  ap
in the tollowing:

5.4 Qualitative Content Analysis CV

}g

them for the subsequent analysis.

tive content

?i'escnbcd

\,"C

Qualitative content analysis by

According to Mayring (’)T

qualitative content analysig n n

data 'eer/icmlO } 11
filtering lmpo%\sp

&

Yanalyze them @Ximg iIn advance specified categories (thematic

' 0

‘ mfnw; meaning the reduction of the

O

16%%113161‘13] and ‘structuring’, meaning

N
héata For the present qualitative content

O

1‘i®he relevant content out of the material as

analysis.

1 whole

med to be the most appropriate way. Defining the categories serves

*ans to filter the interviews for statements fitting into the categories.

The categories were developed 1n an inductive way, guided through the

conducted data. However, some categories were found in a deductive way
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reconsidering  the defined categories, the content of the transcript was
structured using a color scheme. Statements, opinions and quotes were taken
out by order of their color; summarizing them into the category ST In
case the contents did not fit in existing categories, new ones wé K eloped.

Some statements were quoted directly, but most were Sun&arized and

paraphrased in the researchers own words.

After coding all interviews, the collected stater
interpreted. It seems mmportant to mention that in
some of the categories needed to be chang

This was for example due to their interrel

the focus of the study:.

ethod for this thesis

ij SN _
Cxt vhich the material was

Qualitative content analysis seent to
because 1t permits taking into%~ n

oenerated and at the same

research (Mayring, 2()(%0 -
system makes 1t pKN to

the reliability gl agae

1AC

%
th;&oretica] background of the

Loy us
riadwbdy using a structured category

la'ly *

.. be revised during the process mn a

category Sysi&im rthefmo
flexible wly Magfrding to #ie 1 at@(MayTing, 2007).
& S
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3.6 Summary

This chapter tocused on the methodology which is needed to

fcve the

aims of this research. The 1llustration is given regarding tl %ﬂ\ods which
aboral®

were used 1n  this study work 1s discussed and el d. Systematic

literature review method undertaken in this research ta con® out of main aim

of this research which 1s BYOD security fram wc?'l‘ he review processes

0 re%estions., search

™ - - ' ™ "
process which includes source of selection d seaigh y'vor%s inclusion-

which are followed 1n this review are for

exclusion criteria, and quality assessment c

extraction as well as data Synth% Exi

proposed and evaluation procedgg1s

ring ry aNftles and data
a

eve@v framework 1S

@‘framework will be

present in the next chapter of this{ggagrch




