CHAPTER 2

THE CONCEPT ON THE ADMISSIBILITY DIGITAL DOCUMENT %‘IL
AND SYARIAH COURT

2.1 Introduction Vz

This chapter explores the general view of digital doc enqs evidence from both
Syariah and civil basis. The following chapter explain ar di i%ent could
[
be used as evidence in both the Malaysian Syariah civil courts. t?ernz?)(?,~ the
Y

researcher addresses the concept of digital documents Mala*si le slatieQw
Y

X
Several digital evidence issues em W pr cades«@tereby people
began using technology to store inforrwad data el ical@%d then recovered

et al. (2021b), the need for a

them for some reasons (Wan Abdul % etal ﬁXC @%to Wan Abdul Fattah
0
@ocu ent a \ﬂdezz&j-?s designed to strengthen
other forms of proof. Y} ’ ‘$

'S

Re digital evidence is required or

Thereafter, the cour ill\ﬁ

admissible in aﬁ@ re 'nl/olvi digitak.evidence based on the admissibility

N
requirements eta ished inv the L‘g}en legislation and the availability of any
procedure@umad hairudid & ad, 2019). Therefore, it is necessary to verify
4
that t %‘A

ital eviden usérd i{‘}ﬁformation and communication technology is as

ac&g& possible in storing}fformation. It is also important that information or data

N

ko

extracted from the equipment in a method that ensures its validity.



2.2 General View on the Admissibility Digital Document as Evidence in

Malaysian Legislation Y'

In Malaysian court cases, digital document was ruled to be Issible as
documentary and primary evidence. In this age of globalisation, the uﬂ ':sation of digital
documents meets the region’s demand. However, the suggested method in the

admissibility of digital document should be capable to dr?ﬂ! issue relating to

digital evidence. The issues will not be handled adequa nothing, improves in terms
of resolving digital evidence problems, particularly those connected t ra&ionq-and
N
| &
the economy. p -
NV

c\y is e@&z’ of written,
recorded, printed, or photographed @on or evi e; @ysical object or

instrument on which information isfrecorded i \t'tscg

N :
including maps, letters, photogm@nts, R-rays tra eeds, receipts, accounts,

etc. Nowadays, digital evidence 1Sy extr |f|ca®nd becoming a wide-ranging
\lme of

The meaning of document in the Ess%;w Qﬂ

symbols, or images,

issue, such as crimes €ommitted, mo

investigation and prasecuti

In toda '\fo C
becoming Qf_?quen and’ ostl;@sed by organisations to store, obtain and share
sf' as

releva wal doC'u @ evidence in investigations, inquiries and
- N - - -
pr s (Volonino, 2003&% placing more emphasis, Mohamad Ismail (2013)
‘% hat electronic and digital evidence is generally considered relevant and

Qhoritative as evidence in many other national legal frameworks.

27




Additionally, in Malaysia, there are many cases relating to the admitting of digital
evidence in court. Because of the increased use of digital content, the amount o?’ﬂul
evidence used as evidence has increased significantly. As a result, any Ia@%\ould
look at digital data sources to see how data is created, stored, transmitted; royed, or
removed (Volonino, 2003). The admissibility of digital documents asgvidence in the

Malaysian courts is also allowed by Syariah courts, and it is co Wused in the civil
tCu

courts, as the legal standards for such evidence are less str ryana & Zulfakar,

2014). '\d‘ -

N
(.)
The number of cases related to digital docur@uite surprising a! i%%sntinues
4

to increase. Judges have a role in ensuring the reliabilit M and @enticity of

digital documents, as evidence. Therefor@lrt e

sure&{tthe judge has

escritho ensure that the

A

du 'St is because it aims to

judge is prepared to carry out th :ncibnsoo%)
t

]
ensure judges are qualified to & ases ed di@)cuments as evidence and

improve justification in th rt itself. efor%\udges should receive digital
'S
erify

documents in court by v the r of r{]@,evidence before appearing in court.

, el @)
Acceptan@ital S as gﬁ%ce is based on two criteria, which are
applicability g’e

connect@my mo Dej"n

becomatough. It is considere«%"l}lsa.‘iazt~ technology can reinforce the law’s effectiveness,
N

a Mout such reinforcement, it would either become a blank text or be poorly served

!
iab it;. cé a hvidence from digital documents may be

ute@m networks and may be tampered, this issue

byselassic judicial procedures that are neither rapid nor effective (Duryana & Zulfakar,
14). The weight or dependability of the evidence might be used to dispute the

acceptance of the proof.
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Moreover, the distinction between validity and admissibility has yet to be

acknowledged by courts or lawyers, especially regarding computers that pn?sd
documents and became digital documents (Radhakrishna, 2012). Tr(%h, the

admissibility of digital documents depended on the approval from Ieg;qperts and

judges in court to support legal practitioners, who dealt with digital evidence during the

court proceeding. Y&
N
>
’ N~
2.2.1 In Civil Law Y- g Y\',
V39 S

Documentary evidence, which isN d and transferred tronicaIIy, IS now

relatively straightforward. As a r S% improv}sngi s@\ce and technology as
& e,
well as changes in human be a%igit documehits @ become one of the most
| | A |
common types of documenYw daI/ Ives. Computers are one of the technologies
for storing data or inf% . This j {;Jgp'n be accessed later for a specific
4 &
St

reason. The infor Ncontaln he pri copy is admissible as evidence in
Malaysian cou &uy Y

r\ g
(1993) stat. haahe te ?0

2 9

mer@ evidence’ refers to evidence brought to the

examination.
>4
\é:cordmg to Sarkar and Awatshi (2001), documentary evidence addresses three

a{<ar, @4). In addition, Hamid and Mainoonah
knowle f fhie court

‘%ssues. First and foremost, there is an issue of proving the substance of the

cuments. Secondly, it needs to be clarified how the document authenticity will be

29



established. Finally, there is the question of how far and in what situations recorded

evidence precludes oral evidence. Y-

Buckland (1998) claimed that each technology has its own set of tren hs and
limits. Therefore, it should be comprehended that the functional char rofadocument

may be inferred that it will be referred to as documents in both di aper systems.

In the civil court, digital evidence is computer-gene n e under Section

3 of the Evidence Act 1950 [Act 56].

c \Y.
According to the case of Chin Seow Noi v 94] 1 1 néa? Yong
n

Pung How CJ said (page 156), “The use of th WO ‘i %Séctlon 3is

nsnze‘% Within the

ot jUS@G narrow statutory

meaning explicitly spelt out in S tself %v r@ppllcable its ordinary,
g} (¢
ther

popular and natural meaning?

clearly intended to make the definition cNence

context of our Evidence Act, ev1dence us be give

('D

s, the sco f admissible evidence as

provided for in the Malaywﬁlde;r;tjl 50 56] is considerably broader.
[

Reference to this regar e made to_the,Case f Iworth & Ors v Commissioner of

Stamps [1899] A N% 90] A

Smith & Ors @3 Q D 184, Lee Y@Wang & Orsv PP [1995] 2 SLR 349; and
Noliana B Ia an 000] 4 752.

’

7S
b 4

%

Re t 1576; Corporation of Portsmouth v

A‘o
~
N
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a) Letters, figures, marks,
—— symbols signals sgns or other
forms of expression, description,

or representation whatsoever.
b) Any visud recording \

— (whether of still or moving , -
images). Digital Document
- -
c.) Any sound recording, or Document (e.g. report,
Document under section 3 any electronic magnefic, letter)
Evidence Act 1950 and mecharical or other recordings Basic Types of document ‘*
Syariah Court Evidence —  whatsocver and howsoever . that can be used as Forensic science
(Federal Territories) Act made], e 5';’]”“315' dectronic evidence in court element (e g. expert
1097 impulses, or other data report, DNA)
whatsoever.
Signature

d.) A recording, or transmission,
over adistance of any matter by
any, or any combination, of the

means mentioned in paragraph l
@) B or 9. \d
[
e)) Or by more than one of the Y
means mentioned in paragraphs ' C'}
(a). (b). (c) and (d), intended to .\
~— beused or whichmay beused to
express, describe, or howsoever , \3-.
representing, that matter. \
Ny
\/ “Wan Is@‘ret al., (2020)
Figure 2.1:Section 3 of thxgaae Act
ede

Syariah Court Evidence (F [

erritories

0‘1;% é’;éxion 3 includes digital
documents as a type of docuK ecticﬁ%fie ‘é& Court Evidence (Federal
Territories) Act 1997 [Act as b’sed his @which has been used in civil
court for a long time. It'could be moge aﬁigg/ adhakrishna, 2012), that Section
3 defined a docug@follov‘ls: an writtegay@ords that are printed, lithographed, or
photographed; M, lan, :,l orc')@Wing; a drawing, painting, image, or
caricature@grap oran ativé»én inscription on wood, metal, stone, or any
other W mate‘:i%ingxpéh:tographic or other visual recording, particularly
a rg&% o

of a photographic‘o(ather visual transmission over a distance; a thing that
i red, saved, analysed, accessed, or produced by a system.

0 According to Mohamed and Ramlee (2014), the term ‘digital system’

encompassed more than just electronic evidence, while the term ‘digital document’

Based on Figure 2.1, the
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focused on technical terms. This means that digital evidence is limited to evidence made
with digital media; however, it includes mobile phones, digital audio and V|deo

it a broader scope of digital evidence. Generally, digital documents are on@most
common types of actual evidence procedures used today, and th produced

electronically using a computer or machine (Ani Munirah, 2019). ?

Q)

The Malaysian Evidence Act 1950 [Act 56] was amen 993 to allow the

t deé?wat digital
w. The yﬂanViiegaI
955 ﬁs.ct 56].

Furthermore, any section of the Evidence Ac 0 [ NQ which%fers to the

admissibility of digital documents as @v@ w'lﬁap (Radh S};Shna 2016).

Therefore, Malaysian law of evidence IS sed n th 'den&@ct 1950 [Act 56].

admission of computer-generated evidence based on

documents were admissible as evidence under evidence

framework for evidence was established by vidence

Furthermore, the admISSIblllty of do d%’n%e will be governed by
any Act of the Evidence Act 1 t 56?%[ﬁ“0 r 6&3 created from this device
are admissible as evidence ay5| n colirts un ection 90A, Section 90B and
N
Section 90C of the EV| ence ct 6]. C/Q
Digital ev en be ore e |ve for prosecuting crimes in court due

@

to significant cem nts i eJ'sué'é and technology world. Digital documents
that ca |n c rﬁ.%d nc@e known as digital evidence. In Malaysian court
procee gs, the digital documWas found to be admissible as documentary and main
. In today’s mformatlon and communication technology, digital evidence is

ming more common. Moreover, companies across the world are using it to save,
rleve and communicate relevant digital data for jurisprudence in investigations,

lawsuits and prosecutions (Volonino, 2003).
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This means that a computer or printed document recording can be used as
documentary proof. Furthermore, Section 62 of the Evidence Act 1950 [Act 56] Td
primary evidence as ‘self-produced papers for court inspection’ and Sectio the
Evidence Act 1950 [Act 56] stated that ‘computer-generated recoﬂ* primary

evidence’. In civil court legislation, this Act clarifies the concept of digital documents

in general. \,

Furthermore, in Malaysian civil courts, comput ence i cllassif' d as one

type of evidence and is referred to as digital evidepce. Any di IM‘H ﬁQm a
R | | &

computer, regardless of whether it is admissible ourt, is referred to as ‘éemputer

evidence’. Digital documents are protected byWﬂ ion 90%\af1d Section

90C of the Evidence Act 1950 [Act 56]. C\,

An example is the case of Na\c& Map S

7 CLJ 764. The plaintiff genel%certﬁcate i

_ ssion of Y & .
Section 90A for admission of th rlnt[ pe c@whlch was duly signed by a

&)
ie-Sdn Bhd & Ors [2011]

N L
.accordance to the provisions in

digital evidence specialist from the Digital Forénsic*Pepartment in Cyber Security as

evidence. However,athe p e chat _eyidence was ineffective in showing

copyright infringem for.i a vﬁ/certificate under Section 90A (2). This

i . ¢ : . :
was because |Q)f|ed that thelDigital é%nsm Department in Cyber Security was not

the offi kpons}bl Df)?' the @m\puter administration and analysis process.

r
Unfm[e , parts of the Skyp:%\c at had vanished. As a result, the plaintiff’s claim
\
d

a NII efendants was rejected with charges by the court. It is because the party
s%ld

fulfil the standards set forth in Section 90A of the Malaysian Evidence Act 1950

r digital evidence to be accepted (Mohamad Khairudid & Ahmad, 2019).
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Furthermore, according to Granja and Rafael (2017), the challenge of maintaining
digital evidence that might be affected by various factors generated much discuyﬂ'n
the field of data management. This was supported by Suhaizad et al. (2019)@rther

argued that all facts and questions should be verified with thorougAﬂdence and

presented to a judge to seek justice in the legal process. Q

iliwl\'lgigital document
could be assessed when authentic information was obtaj ithout 'srepr sentation,
fraud, or damage. As a result, evidence has been proyided t0 app opwn‘al the
acceptability of digital documents, even rapidl@ng }ec nology. 'Thg:guthor,
Steven Goode (2009) mentioned that there show ?rs.l{

as evidence as it is very important in d@te

evidence. Generally, a judge can determinewhet

based on what is required for a clag :m ’1e KI%
2.2.2 InSyariah Law Y'

o WY/

h temerit 1 the Qur’an or al-Hadith about the

In most cases%e s n %
purpose of usin\i1 doc S vide@ On the other hand, acceptance of digital
!
documents re% e idgsp dAcrf(Bﬁnce of evidence tools (Wan Abdul Fattah et

@,
al., 201 .%w'tamp ab

According to Michael Factor et al. (2009), the credi

uiremeQ}{o accept it

ing digital documents as

uk@ the perspective of Islamic law, there are many

b

sou@ ference, includi Q})he Quran, hadith and the maxims of law (Wan Abdul
\

N al., 2020).

0 The importance of a document, referring to the basis of the rules for repayment

of loan, shall be determined at the time the loan is traded. According to Surah Al-

=

>

Bagarah, verse 282, Allah SWT says in the Quran:
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§5 580 Az Jal L) oy 00503l Gl gy
Translation: “O you who have believed, when you contract (i.e. whenT

you have or contract a debt) a debt one upon another for a stated %\

(Al-Qur’an. A%aqarah 2:282)

then write it down”’.

Rasulullah SAW also said that:

o5 o A b Gl 5 Ly loghe —lages e
. “ |

gf—of b @ e g Je :(.JM» 3 L Kodas Ay g . S%AQ}Y'
»aroy shiey V] 2l Jok —odes ads ' S
<

Translation: Abdullah ibn ‘Umar RA re rted

essgrger of

Allah PBUH said: "It is not befl@ 3i %/thing

concerning which a will shou @de Ndi tw&t%ts without

having his will with hi% 1\/&1 m added t I\bn ‘Umar said:

"Not one night passed ince | Q;ger of Allah (may

Allah's peace a bIYg's be @h this, except that | had
% ithymsl

a written will %pok 11 #77)

It showe hat to @hse comprehending the significance of
using a doc our daily | es"lsleJ as no restrictions on the kind of documents
that ca as eyiden Jn transé\tlons and to avoid fraud and disputes after they

completed The ob@e of the document is to prevent conflicts and fraud

also be accomplished electronically, like through online financial transactions

t%
0 Abdul Fattah et al., 2018).

! Source from Muslim and Al-Nisaburiy lon al-Hujjaj al-Qushairiy (1997).
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Furthermore, Al-Zanibat (2005) said in his book (Al-Khibrah al-Fanniyyah fii
Ithbat al-Tazwiir fii al-Mustanadat al-Khatiyyah Fannan wa Qanunan), in t?m
technologically, there is no more limited or printed documents or some \at IS
recorded solely. Nowadays, the definition of a document includes vm@%@rdmg and
visual recording, such as CCTV, photos, digital videos, floppy dlscs,m'ct disks and
the internet. This shows that the types of documents are expa an Abdul Fattah

etal., 2015). '

Digital evidence refers to evidence that is frequently manufacture atomputer
X

or machine and generated electronically. Digit ence | admitted in ﬁalaysian

[ a@'() carry out
nsug\ﬁy Section 90A

courts (Ani Munirah, 2019). The provision of a

the fact that it is in normal use and good @co ditiong

of the Malaysian Evidence Act 1950, w sur s the nt &Qf digital evidence.

Furthermore, according tg@yd&ran 7), d@hﬂl evidence is part of the
&

admissibility of al-garinah in Is ic II an b d as a tool of proof in legal

O

cases, as it is valid acc he circumstances I vant facts. Wahbah al-Zuhaili

(2004) defined al- q inah a ar 4 at ha;' ning, whether it comes from a term,
situation, deed @sw § }aJ iples, the explanation of a document is
al- qarlnah t be relnf dw tfﬂawdence from experts tasked to test the
credibili % ocgm nt’ eV1de nd in turn, help the court consider the facts and

eviden

hamad Azhan et :&2‘%.17)

|g|tal document is also known as a powerful al-garinah. Al-garinah is
resented in circumstances that end up in a level of confidence according to
terminology perspectives. Since technology is changing rapidly, nowadays, most of the

evidence is proven by al-garinah, such as DNA evidence, fingerprints, blood tests,
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CCTVs and many others, rather than proven by syahadah (pledge of oath) (Lukman et

al., 2020). The significance and acceptability of al-garinah as evidence and p

Syariah civil and criminal matters are distinctly defended by the principl@ariah

proof. *

Wan Abdul Fattah, (2011) also added the necessity of @:structure or

procedure related to digital documents as evidence with certain . This is amethod

cor@\at digital

urt will rall ept

y\agc p
I

identical duplicates for cases that appropriately the origina

of verifying the authenticity of digital evidence by exp

documents could be accepted in court. For example, the

—t

therefore, the parties need to confirm the authentici

~—+

(Mountrakiks & lonnou, 2019). Furthern@jx Ki

e

a jurisprudence method that declare%cument%&

the will and intention in the hea@nila

the incorrect of two human e /15 a result, it ‘@eared that the document could

g .

be used to make a pro nt. In'J lami Jurls dence, all of these arguments are

N &
aimed at indirectl&%@ting Fig ocum@“as a method of proof (Wan Abdul
&

Fattah, 2016).(} : | c,)o

'
Is@hts a}e #o e@bout the issue of whether the digital document
can beyfalSified. Al-Z aih’sa.j&/ n his book (Al-Wasail Al-Ithbat), the issue of
: &)
sib

aih'\ ility had no argumen%e argument was about proving the authenticity of the

ent issued either by conventional means or electronically (Duryana & Zulfakar,
014).
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Briefly, digital document is evidence that is admissible to the Syariah court. It is
because the authentication can be proven by an expert’s opinion and it is one O}YH-
garinah that is powerful during trials. Additionally, digital document is aI@vn as
<baalls Qs which carries the meaning of ‘the letter is consid& an oral
expression’, as included in Qawaid Fighiyyah (Wan Abdul FatRR al., 2018).

Therefore, it can be related to digital documents, which is o o%ldocuments that
represent an oral expression. 5 z l
As a result, the general principle of recognising digital d u.m\sz'evittence

| o 1 o) | &
based on al-kitabah, proof according to circums (al-garinah);fand e‘vziﬂence of
b 4
expert opinion had been established (ra’yu al=khabir) M i , this is a
method of accepting digital documents nce f?&m Islar&gzrspective. In

addition, the admissibility of a digital document ase*id nee_{@ be verified before

it is given to the court, as require >y \&
O
&

Improvements to the lega ms L cou ould be conducted in a way

that can serve as a guide f Zariah kajktiti@vhen dealing with this type of

4 &

evidence. Briefly, themethod d \nstr\ d that(before, it was used to verify the validity

of digital docun\t&hic

opinion adde engt en‘th

=

C gorise&’s al-garinah and al-kitabah, with expert
!
@taldjzﬁa.iment. As long as the validity of the digital

docume ckbe proven :sl m.é}epts it as evidence. However, defining the

jurisdick‘ n of the court to prosqg)uE‘and charge the case requires classifying the digital
N
d% t from an Islamic perspective for the court to use it as evidence in deciding the

S

ssibility of digital or digital evidence in this new era.
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2.3 Conclusion

In summary, this chapter focused on the concept of digital documenl&Rtwo
perspectives, the Syariah and civil laws. Furthermore, the researcher exp3| E'ed ’ow far

digital documents are admissible in Malaysia under the Syariah and_civil laws. The

researcher expanded on the concept of accepting digital docum

cases that typically occurred in a court procedure, as explained wnd of this chapter.
Therefore, the next chapter explains the existing law o@' d@ument.
g
¥
.S
0 4
<
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