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1) Process 1: Nonce XOR

Input(1,) = SecretKey: i
0000000000000000000000000000000000000000000000000000000000000000000 N 000000
0000000000000000000000000000000000000000000000 (000000000000000000 000000)

0000010100101101000001010100100100100101000001 (414244554C414C49465A414B41524941)

i) Step 1: Input(1,) XOR Input(1,). ?

Output(1):
0100000101000010010001000101010101001100010000010 10001001 901100101101

001000001010010110100000101010010010010010100 1 \Y'
(414244554C414C49465A414B41524941) ' _{'7
’ ¥
Y

2) Process 2: Key State Conversion Y' \

Input(2) = Output(1):

Input(1,) = Nonce:
01000001010000100100010001010101010011000100000101001100010010 0001100101101001

01000001010000100100010001010101 010001100101101001
00000101001011 65A414841524941)
i) Step 1: Divide Input(2) into 4 blocks® ) & O}
Y4
L. y 2

Output(2,) = 1% 32 bits of Inpu (41424455)

- 01000001010000100100010001010101
Output(2,) = 2™ 32 bits of | : (4C414C49)

Output(2.) = 3" 32 bitsof Inptf(2): 01000110010110100100000101001011 (465A4148)

Output(24) = 4™ 32 bit 2): W (41524941)

i) Step 2: Sort Outp Mutpuﬂzb), tput(2. Output(24) in reverse order to obtain the
RowKey: &

\ jz ):how'm S

utp ) 001000100100001010000010 (AA224282): RowKey3
utput(2;) ? 1?100@1100101000001000110010 (92328232): RowKey,
Output(2c) ='Sert OUF (2)=1 01@100000100101101001100010 (D2825A62): RowKey,
Out wort Outp Zd)g 1000?010100100100100101010000010 (82924A82): RowKey,
A
3) Pro% tial Round Key Extrac'%n (RoundKey,)
10101010001000100100001010000010 (AA224282)

% = RowKeys:
@ 3b) = RowKey,: (92328233)
|

nput(3.) = RowKey,: 11010010100000100101101001100010 (D2825A62)

(82924A82)

nput(34) = RowKeyy:

238



i) Step 1: Take 16 rightmost bits of Input(3.), Input(3y), Input(3.), and Input(34).

Output(3,) = 16 rightmost bits of Input(3.): 0100001010000010 (4282) q
Output(3,) = 16 rightmost bits of Input(3y): _ (-) \

Output(3.) = 16 rightmost bits of Input(3.):0101101001100010 (5A62) : %

Output(34) = 16 rightmost bits of Input(34): _ (-)

ii) Step 2: Append Output(3,), Output(3;), Output(3.), and Output(34). Q .

Output(3) =010000101000001010000010001100100101101001100010

(428282325A628088): RoundKey,

4) Process 4: Key Sub Column

i
19

Input(4.) = RowKeys: 10101010001000100100001010000010,(AA224282

Input(dy) = Rowkey, . T00T003000110010100000000T10040 (

Input(4.) = RowKey,: 11010010100000100101101001100010, (D2825A62) X~
Y

Input(44) = RowKeyo: (
* For the following rounds, Input(4,), Input(4,), Input(4.), and Input(% ed with t d Row@?previous round.
i) Step 1: Take 8 rightmost bits of Input(4a\r%), Inpu Q‘ Inp ).

Output(4,) = 8 rightmost bits of Inpu : 10000016"('82)\? .k
Output(4,) = 8 rightmost bits of In : ! \&
Output(4.) = 8 rightmost bits of | : 0110001062 @

: ) %

Output(44) = 8 rightmost bits OK
\
b) ut(4.), and Output(44) to obtain 4 bits

i) Step 2: Append 1 bit ea frchtM}, Ou
output. Then, c outputtoad in“al\@é. Repeat for 8 times.

’ 2
Output(4.) = 1I0 \ ' \ &
Output(4¢) = 0I1 $
O

Output(4,) = 0f1: ? |
7 S
&

; Replace Output(4.), Output(4;), Output(4;), Output(4:), Output(4;), Output(4;),

t(4«),

and Output(4,) with PRESENT S-box value as shown in Table 1. Then, convert the output to
binary.

[

%
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Table 1: PRESENT S-box

X 0123456789 ABCDETF

(Input) C}Y.
S(x) *

C56B90AD3ETFS84712

(Output)
Output(4,,) = Output(4.) > S-box = 14: 1I1I
Output(4,) = Output(4) > S-box = 6: 0I1I z
Output(4,) = Output(4,) > S-box = 10: 1018 V
Output(4,) = Output(4,) > S-box =9: 1IOI Yv
Output(4,) = Output(4;) > S-box = 12: 1IOI
Output(4,) = Output(4;) > S-box = 12: 1IOI l
Output(4;) = Output(4x) > S-box = 2: 0I1I .\d

@

Output(4.) = Output(4)) > S-box =12: 110
. 108 I &)‘3'
iv) Step 4: Append 1 bit each from Output(4r), Output(4.)nOutput(4,), Output(4;), put(4,),
eat

Output(4,), Output(4;), and Output(4:) to I8 bit oufOp times.
z . SY‘
=)

Output(4.): 10111101 (BD) \,
Output(4,): 11001101 (€D) %
Output(4.): 11100010 (E2) \
Output(4,): HO0I0000 (16) \T &-\
) N .
v) Step 5: Replace Output(4,), Out ut(4@the 8 rightmost bits of
RowKeys,

RowKey,, RowKey., and Ke}l Y. Up@ the new RowKeys.

Output(4,) = 10101 2242BD): RowKey

00 100100
Output(4s) = 10010010001 (923282€D): Rowkey,

Output(4c)= 110 011100010 (D2825AE2): RowKey:
Output(4p) = 100000102001001001001010 (82924A8): RowKey,

4

1010111101

001010111101 (AA2242BD)

(923282CD)

: 110100101000Q0200101101011100010 (D2825AE2)

(82924A10)

1: RowKey; = RowKey,.

utput(5.) = Replace RowKeys with RowKey,

= 10000010100100100100101000010000 (82924A10): Rowieys
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6)

ii) Step 2: RowKey; = (RowKey, <<< 16) @® RowKey;.

Output(5,) = Rotate RowKey, 16 bits to the left:
10000010110011011001001000110010 (82C€D9232)

Output(5.) = Output(5,) XOR RowKey;

=00101000111011111101000010001111 (28EFDO8F): Rowukey

iii) Step 3: RowKey; = RowKey,. Y.

Output(54) = RowKey, =

iv) Step 4: RowKey, = (RowKey, <<< 8) @ RowKey ' L\)*
Output(5.) = Rotate RowKey, 8 bits to the left: 100100 00101600010 OlOOQ@lO
N

(924A1082) T \

Output(5¢) = Output(5.) XOR RowKey

- 0100000011001000010010@00 (40C Rom@h

v) Step 5: Update the new RowKeys, R \'nd%o ?(e*
N

Output(5,) = RowKeys:
Output(5g) = RowKey,: 00101
Output(5¢) = RowKey::
Output(5p) = RowKeyq:0100

Process 6: Round Key Et{ctio Ro

Input(6.) = RowKeys: 10000010100100100100101000010000 (82924A10)

Input(6s) = Row (28EFDOSF)

Input(6.) = Row £110010010001100101000001011001101 (923282CD)

|rjput(6d) $ -

6 rightmo bitsgf Inp?(fia), Input(6s), Input(6.), and Input(64).

i) Ste:::
w a) = 16 rightmost bits aﬁnput(Ga)z 0100101000010000 (4A10)
(65) = 16 rightmost bits of Input(6,): [101000010004141 (DOSF)

utput(6.) = 16 rightmost bits of Input(6.):1000001011001101 (82CD)
Qo tput(64) = 16 rightmost bits of Input(64): FI00I0I00II00000 (HAGE)

ii) Step 2: Append Output(6.), Output(6s), Output(6.), and Output(64).
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Output(6) = 010010100001000011010000100011111000001011001101 (16010766 166600
(4A10-82CD-): RoundKey:
* Output(6) in this example is the generated RoundKey ;. \T

7) Process 7: Generate the remaining RoundKeys (RoundKey, to RoundKeyjo)

i) Step 1: Repeat Process 4, Process 5, and Process 6 for another 19 times to generah
RoundKey; to RoundKey . T

a) Process 4 (Key Sub Column)
Input: RowKeys, RowKey,, RowKey., and RowKey, from Pro revious round Row
Transformation). l

Output: Updated RowKeys, RowKey,, RowKey1, and RowKey,.
b) Process 5 (Row Transformation) \do v
Input: RowKeys, RowKey,, RowKey:1, and RowKey, Process 4 (cu erf r& Key Sub

Column).

Output: Updated RowKeys, RowKey,, RowKe ow% \T

c) Process 6 (RoundKey Extraction) V 1 g
Input: RowKeys, RowKey,, RowKey;, % Keyo cess Sdaurrent round Row
Transformation). \ O
Output: RoundKeys. % \T ‘<\.

i) Step 2: Store all RoundKeys (RoundKe:ho RotﬁdKeyi?).q Qc:}

Output(7a) = 01000010100000M00 0 0101@0011000100100101010000010
(428282325A6 . RoundKey

(S
Output(7s) = 01001010000100001 01@ Oﬂ]4&9000010110011010100101001100000
(4A10 82CD4A‘5 Key. Q/

0100 1%800011010000001000001111000010011101

un

Output %ﬁoooe 101411000119001010001001100010100111010011111100001000
OEF1£ 3F08): RolindKey

N
q\ ) =0011111111000164140100100101100000011000001101111010011100000101

(3FC5D2581837A705): RoundKey 4

Output(7c) = 019010100111

4 20D020F0 2

(A7887D52D26290FF): RoundKeys

QEtput(h) =1010011110001000011111010101001011010010011000101001000011111111

Output(7s) = 1001000001100111001001011001011101111101110011111011010100000111
(906725977DCFB507): RoundKey
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Output(74) = 101101010111000010100000100100100010010101001000000011010
(B570A09225480D5F): RoundKey,
Output(7,) = 000011011011110100111111011100101010000000010101100110 o 01

(0DBD3F72A0159865): RoundKeys
Output(7,) = 100110001011101000011101110011010011111100100000 01101301010000
(98BA1DCD3F201A50): RoundKeys

Output(7«) = 000110100010011111111010110111010001110110 oo 1100011110111
(1A27FADD1DB818F7): RoundKey 1o

Output(7,) =00011000100101011111111101001101111 010111 0!010 0111101
(1895FF4DFA97883D): RoundKey11

Output(7m) = 1000100011100000001001110110010, 111110100010 11!)19{6?10101
(88E02765FFA21A35): RoundKey 12 ;

Output(7y) = 0001101010010000010001011141101 10%11 010(%0& 1110110111

(1A9045FA27DA6FB7: Roundl(‘yii

Output(7,) =0110111100000111100011110 000 100 00(1% 0010000010011000

(6FO78F6045072098): R%eyu A
n S
0utput(7p)=001000001111111 10001111 0'011@0111111011101001100101
(20FF3F1F8F9FBA ndKe N
N
Output(7q) = 10111010§00110101110111111 opoo\bﬁn1111000000001010101101101
(BA9AEF%56D) dKi 1¢

(1 ndK

Output(7r) = 000 \10011'.1110 11100 11101111010111011101100001110000
7E :
Output(7s 1 0000001011 1 OCCBlOOll111100111101110001111100000100111
77227 7B8F827): R ey1s
ﬁ(h 111110000 1101110\,E(.)1010000101001110010111111111101000011100111

(F837650A 72FFD@Q)) RoundKey 1

t(7y) = 1101000011010000100001110010011101100101000100001010001010011000

0@ (DOD087276510A298): RoundKey »
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APPENDIX B

Encryption Algorithm Components EG)

Y

RoundKeys ration (Key)
AddRo (CipherState, RoundKey)

fori=1to

@
& ble3DRatati (C%Yr'smte,
o i Rou 3 g

spunoy 0z

uofbjoyagajqnoa

wog[y uondLnuy

-

Ciphertext

(64 bits)

Input A = Plaintext 64-bit (16-hex): 2
000000000000000000000000 00000000000 0(!00@000000000000 binary

(0000000000000000) hexagecimal \4‘ b 4 é}/
Input B = SecretKey 12@“): l Q\/E
00000000000000000! 00000000

POOO 0000000000000000000000000000000000000000

0000000000000000 00000000 00090)000 binary

(000000000000@ 0000000
' 4

InputC=N bit (32-he : Y*
0100000%)1 01000100010101(%901100010000010100110001001001010001100101101001
01000001010100100100100101000001 pinary

000001%
(4142 14C49465A414B41524941) hexadecimal

S
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1) Process 1: Add Round Key

2)

3)

Input(1,) = Plaintext: R
0000000000000000000000000000000000000000000000000000000000000000 (OOfM 000000)

Input(1,) = SubKey,: %
01000010100000101000001000110010010110100110001001001010100000*0 i4282 2325A624A82)

i) Step 1: Input(1,) XOR Input(1). V

Output(1): 01000010100000101000001000110010010110100 10(@0101010000010
(428282325A624A82) l

Process 2: Cipher State Conversion .\d
X
N
Input(2) = Output(1):
010000101000001010000010001100100101101001100010 (

i) Step 1: Divide Input(2) into 4 blocks.
N

—_ -
Output(2,) = 1% 16 bits of Input(2): 0100001010000010 (4282) .

Output(2,,) = 2" 16 bits of Input(2): _(

Output(2.) = 3 16 bits of Input(2): 0101101001100010+(5A62
Output(24) = 4™ 16 bits of Input(2):

9 Q—
Process 3: Sub Column S(/
Input(3.) = RowKeys: 0100001010000010 (4282) i; %

soobooso0sssoois 62sz)) ,

0101101001100010 (5A62 ‘-Cﬁ/

Eeplaced with the generated Ciphertext in the form of RowKeys from

)
)

Input(3) = RowKey,:
Input(3.) = RowKey:

)
Input(34) = RowKeyq: )

*
-
o
=
-
>0
o
-
=X
S}
=
3

@
=
o
c
=
o
v
c
g

Input(3s), Input(3.), and Input(34) to obtain 4
put to a decimal value. Repeat for 16 times.

o
N
~

1
=
o

[

=

=

Nt(Bg = 0008: 0
t(3e) = 0018: 2
tput(3es) = 001d: 3

utput(3es) = OIOI:O
Output(3e;) = 111: 15
Output(3es) = OIOI:O
Output(3e) = 1008: 9
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Output(3e10) = 0010;: 2

Output(3.11) = 0110: 6

Output(3e12) = OIOI: 4 T
Output(3.:3) = 0008: 0 \
Output(3e1s) = OIOI: 0 %
Output(3ess) = 101: 15 A
Output(3es) = OIOI: 0

ii) Step 2: Replace Output(3e1) to Output(3e16) with the PRESENT S-box w:hown in Table 1.

Then, convert the output to binary.

Table 1: PRESENT S-box :
X

(Input)0123456789 CDf

‘
s(x)csesgvosé\?47’12 | &
(Output) A

I Y
\’

Output(3+1) = Output(3e1) > S-box =9: 1I0
Output(3s,) = Output(3e2) > S-box = 8: 1I0 ET

Output(3¢3) = Output(3e3) 2 S-box = 12: 1I6N
Output(3¢) = Output(3es) > S-box = 6: I

Output(3+s) = Output(3es) > S-box = 11 O

_J

Output(3fs) = Output(3es) > S-box = T A

Output(3+;) = Output(3.7) > S-box \&

Output(3¢) = Output(3es) 2 S-bex.= 1I0 u @

Output(3t) = Output(3e) > S& : 1|1 <(/

Output(310) = Output(3eio) -box’= 6: 0I1 ‘%\
Noo | S

Output(311) = Output(3es1 -box =1
Output(3s2) = Output(% box =9:
Output(343) = Output(3e13) S-bo {‘01
Output(3+14) = Out 4)95|box . 1I
Output(35) = O 3e1s) ;001
Output(3s6) = ut(!e FZ: 1II§.

iii) Step 3: A Jt each fro 0 put‘é)’to Output(3116) to obtain 16 bits output. Repeat for 4
pdat?t n w

o%) 1110110110111101 (EDBD): RowKeys

) RowKey,
(3) 0001101011100010 (1AE2): RowKey

ut(3;): 000TO00000H0000 (88T0): RowKey,
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4) Process 4: 3D Bit Rotation (X-axis)

Input(4,) = RowKeys: 1110110110111101 (EDBD)

Input(ds) = RowKey, OTIOIOTTIOOTINA (3560) C\z

Input(4.) = RowKey:: 0001101011100010 (1AE2)

Input(44) = RowKey,: [{00I00000010000 (88i6)

i) Step 1: Append Input(4.), Input(4s), Input(4.), and Input(44) to obtain 64 output.

o
Output(4,) = 1110110110111101_0001101011100010_

(EDBD35CD1AE288H0)
i) Step 2: Permute the bits of Output(4.) according to the paosition‘from the I! Bit Rdtation
Permutation Table (X-axis) values as shown in Table 2. >

N
Table 2: 3D Bit Rotation Permutati able (X-axis) '_{‘)
Permutation Table (X-axis Rotation) ¢ Y'
0o 1 2 3 4?6 \ N
8 9 10 11,12 14 X~
28 24 20 1 SVS z'q 17 é
30 26 22 1% 27 1 4&
47 46 45\ 42 41 O
39 38 36 35 w A
S

3
55 3 50
49 53 1 ;52 FG 6
‘é ¢ u Q@:—)
Output(4p) = Output(4,) > P-t : i‘f
111011011011 011,0 011 1019&1010110000010000000001100

(EDBDCE184758300C) , 0

:
5) Process 5: Add Round KQ) Ro 4 &

'
Input(5.) = Output‘& Q\%

N
111011011011121 111 009}? 1')00%&_0’10110000010000000001100 (EDBDCE1B4758200C)

Input(sb)=5% \Q/
01001010% 110 01 }1111 010110011010100101001100000 (4A10D08F82CD4A60)

i) Sjnhput(sa) XOR Input(h@'
\(5):
011110101101000111101001010011000101100101010110101001101100

0 AD1E94C5956A6()
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6) Process 6: 3D Bit Rotation (Z-axis)

Input(6) = Output(5):

1010011110101101000111101001010011000101100101010110101001101100 (A 7@ 956A6()

i) Step 1: Permute the bits of Input(6) according to the position from the 3D B

Table (Z-axis) values as shown in Table 3 to obtain the Ciphertext for current round.

Table 3: 3D Bit Rotation Permutation Table (Z-axwz

Permutation Table (Z-axis Rotation)

0
8
16
24
32
40
48
56

13
45
9
41
5
37
1
33

62
54
46
38
30
22
14
6

51
19
55
23
59
27
63
31

4
12
20
28
36
44
52
60

Output(6) = Input(6) > P-table =

1100011011111110000010011

(C6FE0985C5F00B6F): Ciph

* Output(6) in this example is the generate

7) Process 7: Generate the remaining Cip

i) Step 1: Repeat Process 3, Proc

“Process

Ciphertext, to Ciphertex

Input:  Ciphertext, from

Output: Update&%eys,

b) Process 4 (ﬂ
Input: wKeys,
olumn).

t(4s).
b 4

c) Process’d (Add Round Key)

SubKey and Outpu@

Input:

a) Process 3 (Sub Colu%z

rocess 6,

Ro! K.yz,

ation i
R

4

{

% 9

\tput: Output(5).
QE Process 6 (3D Bit Rotation Z-axis)

Output: Ciphertext.

¥
>

Y1

O

pﬁd u
owKe,

0
e.
el

ext .

[

wwoo‘lﬁll

ot

é}nd RowKey,.

N

29 58 35
61 50
25 42 l
57 7 ‘\d
21 26 ®
53 11 ' §
0Va7 .\
49 15
\ \T
X
0000 01101101111

7]

wand P ces&ﬁ&nother 19 times to generate
Py

'

042}5 3D Bit Rotation Z-axis).

RowKey, from Process 3 (current round Sub

249

from Process 4 (current round 3D Bit Rotation X-axis).

Output(5) from Process 5 (current round Add Round Key).

tion Permutation



ii) Step 2: Obtain all rounds Ciphertext (Ciphertext; to Ciphertexty).

Output(7,) = 1100011011111110000010011000010111000101111100000000101101101111
(C6FE0985C5F00B6F): Ciphertext,

Output(7g) = 10111100000111011010100011010111111010000001001010! 100010010
(BC1DA8D7E8129512): Ciphertext;

Output(7¢) = 111100110111111000100110001110100100100110100£0001021000001111111
(F37E263A49A4507F): Ciphertexts

Output(7p) = 000111001111010000100111101001000010011 1;011P0000001111111
(1CF427A426EECO7F): Ciphertext,

@
Output(7¢) = 10000110110000000111111000101010111111010101101100160 ooog%&ioo
(86C07E2AFD5B2404): Ciphertexts S
P 4

Output(7) = 01011010011111100001101011111@1001‘}94& 01101@3000011011

(5A7E1AFA9346D81B): Cipherte \h

Output(7¢) = 010101111000001101111& .;L()l,10100001 100@5100101101000000
he

(57837DDDO9E14B40): Cip . \
101

Output(74) = 10100000110000100%0301%%0 1‘@100001000001111110011

(AOC27847F1D08 ertexts “ 43'

AN

¥

Output(7,) = 01010101000

101@10111011000110001001010100
(5516BBIF46EC

|

s
Output(7,) = 11100000000 00101@1110011100111100111101010001000

(50& 9E7ABS):

NS
Output(7) = Noo 10011 01b10¢%1)1100001110001000011100001111101111011
D578710E1F7B): €ipherteéxt.,
NS

Outp = ;000151 y)Oll@l10101100110101001101110000010011011111110
: (454CEB5 9B826F££?Tphertext1z

ut(7m) = 1101010100000100001011100100100001110010101011000001011110110011
(D5042E4872AC17B3): Ciphertexts

utput(7y) = 0011011110101101110101101000111001100100100001000010001001000001
(37ADD68E64842241): Ciphertextia
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Output(7,) =1111100011011110110110010111000000111011001111001101101100001100
(FEDED9703B3CDBOC): Ciphertext;s

Output(7,) = 11111011110101111010111010101111011010011000101100111181 101
(FBD7AEAF698B3FC5): Ciphertextis

Output(7) = 010101111011101010111000100001000100001001110110 10110111000101
(57BAB8844276EDC5): Ciphertexty;

Output(7g) = 100010010011010101011100110010111101100100Q€iM0101000100101

(89355CCBDIOESA25): Ciphertextis

Output(7s) = 00001000110011100100011001110011110 0101171 0'010 10000001
(08CE4673CE579581): Ciphertexto .
N

Output(7+) = 0101111100000111111110000101110@00101 10 10!11&1 00111

(5FO7F85C4E5217E7): Ciphertextao 2

.\T
\ Y'
iii) Step 3: Obtain Ciphertext. \,z é
Output(7) = Output(7+): ,

0101111100000111111110000102110 001? 01

(5FO7F85C4E5217E7): Ci%xt _\_
E h

—2
£

001011111100111

O
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APPENDIX C
Decryption Algorithm Components EG)

<

RoundKeys rZion Y<ey)
fori=
{ \d,

e3DRotation Ciphqu?e,
undKey »1.i); —\
Colunin'L(Cighers %m

_V}’X;Lﬂflhpherﬁé}gj RoundKeyo)
3 RO

Ciphertext

20 Rounds

Double3DRotation™

Decryption Algorithm

Input A = Ciphertext 64-bit (16-hex):
010111110000011111111000% 1001110010 0100@011111100111 binary

(5F07F85CAE5217E7) hexadecimal \4‘ '3 é},
Input B = SecretKey 128@&): ' %
00000000000000000000000000000 Deo\ﬂoooo 000000000000000000000000000000000000
0000000000000000 0000000 99!)0 00 binary
(0000000000000069000QD0000PO00GODN el
& S
Input C=No bit (32-{e 4
01000001010000 o1000100010101@100010000010100110001001001010001100101101001

000001 0100000101010010 00101000001 pinary
(4142 14C49465A414B41524941) pexadecimal

S

252



1) Process 1: 3D Bit Rotation (Z-axis)

Input(1) = Ciphertext: i
0101111100000111111110000101110001001110010100100001011111100111(EFt% 217E7)

* For the following rounds, Input(1) is replaced with the generated Plaintext from previous round.

i) Step 1: Permute the bits of Input(1) according to the position from the 3D Bit Rotation Inverse
Permutation Table (Z-axis) values as shown in Table 1.

Table 1: 3D Bit Rotation Inverse Permutation Table (Lw

Inverse Permutation Table (Z-axis Rotation
0 49 62 15 4 33 58

8 17 54 47 12 1 50 16 l

16 53 46 11 20 37 27 \d
24 21 38 43 28 5 34 9 ® Y-.

Output(1) = Input(1) = Inverse P-table:

0011111001100101111011@101 0 001@1000111100101

(BE65ED3C5C4371E5) \
2) Process 2: Add Round Key (3D Bit Rotation >y T '\&
o e,
“« Q-
Input(2,) = Output(1): x 4(/
0011111001100101111011010‘111 10121 0110 0111100101 (3E65ED3C5C4371E5)

Input(2,) = SubKey : l 0
1101000011010000100001110 011}@ OOﬁ- 1010001010011000 (DOD087276510A298)

i) Step 1: Input(Za@t(ZQ

O

§ ;

Output(2): C‘)

1110111 010101101010000 101@1001010100111101001101111101

(EEB56A1B D37D}

AN
N
S

~
4
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3) Process 3: 3D Bit Rotation (X-axis)

Input(3) = Output(2): q
1110111010110101011010100001101100111001010100111101001101111101 (E f 53D37D)

i) Step 1: Permute the bits of Input(3) according to the position from the 3D B \ﬂ&on Inverse
Permutation Table (X-axis) values as shown in Table 2.

Table 2: 3D Bit Rotation Inverse Permutation Table (%z

Inverse Permutation Table (X axis Rotatlon)

0 1 2 3 4

8 9 10 11 12 13 14 z

19 23 27 31 18 22 26 .3 l

17 21 25 29 16 20 28 \d

47 46 45 44 43 42, 41 0 @ Y-v

39 38 37 36 35 34 32 J ' ‘a\)“

60 56 52 48 61 5 49 &

62 58 54 50 63 5 55 %
NG

Output(3) = Input(3) > Inverse P-table: T

1110111010110101001111011%@1001(?#)10 1001 10101101111

(EEB53D85CA9CIDE6F) 4@

£
1100101010011100—

s

4) Process 4: Cipher State Conversion

Input(4) = Output(3): 1110111010110101!

(EEB5-CA9

i) Step 1: Divide Input(4) to 4 Q s.

Output(4,) = 1% 16 bits of | ¥
Output(4,) =2 1 flnput'4)
Output(4.) = 3 Inp 4):
Output(44) = i\ Y] Inpu

5) Process 5:S Iu \(_}

1110111010110101~(EEBS)

 0011110110000101 (3085)

: 1100101010011100 (CA9C)

 1001110101101111 (9DEF)

i p 1: Append 1 bit each from Input(5.), Input(5;), Input(5.), and Input(54) to obtain 4
bits output. Then, convert the output to a decimal value. Repeat for 16 times.

lfa

1110111010110101 (EEB5) : RowKeys

(-) : RowKey,

1100101010011100 (CA9C) : RowKey

: |F (BBEE) : RowKeys
’
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Output(5.) = 101f: 11

Output(5e2) = 1I1I: 10

Output(5e3) = 1IOI: 12 T
Output(5.s) = 0Z0f: 5 \
Output(5es) = 1I1I: 15 %
Output(5.) = 1208: 13 *
Output(5¢7) = 1I1I: 10

Output(5es) = 0108: 5 Y.
Output(5.) = 1110: 14 \’

Output(Se10) = 0008: 1

Output(5e1:) = 100d: 9 ? ’
Output(5e:;) = 1018: 10 l
Output(5e13) = Olll: 3 \d
Output(5.14) = 181: 15 .
¥

Output(5.:5) = 0008: 1 | L\)*
Output(5e16) = 1IOI: 13
Y-v
rse S-b

Step 2: Replace Output(5e1) to Output(Sess) wit %ﬁlue as shown in
Table 3. Then, convert the outputt inar

Table3
X
(Input) 0123 4
S(x) 2
(Output) > Bk ® A

Output(5¢1) = Output(Se1) 9 Inve

Output(5+;) = Output(5 r es- b
Output(5:) = Output( rse S- b
Output(5¢) = Output(5es) . ver :
Output(5+) = Outp N% In = 10<‘I

Output(5¢) = Ou&Sea 2> | v rse S-box = 7,0 1I

Output(5¢) = ut(5¢7) > 0I1I
Output(5fs) 5e8) 2'Inv OIOI
Output(5 t(5e - ve eS 1008

Output(510 utpu o) 2 Inverse S=box = 14: 1I1I
Outp Outpu nve -box = 4: OIOI
o tp t12) = Output(5e12) > | S-box =6: 0110
13) Output(5e13) 2 I rse S-box = 8: 1IOI
(5f14) Output(5e1s) > Inverse S-box = 10: 1018
ut(5¢15) = Output(5e15) = Inverse S-box = 14: 1I1I
tput(5116) = Output(Sess) > Inverse S-box = 7: 0L

Step 3: Append 1 bit each from Output(5+) to Output(5+6) to obtain 16 bits output. Repeat for 4
times. Update the new RowKeys.
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Output(5¢): 0000100011001110 (08CE): RowKey

Output(5,): 0100011001110011 (4673): RowKey.

Output(5;): 1100111001010111 (CE57): RowKey:
Outputl(s,): EGOHOTONIONO000 (BBEH): Rowkey. C\z

iii) Step 4: Append Output(5;), Output(5s), Output(5;), and Output(5;) to obtaif,64 bits output to
obtain

the Plaintext for current round.

e :
Output(5,) = 0000100011001110_1100111001010111_

(08CE4673CE578584): Plaintext
* Output(4,) in this example is the generated Plaintext . l
6) Process 6: Generate the remaining Plaintext (Plaintext, to Plai 19) .\d
@

i) Step 1: Repeat Process 1, Process 2, Process 3, Process 4, rocess|5 for ot"nei\@mes to
generate Plaintext, to Plaintexts.
’ \'Y'
a) Process 1 (3D Bit Rotation Z-axis) i \ Y‘
Input:  Plaintext from Process 5 (previo w ub Célumn): é
Output: Output(1). \% 4&
O

b) Process 2 (Add Round Key 3D Bit Retation) \
Input:  SubKey and Output(1) f cess 1 t round JRBit Rotation Z-axis).

Output: Output(2). [ ('}

q 483
c) Process 3 (3D Bit Rotation X-a A
Input:  Output(2) from 2 (current d Ad@md Key 3D Bit Rotation).
Output: Output(3). | 0
Loy

d) Process 4 (Ciphe%ﬁConv{ie
Input: Outp)Q‘W Pro rrent d 3D Bit Rotation X-axis).
Output: Upﬁd Ke 2, Ro, 1, and RowKeysy.
5; b)

e) Proces ub,Column) (_}
Input: eys, RawKey:, M@, and RowKey0 from Process 4 (current round Cipher
s ;e Conversiofl).p
() ‘WPlaintext. \,T

tput(6a) = 0000100011001110010001100111001111001110010101111001010110000001
(08CE4673CE579581): Plaintext,

Output(6g) = 1000100100110101010111001100101111011001000011101000101000100101
(89355CCBD90ESA25): Plaintext;
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Output(6¢) = 010101111011101010111000100001000100001001110110111011011
(57BAB8844276EDCS5): Plaintext \

Output(6p) = 1111101111010111101011101010111101101001100010110015%)00101

(FBD7AEAF698B3FC5): Plaintext

Output(6¢) = 1111100011011110110110010111000000111011001111001 101100001100
(FBDED9703B3CDBOC): Plaintexts

Output(6¢) = 001101111010110111010110100011100110010 O(Wmooowomooom
(37ADD68E64842241): Plaintexts '

Output(6¢) = 11010101000001000010111001001000011100 10110000 ]J.O]%_Qll

(D5042E4872AC17B3): Plaintext; E
Output(64) = 0100010101001100111010110101100110 0011@11 00 1001@1111110

(454CEB59A9B826FE): Plamtexts

Output(6,) = 01111010011001101101010 o 01 11100 351111101111011
(7A66D578710E1F7B): PIN

Output(6,) = 11100000000110111 010101 11 og.Ll 100111101010001000
(EOlBC82A739E7A88 :

Output(6«) = 01010101000101 1110110 IOOQﬁﬁﬂ11011000110001001010100
(5516331F46 PIaI ext

l
Output(6.) = 1010000%100111 00 O?l 11 10001110100001000001111110011

(AOCZ@ Xt 12 (_/

Output(6m) = 111 sf(ﬂ101110100001001111000010100101101000000
NDD 9E148B

:P’am
b 4
Output(6 1010 111410 0(2:§'ﬁ111101010010011010001101101100000011011
A7E1XF ?813%z~ intextia

N
) = 1oooo11011oooo‘@1111110001010101111110101011011001oo1ooooooo1oo
(86C07E2AFD5B2404): Plaintext.s

O

tput(6,) = 1111001101111110001001100011101001001001101001000101000001111111
(F37E263A49A4507F): Plaintext ¢

Output(6q) = 1011110000011101101010001101011111101000000100101001010100010010
(BC1DA8D7E8129512): Plaintext;
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Output(6r) = 110001101111111000001001100001011100010111110000000010110 11
(C6FE0985C5F00B6F): Plaintextis \

Output(6s) = 010000101000001010000010001100100101101001100010010 @00010
(428282325A624A82): Plaintext o

7) Process 7: Add Round Key ?

Input(7.) = Plaintext ;4:
01000010100000101000001000110010010110100110001001001 10%?7@10 (428282325A624A82)

Input(7,) = SubKey,: '
0100001010000010100000100011001001011010011000100100 10000010 823 5A624A82)
S

i) Step 1: Input(7.) XOR Input(7,). é ' —\
) Y

Output(7.): 0000000000000000000000000000000 OOOUOLQ 000 0000000
(0000000000000000)

ii) Step 2: Obtain Plaintext. \
Output(7) = Output(7.)
= 0000000000000000@ 008 0000

(000000000000000 ext Y %
Y. , N

&
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APPENDIX D

Source Code of LAO-3D Lightweight Block Cipher (Encr@
#include <iostream> q
#include <string>
#include <iomanip> ‘\\\,

#include <fstream>
#include <stdio.h> l

#include <math.h>

#include <bitset> .\d

#include <sstream>
- e

using namespace std; ~:g*

10 | &

11 char ArrayS[256]; '\*

12 int Outputl,templint,kira,S1,X1,Y1,Z ? b &

13 string OutputS, tempStr,plaintext, Clp Xt éx‘gs ert ﬂﬁBin,
OutputCipherBin,OutputCipherHex, tempB,KeyCha sage
CiphertextBinAll;

14 string RowKey[8],OutputArrayS 315-:! ey i Col n_In[16],
SubCqumn_Out[lG],RowKeyNew[Siigga ],Ciphe t[qg) Partition[100],

Hx[100] ,MsgBlock[400];
&

15
16 // BOX //
15,874,7,1,2};
,10,11512.13,14,15,28,24,20,
47,46.45,44,43,42,41,40,39,38,
62049,53,57,61,48,52,56,60} ;
5,

O©CoO~NOOOITAWNPE

17 int S_Box[16] = {12,5,6,11
18 int Rot X axis[64]={0,
16,29,25,21,17,30,26,22,
,45,54,19,12,61,50,3,16,9,
2,5,30,59,36, 21 26,43,40,

37,36,35,34,33,32,51,
19 int Rot_Z axis[64]={0,13,62,
8
,47,56,33,6,31,60,49,2,15};

46,55,20,25,42,39

37,22,27,44,53,18,11,

20 string Nonce = 'iQ100000 1§001010101010011000100000101001
1000100100101 iq!ﬂplOlhOlO 00010300101101000001010100100100100101
000001" <<,

21 \

22 // FUNCTION /.

23 void DIVI tring c {X?rse (string InputS, int Inputl)

24 {

25 foant Iflﬂg; ()/Inputl i++){OutputArrayS[i]=""";
|

,j<| j+ OutputArrayS[|]+—InputS at
+(InputI—J 1
26 }
27
28 stri XOR(string InputSl, string InputS2)
9
utputS=""";for(int 1=0;i<InputSl.length();i++)
{if(InputS1l._at(i)!=InputS2.at(i)){OutputS += "1";}
else{OutputS += "0";}}return(OutputsS);
31 }
32
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33 int Binary Decimal(string InputS, int Inputl)

34 {

35 Outputl=0;for(int i=0;i<Inputl;i++)
{Outputl=Outputl+(InputS.at(i)-48)*
(int)pow(2.0, Inputl-1-i);}return(Outputl); ~\\§

36 } ‘;':’

> AL

38 string Shift _Left(string InputS, int Inputl)

39 {

40 OutputS=""";for(int 1=0;i<InputS.length();i++) .i
{OutputS+=InputS.at((InputS. lengthQ+Inputl+i
InputS.length());}return(Outputs);

41 }

42

43 string Decimal_To_Binary(unsigned int Inputl In*utlZ)

44 {

45 kira=0;0utputS="""; .

46 ulang: ~:g”

47 kira++;ArrayS[kira]=Inputl1%2+48; | &
iT(Inputl1l/21=0){Inputll=Inputll/2; ulang; “\~
for(int i=0;i<Inputl2-kira;i++){Outputs=Outgl 3 U

48 for(int i=Kkira;i>0;i--){OutputS=

return(OutputS);

49 }

3 =

51 void Divide_String_To_Block Cgl‘~.

52 {

53 for(int i=0;i<lInputS.len /
{OutputArrayS[i]=""";fon =0;}
{OutputArrayS[i]+=InputS *

54 }

55 \
56 string Bin2Hex(stringw S)’

57 {

58 OutputS=""";

59 if(InputS. length(D%4 == 0)

60 { ‘-\t

61 for(int ;R\;anulls. |
itio ~

62 {
Ein 35055<4:j++)
iti

64 0

0"){Hx[i]="2";

63
6 +InputS.at(i*4+j);}
ition[i]=='
rtiti;;E?] "0
arttionfi]=="
it [ﬂ==' 11"){Hx[1]="3";

){Hx[i]="0";}
D{Hx[i]="1";}
1
1f(Partit
65 (Partition[i]=<//0100"){Hx[i]="4";
if(Partition[iﬂir"0101"){Hx[i]:'5';
*\\~ if(Partition[1]=="0110"){Hx[1i]="6";
if(Partition[i]=="0111"){Hx[i]="7";
6% if(Partition[i]=="1000"){Hx[i]="8";
if(Partition[i]=="1001"){Hx[1]="9";
if(Partition[i1]=="1010"){Hx[i]="a";
if(Partition[i]=="1011"){Hx[i]="b";
67 if(Partition[i]=="1100"){Hx[i]="c";
if(Partition[i]=="1101"){Hx[i]="d";
if(Partition[i]=="1110"){Hx[i]="e";

S e e o o o e e e e o o
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if(Partition[i]=="1111"){Hx[i]="F";}
68 OutputS=0utputS+Hx[i];
69 }
70 }

71 return(OutputS); (\
72 } A
73

74 string char_bin_Key(string InputS)
75 {
76 if(InputS.length()<16){X1=16-1nputS.length();

for(int 1=0;i<X1;i++){InputS=InputS+char(32);
77 iT(Inputs. Iength()>16){temp5tr_nn;

for(int 1=0;i<16;i++){tempStr=tempStr+InputS: ;}
InputS=tempStr;}

78 OutputS=""";for (size_t i = 0; i < InputS. 5
{OutputS=OutputS+bitset<8>(InputS[i])-
return(OutputS);

79 }

80

81 void char_bin_Message(string InputS)
82 {

83 OutputCipherBin=""";Y1=InputS. Ien
84 if(InputS.lengthQ%8 1= 0){Y1=Y1l+1,

Z1=Y1*8-InputS.length();for (i =
{for(int J‘O,J<Zl,]++){|np® S
85

86 for(int k=0;k<Y1;k++)

87 {
88 MsgBlock[k]=""";temp
{tempStr=tempStr+Inpu
for (size_ti =0
{MsgBlock[k]=MsgB
89 OutputCipherBin
90 }
91 } l
92
93 ////////777//7/7 //// /1111777777777 ///777/7////7777//
94 // ALGORITHM & %
95 /////////////lg3§§ L1177 /LLT17/7777777//77777///7/77/7///777/

96 // KEY SCHED L (J
97 // :: ===== ‘; =L-j //
98 (-é
99 void Row: ring ma e tring Nonce)
Q“?;@j‘ 3
101 Di ring_T Itbk erse (XOR(masterkey, Nonce), 32);
for(i i=0;i< i++) ey[1]=OutputArrayS[3-i];}
102 }
103
104 \Y, ub_Key(int Inputl)
ubKey[InputI]—"" for(int j=0;j<4;j++)
{for(int i=16;i1<32;i++){tempStr=RowKey[3-j]-at(i);
SubKey[Inputl]+=tempStr;}}Bin2Hex(SubKey[Inputl]);
107 }
108
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109 void Key Sub_Column()

110 {

112 {
113

111 for(int k=0;k<8;k++) Y-

SubColumn_In[k]=""";tempStr=""";
for(int j=0;j<4;j++){tempStr+=RowKey[3-j]-at(32- 5
SubColumn_In[k]=tempStr;Binary_Decimal (SubColum [KT.4);

tempInt=S_Box[Outputl];

114 SubColumn_Out[k]=Decimal_To_ Binary(templnt, 4)
for(int j=0;j<4;j++){tempStr+=RowKey[]j]- at(32—&);
RowKey[3-j]-at(32-8+k)=SubColumn_Out[K]-at ;3

115 3 N

116 }

117

118 void Row_transformation() l

119 {

120 shift_Left(RowKey[0],8) ;RowKeyNew[0]=0ut ; .\d‘

XOR(RowKeyNew[0] ,RowKey[1]) ; RowKeyNe =
RowKeyNew[1]=RowKey[2];Shift_Left(Row
RowKeyNew[2]=OutputsS;

121 XOR(RowKeyNew[2] ,RowKey[3]) ; RowKeyNew
RowKeyNew[3]=RowKey[0];
for(int i1=0;i<4;i++){RowKey[1]=RowKeyNew

122 3}
123

124 void keyschedule(string mastw)string

AN

125 {

126  Row_Key(masterkey, Nonce); \1/ A
for(int Round=0;Round< ound++ Raﬁhd);
if(Round==20){break; }Ke  CalumnQ% Row&nsformation O:}

127 } " 2,

128 \ A

129 // === = //

130 // ENCRYPTION //

Y"’ L
S ? SN //

131 /7

132
134 {

136 }
137

f

141
142

"DE/ ’

133 string AddRoun(Q(s r'| \I-QQ S, ith}’lnputl)

135 XOR(I nputS&Key M@) ; ret@xh(OutputS) ;
’ :

O
9%() 4 b(‘)
o

ti=0; i< if+){ [3-1]=OutputArrayS[i]:}

138 void Sub
139 {
140 Div'ge ing#T6_BJoc @\puts, 16);

t k:O;k<16;k++9&7\/

SubColumn_In[k]=tempStr;Binary_Decimal (SubColumn_In[k],4);

143
144 E\empStr:"" ;For(int j=0;j<4;j++){tempStr+=Row[3-j]-at(k);}

14

146 }

tempInt=S_Box[Outputl];
SubColumn_Out[k]=Decimal_To_Binary(templnt, 4);
for(int j=0;j<4;j++){tempStr+=Row[j]-at(k);
Row[3-j]-at(k)=SubColumn_Out[K].-at(j);}
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147  OutputS=""";for(int i=0;i<4;i++){OutputS+=Row[3-i];}
148 }

149 ‘i{"
150 void DoubleRotation3D(int Inputl) 4\-

151 {
152  tempStr=""";for(int i=0;i<64;i++) (f)
{tempStr+:OutputS.at(Rot_X_axis[i]);}AddRoundkey(tqﬁhﬁ:r,Inputl);
153  tempStr=""";for(int 1=0;i<64;i++)

{tempStr+=0utputS.at(Rot_Z axis[i]) ;}OutputSztempY&
154 }

155

156 string encryption(string plaintext) ‘\\\,

157 {
{Sub_Column() ;DoubleRotation3D(Round) ;Cip t[Round]=OutputS;}
CiphertextBin=Ciphertext[20];

159 Bin2Hex(CiphertextBin) ;CiphertextHex=0ut ; > ‘Z”

158  AddRoundkey(plaintext, 0);for(int Round=1
return(CiphertextHex) ; N\
160 } ’ -
161
162 // = b~ //

L V

163 T v

164 int main() \\\“\ ;o

165 { \ﬁ "\ é\

166  tempB="""; OutputCipherHex:""% ar="1;M sageQ;ar:"";
cout<<"Encryption'<<endl<<"&s==z===== <<<;? :

167 cout<<"Enter Key: "'; getl?:zzbbn,K Ch har_bin_Key(KeyChar);
keyschedule(OutputS, Nonge); Qx“\\

168 cout<<endl<<"Enter Mes T fi<<e - <§in,MessageChar);
char_bin_Message(Message ) @

169 if(MessageChar.leng 40) “ <¥T

{cout<<endl<<"Messag ength:" agggﬂ - length(Q)<<endl<<endl;

cout<<"(Exceeded | h Timit)I<<endl<<endl; return 0;}
170  for(int ab=0;a Y1;SE+1){9 ryption( lock[ab]);
{OutputCipherH utCipherH +Ci textHex;}

tempB=tempB+Ciphe P o
171 cout<<endl<<'Ciph <é§&iputCipherHex<<endI<<end|;
CiphertextBinAN=

172
173 return O;

174 3 (’)
X
RN

d
Ny

263



APPENDIX E

Source Code of LAO-3D Lightweight Block Cipher (Dec@

1 #include <iostream> q

2 #include <string> i\\~,

3 #include <iomanip>

4 #include <fstream>

5 #include <stdio.h>

6 #include <math.h> '

7 #include <bitset>

8 #include <sstream> >

9 using namespace std; \:g*

10 | &

11 char ArrayS[256]; '\~

12 int Outputl,templint,kira,S1,X1,Y1,Z1; ? b &

13 string OutputS, tempStr,PlaintextBin, textcnge utquEfain,
ciphertext,OutputCipherBin, tempB,KeyChar ,Mes har;

14 string RowKey[8],OutputArrayS[3 %SHﬁyey[§q1 SubColu n[16],
SubColumn_Out[16], RowKeyNeW[S@ ,Plai S%Eartition [100],
Hx[100] ,MsgBlock[400];

15

16
17
18
19

20

21

22
23
24
25
26
27
2

A

5, Q\J,l,z};
13,11,4,6,3,0,7,9,10};
,10,11,12,13,14,15,19,

,47,46,45,44,43,42,41,40,

// BOX //
int S_Box[16] = {12,5,
int Inverse_ S Box[16]

int Inverse Rot X axis
23,27,31,18,22,26,30,17,
39,38,37,36,35,34,33,

,1

51};
int Inverse Rot Z ,1532)33,58,31,8,17,54,47,12,1,50,
63,16,53,46,11,20, 84" 8,5,34,59,32,57,30,7,36,41,

48,61,14,3,52,45,10,19,56,29,6,35,60, 13,

26.23.40.25.22.39.44
2,51};
01%

string Nonce 0000 0100, 10001010101010011000100000101001

100010010010$qg~. 0010 0000010100101101000001010100100100100101

000001"; @ ? (.)

17177777 /777 ///)/ LIHLLTII/71777777777777777/777/777//77//777
/

// FUNCTIONN// ¢

/7777 ///7// TIIIAST 111171777 7777777070777777777777777777777
void Divi _String_To_Blegh_Reverse (string InputS, int Inputl)

{

tputArrayS[i]+=InputS.at(i*Inputl+(Inputl-j-1));}}

8 *iqsgint i:O;i<Input£T?éngth()/lnputl;i++)
? putArrayS[i]=""";for(int j=0;j<Inputl;j++)
0

22,
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31 string XOR(string InputSl, string InputS2)

32 {

33 OutputS=""";Ffor(int i=0;i<lnputSl.length(Q);i++)
{if(InputSl._at(i)I=InputS2.at(i)){Outputs += "1";}
else{OutputS += "0";}}return(OutputS); ~\\§

34 } (')

% Ky

36 int Binary Decimal(string InputS, int Inputl)

37 {

38 Outputl=0;for(int 1=0;i<lnputl;i++)
{Outputl=Outputl+(InputS.at(i)-48)*(int)pow(2.Q, Inputl-1-i);}
return(Outputl); ‘~\§?

39 }

40

41 string Shift_Left(string InputS, int Inputl) '

42 {

43 OutputS=""";for(int i=0;i<InputS.length() i) .\d.
{OutputS+=InputS.at((InputS.length() utl+i)%Inp S.Ienq@ﬁ());}
return(OutputsS); | &

44 } -

45 g b &

46 string Decimal_To_Binary(unsigned invutl i an;e;Z)

47 {

48 Kkira=0;0utputS="""; \/ “" é\

49 ulang: %

50 kira++;ArrayS[kira]=Inputl +4 if(lnp /2
{Inputll=Inputll/2;goto ulang;
for(int i=0;i<Inputl2-kifa.i++){O0 \-@SOu pUtsS+0";}

51 for(int i=kira;i>0;i-- tS= Arr [i1:}
return(OutputS); 6 )

53

54 void Divide_String_ T n

55 {

56 for(int i=0;i< lengt
{OutputArrayS[i]=""7 for (i
{OutputArrayS[i]+=Inp

57 } |

58 l<§5'

59 string BinZHGK‘if ing

60 { @

61 Output ) (J

62 if(In ength(OQ% 0]

63 { 6.121;?

64 int i=0; ZTnputSchéngth()/4; i++)

65 NV

66 A Partition[i]="tSfor(int j=0;j<4;j++)

{Partition[i]=Partition[i]+InputS.at(i*4+j);}
if(Partition[i]=="0000"){Hx[i]="0";}

if(Partition[i]=="0001"){Hx[1]="1";}
if(Partition[i]=="0010"){Hx[1]="2";}
if(Partition[i]=="0011"){Hx[i]="3";}
if(Partition[i]=="0100"){Hx[i]="4";}
if(Partition[i]=="0101"){Hx[i]="5";}
if(Partition[i]=="0110"){Hx[1]="6";}
if(Partition[i]=="0111"){HX[1]="7";}
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69 if(Partition[1]=="1000"){Hx[i]="8";}
if(Partition[i]=="1001"){Hx[i]="9";}
if(Partition[i]=="1010"){Hx[i]="a";}
if(Partition[i]=="1011"){Hx[i]="b";}

70 if(Partition[i]=="1100"){Hx[1]="c";} ~\\~
if(Partition[i]=="1101"){Hx[i]="d";} (f)
if(Partition[i]=="1110"){Hx[i]="e";} %
if(Partition[i]=="1111"){Hx[i]="F";}

71 OutputS=0utputS+Hx[i];

72 } ;i

73 }

74 return(OutputS); ‘~\~,

75 }

76

77 string Hex2Bin_Message(string InputS) '

78 {

79 OutputS=""";tempB=""";Y1l=InputS.length()/1 '\d.

80 for(int i:O;i<InputS.Iength();i++) i

81 {

82 tempStr:"";if(lnputS-at(i)::'O

if(InputS_at(i)=="1"){tempStr="
if(InputS.at(i)=="2" ){tempStr
if(InputS.at(i)=="3"){tempS
83 if(InputS_.at(i)=="4"){temp
if(InputS.at(i)==
if(InputS.at(i)==
if(InputS.at(i)==
84 if(InputS.at(i)=="8"
if(InputS.at(i)== o
if(InputS_at(i)=="A" D{tempStr=""1010";}

85 if(InputS.at(i)= ){tempStr="1011";%}

if(InputS.at(i)= “!\~ {tempStr="1100";}

86 if(InputS._at(i) i d=){tempStr="1101";}

if(InputS. i) E 1 y i)=="e"){tempStr="1110";}

87 if(InputsS. % F- Inp S!a&b‘ =="f"){tempStr=""1111";}

88 tempB=tempB+tempStr; }

89 \ Q’

90 for(lnt k k++ Iock[ ;for(int j=0;j<64;j++)

{MsgBIock[ empB 4 k*64+J) }
F] } eturn(OutputS);
91 }

92
93
94 {
95

96

: E turn(OutputsS);

OutputS= OG~Q\F +Ms
string c n Ke (st i ‘gény)

|f Iengt fb){
i=0;i<X1; |++) utS=InputS+char(32);}}
utS Iength()>1 tempStr=""";for(int 1=0;i<16;i++)

=16-InputS.length(Q);

mpStr tempStr+InputS. at( ); HInputS=tempStr;}
utS=""";for (size_t i = 0; i1 < InputS.size();

++1)

tputS=OutputS+bitset<8>(InputS[i]).to _string();}
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100 void char_bin_Message(string InputS)

101 {

102  OutputCipherBin=""";Y1=InputS. length()/8;

103 if(InputS_.lengthQ%8 1= 0){Y1=Y1+1;S1=InputS. Iength()%
Z1=Y1*8-InputS.length();for(int 1I=Y1-1;i<Yl;i++)
{for(int j=0;j<Z1;j++){InputS=InputS+char(32);}}}

104 _\

105  for(int k=0;k<Y1;k++)

106 {
107 MsgBlock[k]=""";tempStr=""";For(int _]—O,_]<8,_]++) .i
{tempStr=tempStr+InputS.at(k*8+j);}
for (size_ t i =0; i < 8; ++i)
{MsgBlock[k]= MsgBIock[k]+b|tset<8>(tempS to string(Q):;}
108 OutputCipherBin=0OutputCipherBin+MsgBlo
109 }
110 }
111 ‘
112 string bin_char_Message(string InputS) d§3~

113 { [_\

114 OutputS=""";stringstream sstream(ln
while(sstream.good()){bitset<8>bits;s ream#b t ‘Z‘
OutputS=OutputS+char(bits.to _ulon pu

115 }

116
117 //////////////////////////////@ / ////((////////////////
118 // ALGORITHM CODE // ;;)
119 ////////////////////////////// // /// lliﬁ; /////////7/7//77/777
120 // \ = //
121 // KEY SCHEDULE // ' i\
122 0 &
123 void Row_Key(string m gncqf}f
124 { ~:\
125 Divide_String_To B ev XOR(m rkey, Nonce), 32);
for(int 1=0;i<4;i++ i]=Qutpu ayS[3-i];}
126 } (
127 :'QU
128 void Sub_Key(i Inpltl (.J
129 {
130 SubKey[Inp ',f sJ+rH){for(int i=16;1<32;i++)
{tempStr= Ke [3 -j ; v[ Inputl]+=tempStr;}}
Bin2Hex [l putl 3
131 }
132
133 void Key.  Co n
134 { % »
135 fo k=0;k<8;k++)
136 NS
137 SubCqumn_In[k]z"";tempStrz"";for(int J=0;j<4;j++)
tempStr+:RowKey[3—j]-at(32—8+k);}SubCqumn_In[k]:tempStr;
Binary_DecimaI(SubCqumn_In[k],4);templnt=S_Box[Outputl];
SubColumn_Out[k]=Decimal_To_ Binary(templnt, 4);
for(int j=0;j<4;j++){tempStr+=RowKey[]j]-at(32-8+k);
RowKey[3-j]-at(32-8+k)=SubColumn_Out[K]-at();}
}
140 }
141
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142
143
144

145

146
147
148
149
150

151
152
153
154
155
156
157
158
159
160
161
162

163

164
165
166
167
168

169
170
171
172

void Row_transformation()

{
Shift_Left(RowKey[0], 8) ; RowKeyNew[0]=Outputs;
XOR(RowKeyNew[0] ,RowKey[1]);
RowKeyNew[0]=OutputsS;RowKeyNew[1]=RowKey[2]; ~\\§
Shift_Left(RowKey[2],16) ;RowKeyNew[2]=OutputS; %
XOR(RowKeyNew[2] ,RowKey[3]) ; RowKeyNew[2]=OutputS; A
RowKeyNew[3]=RowKey[0];

for(int 1=0;i<4;i++){RowKey[i]=RowKeyNew[i]:;} T
}

void keyschedule(string masterkey, string Nonce)

{
Row_Key(masterkey, Nonce);for(int Round=0

{Sub_Key(Round) ; if(Round==20){break; }Key __
Row_transformation();}

3

//

// DECRYPTION //

/7

string AddRoundkey(string InputS,
{

}

void Decrypt_DoubleRotation i nt)

{
tempStr=""";for(int i1=0;1 S+t
{tempStr+=0utputS.at(l Ro
AddRoundkey (tempStr, é

¥
void Decrypt_Sub O ’
{ Divide_Stri T ;; tS
ivide_String,To_Bfoc ,
{Row[3-i]= Nrr@ @
for(int k&l« 65 k+ O

{ @
tem " For(i '!6;'<4,j++){tempStr+:Row[3<j].at(k);}
Su n_Infk]=tempS nary_Decimal (SubColumn_In[k],4);
tputl];

m =Inyerse
umn_0Ou ]fﬁec' I_To_Binary(tempint, 4);
Eor nt j=0;j<4;j+ empStr+=Row[j]-at(k);

[3-i1 .at(k):Su@lumn_Out[k] .at(d);:}

i1,

(@]

175 ?i utS=""";for(int i=0;i<4;i++){OutputS+=Row[3-i];}
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178 string decryption(string ciphertext)

179 {

180  tempB=""";OutputS=ciphertext;for(int Round=1;Round<21;Roun
{Decrypt_DoubleRotation3D(21-Round) ;Decrypt_Sub_Column@®,
Plaintext[Round]=0OutputS;}

181  AddRoundkey(Plaintext[20],0);PlaintextBin=0utputsS; ‘:':,
bin_char_Message(PlaintextBin); *
PlaintextChar=0utputS;return(PlaintextChar);

182 }

183 ii

184 // //

185 a\,

186 int main()

187 {

188 KeyChar="""; MessageChar=""";OutputPlain="""; l
cout<<"Decryption'<<endl<<"========== I<<endl;

189 cout<<"Enter Key: '";getline(cin,KeyChar) r_hin_| gyChar);
keyschedule(OutputS, Nonce); ‘z‘

190 cout<<endl<<"Enter Ciphertext: "<<endl;getline(ci e ssé;bhar);
Hex2Bin_Message(MessageChar) ; Outpu erBin=0utputs;

191  if(MessageChar. length()>4080) d &
{cout<<endl<<"Ciphertext Length:" ‘\\\\ v
<<MessageChar . length(Q<<endl<<endl; ‘Z‘
cout<<"(Exceeded ciphertext 1 im M<< ndl<~éFHl; return O;}

192  for(int ab=0;ab<Y1l;ab++){dec i
for(int bc=0;bc<8;bc++)
{OutputPlain=0utputPlain+Plai xtEhar .

193  cout<<endl<<"Plaintext:"&<endl<<0 QQUtE
char_bin_Message(Outpu in;

194

195 return O; "
e Y} ,¥§
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16
17

18
19
20
21
22
23
24
25
26

27

28

29

3

APPENDIX F

Source Code of LAO-3D Lightweight Block Cipher Sample Gesg@n for

Randomness Tests Using Nine Data Categoriqi

#include <iostream>
#include <string>
#include <iomanip>
#include <fstream>
#include <stdio.h>
#include <math.h>

using namespace std;
string plaintext,ciphertext,masterkey, Str,gut

OutputCipher;

string OutputArrayS[32],Row[4],RowKey|4],

SubCqumn_In[8],SubCqumn_Out[8],Gﬁggj te
U ’

int Outputl,templnt,kira,Round,iE

int S Box[16] = {12,5,6,11,9;3,!Q. ,3,14 ;

int Rot_X_axis[64]:{0,1,2,3‘;;2»6,7 8\\\TB§; ,I§f33,14,15,28,24,20,
6

16,29,25,21,17,30,26,22,18,81, ,3?: 9,47,46, 4,43,42,41,40,39,38,
37,36,35,34,33,32,51,55 »50,54,58 ,49 ,57,61,48,52,56,60};

.35 ‘s§45,54,19,12,61,50,3,16,9,
8, 4,7,%,5,30,59,36,21,26,43,40,
,52¢417,10,47,56,33,6,31,60,49,2,15};

46,55,20,25,42,39,24, ,23,

37,22,27,44,53,1861,4 1,14,

ofstream myfilel; \\il\

L1177 777777770L777777L7 /77707777 /T7T/////7/7//7/7//7//7//7//7///7/77/777
R

// A RS FOR A CATEGORIES //
////7/7/77//7, 7’Kf§// ///
char text, 5 ,A

o

int Rot _Z axis[64]={0, 1%@, Sjé

BlocksS nt (;BlockSize,DataCategory,mula,akhir;
nlV,asaliKeyNamey, TextName, line, line2, inputkey,

uttext,cipherl,cipher2,OutputFunction;

1t[2567, key2 iitbggg],textlbit[128],main2bit[9999],

string, K
CIPﬁﬁégiét[Slz],lnputTe 999], InputKunci[9999], flippedkey[512],
flippedtext[512]; N

1111177777777 777777777777777777777777/77/77777/7/7/777//7/7/7/7777777
OTHERS FUNCTIONS //
1///7/17777777777777777777777777777777777777777777777777777777777777
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32 string Function_HexToBin (string Strl)

33 {

34 OutputFunction=""";

35 for (int 1=0;i<Strl.length();++i)

36

37 switch (Strl [i])

38 {

39 case "0": OutputFunction.append

40 case "1": OutputFunction.append

41 case "2": OutputFunction.append

42 case "3": OutputFunction.append

43 case "4": OutputFunction.append

44 case "5": OutputFunction.append

45 case "6": OutputFunction.append

46 case "7": OutputFunction.append

47 case "8": OutputFunction.

48 case "9": OutputFunction.

49 case "a": OutputFunction.

50 case "A": OutputFunction.

51 case "b": OutputFunction.

52 case "B": OutputFunction.

53 case "c": OutputFunction.

54 case "C": OutputFunction

55 case "d": OutputFunctio ’!qg’

56 case "D": OutputFunc i%

57 case "e": OUtDUtFunCi‘QR‘a

58 case "E": OutputFunctio

59 case "f": OutputFupnction.a

60 case "F": Output 1on.a

61 } @

62 }

63 return OutputFunctio‘Hﬁ\~

64 }

65 T J o
66 string XOR(string tring St )' ‘::T
67 { b 4 '3 &

68  OutputS=""'; %

69  for(int i= Nl-leh ;i++)§

70 {if(Strl-ai‘;igf tr {Outputs += "1";}
71 else{OuthQE\: "OrrE Trn(egﬁputS);
72 } & 2 (.)

73 C’ ,

74 void Div ring /To_Block ing Str, int Int)
75 { b .

76 fo t Ji=0;i<S .I‘hgt /Int;i++){OutputArrayS[i]=""";
77 forint j=0;j<Int;j++ tputArrayS[i]+=Str.at(i*Int+j);}}
78 } N

79\D|
80 vo
1
83
85

vide_String_To Block Reverse (string Str,

int Int)

or(int i=0;i<Str.length()/Int;i++){OutputArrayS[i]=""";
for(int j=0;j<Int;j++){OutputArrayS[i]+=Str_at(i*Int+(Int-j-1));:}}
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86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134

S

4,

int Binary_Decimal(string Str, int Int)

{
Outputl=0;for(int i=0;i<Int;i++)
{Outputl=Outputl+(Str.at(i)-48)*(int)pow(2.0, Int-1-1);
return(Outputl);

}

string Decimal_To_ Binary(unsigned int Intl, int Int2)

{
kira=0;0utputS="""; T
ulang: V

kirat++;ArrayS[kira]=Int1%2+48;

if(Intl/21=0){Intl=Intl/2;goto ulang;}

for(int 1=0;i<Int2-kira;i++){OutputS=0utp

for(int i=kira;i>0;i--)

{OutputS=0OutputS+ArrayS[i];}return(Ou
}

string Shift_Left(string Str, int Int)é ' _\C}
{
OutputS=""";for(int i=0;i<Str.lengthQ Ni++) J &
{OutputS+=Str.at((Str.lengthQ+In Stf?{gg\ ));é?y
return(OutputS);

; c\’: ]
////////////////////////////’la‘éo ////// ///(ng////////////////
;; ALGORITH DE&&—? )\

7 Doua—y | S

//

void Row_Key(string m

{
Divide_String_To_B
for(int 1=0;i<4;i

}

{for(int % ;
SubKey[I% empStr;

\EempStrz"" ;for(int\j =0; j<4;j++)
tempStr+=RowKey[3-j]-at(32-8+k);}SubColumn_In[k]=tempStr;
Binary_ Decimal (SubColumn_In[k],4);tempInt=S_Box[Outputl];
SubColumn_Out[k]=Decimal_To Binary(templnt, 4);
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137 for(int j=0;j<4;j++)

138

139 tempStr+=RowKey[]j].at(32-8+k);

140 RowKey[3-j]-at(32-8+k)=SubColumn_Out[k]-at(J):

141 } \
142 } (')
143 } A
144

145 void Row_transformation()

146 { q

147 Shift_Left(RowKey[0], 8);RowKeyNew[0]=OutputsS;
148  XOR(RowKeyNew[O0], RowKey[l]);RowKeyNeW[0]=Out6:%Sq'
149 RowKeyNew[1]=RowKey[2];

150 Shift_Left(RowKey[2], 16);RowKeyNew[2]=0u
151  XOR(RowKeyNew[2], RowKey[3]);RowKeyNew[2]
152 RowKeyNew[3]=RowKey[0];
153  for(int i=0;i<4;i++){RowKey[i]=RowKeyNew

154 }

| &
156 void keyschedule(string masterkey)

157 { P 4 \‘f

158 Row_Key(masterkey);

159 z M
160  for(int Round=0;Round<26;Rou

161 { &
162 Sub_Key(Round); if(Roun‘% break;} O

163 Key Sub_Column();

164 Row_transformation(); c \Y &\

165 3}

166 } 6 S

167 7/ 4 _ S 7/
168 7/ NENCRY M K g 7
169 // === ¥ A 7/
170 string AddRoundk (;w pla,inte int-Int)

171 { % [

=

3

172  XOR(plaintext, y[In ufn(OutputsS);
173 } \ | \ g
174
175 void Sub_ColM Q 40%
176 { N
177 Divide . y To. Blo C Ltﬁtht 16);for(int 1=0; i<4; i++)
178  {Row[3-i]1=OutputArr. gb
179  for(i ;k<16;k+#) NS
180 { P .{\
181 %rf'";f int j?,j<4;j++){tempStr+=Row[3—j] atk):}
182 ub Iumn_ln[k]=te€§§ r;
183 ‘l:E‘pary_Decimal(S lumn_In[k],4);tempInt=S_Box[Outputl];
184 ‘\\\EubCoIumn_Out[k]=DecimaI_To_Binary(tempInt, 4);
185
8% for(int j=0;j<4;j++)
{
188 tempStr+=Row[j]-at(k);
Row[3-j]-at(k)=SubColumn_Out[k]-at(j);
19 }
191}
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192  OutputS="";for(int i1=0;i<4;i++){OutputS+=Row[3-1];}
193 }

194

195 void DoubleRotation3D(int Int)

196 { \z
197 tempStr="""; %
198  for(int i:O;i<64;i++){tempStr+:OutputS-at(Rot_X_axiﬁliqe,

199 AddRoundkey(tempStr, Int);

200 tempStr=""";
201  for(int i=0;i<64;i++){tempStr+=0utputS.at(Rot_Z a [iD:}

202 OutputS=tempStr;
203 }

204
205 // LAO-3D Design // '

206 string encryption(string plaintext)

207 {
208  ROUNDS=25; )

209  AddRoundkey(plaintext, 0); ~:3~
210  for(int Round=1;Round<ROUNDS+1 ;Round+ ' Cj
211 { <
212 Sub_Column();

P 4
213 DoubleRotation3D(Round);
214 Ciphertext[Round]=0OutputS; z \ T

215 3} ‘N\~,

216 ciphertext=0utputs;

217 ciphertext=Ciphe rtext[ROUN)

218 return(ciphertext);

219 } \‘N\f‘ ﬁ:§~
220

221 string Algo(string Strl, string Str2

222

&
223 keyschedule(Strl);eﬁehgg ion(S ‘3\

224  OutputCipher=ciph y N
225 return(OutputCi :@ %
226 } (
227 F . P o

// ////

228 /1117777777777 / 11/1/1/77/7777/77//7///7/7//7/7//77777
229 // DgsA TEGORI AMPL NERATOR CODE //
/

=

A

230 /1777777777 L1111 L1 1H7777/40777777777777777777777777777777777

231 void StrictKeyAvalanc ing KeyName, int AlgoPlaintextSize,
int AlgoKeySizey, int Key, 2? S , Int TotalSample)

232 { (ré

233 sampl =" ;for(i =0;nd<AlgoPlaintextSize; i++)

234  {se = '?',s letext=sampletext+semen[i];}

235 if inFi eIX%;Etam:E§istr());getline (inFile, line);

236 of write;write. ("'SKA_Output.txt'™);

237 NS
238 *iq;fint J=0; j<TotalSample; j++)

239
4% cout<<"(1)SKA: Sample "<<j+l<<endl;
samplekey = line.substr(j*AlgoKeySize*KeyBlockSize,

AlgoKeySize*KeyBlockSize);
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243 for(int k=0; k<KeyBlockSize; k++)

244 {

245 inputkey=samplekey.substr(k*AlgoKeySize, AlgoKeySiz

246 flippedkey[O]=inputkey;

247 keyschedule(Flippedkey[0]); Q\\y

248 ‘;':,

249 for(int i=1; i<AlgoKeySize+l; i++) A

250 {

251 flippedkey[1]=Flippedkey[0];

252 if(flippedkey[i]-at(i—1)=='0')flippedkegﬁiifgt(i—l)z'l';

253 else 1T (flippedkey[i]-at(i-1)=="1")
flippedkey[i].at(i-1)="0"; \/

254 }

255

256 for(int iman=0; iman<AlgoKeySize+1; +) '

257 {

258 Algo(flippedkey[iman],sampletexty >

259 CIPHERtext[iman]=OutputCiphek; \:?'

260 3} | &

261 4\

262 for(int ii=1; ii<(AlgoKeySize+1)¥y ii+#) &

263 { Y

264 cipherl=CIPHERtext[0];cipher

265 FinalCipher=XOR(cip th
266 ¥ ’%
267 } \

268 3}

269 write.close();inFile.cloge(Q:;
270 }

271

272 void StrictPlaintextAyv, C

AlgoPlaintextSize, int t PlafhtextBlockSize,

int TotalSample)
273 { i;:
274 inputkey=""" ;fo% =0; i

275 {semen[i] = "0";in
276 ifstream inFile ( ¥ OD;:getline (inFile, line);
277  ofstream wr"éﬁq;itelope ' Q&?put-txt");
278
279  for(int '!Qi\f ota
280 { ¢
281 cout< )SPA: ér" <J+l<<endl;
282 sal Xt =[Fungtion oBin(line.substr

it Plainte ize* intextBlockSize/4, AlgoPlaintextSize*

intextBlo if%/4j?g

283 NV

284 (int k=0; k<PlaffitextBlockSize; k++)

285 {

286 inputtext=sampletext.substr
(k*AlgoPlaintextSize, AlgoPlaintextSize);
Fflippedtext[0]=inputtext;

288
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289 for(int 1=1; i<AlgoPlaintextSize+l; i++)

290 {

291 Fflippedtext[i]=Flippedtext[0];

292 iT(flippedtext[i].at(i-1)=="0%)

293 flippedtext[i].at(i-1)="1"; ~\\§
294 else if (Flippedtext[i].at(i-1)=="1") (-)
295 Flippedtext[i].at(i-1)="0"; A
296 }

297

298 for(int iman=0; iman<AlgoPlaintextSize+1; im;E++)
299 {Algo(inputkey, flippedtext[iman]);

300 CIPHERtext[iman]=OutputCipher;} Q\\§,

301 Si:-r

302 for(int i=1; i<AlgoPlaintextSize+1;Tut++

303 { |

304 cipherl=CIPHERtext[0];cipher i];

305 FinalCipher=XOR(cipherl, cipher .
306 write<<FinalCipher; \:g”
307 } | &
308 3 -
309 &
310 write.close();inFile.close(Q); N

311 } é\‘?

Na string KeyName,
i tBlockSize,

, line);
le2, line2);

int AlgoPlaintextSize, int AlgoKe
int TotalSample)

312
313 void PIaintextCiphertextCorrﬁ

317 ofstream write;write
318

319 for(int j=0; j<Tot Iel
rl'

320 {

321 cout<<"(3)PCC: ple

322 sampletext=Function_He
PlaintextBlockSize ﬁ‘h{q

314 {

315 ifstream inFile (KeyName.C_str())s

316 ifstream inFile2 (Tex@ S
n("

<éndly

LLine2.substr(j*AlgoPlaintextSize*
IaingegtSize*PlaintextBIockSize/4));

323 samplektﬁw.sudstr j*Algo ize,AlgoKeySize);

324

325 For(intyk=07 k< ftBI CkSize; k++)

326 { ’ CR

327 i ey¥ Eiﬁ erl=sampletext.substr
i i lIgoPlaintextSize);

328 C npu ,cipherl);

329 i Xﬁh(c' erl, cipher2);write<<FinalCipher;

330 NV

331 A 9

332 \'te.close();inFiIe.cIose();

333

S
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335 void CipherBlockChaining(string KeyName, int AlgoPlaintextSize,
int AlgoKeySize, int KeyBlockSize, int TotalSample)

336 { ‘q:-'
337 sampletext="";for(int i=0; i<AlgoPlaintextSize; i++)

338 {semen[i]="0";sampletext=sampletext+semen[i];}iv="""; ‘~\\’
339 for(int i=0; i<AlgoPlaintextSize; i++) (f)
340 {semen[i]="0";iv=iv+semen[i];}

341 ifstream inFile (KeyName.c _str());getline (inFile, ling);

342 ofstream write;write.open(*"'CBC_Output.txt'); ‘;z.,
343
344  for(int j=0; j<TotalSample; j++) Q\-,

345 {

346 cout<<"(4)CBC: Sample "<<j+l<<endl;

347 inputkey = line.substr(j*AlgoKeySize, 0 Siie);
348

249 for(int k=0; k<KeyBlockSize; k++)

350 { .
351 plainlV=XOR(sampletext,iv);

lainiv : _ NS
352 FinalCipher=Algo(inputkey,plain ' Cj
353 write<<FinalCipher;iv=FinalC 4\
354 b &
355 }Mwrite.close();inFile.close(); N
356 } ‘T’
357 *15\

358 void RandomPlaintextRandomKey (

int AlgoPlaintextSize, int A¥§Q~'
int TotalSample)

359 {

360 ifstream inFile (KeyName.C_
361 ifstream inFile2 (TextNa
362 ofstream write;write n("R

363
364  for(int j=0; j<Tot

, line);
le2, line2);

365 {
366 cout<<"(5)R ple ’
367 samplekey=l1ine.stbstr(§* kéySize, AlgoKeySize);
368 sampletext=Functio T in(l(ﬁé@.substr(j*AIgoPlaintextSize*
PlainteﬁtEE:FKSizdl4, IgoPIa&a extSize*PlaintextBlockSize/4));
369
370 for(in =07 k< ftBIéé?gize; k++)
371 { ¢
372 tkey=sampl eygi puttext=sampletext.substr
i lc--'AlgoPlaintextSize);
373 ;ggikey,inputtext); write<<FinalCipher;

374
375 } E! NV
376 i cIose();inFiIeQ&lose();

377 \
378
LowDensityKeys(string TextName, int AlgoPlaintextSize,
1

7
AlgoKeySize, int PlaintextBlockSize, int TotalSample)
380
inputkey=""";for(int i=0; i<AlgoKeySize; i++) {semen[i]="0";
38 inputkey=inputkey+semen[i];}
383
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384  for(int i=0; i<AlgoKeySize; i++)

385 {

386 keylbit[i]=inputkey;

387 if(keylbit[i].-at(i)=="0")keylbit[i].-at(i)="1";

388 else if(keylbit[i]_at(i)::'l')keylbit[i]_at(i):'O'c\
389 }

390 asal=inputkey;para=0; A

391

392  for(int a=0; a<AlgoKeySize-1; a++)

393 { ii

394 if(asal.at(a)=="0") asal.at(a)="1";

395 for(int b=a+l; b<AlgoKeySize; b++) ‘\\§,

396 {

397 if(asal.at(b)=="0") asal.at(b)="1"; 2bit[para]=asal;
398 parat++;asal .at(b)="0";}asal .at(a)=" T

399 }

400

401 InputKunci[O0]=inputkey;
402  for(int i=1;i<AlgoKeySize+l;i++){lInpu
403  for(int i=AlgoKeySize+l;i<Plaintex
404  {InputKunci[i]=key2bit[i-(AlgoKeySize
405 ifstream inFile (TextName.c_str() |
406 ofstream write;write.open("LDK, Output.t
407

408 for(int j=0; j<TotalSample; ‘%N

409 {

410 cout<<""(6)LDK: Sample '"'<<j <endl;

411 sampletext=Function_HEXToBin RQL\\

412 (line_substr(§*AlgoR XS

413 6

414 for(int k=0; k<PI extBIl =

415 { .ﬁ;

416 inputtext=sal Xt; N

417 FinalCip r:WInp Kunci ﬁuttext),
418 write<<F ipher; xt)

419 3 :'QU

420 }write.close : (_,

421 } %

422 f‘;’k <<!

423 void HighDefisit e me, int AlgoPlaintextSize,
424 int AIQOK@ ';!ex ckSize, int TotalSample)
425 {

426 input s For(int/i=0; i goKeySize; i++)
427  {se '}',i tkey=inputkey+semen[i];}
428 g

429 fo i=0; i<AlgoK zﬁ}gé; i++)

e
430 N
431 \|i<ey1bit[i]=inputkey;
432 f(keylbit[i]-.at(i)=="1")keylbit[i].at(i)="0";

3 else if (keylbit[i].at(i)=="0")keylbit[i].-at(i)="1";

43 asal=inputkey;para=0;
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437  fTor(int a=0; a<AlgoKeySize-1; a++)

438 {

439 if(asal.at(a)=="1")asal .at(a)="0";

440 for(int b=a+1;b<AlgoKeySize; b++)

441 { \
442 if(asal .at(b)=="1") asal.at(b)="0";key2bit[par. f_‘@l ;
443 parat+;asal .at(b)="1";

444

}
445 asal .at(a)="1";
446 %}
447

448 InputKunci [O]=inputkey;for(int i=1; i<AlgoKeySiz ; i++)
449  {InputKunci[i]=keylbit[i-1];}

450 for(int i=AlgoKeySize+l; i<PlaintextBlockSize | i++

451  {InputKunci[i]=key2bit[i-(AlgoKeySize+1)]; i

452 ifstream inFile (TextName.c_str());ge inFile, line);
453  ofstream write;write.open(""HDK_Output.tx =
e

454 \Y'
455  for(int j=0; j<TotalSample; j++) | &
456 { -
457 cout<<"(8)HDK: Sample "<<j+l<<endl; ® . b &
458 sampletext=Function_HexToBin \\\Ta N

(Iine.substr(j*AIgoPIaintex&ii:, 4, intiéfg?ze/4)),
459
460 for(int k=0; k<Plaintex B% ze; 4&
461 { ‘£\-.' (:)
462 inputtext=sampletext;

463 FinalCipher=Algo(l Kunci " WU ,é);
464 write<<FinalCiph d;‘
465 } @

% e

466 }Ywrite.close(Q);inFilg elose(); " ‘QU

467 } .ﬁ;

468 N

469 void LowDensityPl i K nt AlgoPlaintextSize,

int AlgoKeySize, talSample)

470 {

471 inputtext="""; QéjhtextSize; i++)
472  {semen[i]= ttexg?semen[i];}

473

474  for(int i

475 {

476 tex i
477 if i
478 sei

textlbit[i].at(i)="1";
)=="1%)textlbit[i].at(i)="0";

479 %} \z-
480 asal=inputtext;para=0;\
481
482 r(int a=0; a<AlgoPlaintextSize-1; at+)
483
Sé if(asal .at(a)=="0") asal.at(a)="1";
for(int b=a+l; b<AlgoPlaintextSize; b++)
486 {
if(asal.at(b)=="0") asal.at(b)="1";main2bit[para]=asal;
48 para++;asal .at(b)="0";
489 }
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490
491
492
493
494
495
496
497
498
499
500
501
502
503
504
505
506
507
508
509
510
511 }
512
513 v
514 i
515 {
516
517
518
519
520
521
522
523
524
525
526
527
528
529
530
531
532
533
534
535
536
537

3
541
54

544

asal .at(a)="0";
}

InputTeks[O]=inputtext;for(int i:1;i<AIgoPIaintextSize+Qi:S;)

{InputTeks[i]=textlbit[i-1];}

for(int i=AlgoPlaintextSize+1;i<KeyBlockSize;i++)
{InputTeks[i]=main2bit[i-(AlgoPlaintextSize+1)]:}
ifstream inFile (KeyName.c_str());getline (inFile,

{
cout<<"(7)LDP: Sample "<<j+l<<endl;

ofstream write;write.open(*'LDP_Output.txt'); Y-
for(int j=0; j<TotalSample; j++) §-~,

samplekey=Il1ne_substr(j*AlgoKeySize, AlgoKeySize);

for(int k=0; k<KeyBlockSize; k++)
{
inputkey=samplekey;FinalCiph inputkey #n ufTQES[k]);

er=Algo(
write<<FinalCipher; ’ 4&?
} 4
Ywrite.close();inFile.close(); 2 ~:¥*

N

nt AlgoKeySize, int KeyBlockS

oid HighDensityPlaintext(stri *hg¥yame, oPIa%B{extSize,
z;f) n |

inputtext=""";for(int i=0; ::?\go

{semen[i]="1"; inputtext=in

for(int i=0;i<AlgoPlaint ize}
{
textlbit[i]=inpuf!h‘§

if(textlbit[i].at()>="

else 1f(tex i -at(i
}
asal=inputtext;para=0; J
for(int a=0 ‘!h\goPldint tSizex
£ &

if(asalwat A-a a)="0";
for(i +15 b<Al ﬁ} i tSize; b++)

al .at(b) ias;igégél.at(b)z'O';

i 2bi’ ar, ;parat++;asal .at(b)="1";
§.’at(a)='l'; \/Y-
S

putTeks[i]=textlbit[i-1];}
or(int i=AlgoPlaintextSize+l;i<KeyBlockSize;i++)
{InputTeks[i]=main2bit[i-(AlgoPlaintextSize+1)]:}
ifstream inFile (KeyName.c_str());getline (inFile,
ofstream write;write.open(""HDP_Output.txt');

280

538 ?\JtTeks [O]=inputtext;for(int i=1;i<AlgoPlaintextSize+l;i++)
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545  for(int j=0; j<TotalSample; j++)

546 {

547 cout<<""(9)HDP: Sample "<<j+l<<endl;

548 samplekey=line._substr(J*AlgoKeySize, AlgoKeySize); .\\\’

549

550 for(int k=0; k<KeyBlockSize; k++) (f)

551 { ‘.1\3[

552 inputkey=samplekey;FinalCipher=Algo(inputkey, InpttTeks[k]);

553 write<<FinalCipher;
554 }
555 } Q\-,

556 write.close();inFile.close();

557 }

558

559 int main() |

560 {
561 S//1111111177117777777777777/77777/77777 // /M{//////////

562 // INPUTS FOR DATA €ATEGORIE Y" //
563 //////777/7//7777/7///7777/////777/77/77 ////71//// /’// ///////
564 int TotalSample = 1000; 4\

565 int AlgoKeySize = 128; ® b &

566 int AlgoPlaintextSize = 64; N

567 string Nonce = ""0100000101000010010€0100 0101 iﬁbOOlOOOOOlO

10011000100100101000110010110, é!ﬂg’ 0010100101101 010101001001
00100101000001"; %

568 //////////////////////////’!ﬁ‘éG

569 // DATA C

570 ////////////////////////s//g/////

///{235////////////////
ON //

4(2%///////////////////
571 cout<<"™ 1 - Strict Key

572 cout<s<" 2 - "<<Eg§i;

573 cout<<" 3 - rglag{/ "<<endl ;
574  cout<<" 4 - endl'y

575 cout<<" 5 - t<<endl;

576 cout<<" 6 -

577 cout<<" 7 -

578 cout<<" 8 -

579 cout<<"™ 9 "Z<endl ;

oriesé:&endl<<endl;
: "fein>>DataCategory;

581 cout<<"Cho at
== ; ir=10;}
%f tegory; akhir=DataCategory+1;}

a
582 if(DataCa 10

- Hig
580 cout<<" 10 H&\‘.
or

583 if(Data y<d0){

584

585 for(i@ula; i<akhi ﬁé

586 {

587 ‘«’:1): ' <

588 NV

589 cout<<endl<<"( QBtrict Key Avalanche)''<<endl<<endl;

590 KeyName = ""SKA(Key) inp_128 bin.txt"; KeyBlockSize = 123;
591 StrictKeyAvalanche(KeyName, AlgoPlaintextSize, AlgoKeySize,

KeyBlockSize, TotalSample);

b
593
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594 if (i==2)

595 {

596 cout<<endl<<"(2.Strict Plaintext Avalanche)'<<endl< ;

597 TextName = "SPA(Plaintext)_inp_128 hex.txt";

598 PlaintextBlockSize = 245; ~\\§

599 StrictPlaintextAvalanche(TextName, AlgoPlaint ‘;12’,
AlgoKeySize, PlaintextBlockSize, TotalSample),;

600 }

601

602 if (i==3) .‘.

603 {

604 cout<<endl<<"(3.Plaintext Ciphertext -\~,
Correlation)"<<endl<<endl;

605 KeyName = "PCC(Key)_ inp_128 bin.txt

606 TextName = "PCC(Plaintext) inp_128 | t";l

607 PlaintextBlockSize = 15625;

608 PlaintextCiphertextCorrelation(Tex e, [Key .
AlgoPlaintextSize, AlgoKeySize,&PlaintextBlockS ze,\E;'
TotalSample); | &

609 } -

610 ® b &

611 if (i==4) N

612 { ‘Zﬁ

613 cout<<endl<<"(4.Cipher <endl;

614 KeyName = "CBC(Key)_'n‘Eﬁ:i ckSize = 15625;

615 CipherBIockChaining(é\xﬁs' ze, AlgoKeySize,
KeyBlockSize, TotalSample);

616 }

617

618 if (i==5) 6

619 {

620 cout<<endl<<" and om Key)''<<endl<<endl;

621 KeyName = " s

622 TextName = "' 8 hex.txt";

623 Plaintex ;

624 RandomPlarntextRan ame, KeyName,
AIgoPIa".S:6 | Size, PlaintextBlockSize,
TotalSampile) ;

625 } & 49%

626 | (:}

627 (== & ? (,)

628

ow, sity Keys)'<<endl<<endl;

629 <endl<<" (6.
630 = (Plagntext)_inp_128 hex.txt";
631 inte{:: &Siz@gw;

632 wDensityKeys(E;y ame, AlgoPlaintextSize, AlgoKeySize,
PIaintextBIock&\ e, TotalSample);

633

634 ‘\"5?
3 if (i==7)
{

63 cout<<endl<<"(7.Low Density Plaintext)"<<endl<<endl;
KeyName = "LDP(Key)_inp_128_bin.txt"; KeyBlockSize=2081;
63 LowDensityPlaintext(KeyName, AlgoPlaintextSize, AlgoKeySize,

KeyBlockSize, TotalSample);
640 }
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641
642
643
644
645
646
647

648
649
650
651
652
653
654

655
656
657
658
659 }

}

if
{

}

(i::8)

cout<<endl<<"(8.High Density Keys)'<<endl<<endl; \z

TextName = "HDK(Plaintext)_inp_128 hex.txt';
PlaintextBlockSize=8257; c')
HighDensityKeys(TextName, AlgoPlaintextSize,
AlgoKeySize, PlaintextBlockSize, TotalSample);

(1==9)

cout<<endl<<"(9.High Density Plaintext
KeyName = ""HDP(Key)_inp_128 bin.tx
HighDensityPlaintext(KeyName,AlgoPl
KeyBlockSize, TotalSample);

4

dl<<endl;
BlockSize=2081;
tSiie, AlgoKeySize,

i

return O; é vj ' -{’)
4 \’Y'
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APPENDIX G

X

Source code of Differential Cryptanalysis for LAO-3D Lightweigrj Cipher

include <iostream>
include <string>

include <iomanip>
include <fstream>
include <stdio.h>
include <math.h>

S

O©CoO~NOOOITAWNPE

int OutDec,Active,KiraBit,Outputl,berkal

JumSemuaActive;

10 int TagActSbox[20],TagInDDT[20], TagJu
InRotZ[20], InRotX[20],0utRotZ[20],ki

11 int KirHex[20][20],TagJumOut[20][20]
TagValDDT[20][20]1[20];

12 string stA,stB,stC,OutBin,InpStr'ﬁb\,ﬁ

13 string TagHexDarabCarry[16],T glzyjs

14 char OutHex,cont;

15 float DarabCarry[16],Darab[20][9 ],IQ\\\

16 ‘ : ::
17 // BOX //
6
3

18
19 int S_Box[20] = {12,5,6
20

21 int Rot_X_axis[64]={ .4, ,9,1 1,12,13,14,15,28,24,20,
7,23,19, 6,45,44,43,42,41,40,39,
3,50,54458,62,49,53,57,61,48,52,56,

16,29,25,21,17,30,26,22,18,31
38,37,36,35,34,33 55,59 P
603} ; P 4
2 NLiley
23 int Rot_Z axis No,l:{, 751,4,2 ,35,8,45,54,19,12,61,50,3,16,
9,46,55,20,25 9,243 23’2§~ ,34,7,32,5,30,59,36,21,26,43,40,
37,22,27,44 3q‘%§,11,4 , 463,62:17,10,47,56,33,6,31,60,49,2,15};
’
o) =

24 (.)

25 int DDT[2 1 0,0,0,0,0,0,0,0,0,0,0,0,0,0},
{0,0,0,4@9,4,0 4,040 ,4&‘8},{0,0,0,2,0,4,2,0,0,0,2,0,2,2,2,0},
{0,2,042,2,0,4,240,0 f,0,®,0},{0,0,0,0,0,4,2,2,0,2,2,0,2,0,2,0},
{0,2,0, ,0,0,0,2,2 2,4%‘-,0,0},{0,0,2,0,0,0,2,0,2,0,0,4,2,0,0,4},
{0,4,2%0,0,0,2,0,2,0,0,0,2,0,0,4},{0,0,0,2,0,0,0,2,0,2,0,4,0,2,0,4},
{0,073 4,0,2,0,2,0,0,‘51&?,0,4,0},{0,0,2,2,0,4,0,0,2,0,2,0,0,2,2,0},
{ 5&0,2,0,0,0,4,2,2,2,0,2,0,0},{0,0,2,0,0,4,0,2,2,2,2,0,0,0,2,0},
{0,2,472,2,0,0,2,0,0,2,2,0,0,0,0%},{0,0,2,2,0,0,2,2,2,2,0,0,2,2,0,0},

0,4,0,0,0,0,0,0,0,0,0,4,4}};
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27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
a4
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76

};‘hq{ﬁexzDeczHex(BinZDec(

string Dec2Bin(int A)

{
iF(A==0){OutBin=""0000"";
iF(A==2){OutBin=""0010";
iT(A==4){O0utBin=""0100";
if(A==6){OutBin="0110";} 1f(A==7){OutBin="0111"
if(A==8){O0utBin="1000";} i1Ff(A==9){OutBin="1001";

i f(A==10){OutBin="1010"; }if(A==11){OutBin="1011";} \

iT(A==12){OutBin="1100";}i F(A==13){OutBin=""1101"";
Ireturn(OutBin);

i f(A==1){OutBin="0001";
i f(A==3){OutBin="0011"
i f(A==5){OutBin="0101"

S o o el
S o o g o

if(A==14){OutBin="1110";}if(A==15){OutBin="1111";

} NV

char Dec2Hex(int A)

{Outputl=Outputl+( r.;\\\\ (_,
return(Outpu ;
A NE N
char XOR_Her(E:? A, ? (:7

{
stA:D@ha D f @:DecZBin(CharZDec(B)); stC=""";
for(i iz ;i<4j >
Ol e

StA_at(1) t8.at ){temp="0~;}
Ef .at(i)!=stB. ) {temp="1";}stC=stC+temp;

stC, 4));return(OutHex);

{
if(A==0){OutHex="0";} 1Tf(A==1){OutHex="1"; ){OutHex="2";}
iT(A==3){OutHex="3";} 1T(A==4){OutHex= q Hex="5%;}
iT(A==6){OutHex="6";} IF(A==7){OutHex="7 EHex:'S';}
iT(A==9){OutHex="9";} 1F(A==10){OutHex="A";}i ="B":}
iT(A==12){OutHex="C" ; }i T (A==13){OutHe g Y ) Qﬂ\' X="E";}
iT(A==15){OutHex="F" ; }return(OutHe

} b4

int Char2Dec(char B) ‘Z‘

{ : <
if(B=="0"){OutDec=0;} if(B==%1: utD . |f(B§§' "){OutDec=2;}
if(B=="3"){O0utDec=3;} if(B=%34"){OutDec= ifsga—'S'){OutDec:S;}
if(B=="6"){0utDec=6;} if(B=="7%){OutDec=7;% i =="8"){OutDec=8;}
iT(B=="9"){OutDec=9;} if(B=="A"){ u\bsq 10} if¢B=="B"){OutDec=11;}
iT(B=="C"){OutDec=12;}i =='D") 1 (B=="E"){OutDec=14;}
if(B=="F"){OutDec=15; (OutDec); tj

; ‘&

. N Q

int Bin2Dec(string St | N

{ Yn T <
OutputI:O;for(% ;iInt;i

£
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77 int main(Q)
78 {

79 cout<<"Differential Cryptanalysis'<<endl<<endl;
80 InpString="0000000000000001""; q\-
81

82 SINI: %
83 cout<<"Input: "<<InpString<<endl; A

84 Active=0;

85
86 for(int 1=0;i<16;i++) .i
87 { Q\\~,

88 if((int)InpString.at(i) = "0")

89 {

90 Char2Dec(InpString.at(i));Dec2Bin(0 Active++;

91 TagActSbox[Active]=i+1;TagInDDT[Tag x[A§tive]]:OutDec;
92 cout<<"Active S-box("'<<TagActSbo ivel<<)

TagINnDDT[TagActSbox[Active]]<<" =

93 } . X
94 ¥ ’ Cj
95 cout<<endl<<"Active S-box: "'<<Acti ndli<<endl ; “\~

96 JumSemuaActive=JumSemuaActive+Active; P 4 ‘z'

97 RY" \ N

98 for(int 1=1;i<Active+l;i++) ‘-~,

99 {

100 cout<<" "<%,cou ut sgbox <<

101 TagActSbox[i]<<")"<<end’§sg:' <M====== —::{:3—:"<<endl,

102 TagJumActSb[i]=0;

103 c >\? &-\

104 for(int j=0;j<16;j+ o

105 { )

106 D‘T[@ctsmx[i]]][i]:
1:

107 \A,

108 DT[TagActSbox[i]1]11L[i]1'=0)

109

110 Sb[i]++;

111 =j;KirPos[i]++;

112 in(jg);

113 agInDDT[TagActSbox[i11]

D
i]11[TagdumOut[i][J11/16;

114 ut<<'fTagPrDDT[; agActSbox[1]<<"][''<<

ag1pDDT [FagActsbox[i]]<<"]["<<

% TagOut [ﬁ [TagdumActSb[i]l];

115 cout<<"]: "< PrDDT[TagActSbox[i]]

[TaglnDDT[Thg?ctSbox[i]]][TagOutDDT[i][TagJumActSb[i]]];
116 *\\~ cout<<" ("'<<TagValDDT[TagActSbox[i]]

[TagInDDT[TagActSbox[i]1]11[TagOutDDT[i][TagJumActSb[i]]1]<<
"/16) —---> "<<QutBin<<endl;
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118
119
120
121
122
123
124
125
126
127
128
129

130
131

132
133
134
135
136
137
138

139
140
141

142
143
144
145
146
147
148
149

150
151
152
153
154
155
156

§

KiraBit=0;
for(int k=0;k<4;k++)

if(OutBin.at(k)=="1") z
¢ Tﬁ~!%+k;
t1l:

KiraBit++; InRotX[KiraBit]=(TagActSbo
InRotZ[KiraBit]=Rot_X_axis[InRotX[Ki i
i

OutRotZ[KiraBit]=Rot_Z axis[InRotZ[KiraBit]];

}
}

Outlz"000000OOOOOOOOOOOOOOOOOOOOO000638h06000000000000000

0000000000000**;
for(int m=1;m<KiraBit+1;m++){Out
TagHex[TagActSbox[i]1[TagInDDT[T
[TagOutDDT[i][TagJumActSb[i]]

for(int n=0;n<16;n++) ' g N\

{ 3
temp:llll ; A
for(int p=0;p<4;p++){temp=temp+Qutl. (n*4% -}

Dec2Hex(Bin2Dec(temp, ’ Y
TagHex[TagActSbox[i]][TagInD \\?agActS yTi]]]
[TagOutDDT[i] [Ta@ ‘jg gHexfiTagActSbox[i]]

b
[TagInDDT[TagAct 11 DT[{l
[TagJumActSb[i713]+O0utHex; (:)

<<
g<" Qﬂ<<
1é@ActSbox[i]]]
<endl<<endl;

}

, N
&

for(int i=1% ('j

{

=0;Ki 11203
couts<''=—====== B l;cout<<i<<") S-box(''<<

Tag [i "y’ <;§at;9 ut<<" "'<<endl ;
!f%{ber ali=1; S )
tlraSQsécted[l—l];}

or

S%nt J=1;j <TagJe§J3€tSb[i]+1 g+

i
{

\ for(int k:1;k<krkali+1;k++)

kiraR[i]++;
TagHexDarab[i][kiraR[i]]=TagHex[TagActSbox[i]]
[TagInDDT[TagActSbox[1]11]1[TagOoutDDTi1[j11;
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160
161
162
163

164
165
166
167
168
169
170
171
172

173

174

175
176
177
178
179
180
181

182
183
184
185
186
187
188
189

if(i==1)
{

Darab[i-1][k]=1;
Darab[i][kiraR[i1]]=TagPrDDT[TagActSbox[i]]
[TagInDDT[TagActSbox[1]1]11[TagOutDDTLil1Lj] ~\\§
Darab[i-1][K]; C)
KiraSelected[i]++;KirHex[i][kiraR[i]]=0;

for(int h=0;h<16;h++) Y-
{
if(TagHexDarab[i][kiraR[i]]-at(h)!=70")

{KirHex[i][kiraR[i]]++;}

cout<<"TagPrDDT["'<<TagActSbox
TagInDDT[TagActSbox[i]]<<"
"]: "'<<TagPrDDT[TagActSbox[i

[TagInDDT[TagActSbox[i]1]11IagOutDDTLil1G1];
cout<<™ X Darab['<<i-1<<" <k<<"]: "
Darab[i-1][K]<<" = Dar <i<<
Darab[i][kiraR[i]];

KirHex[i][kiraR[i

if(J==TagJumAc

{
cout<<endf<<''Darab
cout<<" r [A]: <5 —Ci
cin>>DB- &

cout<<" -> TagHexDara i<<
"]: "'<<TagHexDarab[i][Kira
)<< ;
i} &&

ara&ﬁ] [DB];

agPrDDT[TagActSbox[i]]
x[i]111[TagOoutDDTLi1LI11*

+;
lected[i]]=Darab[i]l[kiraR[i]]:
T['"<<TagActSbox[i]<<"]["'<<
TagInDDT ctSbox[1]1<<"]["'<<TagOutDDT[i]Lj]<<

"]: "<<T£%§?DDT[TagActSbox[i]]
[TagInDDT[TagActSbox[1]]]1[TagOutDDTLil[i1]1;

cout<<" X Darab["<<DA<<"]["'<<DB<<"]: "'<<
Darab[DA][DB]<<" = Darab["<<i<<"]["<<KiraSelected[i]<<

"]: "<<Darab[i][KiraSelected[i]];
tempStr=""";
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196 for(int f=0;f<16;f++)

197 {

198 XOR_Hex (TagHexDarab[i][kiraR[i]]-at(f),
TagHexDarab[DA][DB] -at(f)); tempStr=tem r+QutHex;

199 } pﬁi‘y

200 (')

201 TagHexDarab[i][KiraSeIected[i]]:tempStgis\.

202 KirHex[i][KiraSelected[i]]=0;

203 ‘;z.,

204 for(int h=0;h<16;h++)

205 {

206 if(TagHexDarab[i][KiraSelected[i t(h)1="0%)

207 {KirHex[1][KiraSelected[i]]++;

208

209

210 cout<<" --> TagHexDarab["

"] = "<<TagHexDarab[i][KiraS

" (ActiveSbox:"'<<KirHex[i i

")'<<endl;
211

212 if(J==TagJumActSb[i] && i
213 {

214 cout<<endl<<"Darab[A}[B]"
215 cout<<"Enter 55\;, i
216 cout<<"Ente % ; C
217 } ‘5\‘~.

218 }

Kira$ected[i]:l;

O

219 } \T ,Q\
220 } o
221 cout<<endl; & Cj
222 “ 43'
223 if(i==Active) \ X
224 { N
225 KiraRoun ; '43‘
226 cout<<en dl"<EBﬁraRound<<" <======="'<<endl ;
227 cout<<en <& I;cout<<"Enter [A]: ";
: "2f§ﬁn>>DB;

cti "'<<JumSemuaActive<<endl;
l‘{? DA][DB];
gﬁp =TagHexDarab[DA][DB];

228 cin>>DA;

229 cout<sen "

230 Daral ry[Ki
D

231 Tal Ka abCa

232

233 i 1 raRound>

234

235 ara rr,
‘:‘EP' Daragi I

236 :! NV

237 \b‘?

238 ‘\\5. cout<<endl<<"Probability: "<<DarabCarry[KiraRound]<<
239 endl<<"Output: ''<<TagHexDarabCarry[KiraRound]<<endl<<endl;
4g|;EE.P

&
Kir nd]=DarabCarry[KiraRound-1]*
B
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241
242
243

244

245
246
247
248
249

250
251
252
253
254
255
256 }

}

}

LIPS
return 0; P 4 X

iT(DarabCarry[KiraRound]<1.08420217e-19)

{
cout<<"The highest probability of difference pro ion
at round "'<<KiraRound<<" is "<<DarabCarry[KiraRound]<<
" which is lower than 1.08420217e-19 (2"-63)¢"'< 1;
cout<<"Therefore, it is impossible to consahn

Effective differential distinguisher with e than ''<<
KiraRound-1<<" rounds for this algorithm."<<endl<<endl<<

endl ;
return O;
} ‘\-,
i ZRouridﬂ«

cout<<"Continue? (y/n): "; cin>>cont;
cout<<endl<<endl<<"=======> Round "
" <======="'<<endl<<endl;
if(cont=="y"){InpString=TagHexD
goto SINI;}
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14
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17
18
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23

24
25

26
27

APPENDIX H

X

Source code of Linear Cryptanalysis for LAO-3D Lightweight 5! ipher

#include <iostream> q
#include <string> i\-'
#include <iomanip>
#include <fstream>
#include <stdio.h> '

#include <math.h>

#include <cstdlib>
#include <cmath> >
g

using namespace std;

Cj

int in,OutDec,Active,KiraBit,Outputl, ali,KiraRou ,DL‘ﬁB,
JumSemuaActive; f('

int InRotZ[20], InRotX[20],0utRotZ[20 aSe}aQ§[ 9],V
TagJumActSb[20],KirPos[20],kiraR[999] .,Tag 20], INLAT[20];
int TagJumOut[20][20],Jay[20]][2 [?iqaputLNﬂ[ZO 20], Hex[20][20],
TagValLAT[20][20][20]; %

string stA,stB,stC,OutBin,Inﬁgh‘g:r,Outl,te emqgar;

string TagHex[20][20][20], TagHexDarab[20 ], TagHexDarabCarry[16] ;

char OutHex,cont;
float Darab[20][9999], Ta 22} %fébCarry[16];
/7 BOX // ) 43'

int S _Box[20] = {12,5 \,9

int Rot X axis[64]=
16,29,25,21,17,30,

37,36,35,34,33,3@1 5:|

int Rot Z axi {0
9,46,55,20, 2
4

X1 =
2% 9
37,22,27, A,
int LAT[%D = {£8.0.
0

{01010 101 10
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{01012121_4141_21_21_21_210101_21_21010}1
{0.4,-2,2,0,0,-2,-2,-2,2,4,0,2,2,0,0}};
28
29 string Dec2Bin(int A)

S o o

O©owo
a u
e P

30 { \z

31 iT(A==0){OutBin=""0000";} i1F(A==1){OutBin=""0001"; %
iT(A==2){0utBin=""0010";} if(A==3){OutBin=""0011"; A
iT(A==6){OutBin="0110";} 1F(A==7){OutBin=""0111";
iT(A==8){OutBin=""1000"; if(A::9){OutBin:"1001";}m‘.I
iT(A==10){OutBin=""1010";}iF(A==11){OutBin=""1014";}
iT(A==14){OutBin

32 }

33 }

34 char Dec2Hex(int A)

35 {
iT(A==3){OutHex="
iT(A==6){OutHex="

tHe
iT(A==12){OutHex="C" ; }iT(A==13){0 ="D%5}i
iF(A==15){0utHex="F" ; }return(OutHex),;

38

39 int Char2Dec(char B)

41 iT(B=="0"){OutbDec=0;} if ; Ait(B::'Z'){OutDec:Z;}
iT(B=="3"){OutDec=3;} 1 SN (B=="5"){0OutDec=5;}
iT(B=="9"){OutDec=9;
if(B=="C"){OutDec=12;

46 Outputl=0;T ‘z‘q¢ izq;i< t;i++ tputl=Outputl+(Str.at(i)-48)*
(int)pow(2 t-1-); }retur

51

52 f ‘?-

53 Tor(int i=0;i<4;i++) )

54 C?

55 \

}
}
if(A==4){OutBin=""0100";} if(A==5){OutBin="0101";%}
¥
iT(A==12){OutBin=""1100";}if(A==13){OutBin=""1101""%
36 iF(A==0){OutHex=" if(A==1){OutHex& 1" ;
i T(A==4){OutHex %
if(Azz?){Out%;}
iF(A==9){OutHex="9";} 1T(A==10){ AT ;
37 }
40 {
if(B=="6"){OutDec=6;} i
iT(B=="F"){OutDec=15; ;
42 }
2 \§ 1)
44 int Bin2Dec(string Str, int P
a5 { Ny
47 }
48 \ ¢ { S
49 char XOR har A, ré)b
50 { NS
stA= ec%‘n(cya 2Dec(A) )4 8tB=Dec2Bin(Char2Dec(B)); stC=""';
_ N ] e
if(stA.at(i)==stB.at(i)){temp="0";}

56 if(stA.at(i)!I=stB.at(i)){temp="1";}stC=stC+temp;
711;553'
utHex=Dec2Hex(Bin2Dec(stC, 4));return(OutHex);

59
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"1110"; Fif(A==15){0utBin=""1 Areturn(OutBin);

f(B=="8"){OutDec=8;}
if(B=="B"){OutDec=11;}
;yif(B=="E"){OutDec=14;



61 int main(Q)

62 {
63
64
65

67
68
69
70
71
72
73
74
75
76

77
78
79
80
81
82
83
84

85
86
87
88
89

90
91
92
93
94
95
96

97

98

99

cout<<"Differential Cryptanalysis'<<endl<<endl;
InpString="0000000000000001""; q\-

66 SINI: <;l:,
cout<<"Input: "<<lInpString<<endl; A

Active=0;

for(int 1=0;i<16;i++) .i
{ N

if((Gint) InpString.at(i) = "0%)
{

Char2Dec(InpString.at(i));Dec2Bin(0 Active++;
TagActSbox[Active]=i+1;TagInLAT[Tag x[A§tive]]:OutDec;
cout<<"Active S-box("'<<TagActSbo ivel<<)

TagINnLAT[TagActSbox[Active]]<<" =

3
T ~:?~
} ] ] § _@
cout<<endl<<"Active S-box: "'<<Acti ndli<<endl ;
JumSemuaActive=JumSemuaActive+Active; P 4 ‘z'
\ v
for(int 1=1;i<Active+l;i++) ‘-~,

{
cout<<" "<%,cou ut &gbox BESS
TagActSbox[i]<<")"<<enN <M====== —:::6—:"<<endl ;
TagJumActSb[i]=0; \\\\ J\
for(int j=0;j<16;j+ >y? \&
{ e,
A‘T[@ctSbox[i]]] [i1=

1:

S
AT[TagActSbox[i]111L[j]1!'=0)

Sb[i]++;

i]1=3;:KirPos[i]++;

ing):;
agInLAT[TagActSbox[i]11]

1/16;
%gut«' agPr T["&‘fagActSbox[i]«"] ['<<
agl T ct&%bx[i]]<<"]["<<TagOutLAT[i]
:% [Taggt tfg[i 5

cout<<"]: "< PrLAT[TagActSbox[i]]

[TagInLAT[Tag?ctSbox[i]]][TagOutLAT[i][TagJumActSb[i]]];
cout<<" (‘"<<TagValLAT[TagActSbox[i]]

"/16) ---> "<<QutBin<<endl;

E\ [TagInLAT[TagActSbox[i]1]11[TagOutLAT[i][TagJumActSb[i]]]<<
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101 KiraBit=0;

102 for(int k=0;k<4;k++)

103 {

104 if(OutBin.at(k)=="1")

105 { N

106 KiraBit++; InRotX[KiraBit]=(TagActSho G?*Mk;

107 InRotZ[KiraBit]:Rot_X_axis[lnRotX[KiESE;: ;

108 OutRotZ[KiraBit]=Rot_Z axis[InRotZ[KiraBit]];

109 }

110 }

111

112 Outlz"00000000OOOOOOOOOOOOOOOOOOOO00638396000000000000000
0000000000000 ;

113 for(int m=1;m<KiraBit+1;m++){Out utRotZ[m])="1";}

114 TagHex[TagActSbox[1]]1[TagInLAT[T boxii]]]

[TagOutLAT[i][TagJumActSb[i]]
115

116 for(int n=0;n<16;n++) \q
117 { e | &
118 temp=""";

119 for(int p=0;p<4;p++){temp=temp+Qutl.at(n*4%p);}

120 Dec2Hex(Bin2Dec(temp, : Y

121 TagHex[TagActSbox[i1] [Tag InLATLTagActShaX[i11]
aEEE;c;

[TagOutLAT[i][Ta b =TagHexfTagActSbox[i]]
[TagInLAT[TagAct 11
[TagJumActSb[i +OutHex;
122 ¥
123 \
124 cout<<"TagHex[ i
[TagActSbox[i

]: "'<<TagH
[TagOutLAT
125 }
126 } Y'
127  }
128
129 for(int i1=1; icActive+ls

130 {

131 kiraR[i&iraS ect [i]:(§$

132 cout<<Q§§;; SeEs e B £ <<é§p ;cout<<i<<") S-box("
<<Tagf\c x[H]e<" ;égndlg out<<" "<<endl;

133 if== berkal i= (tz} {berkali=KiraSelected[i-1];}

134

135 %;h J=¥;

136

137 rint k=1;k<q8§§g]i+1;k++)

138 { N

<T JumAQgsb[i]+1;j++)
139 “\- kiraR[i]++;TagHexDarab[i][kiraR[i]]=TagHex[TagActSbox[i]]
[TagInLAT[TagActSbox[i]1]11[TagOutLATLil1j11;
431255.'
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141 if(i==1)

142
143
144

145
146
147

148
149

150
151

152

Darab[i-1][k]=1;
Darab[i][kiraR[i]]=TagPrLAT[TagActSbox[i]]
[TagInLAT[TagActSbox[11]11[TagOutLATLi1Li] ~\\§
Darab[i-1][Kk];
KiraSelected[i]++;KirHex[i][kiraR[i]]=0;

for(int h=0;h<16;h++)
{ 2'
if(TagHexDarab[i][kiraR[i]]-at(h)!=70")

{KirHex[i][kiraR[i]]++;}

cout<<"TagPrLAT["'<<TagActSbox
TagInLAT[TagActSbox[i]]<<"
"]: "<<TagPrLAT[TagActSbox[i

[TagActSbox[i]]][TagOutL i] 3
cout<<"™ X Darab["<<i-1<<" "
Darab[i-1][k]<<" = Dar <<

]: "<<Darab[i][kiraR[i]];
cout<<" -> TagHexDara i<<
"]: "'<<TagHexDarab[i][Kira
" (ActiveSbox:"'< ex[i][ki
if(@==TagJumAc iJ&& 11=A
{

agﬁ] [DB];

agPrLAT[TagActSbox[i]]1[TagInLAT
gOutLAT[i]1[j]11*Darab[i-1][k];

cted[i]]=Darab[i][kiraR[i]];
['<<TagActSbox[i]<<"]["'<<TaglInLAT

] ]<<"]["'<<TagOutLAT[i][j]<<

"]: "<<TagRrLAT[TagActSbox[i]]

[TaginL agActSbox[1]]1]1[TagOutLAT[i1[311:

cout<<"™ X Darab["<<DA<<"]["'<<DB<<"]: "'<<
Darab[DA][DB]<<" = Darab["<<i<<"]["<<KiraSelected[i]<<
"]: "<<Darab[i][KiraSelected[i]];
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173
174
175
176

177
178
179
180
181
182
183
184
185
186

187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202

203
204
205
206
207
208
209
210

211
212
213

214
1

21

218

¥

cout<<endl;

if(i==Active) Aj §

{

tempStr=
for(int f=0;f<16;f++)

XOR_Hex (TagHexDarab[i][kiraR[i]]-at(F) \z

TagHexDarab[DA][DB] -at(f));

tempStr=tempStr+OutHex; %
} ‘-:s-

TagHexDarab[i][KiraSelected[i]]=temp
KirHex[i][KiraSelected[i]]=0; q

for(int h=0;h<16;h++) ‘~\\,

{ %‘

if(TagHexDarab[i][KiraSelecCted[i]]-at(h)!="0")

{KirHex[1][KiraSelected[i] i
cout<<" --> TagHexDarab [M<

KiraSelected[i]<<"] = "<< .\o[,ﬂ.

iT(==TagJumActSb[Li] &
{
cout<<endl<<!'Darab[A
cout<<"Ent W "
cout<<"Ent% .
} ‘\\~.
}
! Ly >\y7
é

o&nd:)<<KiraRound<<
:

[B Cé%%ndl;cout<<"Enter [Al: *;
[ 2]

1
; cin>>DB;
1=Darab[DA][DB];

'reBpund]:TagHexDarab[DA][DB];

O

S

cout<<"JumSemuaActive: ''<<JumSemuaActive<<endl;
Que[i]=pow(2.0,JumSemuaActive-1);
Que2[i]=Que[i]*DarabCarry[KiraRound];
cout<<"DarabCarry["<<KiraRound<<"]: "<<
abs(DarabCarry[KiraRound])<<endl<<"Output: ''<<
TagHexDarabCarry[KiraRound]<<endl<<endl;
cout<<endl<<"q:""<<Que[i]<<" x "<<DarabCarry[KiraRound]<<
' = "<<Que2li]<<endl;

cout<<"Probability: "<<0.5+Que2[i]<<endl;

%k D?r bCarry[Ki#raRound]=DarabCarry[KiraRound-1]*
A ;
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219
220
221
222

223

224
225
226
227
228

229
230
231
232
233
234
235 }

if(abs(DarabCarry[KiraRound])<2.32830644e-10) //32

{
cout<<"The highest probability of linear 4\-'

propagation at round "<<KiraRound<<" is "‘;

DarabCarry[KiraRound]<<" which is lower
2.32830644e-10 (27~-32)."<<endl; _;'

cout<<"Therefore, it is impossible to con uct an
effective linear propogation with mo n "'<<
KiraRound-1<<" rounds for this algori U<<endl<<

endl<<endl;
return O;

}

cout<<"Continue? (y/n): '; cin>> : A

cout<<endl<<endl<<"=======> "'<<Ki ou 1<<

" <======="'<<endl<<endl; >

if(cont=="y") X

{InpString=TagHexDarabCarry[ ound] ;g ﬁlﬁﬁ?}
g b4

}
return O; Y’ \ N

—2
Or
&2
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APPENDIX |

Source code of Avalanche Effect (Correlation Coefficient, Bit ErroS (@ and Key

Sensitivity Tests) for LAO-3D Lightweight Block Qisher

1 #include <iostream>

2 #include <string> ?

3 #include <iomanip> l

4 #include <fstream>

5 #include <stdio.h> .\d

6 #include <math.h> e Y.
7 #include <time.h> ? ' c}
8 #include <cmath> _\

9 #include <cstdlib> 2

14 float OutDouA,OutDouB,OutDou
Ci[128],PiCi[128];

15

16 double AvalancheEffect(stri%.StrA,xgg n‘S;_\rB)
17 { o c}

18 OutDouA=0.0; tempint d <§r

19 &

20 for(int i=0;i<InStrA?‘!bgth i “:l

21 {
22 iT(InStrA_at(i)==InStrB
23 iT(InStrA.a I=InStr
24 tempIntB=templ +t
25 }
26
27 OutDouA=(Eloat)tem
28 cout<<" ‘h&he Effect:
29 return(% A); b (_;
30 }
31 ‘:!;r' Té$>
32 double rélatior ?icie (string InStrA, string InStrB,

doubl UA) X
2 { &

u A=0.0; ~N

34
35
36%(int i=0;i<InStrA.lengthQ);i++)
é if(InStrA_at(i)=="1"){IALi]=1; }iF(InStrA.at(i)=="0"){I1A[i
9

10 using namespace std; ‘{'
11 ? \ :?'
12 string InputA, InputB, InputC, InStrB;
13 int templntA,tempintB, 1A[128], I1BT1 Q\

35&3 i .

ouA<<endl<<endl;

Str &éngth();
e

1=0;}
if(InStrB.at(i)=="1"){1B[i]=1;}if(InStrB.at(i)=="0"){IB[i]=0;}
Pi[i]=(double) 1A[i]-1nDouA; Ci[i]=(double)IB[i]-1nDouA;

41 PiCi[i]=Pi[i]*Ci[i]; OutDouA=OutDouA+PiCi[i];
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42
43
a4
45
46
47
48 }
49

51 {
52
53
54
55
56
57
58
59
60
61
62

63
64 }
65

67 {
68
69
70
71
72
73
74 }
75

77 {
78

79
80
81
82
83

84
85
86
87

8
90

66 void KeySensitivityTest(strinwaA)

OutDouB=0utDouB+Pi[i]*Pi[i]; OutDouC=0utDouC+Ci[i]*Ci[i];
}

OutDouD=sqrt(OutDouB)*sqrt(OutDouC); OutDouE=0utD0UA/ou~Qg~s;

cout<<"Correlation Coefficient: "<<OutDouE<<endl;

return(OutDOuUE) ; : (O

50 double BitErrorRate(string InStrA, string InStrB) T

temp IntB=0;0utDouA=0.0; A\\~’

for(int 1=0;i<InStrA.length();i++)
{

if(InStrA.at(i)==InStrB_at(i)){tempint
iT(InStrA_at(i)I=InStrB.at(i)){temp
tempIntB=tempIntB+tempIntA;

}

OutDouA=(Float)tempIntB/InStrA._len
cout<<"Bit Error Rate: "<<OutDouA<<" [W<<tenpIntB&<" biE(s)]"'<<

endl<<endl ; v
return(OutDouA) ; \\\“\
for(int i=0;i<InStrA_len D+t \T ,<\
{
INStrB=InStrA;
if(lnStrA.at(i)::@Str _at( é"lza.'
if(|nStrA-at(i)==\z nstr y="g%

}

o~
76 int mainQ) %Y. :'bj‘-ty

010001"; <<,
InputB="1 1001101 ?111{3?1101100111011000110001010100111111

001111"; ¢ ? C.)

anche E "< I<<endl;

coutk<' utAjl << ‘pub$ndl;
co Q:"qputB: <InputBs<endl<<endl;
NV
IancheEffect(Iﬂ&ptA, InputB);
relationCoefficient (InputA, InputB, AE);

InpUtAz"ll(@OOOleO 010(@0100011000111110011111001111100

N
“g!ErrorRate(lnputA, InputB);
SensitivityTest(InputA);

return O;
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APPENDIX J

Samples of Data Set :%

key sensitivity, and randomness tests can be obtained from the followi

The samples of data set for the cryptanalysis which includes correlatioE coez'cient, bit error rate,
https://drive.qooqIe.com/drive/folders/lfUA2Cimoos4OOM® A1E!3LE1n?usp=sharinq
I N \g
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https://drive.google.com/drive/folders/1fUA2Cimoos4O0Mr6CltYcZU6A1B3LE1n?usp=sharing

