
CHAPTER 11 

LITERATURE REVIEW 

2.1 Introduction 

This chapter presents theoretical background related to the context of this 

research. The discussion is concentrated to provide a foundation for the inquests ofthe 

principal research questions to this research by reviewing the literature relating to the 

concepts oI' information security. The chapter is organized as follo\\ s: section I. l 

introduction. section 2.2 definition of terms. Section 2.3 discusses a comprehensive 

review of information security studies involvini. section 2.3.1 illf01-111aton SCCLIrity. 

Sectllln 2.3.2 security a\\'arelless, section 2.3.3 security practice, section 2.3.4 

illlorillatiOll SCCLII-itV' and \\ orkplace Llsers, information security and ho111e user SCCtioll 

2.3.5. security' a\\ateneSS and practice at home and work place section 2.3.6. Section 

2.4 factors that effect information security awareness and practice. This pillar is 

structured to study the proposed Model of the factors that aficct security awareness in 

both vv orkplace and home. Section 2.6 presented the conceptual framework for the 

securit\ awareness and practice. The road map ofthis chapter is summarized in Figure 

I 
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2.2 Definition of Terms 

This section demonstrates the keywords that are used throughout this research 

study, the definitions of these keywords help the reader to understand concepts 

mentioned in this research study. The following are the keywords in this research: 

" Information Security: 

The process of preserving and protecting information assets. information systems and 

hardware from unauthorized uses, detection, modification, destruction in order to 

conserve confidentiality, integrity, and availability of information and information 

systems (Hussein et al., 2011). 
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" Sccuritý awareness: 

SCCIII'ItV' a\Varclless means that the C1111)loVCeS IIl lln-iIIlllsatl(1I1S al'C a\V'al'C a11d 

understand the sIgI11fICilI1CC of' information sccurity, policies and compliance with 

SCCLII'ItV' procedure to protect t11Clr information assets (S11)o11011.2000). Within the 

context of this thesis security awareness is also referred as information security' 

a\\ arelless. 

" Security practice: 

Scctlrltv practice is a start point to measure user s bellaviours oil information security 

to 1)i-o\lde metrics to evaluate the investment in illfolllmltlon security usinIng and 

avv arcness 1)ro,, ram ( Montcsdioca & Ma4ada, 2015). 

" Information assets: 

Consists of' infiornl, ttion. data. knowIcd-e or experiences that could he n)nctary. 

operational and ScIelltlflC Illfol'llllltloll, 01'ýNa111satILlI1S, students and 01111)l(1V'OCs. 

lllforlllatloll assets have SIgl1lflCallt ValL1C to stakeholder ((3r)'llfl)lfssoIl. 1994). 

" Home users: 

I tome user is a citizcn \\ 110 uses Inf, lrnlation Communication Tcchnolooics ( ICTs) iior 

personal use anvývvherc outside their work environments. also he accesses the Internet 

from a personal computer at honle. Is \\ e11, he is sell'-resl)onsihlc to secure his 

conll)utcr in terms of nlalvvare. updates. patches (Iýritýinýýcr ýl N 'on Solms. 2(1111). 

" Workplace users: 

\\orkhlacc users are those users accessing the Internet from their corporate vv ork 

stations \\ ithin their \\ ork environments such as industry areas. (-'o\ ernmcnt areas, and 

academic areas. Those users use ICTs under security policies and regulations 01' 

inloº'mation security in their oroanisations (Krituini er & Von Solms. 2010). 
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2.3 Information Security Studies 

This section discusses the prc\ ions literature in information security. 

information security and home users, information security and work place users. 

security awareness and practice at home and work place. and factors al eeting, 

Inlormatlon security a\\areness and practice. 

2.3.1 Information Security 

1111,01nlatiOn SCCUIity is the process Of Ilrotccting in1,61-ination that has ,l 

ICC0'IIIICd valuC: the intorllotion is the core of' 1111,01-111,11 loll SLCUrity- that must to he 

llnotcclc(l. I-hc in1,01-nlation security involves III the technical, hehavioural. managerial 

and of-u lllsational app roach to re(ILICC the threats on IIIIarmatloll assets- 'Hic aim Of 

In f, 0rmatloll sccuritv is to cnsurc thc C'011 lidcntialitV. Intc'lritv and : a\ailahilitv (Cl_-\) 

of, III li0rnuatloll asscts of an or-anisation (Bozic, ? O1 2: AIhrcchtscn. ? 007: Da Vciua ct 

al.. _'(I(17). 

III fornl, ltloll SeCuritviS OnC 01' the Si1-'nifiCallt iSSUeS that havc been diSCUSSed. 

I=or inst: ulCe. III Institutes 01, Iiiýher Lcarnin", (1111-S) III Malaysia. SCCLII. 1111-1 

Ill f, 0rnlatloll is si,, nificant in Ilroteetim, the or,, anisatiom In fi, rmatloll assets and 

reducing the securit\ thrcats. Studies reported that III Ls ha\ e f'aced several security 

incidents on their lllfllllllalioll resOuures, such as, infi)rnlatiOm securit\ breach, hack-er 

`, alll access to IaCl1It\' members 11a111eS and social security numbers (Ishal: et al.. 

-1Ifl 1: hvavl4: ýK-, \ oltltldakls, -1001). 
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'c\cIal Studies clllhllCas17CCl the CJICCI 01 htllllall factor Oil the III f6mlat 1011 

security-. the human factor has a1 rnlidabIC influence on the success and fililure ol' the 

or, -,, Ill 
isatloll's efforts to secure and protect their services and information svstcnl. The 

end-user is still the \\ eakest link on the information security, the information security 

is not solely a technological issue. hut. the users issue also: an information security is 

the most 1111hortallt requirement in the working day of employees and employers 

(\letalidou et al.. 014: Krcichcr_-a. 2010). 

Infl, flll, ttil, n seCUlllV' lllrcats hmc c\I)cl-iellccl{ a significant C\ýulutil, n ill tcrllls 

01ý % Olunlc anLl nature. shif'ting, from technical sm hackers \\ ith unerring skills to 

Or-1anizc and meticulous crackcrs aiming to gain financial hcncfits fi, r their ý\ork 

( I-alih ct al.. 10I0). The inrrcasin", threats Of in(i0rmation systems hrou'-ht new 

solutions that locus on the techn111Oi-ýical means. while the researches that fOCused On 

the hlllllall faCtlll-s are I11111te11; hence researchers have Called 1,01,11101"C exiiiiiination III 

this area (\Ictalidou ct al.. 20 14). 

Accorclim-, to Ionrs ct al.. (22010) or-ttnisat iuns thou'-ht that insidcrs arc 111C 

C. ">CnUaI lractloll of' the losses lll the (1rýIanlSalllAn, S Inllllnlallllll SV'slelllS- AVhcre 09°0 

oi' the respondents reflected the linancial losses to insidcl-s. The 111,1.101-11\ of' the 

securit\ incidents \\ erc caused by unintenti\lnal mistakes by enlhlrý, ces, the majority 

�i- reslMnLients rellectell that the security incidents are stCnlnlin11 1'r0111 misuse Oi- 

nct\\ )i-l. resunFces. ý'0nseyuentl), c\hercrinu activities have incrulsed and end-users 

I inll thenlsel\ es the rccihient of' threats. 
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: According to Richardson ct al.. (200$) more than half (52 o) of' firnms have 

been threatened in ? 007 alone, while 640� of the study respondents admitted to 

encounter phishim, email. a threat that was not widespread 5 years ago. In this regard. 

users protection has been proposed in a range of security counternmeasures. These 

salcu'llardlm, tools Constantly involve In terms of sophistication and in number to 

encounter the Cv olving threats as well as, depending on their effective deployment. 

configuration and operation by end-users. 

More importantly. it is a well-known fact that the strength of security is only 

as cflcctiye as its weakest link, and the latter is. more often than not. the end user 

(Schncicr. 201 I ). In an attempt to counter the threat experienced by end-users. 

increasing concentration has been directed towards information security awareness. 

education and lnlollllatlon diSSClllillation. 

2.3.2 Security ANNareness 

According to Information Security Forum (ISF) security awareness is defined 

Is the c. ytcllt to vv hich oroanisatlolls members understand the role o1* III 1,01-Illat loll 

securlt\ III the protection of or" allIsatloll III lollllatloll assets, as \\'ell as. the level of 

security required by the organisation and hour employees understood their security 

policies, procedures. and practices, in order to make sure that the employees can make 

riýýhl judgments if they face a potential security issue (Ahlan ct al.. 2011 : Inlarmation 

Sccurity Forum, 2003). 
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InIollllatloll SCCUIItV' a\Val'CIIcss plays an important role in the inlolllmtlon 

SCCUrltV" process of any olganisalion. In some cases. SCCUI-itv' aWarrCl1CSS fOCUSCS On the 

IT clclru-tment only vv ithout attentions to the employee's rule in the security chain, the 

employees haye been identified as a significant part enabling inlörnlation security in 

the oreanisations. as most security incidents resulted Cruel employees' lack of 

M\arcncss ahout thc sccurit\' policies in their or"anisations (Alnathecr rt al.. ? (1(?: 

Re/, -, ui k Nlarl: s. 20(18). 

111101.111atlon SCeurlty issues are the most priorities to various 1nstltutlolls. aS It 

is si onýelý related to the concept of risk. Although most 01' the or"eanisations 11,1\C 

implemented security technology properly, but still the risk is there due to the security 

attacks. such as social engineering. dishonesty and nc`gligeence and many other threats 

that cause losses ofiniormation in computer systems (Fakeh et al., 2012). 

Illl0rlllatllvIl SeCtlrltV a\1'arellesS has been used in Organisation's to pronlotc 

information tiCCllflt\ Culture h\ increasing the ClllhloVCCS* kIlc1\1lCdgt on IIIIoflllaUoll 

seCllrllV'. 
Several org; IllltiaUoIIS instituted IlllllrIllalll111 security awareness hrllgfalll5 to 

ensure that their employees are av1are 01' security threats (Krug. Cr &' Kearney. 2006). 

Both academic and commercial communities have given attention to illf'orillation 

security a\1 areness in the past It", years. Organisations are increasingly 

acl: nO\rledginý", the siUnilieanee (ll their Illl01111atJ11º1 assets and the dcvelohnlent of 

eI Iertl\ e strategies to enhance awareness within the Cllº11}laº1\'. This has been further 

sullluorted hveflcetive corporate governance regulation and legislation (\'on Sohns et 

al.. TAT). 
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In inliormation security awareness and trtining. Sahbagh et ill.. (2012) 

suggested that promoting security awareness and training through the curriculum in 

the education is suitable 1r all learning styles, and the main aim is to pro ide a 

platiornl to promote and develop security awareness and learning. The henclit horn 

the training is to promote the knowledge of security in to security Incidents, manap 

stal-f compliance vw ith security policies in organisations. Thc results show that the 

security awareness can play an important role in the security field of education as it 

can he combined in difl'rcnt ways to deliver the inlornmtion required to lit the 

dil'ierent learning styles audience. 

lshak ct al.. (2(114) conducted a study on inlin-mation sccurity avv areness and 

Practice amonuý f, aCulty. staff's in [nmcrsity ScIanoor Malaysia, the study found that 

more than half of' staff \rcre a\\ arc of' information security issues. however. they 

u1uaII\ do not practice secure cominutine heha\ iour*s. The tud\ suggests that 

\lalavsian Ilil-s should developed information security' policy to confirm that 

academic staff can understand their role on information security at their academic 

institutions, security policies should he focused on security' standard. lrtssww ord 

management. hack-up data. comply vw ith 
-'ood security practice. 

In the Context of the onganisation. C1,601-ts have been expanded tovv aids 

enhancing avv arene; s among vv orkers ( Richardson. 2OOS ). As evidenced by the fact 

that. \i of enterprise firms provide training. This scenario is ho\we\er not Common 

for all Companies. as in the nmtjority' of small-to-medium companies only 400o 

reported to provide training. Few organisations possess the training resources. L\en if 

they intend to provide training but they only constitute O5°o of intcrnet users. The 
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fC111tllillllu, ý°u are hhI11C-USCI"S Or 1i1C; general public. The Concern lies on the jiiCl that 

95"() of uscrs arc prone to threats and attacks (Kritzinoer 8: Von Solins, 
-10 

10). 

2.3.3 Security Practice 

Successful sccurity hracticcs requite support ol' management that defines 

stratc(, v to implcmcnt cllcctivc scCurity practices in their or- anisation to protect 

III l, n-matloll asset"'. 1n1i01-mation security represents considerable Concern o t, 

o r(-, : 1111SUtlllnal management. Security solutions depend oil the technical 3Spt'Ct5 as \\ ell 

as. on appropriate uscr behaviour (? ýlontesdioca & Ma4ada. 
? 

O1 
- ). 

lnli0rnlaticro systems provide important hcnclits to orgartmanons. especially 

hcil the user is able to use all system calr<ihilities. Hrnycycr, users may facc difficulty 

11( understanding and C\CCUtlllg information SCCllrlty practices that are regulated by 

Orl-lani; atiOn sCClu-itýlxOlicý' (Gucl & C'hcngalur. 2010). The user Satisfaction \\ith 

IllfllrlllatJl111 security 111'aCtiCCS and understanding the factors that affect the information 

tiCCUI'ltV' 11raCtICC could hell) organisation to improve inlIonuatfon systems 

IllnCtionality, as well as. improve information security system (N1ontesdiclCa << 

N1a4"ada. 20 15 ). 

Woodhouse (21007) li)cused on the end user behaviour and corporate culture on 

inlornlation security as the lo\\ level of information security culture in the 

oreanisallolls and the threat that may occur in inl rmatloll systems are due to a result 

of \\ 1-01110111 conduct. The aim of' the study was to develop a strategy to ameliorate 

Illlormation security culture \Vlthlll the organisation . 
by evaluating Illllll"11111111111 
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security practices vyhere I6°0 of males and I TO of females have ability to share their 

ovt n password vv ith others. The culture within the organisation allows this behaviour. 

around 3( of' the participants said that they use pieces of paper to keep their 

hassvv ord on the desk. vyhile 3 10 of the participants answered. they use the similar 

password for many times. This lindinl-, clarifies the had security practices. the 

imluOrtancc 01' sccurit\CUItUrC is tO cnhancc human bChaViOur as a si1-1nilicant 1'ýICtOr tO 

acute ( ISMS) Ilon insider threats by enc uraý -, 1 
in, 11 security' best Eirýictices. 

: ACCOrciinl-' to a SUiv Cv' on the security- hcI'ccIition of het-linncr users of' the 

inicrnct in t'K. 43"o of participants did not understand the threats. where. 38°o of the 

participants did not know hovy to use security packages, while. 5°o of them did not 

kilovv ho\\ to protect then- computers. With the increase Illllllbel' of illterllet Users. the 

attention to information security awareness and practices have become widely where 

it covers end users at organisations, as Well as, users at honk. Furthernu\re. 

organisations increase their defines by providing security awareness and practices 

vv IliIc the honk users Icii as attractive targets for hackers (Ishak ct al.. 2014: Purnell 

l: v anuclatos. 2007). 

The success of, i11l0rmatiOn security depends on a Suitable inii0rmation SeCUritý 

practice h\ the end users. the weakness in user security practices constitutes a Iar=er 

threat to an Organisation's security more than any weakness in inliOrnlatiOn security. 

therefore. the hig-pest challenge in inli, rmmion security are to transiimrm users Crem the 

"Takcst line to the defence line by Mincing security practices (Rhcc ct al.. 211119). 

AcrOýrLlin'-' to I luang et A (2011 ). the users could be the hiI-'I-'CSI \ulnerahilitV in 

inli, rnl, ition systems security, even with several security methods. These method" 
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cichcncl on how the user using them. manv studies li)cus on different angles that can 

cncOUra1'C USCI's W 1'0110\\ 1111'01'111,111011 security praCtiCCS. 

Rhec ct A. (? OUP)) conducted a study on the influence of self-efficacy in 

information security by focusinl-' on the user information security practices. the 

lindiiies reveal that users understanding of the importance of information security 

practice;. as well. the awareness program and the education of user on security 

practices rellulred during the use of organisational information systems can promote 

organisations' security. as well as. can be the initial key to reduce security incidents. 

2.3.4 Information Security and Workplace Users 

According to Chan ct a1.. (2005) large number of infi, rm, ltion scan-ity 

hreaChes in the \\Orkplaec resulted from enlpl\\yces' failure to C0111plý \yith 

org'ani; ational in1i01-nlation security guidelines. They found that 78')o of computer 

attack" appear in the filrnl Lvf yiruses embedded in email attachincrits. Employees \% ho 

open c-mall attachments IrOlll Llllk110vv'll SL1LIrCCS face risk lllfeetllll-' their 0\\Il 

computers as vvCll as Other computers SharlllI-I the Sa111C IletvV'01-k. 'I-IICI-CI'OI-C. More 

attention needs to he paid learning h0\\' 11011-cO111phallt behaviour lakes place SO that 

appl-01)Ilate I11e; Isul-CS fOr Cllrhlllg, the occurrence OI SLICh behaviour can be IOlllld. 

: AIhrechtsell (2007) explored the UserS experience ul i11111rI11Ulln secUritý anll 

their hel-soIIaI rllle in the lllllllllti(lll security work. The 111; 1111 IY, lttel-l's (ll the study 

%\crc: (I) users state to he motivated l0r in(in-mati0n securitý- \\ork, hut do not llerlorm 

nuulý' indi% illual securitý' actions: (2) high inlorlllalilm security workload creates a 
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conIlict of interest brtvv een functionality and infrn-mation security: and (3) 

documented regluireIi ents of expected information security behaviour and general 

avv arcncss campai, -'ns 
have little efihct on user behaviour and awareness. Moreover. 

the author claimed that the users are considering the user-involving approach to be 

much more effective for influencing user awareness and behaviour. 

Chan ct al.. (2005) examined emplovices' behaviour with regards to their 

compliance with information security. Thcv employed the concept of information 

security climate and examined is mediating effect between the organisation's 

characteristics and employ ees' behaviour. They hound that the climate perspective has 

credence indicating an alternative framework upon which employee behaviour in 

organisations can be studied. 

2.3. ß Information Security and Plonk Users 

tic\cral initiamcs and stratr-ics Nvcrc proposed to ameliorate inlönnation 

SCCUIIIV' tl\VilfCllcsS for Clld LISCI'S; Illl)Sl lll 1hC IlllllilllV'cs were Focused on on-, a111salIoI1S 

uscrs. \\ hi lc. tc\\initiati\es wrre clirectecl to home users (Talih et al.. 2010: 

hritrinýýýr & Von Salms. 20I ft Furncll &E an-clatos. 2007). }-lame users are hronc 

specifically to he targeted by caber criminals due to many factors such as. home users 

arc not m arc of the risks and threats of usino intcrnct, 95°° of home users accounts 

were exposed to intcrnct attacks, one out oi'600 (PDF) tales that users download from 

intcrnct contains of malicious softvv are. This reveals that novice users are more likely 

to face intcrnct security threats due to the lack of security awareness in recoýwniziný(' 

the threats and understandingo the required protection. The study proposed the e- 
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avv arcness model that consists of c-awareness portal, and the cnlorccmcnt component. 

to improv c security awareness of home users through acquaint home users on risks 

that they Could he facing on intcrnet (Kritzingcr & V'on Solms. 2010). 

In their stud. Flll-Hell & Evangclatos. (2007) hrescnted important reasons and 

I-, ictors that can mAc 11o111C users more prone to exposure to computer attacks and 

threats. l: cn instance. by tarýýetinýý the users that do not have any security aýý artiness 

about the security risks: they are easy exposed to online scam. as the attackers have 

readied that it is easier to attacking, home users. therehaie. we should educate home 

user on III li, rmatloll security av'areness. Unlike onulnisation, home users lack the 

unLIcr; tandiný_ of- the si'-'niIicanCC ol' securitN, avv areness and Iack the Iiscal resources 

that are i-e aired to provide Security acv areness programs. 

2.3.6 ticcºn-itý . Aj%areness and Practice at Workplace and Home 

Security " arencss can he del incd as ensuring that the employ ecs are a"arc 

about the rules and security policies of their omrganisation, therefiore. information 

, ccurity could be delined as the process to impro\ e user's behaviour to\\ ards 

illlornlalion security practice: by changing behaviour or cnhancin,, "ood security 

practices I Talih et al.. 201 2: : lhlan et at.. 201 1). ""'h regards to home users. 

awareness raising initiativ es has been proposed for instance. t'. K. goy ernment 

sponsored initiative ((yet Safe Online) campaign that oilers general inf, 0rmation 

concerning risk,, and protection from" threats. Such initiative offers illforlllation from 

guidelines l, r particular information concerning threats and is primarily text based 

information coupled vv ith a fc" video 1 iles (Iles. 2014: Bada & Sasse. 2014). 
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The L. S. and other countries also have a similar national-based websites 

caterln, C to awareness. Several companies are providing security software, operating 

systems and vv eb-based access and reading-based I'CSoLII'CCs to educate and 111101'11] 

home users. Evidently, it is a challenging step to motivate home users to employ 

securit\ pleasures as security: despite it is requirement that is not al"ays the users 

primary task. People often fail to understand that they need to follow security 

measures and those who do understand. have limited time to do that. According to 

evidence, even vv hen users think that they are well-informed about security and sell'- 

protection. they often Call oll the mark; this vulnerability is due to the lack of 

knowledge and avv artiness to protect themselves (Kritzingcr & Von Solms. 2010). 

According to When et al.. 2008 Cone et al.. 2007) 75"o of home users think 

they are protected irons sham. but in reality only 420o are truly protected. This (lall 

between vv hat they know and the actual reality demonstrates a significant oap in 

understanding. Good security awareness has been investigated by various studies in a 

hope to create learning mechanisms like lace-to-lace training sessions, email 

messages. online training, video game. and Intranet-based access and poster 

campaigns. Studies are primarily concentrated on what and how to educate workers in 

the organisation and highlighted the significance Of, measuring security programs 

ellhcllyelless to guarantee education results in practice. 

'falib ct al.. (2010) identilicd that the nr<ljority of the learning about 

IIII0rlllation security occurred in the workplace where clear nwti\ ations such as 

lc'-'Itilalloil and rt'`ýlllaUlý11 existed. The lilldlnýS also indicated that users were more 

thall VVIlllll0 to elloaue \V'Ith Sl1Ch awareness raisin" .; InltlatlV'eS. 1"r0111 a C11n111,1rISoil of 
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pracllcc hctvvccll vvork and home el1vll-oI1111C11ts, it was loLllxl that the kIlllvV1CCjgC and 

practicc obtained in the vvorkplacc transferred to the honlc environnlcnt. By ý-i 

this positive transi-erabilitv oi'l: noMrdg< and the vvillinýýness to learn about 110\\, to 

rel11aI11 SeCL1rC, all opporltlllltv exists to move awn, ll'olll specific 0I"-1M1IsMIoI1, II 

avvareness prourams and to mov c tovvards awareness raising stratc(ics. vvhilst 

deploved in the or'-'ani; m ion. will develop an all-round individual security- culture tür 

users FC(-'MydlCs; oi'thc environnlcnt vvhcrc they are opcratint, . 

lsrhonl rt al.. (2(1(18) identificd the ambiguous ashccts 01- cltrrcnt sccltrity, 

avvarcncss appnmchcs and thc IlrOllosed classilicati011 provides a -, Liidc to identify the 

raw-, c o1- options availahlc to researchers and practitioners when they dcsi(-, n their 

research and 1Iracticc On inlornlati0n security aWareness. On the other hand, home 

Llsel s ha \ e\ al Ilýlls resources to enhance their 0Illllle threat awareness and they are 

hrovidcd jib 'supporting ini, 0rmati0n. anti - virus 1lrovidcrs. cllleratin,, sv, stenl vendurs. 

and (, overnIII ent initiatives "k alib et al.. (? U 10). 

1)cspltc the a\ allahle training hfl)p. 11ms and Illltlatl\ cS at the \\ orkplace and at 

home respccti\ clv. research was dedicated to understand what is hcin, rclaved and 

\\ here. the -, trateu\'s cf, fecti\ chess and the Ic\ el of Icarnln`L st\ les' role in realir_ina 

"ood information sccurity practice is still fevv and far betvv'een. In this recarý1. security 

awareness can he \ ievv cd from various directions like within a school. gov ernnlent- 

sponsored illitiali\ es and security pro\ iders. In addition, a considerable amount of' 

studies has called fir the need to develop an information security' culture in the 

olyanisatioýn and to shift from surfäee Iearnin" to enlheddino Mood practice among( 

vv orkers (Darnell & Thomson, 2OO9. Schlicn. Ccr & TcuIcl. 20O ). 
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Researchers arc convinced that establishing such culture in the organisation. 

can lead to the maintenance of long-term security practice and promote awareness and 

education of sccurit% issues as it facilitates employee engagement of the practice. 

Based on the above rc\-ie ww. It was clear that most 01' the researchers fiOcus on security' 

avv arcncss on one aspect. workplace users or home users, workplace users are more 

likely to increase their security awareness as most oroanisations provide security 

a\\ artiness prouraills. 

2.4 Factors Affecting; Information Security Awareness 

In this section. a discussion is employed about the factors that influence the 

In li, rm, ttloll security acv areness and practice. These factors are grouped in Table 

2.4.1 Policy 

Ensuring the security, of organisations information assets has become more 

complcy and challenging with the development of tcchnolooy. This is a significant 

concern for knowledge-intensive organisations. such as universities. In addition. the 

effectivc manner of their primaries teaching and research activities depends on the 

availability and integrity of computer information resources. One of the most 

signilicant mechanisms that help to secure organisational information assets is through 

the formulation and application of information security policy. Security policy is the 

basis of any security system by defining the strategies of an organisation's information 

security approach through a written document, indicating overall policies of the 
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oru, ani, atloll. thr holicýaim; tu dehne cmhlovec's prcro(ativcs and respunsibilitics in 

ýuý i;. ýtion (Dohcrty ct aI.. 20(19). 

More specifically, the security policy should define the organisation's approach 

to nuunaIIc information security by determining employee's responsibilities. authorized 

and tuwuthoriied uses of the system, providing tools Ior employees to report threats to 

the system. specifying punishments for violations, and defining, the mechanism for 

updatine the policy (. AInatheer et al.. 2012, Doherty et al.. 2009). 

: 1ccor(lin..; to Siponcn ct al.. (2014) the main threats to information security 

ueeur due to enlhluvCCS vvho do not Comply with their organisation's security polio. 

The study shove s that the employees, awareness, beliefs. attitudes, and social norms 

have important and positive effects on employees toward complying vv ith security 

policies. Aloreov er. employees should be educated and trained on information security 

policy \\ hlcll \\ Ill Increase the elllployees, awareness on inIarl11ation security threats. 

: Accol-dIll_ý to BU lI_'urru rt al.. (20 10) in1'0lrmation scCuritV hr0(_, 1'am should 

include , III thc I'actors that I)ronlotc cnlpIoyccs to comply \\ 1111 sccul-itV policy such as 

hclicls hich sho\\ positiyc attiuldcs to\yards sccurity policy. Furthcrnuu-c. thc study 

su_ý"_'cstcd that HI fornlatloll sccurity awareness is influenced by employces' compliance 

\\ ith sccurity policy. thus dcsi, 
-, nin`.; trainin(, and sccurity awareness progranls that 

ensurc enlploycc, s conlpliancc to\\ard security policy \yill produce a security 

a\\ arclTlsS culturc \\ lthlll thc or`ýalllsatll111. 
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2.4.2 Behaviour 

Scv*cral studies in information security linked the information security 

incidents in the organisations with the employee behaviour, which is resulted from a 

lack of security awareness in their organisations (Guo. MR Lim et al.. 2009). 

According to Hussein et A. (2011 ) in the United States from 2005 to 2007.277 

reported breaches were noted at colleges and universities while, in 2008, there were 

263 reported privacy data breaches, most breaches occurred in the academic sector. 

V'room & Von Solms (2004) discussed the importance of employee behaviour 

in the success of the Ill lörnlatloll security system in o1,0anisations, through the 

exploration of the potential problems of employee behaviour on information security 

by presenting-, a detailed study about the importance of studvingý the employees' 

behaviour and organisational culture at one time, to identify the neptiye aspects that 

affect the information security of the organisation and, by changing the security 

culture within the organisation that would be an important factor for the integration of 

the culture of security in the daily conduct of the employee. 

SchIcsing-cr & Teufel (? 003) focused on the massive dependence on 

inl'orn ation processing and the increase of organisational risk which became the 

victim oC computer misuse, and by focusing on organisational culture. how it can be 

used to implement information security culture which aims to reduce the threats to 

information assets. Mloreoyer, the aim of security culture is to influence employees' 

behaviour towards security policy. 
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The Illlportallcc of human factor In computer security has been presented by 

( Parsons ct al.. 01()). Their study focused on the effect of human behaviour on 

pro% iding secure information systems. The authors presented the effect of individual 

diflercnccs. co'-'nitiye abilities. appreciation of risk and personality traits on the 

behaviour of, the oruanisations' employees that affect the ink rmation security 

avv arcncss. The study suggests that security and flexibility are two factors that users 

need in inlornlation systems. However the best may to improve information security 

is by impiovini'_ all iii formation security aspects starling with technical means, 

inforlllaUllll security awareness, security behaviour of' employees, and establishing 

security policy in or`galllsatlons. 

Soltan i hannnadi ct al.. (2013) presented the human behaviour factor in their 

Sludv. the study focused on the effect of human factors on information Security system 

for health care industry in Malaysia. Aceurding to this study% some researches in 

Malaysia supported the importance of human security behaviour error as an internal 

threat in health information system in Malaysia. The internal threats caused by 

Carelessness, error and misuses of human linked to users lack to security awareness 

that Can address the users security behaviours. 

Grant (21)10) presented a stud' on the relationship between security awareness 

and the security hehavkur of individuals through evaluating the security behaviour 

and practices of faculty and stall at Armstrong Atlantic State University to lind il-the 

staff are perlornling the simple security practices and behaviour every day to reduce 

Insider threats, where, human heha\lour varies among Individuals, Mew. user's 

behaviour Can influenced by demographic groups. The lindinis reveal that there is a 
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relation hctvv ccn respondcnts' security bellayiours and their information security 

avv arcncss Icy cl. he success of security in the orýuanisation relies on the behaviour of' 

employees vvho administrate and maintain information resource, a suitable and 

constructive behaviour of employees and system administrators can promote the 

efficacy of information security. 

2.4.3 Trainino 

1-_ndcayor of' security awareness is to changc behaviour, as well as. promote 

LIOOL! se uritý practices 01' users by entrenching the principle o1- responsibility in 

employees about their role in protecting information assets. Security training is an 

essential factor to improve security' awareness as a continual process that assists to 

identify security problems. Training aims to take out the security skills and elliciency 

in practitioner to construct knowledge and skill that assist in reducing security 

incidents in the organisations (Wilson & Hash, 2003). 

According to (Tsohou ct al.. 2010: Schultz. 2004) security trainiq is a 

tOntinuin(-' process and it si, "nilicant factor to improve security awareness for an 

or_e, Ill isatloll h\' increasing employees security awareness, as well as, to comprehend 

security problems and to confirm that employees are aware about the threats and how 

to protect their information assets. Prior researches have shown that implementing 

a\\ areness training program improves security effectiv mess. Training frequenc\'. 

training method, and training compliance monitoring are all mentioned in the body of 

literature as they playing a role in Security awareness training of ectlveness 

((huý_ýliata, 20I0). 
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: %ccordinuto (\lctalidou et al.. 2O1-ß) ofterinýg training is one of the iäctors that 

increase employees' level of satisFaction. I lovyever. employees' traininll un security 

risks and measures against attacks should be conducted carefully. According to (Bala 

S Sassc. 2014) training program is Si'-'nilicant fur disscminatin. iz security aWareness to 

users to do their jobs. 

2.4.4 KnoNN Icd:; c of Tcclutolol; v 

hnovv and skills cnhancc peoples ability to meet their needs. extend the 

variety of, a\ ailahle options in all areas of' their lives. The skills people possess can 

also enhance their sense of' sell-worth. security and hcloný. -ing (Zanoon& Gharaihch. 

20I1). Aovvadays, access to information and prolicicncv with technology are 

hecominu more important. An inclusive society Will incrcasingly require everybody to 

have high leveis oFknowledge and skills. 

Also. Lnov1ledue ol' technology is important, as information is organized and 

conurtunication h1 usin. i technology so ki c v1ed(, c can change human behaviour. By 

hating kno11 ledge. users can act appropriately as they know ho11 to act 11 hen 

u, mrthinl-l occur;. by making, the rieht decision For a situation, and in the exact time to 

avoid inappropriate events in the workplace, such as. knowledge of' specific 

icchnolo_eies that relate to their security and privacy when using the intcrnct, can avoid 

harm from happeninc (Fakch et A, 20 12). 

Furthcrnu'rc. (Zanom LA Gharaibch. 20 1 ;) im, cstigatcd the effect ol'customer 

knoMIed_ýc on sccurit%01' E-business and discussed some security oahs. \\hich resulted 
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from the lovvlevel or customer knowledge in iniin-nlation technoloý, y. Most of the 

orgalll"atlonti llc'helld Oll lnl(lrlllaU(ln technology in their \V'(lrk. such as managing 

rec(1rds, lCChnoIogV' helps to facilitate daily work, as inibmiation is organized by using 

techllologA'. Kllc1vVIlclge can aller human behaviour and users can behave 

ahI)rohllatelV\Vlien something occurs tor Inl(lrnllltl(ln security system (('akCh et al.. 

201 2). 

2.4. -,; 
Education 

Education 1cycl mcr"ccs all security skills and efficiencies from difTercnt 

spcciali/ations into the common source of knowledge: in addition, it also provides a 

foundation of- concepts, issues, and principles that produce IT security professionals 

(Wilson & Ilash, 20031 According to Payne 0003), teehnology alone cannot solve 

security concerns: therefore. the universities must apply an ov'crall plan for security 

that includes specified technical approaches. policy development, efficient education 

and avv artiness pro1-1fams as it way to professional development for all employees 

vv hich ultimately assists in reducing new threats as well to avoid security incidents in 

Utllycrtitltcs. 

IIiuht (2OU ) pri. scntcdl security education. training, and awareness (SETA) 

proeram \v hick is an educational program designed to develop security awareness of 

employers to reduce the security violations that reler to (lei iciencv security awareness 

of employees. The SETA program could be considered as portion of risk management. 

hich determines the security tone iiOr the employees by keeping security as a daily 

activity in their work. 
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AN oral studies indicate the necessity of promoting information security 

education to motivate employee information security awareness. applying security 

education 
is siw ilicant tor' Organisations security management practices. Education 

can affect the knowledge 111 employees while information security education for 

employees can he applied through campaigns, briefings. discussions. speeches. and 

seminars that increase information security in an organisation (Fakeh ct al.. 2012. 

'Fakemura. 2010: Hight, 2005). 

2.4.6 Sununarý of the Factors that Affect Information Security Awareness and 

Practice 

('onscglucntly. from the efl. eel of' training in security awareness perspecthe. 

Ouugliata (22(110) attempted to examine the patterns of association between training 

I'rcducncv. training method. and training compliance monitoring variables and security 

effectiveness. The hlldlllus indicate that training method and training compliance 

nlonitorin-, have a strong relationship with perceived security effectiveness. Whereas 

training l'rcyuency does not. 

In their study. Kruger ct A, (2011 ) examined the eCicct of culture lacturs on 

human factors, they indicated that the cultural läctors do play an important role in 

security awareness levels for students. Aeeordino to (Kaur N: Mustafa. 2013). 

information security a\1 artiness of e111p loy'ees indicates attitude and behaviour that are 

Ii, und to be si'_'niiieantIv' influence (CIA) 01, business inlormation. The security 

a\1 artiness is a very important factor that is used in establishing the security 

effectiveness as mentioned by Shahri et al.. (2013). 
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\Iorcovcr. from hehaviour perspective. Chou (2013) explored the influence of 

personality and organisational cititenshih behaviour on information security 

avyareness. The results showed that most of the respondents are classified as goal 

orientation Traits, a hlz ller level of o1'gallltiatlonal citizenship behaviour. 
and 

inIornlalion security vyith a hiUh level of aw areness. The personal attributes of each 

v ariahlc shovycd inconsistent relationships. Pcrsonalily has positively associated with 

oreallisaltollal clti/e11Shlp behaviour variable and every dimension of Illformation 

security awarelless. 

Iý; IIvIShI (ýt)I? ) 111v CsUý!; 1tCCl thc C(1I11111111cI1tS tll; lt ill's. ' ; IIICCtIm-, IllIlll, IlICIU(111 

SeClll'll\' heha\loUl III Cllh; llls ill( ; 1\\; 11'l`IICSS and ds'SIgIICCI all Illlslllll; ltlOll SCl: L11'Il\' 

heha\iour nnodcl 10 cnhancc a\\areness. They ii\und a si, (niliC; lnt relationshill het\\een 

seli=eflieacv. security practice-Care hcha\'iour and intention to practice hri\ac\ 

ion on inl'01"nwtion Seeuritv' av"reness hehaviour. One diflcrent study 0,1"ouhed 

the factors based on institutional factors. 

Ilacu,; inpr & Kranz (2013) invcst"Mcd the mcdiating riUrt of sectn, 

ný; ueness anjon, _1 
in(lMdual and cmironmcntal I'artors. 'I'hcir findings sho\\cd that 

1ýn ý idin em1, loýees ,ý ith cý, ml, rehensihlc and rradilý aeeessihlc inl'ormation sceuritv 

i, olieý hrmision and imhru\in,,. cmhloýccs' Il'kno\\led, 
-, e are the t\\() mc, st iniluential 

laetors on inlormation sceurity a\\arcness. 

l al: ch cl al.. (2OI2) cyamincýi the iniiýrmat1011 sccurit% aýýareness anum-) 

aeaýlcmic librarians, the stud' linuul that dour ke factýýrs that have iniluencc 

inl�rmation sceuritý aývarcncss anionýg the slantthat are policy. hchav. iOur. I: noNvledge 
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of, I1'. and education. Policy provides the rules, re ulations. and objectives regarding 

information ; «urity. 'I'heretorc. constructing and implementing policy within 

organisation; ensures that information can be protected. Education can influence 

employ ces' security awareness throu('h educatin", employees during seminars, 

awareness prou'ranls, training, and campaigns. Know ledge of IT is also important in 

order to a\ Old misuse of IT deices, which leads to lack of' information security. 

f=inally. employee behav lour is interrelated with awareness of intörnlation security, in 

the vv orkplace. (rood behaviour towards in60rnmtion security practices can also 

influence lllforlllatloll security. 
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"Kahle 2: Factors Affect the Information Security Awareness 

A lit hors Factors 

Independent V arlahlc: (1V) Mediator lhpelldellt V artable (DV) 

(()uagliata. " frainin-, frcyucncV . Pcrcci\rd sccurit\ 
2(I111) " lrainin_method effecti\eness 

"f ImIlim-, Compliance 
n1onitorin_ 

(I: ru"cr it Cultural tactý, rs I lunlan factors 

at.. '_(11 1) " Belief's " hno\\ IcdLc 

" Values and assunlptions " Behaviour 

(Fakch ct " Polic\ " : \\\areness 

a1., 2(I12) "I du ation 
" Beha\ iour 
" knll\\led, -, e ol 

tlchlllllll, 
-, 

\ 

(Chou. " Personalitv " lnformation Securit\ 
2013) " 0r2a111ýatlollal : Avvarclless 

cltl/ellshlp heha\-IUUr 

(I)arAIshl, " Prmae policy (PP) " Illlorlllatloll SCClllltA 

2(113) " Sell -elllCaCv (SL-) Avv. 1ICI1Cýý 

" SCCUIIt\practlce care 

hehav'lotlr (SPC B) 
" Intention to practice 

prI\ ac\ protection 
" Security practice 

technolo_\ (SP I 

(katll' & " KIloAAledue. " IlllOrlllatlllll SecurltV 

Nlustafa. " Attitude : \\karencss 
2(113) " BehaVlotlr 

(Shahri et " Securitv : \\\arenes5 " Securitv Lffecti\cness 

at.. 2(113) " Securit\ Culture 

(Ilacussinl; c Instiuuional actors lnfornlation Sccurity " Intentions to Conlpl\ 
r& Krall/. " Information SCCLII'Il_\' : ý\1arelles 

2013) Poll C\ 1,10\1sion. 
" SI: I :\ PI'ogralll';. 

Illdl\ldtlal lactorti 

" IS hnovv Icd'ýc 
" Ne`! atl\c l'\perlellce 

I Il\ Irollillelltal hlctors 

" ý, cl'olldar\ Sources 

11111tICllce 

" Peer Beha\ iour 
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2.5, Conceptual Framework 

1'ulicc 

Bt-h: % iur 

U, t. l. 

Sccurilt Awrarcncss 

and Praclicc at the 

Workplace 

Training 

Lnuýý lcdic ol 
l cchnuluýý 

4: (III caIiun 

Sccurilc Asv: u'cucss and --+ . 
pr: u"lice 

tircuril%' A%%: u'cucss 

and I'ractice at 
liumt. 

Figure 3: A conceptual framework for the security awareness and practice 

Table 3: Sources of constructs taken from the previous researches. 

Ioiistruct Sources 
Polic", (Fakch ct at.. 2012) 

Bchaýýiý, ur (Fakeh ct al., 2012; Hacussingcr & Kranz, 2013: Kaur & 
Mustaiä, 2013: Kruger et al., 2011) 

Trainin (Hacussinger & Kranz, 2013: Quagliata, 2010) 

Kno\\. lcd<ýc of, 
tcchnoloov 

(Fakch ct al., 2012: Haeussinger & Kranz, 2013: Kaur & 
Mustaiä. 2013: Kruger et at., 2011) 

Fducatian (Fakeh ct al., 2012) 
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2.5.1 Research I Iv pothesis 

Table 4: Proposed Hypothesis 

NAriahle Hypothesis 
rPolicy 111a: Policy has a positive Cflcct on 

security awareness and practice at 
\V'llrkplacc. 

1111): Policy has a positive effect Oil 

security awareness and practice at hole 

Bchav ioul. I-12a: Behaviour has it positive effcct on 
security awareness and practice at 
Workplace. 
H? b: Behaviour has a positive C11ect on 
security awareness and practice at home. 

, 

T raining HE: Taking has a positive clicct on 

SCcllrlt)' awareness and practice at 

Workplace. 
113b: Trainim, has a positiv e cfl; ct on 
SCCUI7ty awareness and practice at hollle. 

KnovvIcdýc o1ýýlýcchnoloýý 
114a: ýa: Knovv-Icdý.; c of' Tcchnolý,, vhas a 
positive cflcct on security avvareness and 
practice at Workplacc. 
l-14h: Knowledge of Technology has a 
positive effect on security awareness and 
practice at ho111e. 

1'ducatloll 
1-15a: Education has a posltlyc Cf fCct on 

SCCIICIty a\V'arClleSS and practice at 

workplace. 
15I1; Education has a Positive Cffect on 

security awareness and practice at hollle. 

2.6 tiununarý 

In sUnurnariiint; the above literature, to ensure that inliýrmation security could 

be aclhiCv cd in any orý, anisation, there is a suCIicient rev icvV of Iitcrature to warrant 

research into the proposed key Cactors that afleet security awareness and practice of 

employees 1n both workplace and home. Several studies on information security 
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awareness and practice presented these factors and their role on the security awareness 

and practice and their various roles on the iiilornlation security vV ithln an or'N1nisatlon. 

These key 1-actors , ire: policy. behaviour, training. knowledge or technology. and 

education. The conceptual franicvvork liu- the security' awareness and practice and 

hypothesis present the relation between the factors that are identified and the security 

a\\ artiness and practice. 

In hricf. the mein aim of this chapter is to Uht the existing body OF 

litcrauirc on the topic under this study. To achieve these objectiv es. several delinitions 

arc explicated. In addition. some other important constructs were identified anti their 

relationship is %crilied in outlet to proN ide justification and support iiýr includinýe them 

in the hrc; cnt stud. HIC ncNt chapter is research methodoloov'. a comprehensive 

Cyp1analion on the research approach. method, research hypothesis. data collection. 

data an; il\sis and pilot test. are presented. 


