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LITERATURE REVIEW

I

N Introduction

’ @Icrnlurc relating to the
o'fgu apNd as follows: section 1.1

~\

-1

ctiom3 discusses a comprehensive

‘ch by 1

principal rescarch questions to this Wy

concepts of imformation sccu"\

mtroducton. section 2.2 dé 1 Of

¢ Chs

review of mformation ? y stud]

lﬁl@lion 2.3.1 information security.

L. 3 Sccurity practice, section 2.3.4
'\‘Cl”.c.lﬂm‘mnlitm security and home user section

e LIC (bl)
N

&Y

study the pmposa?aﬁnudcl of the factors that affect security awareness 1n

home and work place section 2.3.6. Section

rkplace and home. Section 2.6 presented the conceptual framework for the

rity awareness and practice. The road map of this chapter 1s summarized in Figure

5



17

2 1 Introduction 2.2 Definition of Term

.

2.3 Information Security Studies ) 4 Factor Affectine on

Awareness and Practice

Jl

3.1 Information Security

2.3.2 Security Awareness

2.3.3 Secunty Practice o S
T ST e R T, Information Security }

Ir/
r
L
IF.
r
e

234 Information Security and

, s Technology
24Xt |

g ummay ONGe jgors that Impact
inform¥ion sgfurity Aaarenes® apdRgractice

Workplace User o

23.6  Security Awareness and

-

Practice at Workplace and Home

2 5 Concgnt

| Fraglework
- - 1 7

2
g

Definition of Terms ; %
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geoare the keywords in this research:

This section demon lha® used throughout this research

S
L

study, the definitions

an€ pro
&Y

rom unauthorized u¥es. detection. modification. destruction in order to

preservirg® ting information assets, information systems and

¢ confidentiality, integrity, and availability of information and information

ems (Hussein et al., 2011).




e Sccurity awareness:

Sccurity awareness means that the employees in organisations are aware and

understand the significance of information security, policies and comj
security procedure to protect therr information assets (Siponen. 200Q). li]in the
context of this thesis security awareness 1s also referred as (10N Security
AW AIreness.

e Sccurity practice:

Security practice 1s a start point to measure user's b On security

to provide metrics to evaluate the mvestment in gQrmationf secu

1\' 1‘1@: and
3

43'

thay %llld be monetary.

awareness program (Montesdioca & Macada, 2015)

e Information assects:

Consists of informaton. data. know

operational and scientific  mforng nts and employees.

\
Ajolfsson, 1994).

information assets have signifig

lnlml atio S(l'ngﬁcalinn Technologies (ICTs) for

Nl\ldk. 'hL

) 11D

e Home users:

Home user 1s a citizen

l"‘l—‘"?*““i‘l Use anyw] ments. also he accesses the Internet

[from a persong 1ner he 1s self-responsible to secure his

J’

‘ma date (puu.hm Kritzinger & Von Solms, 2010).

’

bace user

computer val

vithin their work environments such as industry arcas, government areas, and
emic arcas. Those users use ICTs under security policies and regulations of

information security in themr organisations (Kritzinger & Von Solms. 2010).
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2.3 Information Security Studies

This  sectuion  discusses the previous literature in inl‘m'mmi\curil}'.

informaton sccurity and home users, information security and wogR®T®c users.

security awareness and practice at home and work place. and factd¥s affecting

Information security awareness and practice.

2.3.1 Information Security

formatiol

NL‘L‘uri!' ?T' "1 must 1o be
' mni

Information security 1s the process of Wgotecting, |

I, l)u:lﬂ(iouml. managerial

O

'nmm assets. The aim of

N

information security 1s to ensure UMMgC@nligentialing! lnlcs..,‘%\_-‘ and Availability (C1A)

“ Q-
: ..Ul.’l;..\i?(rcchlscn.. 2007; Da Veiga et

al.. 2007).

lnllwrm;llh* y Q %‘ WA 1cant 1ssues that have been discussed.

For instance. [nstitgles : aning (IHLs) in Malaysia,  securing

mformatiy

<

1¢ security threats. Wcs reported that IHLs have faced several security

™) 14: Kvavik & Voloudakis. 2003).
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Several studies emphasized the effect of human factor on the mformation

security. the human factor has a formidable influence on the success and fatlure of the

1s not solely a technological 1ssue, but, the users 1ssue also: an infoggation security 1s

and cmployers

the most important requirement m the working day of cm}\w

(Mctahdou ctal., 2014 Kreicberga, 2010).

Information security threats have experienccdiyg significgnt o

N

]L'llm @rms

umn'?g skills to
Y

cnc[‘iéiwr their work

I s:"@ns brought new

'ﬁ'chcs that tocused on

)% calh@ur Mmore examination in

Q¢
L

organize and meticulous crackers aiming Jo
(Tahb ¢t al.. 2010). The ncreasing

solutions that focus on the technologn

| L‘ﬁlcnlimml mistakes by employees. the majority

of re nts reflected lhnlq@ security incidents are stemming from misuse of

ncnu\csmlrccs. Consequently, cybercrime activities have increased and end-users

themselves the recipient of threats.



According to Richardson et al., (2008) more than half (52%) of firms have

been threatened i 2007 alone, while 64% of the study respondents admitted to

safeguarding tools constantly mvolve i terms of sophistication @ud 1n number 1o

encounter the evolving threats as well as, depending on lhcir% ¢ deployment.

configuration and operation by end-users.

More mmportantly, 1t 1s a well-known fact tifgthe strength o

®
C"LII'IES\E only
wC 01‘1,1 1andmot. kﬁscnd user
'\\sricnc %_y end-users.

as cffecuive as 1ts weakest link. and the latter 1s.
(Schnerer, 2011). In an attempt to counter tl
Cl

increasing concentration has been dug

cducation and informaton disseminagon.

2.3.2  Security Awareness \

;'3

TV Fogcqy(lSF) security awareness 1s defined

\Q i» nw&&d rs understand the role of information

snl@ information assets. as well as. the level of

" 4 isali&md how employees understood their security

.._ N

polic dmpgdCcdures, and pmcm&a i order to make sure that the employees can make

l'iu11N111CI115 i they face a potential security issue (Ahlan et al.. 2011: Information

ity Forum, 2003).



2"

e —

Information security awareness plays an important role in the information
security process of any organisation. In some cases, security awareness focuses on the
[T department only without attentions to the employee's role in the sccuril{ 1. the

cmployees have been identified as a significant part enabling informa SCPUTItY In

the organisations. as most security incidents resulted from eigplovees lack of
awareness about the security policies in their organisations (&nath®er et al.. 2012:

Rezeur & Marks. 2008).

Information security 1ssues are the most priofgies 10 vafous

that cause losses of information in cggmput

<>

Information security aw®

ganisations to promote

information security cu

dm@.ccs‘ knowledge on information

security. Several orgg

15110
( o P

cnsure that therr {

Both academic ™=nds commercl:

c&ntuu?llics have given attention to information

:pnsr&r\\' years. Organisations are increasingly

aorted by effective corporate governance regulation and legislation (Von Solms et

al.. 2006).



In information security awareness and training. Sabbagh et al.. (2012)
suggested that promoting security awareness and training through the curriculum in
the education 1s suntable for all learning styles. and the main aim 1s m{ de a

platform to promote and develop security awareness and learning. Th 11t {rom

the traming 1s to promote the knowledge of security n to security gacidents, manage

stall’ comphiance with security policies in organisations. The ggsult¥show that the

‘il}vm‘ cducation as 1t
: L’uirc w

security awareness can play an important role in the sect

can be combined 1 different wavs to deliver the | atdn 1o {1t the

different learning stvles audience.

®
’ b 3§
e W Y
N1 *‘s.:unlE’ R?nmncss and
14, lllﬂ(slud_\' found that

O

'Kqﬁucs. however. they
ur'r-:i:”‘lc study suggests that
sm{kly policy to confirm that

N

Ishak ct al.. (2014) conducted a study onQoforn?

practice among faculty statfs i Univegsi

Y
Malaysian IHLs should dc\clN I Qe
¥ Lzhﬂ'il” r(ge o1 inlhg@-lmn security at their academic

foC &01] security standard. password

&

decurity practice.

&

tvl'u&:niun. efforts have been expanded towards

.

T

WAreness among \@'s (Richardson, 2008). As evidenced by the fact

cnhan ey

that. ..\'uni' enterprise firms provide traming. This scenario 1s however not common
companies, as in the majority of small-to-medium companies only 40%

reported to provide training. Few organisations possess the tramning resources. Even if

they mtend to provide tramning but they only constitute 95% of iternet users. The



remaining 5% are home-users or the general public. The concern lies on the fact that

| -

95% of users are prone to threats and attacks (Kritzinger & Von Solms. 2010).
2.3.3 Security Practice !% |

*n‘ﬂ that detines
Wﬂsmion 10 protect

of

A O
S,

Successtul security practices require support of ma

strategy to mmplement effective security practices in thet

information assets.  Information  security  represcids

on the Iclmlc
ada. 2019). |,

'){Qrs may face difficulty
' pm:ﬂ}s that are regulated by

Om The user satistaction with

ng lh@ncmrs that affect the information

&

0:: ) 1mprove nformation  systems

organisational management. Security solutions depe

as. on appropriate user behaviour (Montesdioca &

especially

(

Mon security system (Montesdioca &

N

\%dhuusc (2007) focudd on the end user behaviour and corporate culture on
e on  sccurity  as the low level of information security culture 1n the
Misations and the threat that may occur in information systems are due to a result
of wrongful conduct. The aim of the study was to develop a strategy to ameliorate

information security culture within the organisation, by evaluating mformation
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security practices where 16% of males and 15% of females have ability to share their

own password with others. The culture within the organisation allows this behaviour.

around 36% of the parucipants said that they use pieces of paper u% therr

similar

yractices. the

“QQ them did not

imnternet users. the

alé,bcwmc widely where

at home. Furthermore.

1ty awareness and practices

p § 2

fol lgbcrs (Ishak et al.. 2014: Furnell &

cyrity depends on a suitable information security

practice S \'cnl\%s IN user security practices constitutes a larger

organisation’'s scc@"nmrc than any weakness in information security.

threa

\

CTORLLY

the biggest challenge in information security are to transform users from the

st line to the defence line by enhancing security practices (Rhee et al.. 2009).

-

According to Huang et al., (2011). the users could be the biggest vulnerability 1n

mformation systems sccurity, even with several security methods. These methods
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depend on how the user using them. many studies focus on different angles that can

encourage users to follow iformation security practices.

Rhee et al.. (2009) conducted a study on the influence of s§ N

information security by focusing on the user imformation secuwy actices. the

-

(indings reveal that users understanding of the importance o Mation security

practices. as well, the awareness program and the edygatiof ol user on security

practices required during the use of organisational 1

organisations' security. as well as, can be the mitial k
2.3.4 Information Security and Workplj

According to Chan et al..

é‘l]lﬂl mation secur ll\

llLlI to comply with

$md that 78% of computer

l ln@hl attachments. Employees who

¥

s face risk infecting their own

breaches in the \mrkplacc

organisational information
attacks appcear in the for
open  e-mail  attach

computers as \\L‘\L

attention needaml 0 b paic

~ Theretore. more

lCcas

appropriat

rechtsen (2007) explored the users™ experience of information security and
(h&ggpersonal role in the information security work. The main patterns of the study

were: (1) users state to be motivated for information security work, but do not perform

many individual security actions: (2) high information security workload creates a



conflict of nterest between functionality and information security; and (3)

documented requirements of expected information security behaviour and general

awareness campaigns have httle effect on user behaviour and awareness. \reover.
the author claimed that the users are considering the user-involving ach to be

much more etfecuve for influencing user awareness and behaviour.

X

ith recards to their

L

Chan c¢t al.. (2005) examined employees™ behavi

compliance with mformation security. They emplovedih® L information

CofuaRBation”s

| &
ate lmﬁ.ﬁiccli\‘c has

V

characteristics and emplovees™ behaviour. They ™gnd that thdclir

credence indicating an alternative frameworfupon M

ok

organisations can be studied.

2.3.5 Information Security an

Several minauges aXd stratepies

(C
SCCUrity awarceness N

users. while. a

[ the (mi¥atives were focused on organisations

d to home users (Talib et al.. 2010:

Kritzinger & - Evangelatos, 2007). Home users are prone

Y

cYbeg®Mminals due to many factors such as, home users

arc got Wvare of the risks 311&@&1]15 of using internet, 95% of home users accounts

&

| \mxcd to mternet attacks, one out of 600 (PDF) files that users download from

spectiic

tomncet contaims of malicious software. This reveals that novice users are more hkely

-

0 face mternet security threats due to the lack of security awareness n recognizing

the threats and understanding the required protection. The study proposed the e-
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AW areness mndL] that Lm]\l\l\ 01 -AWAI'CIICSS ])Olldl and lhl. Ll]lOlLLmLm component.

to improve security awareness of home users through acquaint home userg

that they could be facing on internet (Kritzinger & Von Solms, 2010). :\

In their study. Furnell & Evangelatos, (2007) presented 1m reasons and

(actors that can make home users more prone o0 exposure I(WUIC]' attacks and

1V SECUrity awareness

threats. For instance. by targeting the users that do not

user on information security awareness. Unl

understanding of the significance ol securi

Security awarel that the employees are aware

1bout the 1‘ulc:~¢ dl .;mlx..umn Ilwrclmc_, in[hrm;nion

1o 1mprove user’'s behaviour towards

)IULG
S

L]@n“ behaviour or enhancing good security

HL‘t‘lIl'il}' L‘l‘lll]Li

nformatior

ct al., 2011).  With regards to home users.

'd initiative (Get Safe Online)  campaign  that offers general information

coernine risks and protection from threats. Such itiative offers information from

ouidelines for particular information concerning threats and 1s primarily text based

information coupled with a few video files (lles, 2014; Bada & Sasse. 2014).



The U.S. and other countries also have a similar national-based websites
catering to awareness. Several companies are providing security software, oper:

systems and web-based access and reading-based resources to educate ant\

home users. Evidently, 1t 1s a challenging step to motivate home uscramigyemploy

security measures as security: despite 1t 1s requirement that is not alwz:

primary task. Pcople often fail to understand that they need to YW security

z . -lccm'ding (o

measures and those who do understand, have limited time t
cvidence. even when users think that they are well-informé
protection. they often fall off the mark: this vulnerat

knowledge and awareness to protect themselves (Kr

between what they know and lhca\‘

s has

understanding. Good security awy beer

Q -:lacc training  sessions. email

messages, online  trail and q\hanu based access and poster

&

’?lu d&#u hat and how to educate workers 1n

sii&‘\’ cance of measuring security programs

campaigns. Studies

the organisation

atih res

&

cffectivencssy S 1n practice.

al.. (2010) 1dentified that the majority of the learning about
gion sccurity occurred m the workplace where clear motivauons such as
legislation and regulation existed. The findings also indicated that users were more

than willing to engage with such awareness raising initiatives. From a comparison of




practice between work and home environments, 1t was found that the knowledge and

practice obtained in the workplace transterred to the home environment. Bywoivine

\i,mm'}' the

cn ljédcsign their
] lhOEhcr hand. home

& K

range of options available to researchers

rescarch and p]‘;lCliL‘L‘ on miformation YEEUIl Y
NITL‘I]CSS and they are
ders, Qplrating system vendors.

provided with supporting mtorm;

Llllcd@mdcrsmnd what 1s being relaved and

Nand A level of learning stvles™ role in realizing

o & i:q?'usl few and far between. In this regard, security
be viewed from N?Uus directions like within a school, government-

AW a IL\ ;

1 nitiatives and security providers. In addition, a considerable amount of

has called for the need to develop an formation security culture in the
roanisation and to shift from surface learning to embedding good practice amone
{ Sl | WL L - =

workers (Furnell & Thomson, 2009: Schhienger & Teufel, 2003).



Rescarchers are convinced that establishing such culture in the organisation.

can lead to the maintenance of long-term security practice and promote awarengss and

cducation of security 1ssues as 1t facilitates employee engagement of th

::{

awareness on one aspect, workplace users or home users, workplac $ arc more

likely to increase thewr security awareness as most organisalitwwidc security

AWATrCNess programs.

2.4 Factors Affecting Information Security Aw:

2.4.1 Policy

concern for know

Mn COSIVE
¢

Of «

L‘i]i l ‘II]]L ]

'mcgrl{s' ‘mlp«%us‘ information resources. One of the most

hanisms that help ™y decure organisational information assets 1s through

ciiective mani ¢ and research activities depends on the

avatlability

security approach through a written document, indicating overall policies of the
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organisation: the policy aims to define employee’s prerogatives and responsibilities in

an oruanisation (Doherty et al., 2009).

More spectfically. the security policy should define the organisgy proach

o manage information security by determining employee's responsit r authorized
and unauthorized uses of the system., providing tools for L,mplm comgeport threats to

the system. spectiving punishments for violations, and ¢

updating the policy (Alnatheer et al., 2012; Doherty et

According to Siponen et al., (2014) the

I nh%z security

| "mion@urily policy.
| lud.:Tnd social norms

occur due to emplovees who do not comply

The study shows that the cmplovees, N
have mmportant and posituve effects w]plg“%\‘“

policies. Moreover. emplovees xl% ed d‘lmtgon information security

‘ t@lmmatmn security threats.

ormation security program should

‘& nplying with security

to comply with security policy such as
security policy. Furthermore. the study
SUL

pUIiL‘}'.

iployee’s comphiance toward security policy will produce a security

1ess culture within the organisation.



555,
33

2.4.2 Behaviour

Several studies mm information security linked the ini‘ormalim{

incidents 1 the organisations with the employee behaviour, which is re oy rom a

lack of security awareness 1n thewr organisations (Guo. 2013: Lim et ®.. 2009).

According to Hussemn et al.. (2011) in the United States frony 2008to0 2007. 277

reported breaches were noted at colleges and universities whi 2008, there were

b

263 reported privacy data breaches, most breaches occurre am(‘:mic SCClor.

Vroom & Von Solms (2004) discussed the™
in the success of the mmformation security sys

exploration of the potential problems of CI%Y bekg

by presenting a detailed study abouyg the

n iggrmation security

O

‘1u_cﬁng. the employees

N

the culture of security w( .«.
Sch]csing_,% g ¢ ll:T

aviour towards security policy.




The importance of human factor in computer security has been presented by

(Parsons ct al.. 2010). Thewr study focused on the effect of human behaviour on

providing secure mformation systems. The authors presented the effect of
differences. cognitive abihities, appreciation of risk and personality
behaviour of the organisations' employvees that affect the infor

awareness. The study suggests that security and flexibility are

need i informaton systems. However, the best w ay 10 1mprov nnallon security

cthnical means.

_ sldl&ﬁmnu

g,
X

)dmd{un actor 1n therr

O

is by mmproving all mformation security aspects sty

information security awareness, security behaviour

security policy i organisations.

Soltan mohammadi et al..

study. the study focused on the effect

carclessness. error anc

wsw Li

performing the simple security practices and behaviour every day to reduce

instder threats, where, human behaviour varies among individuals. where. user's

behaviour can influenced by demographic groups. The findings reveal that there 1s a
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relation between respondents’ security behaviours and their information security

awareness level. The success of security in the organisation relies on the behaviour of

cmplovees who admmistrate and maintain information resource. a su
constructive behaviour of employees and system administrators cap

cfticacy of information security.

2.4.3 Training

cood securnty practices of users by entrenchirg thé®rincigla ol csp% ility 1n

:;tTclh. ucuri@;lining 1S an
1S a coni pl‘é‘?s that assists 10

(\M'T ‘ yﬂ‘&kills and efficiency
\

[t z@ i reducing security

u
sing gem

1 SI
l'l

w

i1 information nssﬁg? Prior researches have shown that implementing

literature  as they plaving a role m security awareness traming effectiveness

(Quaghata, 2010).



According to (Metalidou et al., 2014) offering training is one of the factors that

increase employees level of satistaction. However. employees™ training on gggurity

risks and measures against attacks should be conducted carefully. Accord) ada

& Sasse. 2014) traming program is significant for disseminating secur] >Nness 1o

users to do their jobs.

2.4.4 Knowledge of Technology

\Q?d'lhc

opla eSS can

Lll&'(‘ hr.n dlhl. h

Knowledge and skills enhance people’s ability 1eet tgeir ne d, &
variety of available options 1 all areas of thed

also enhance therr sense of self-worth. su.u

becoming more important. An inclusfg

have high levels of knowledge ar

Also. knowledge

NOW | a,.-.m change human behaviour. By

sﬁsf’

apre )(uwly as they know how to act when

communication by u

having Kknowled

ht Asion for a situation. and 1n the exact time to

S

w-\\ orkplace, such as, knowledge of specitic

something og

avold 1 lh

techndo:

1 happening (Fakeh et al., 2012).

Furthermore. (Zanoon & Gharaibeh, 2013) investigated the effect of customer

knowledge on security of E-business and discussed some security gaps. which resulted



from the low level of customer knowledge in information technology. Most of the

organisations depend on information technology in their work, such as mgpaging

yehave

records. technology helps to facilitate daily work, as information is organiz

technology.  Knowledge can alter human behaviour and users
appropriately when something occurs for information security syst akeh et al..

2012).
2.4.5 Education

Education level merges all security sk

In\n‘g different
spectalizations into the common source of vigloc: on ad®y j@\:o provides a

<Sl‘s pll_‘ilt.\xlondla

(Wilson & Hash, 2003). o¥ alone cannot solve

security concerns: therefore, the :\ crall plan for security

that includes specified technieg

and awareness programs

ay *m ¢ > - all e VEES
| \cdut_'nu\ylhrc;ué{\\ 1l to avoid security incidents n

which ulumately ass

universities.

~ education, traming and awareness (SETA)

pm:-_il"\ h 1s an educationaNgfogram designed to develop security awareness of

5 10 reduce the security violations that refer to deficiency security awareness

of cplovees. The SETA program could be considered as portion of risk management,

which determines the secunity tone for the employees by keeping security as a daily

activity in their work.
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Several studies indicate the necessity of promoting information security

cducation to motivate employee mformation security awareness. applying security

cducation 1s significant for organisation's security management practices. a110n

can alfect the knowledge of employees while information security €dtcafon for

employees can be apphied through campaigns, briefings. discussic specches, and

ake®t et al.. 2012:

seminars that increase Iformation \LLlllll\ In an Ol”dl]l‘ﬁﬂllﬂl

Takemura. 2010: Hight, 2003).

2.4.6  Summary of the Factors that Affect Infori

Practice

Conscequently, from the effect

Quaghata (2010) attempted to exanyme the "pat

\P\UT jaj.on between traming

mm@ variables and security

nu@j and training compliance

examined the eftect of culture factors on

cultural factors do play an important role n

Greness levels for

ents. According to (Kaur & Mustata, 2013).

be significantly influence (CIA) of business information. The sccurity
awareness 18 a very mmportant factor that 1s used in establishing the security

cffectiveness as mentoned by Shahrr et al., (2013).



Morcover. from behaviour perspective, Chou (2013) explored the influence of

personality  and organisational citizenship  behaviour on  information  security

awareness. The results showed that most of the respondents are classifi
orientation traits. a higher level of organisational citizenship b
information security with a high level of awareness. The personal « es of each

variable showed inconsistent relationships. Personality has posilwmciamd with

ion of mformation

111 C1

oreanisational citizenship behaviour variable and every

SCCUrity awareness.
i Y-

%

¥On Security

ng rmation
A1 1'6$mmhip between
K'}% practice privacy

protection on information security IHTerent study grouped

ﬁ\]«:slig:@hc mediating effect of security

nnu@'l lactors. Their findings showed that

f ‘|L‘l l].‘ihlU]d I'Uildil}' ilCUL‘HHith inlhrmmim] SCCurity

Jhpl is 1 Knowledge are the two most influential

ﬁb

_ |
‘mation security mhu;?nc:c.s_

l‘:lL'[UI'hQ '

akeh et al. (2012) examined the mformation security awareness among

academic librarians. the study found that four key factors that have mtluence

formation security awareness among the staft that are policy. behaviour. knowledee
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of IT. and ceducatuon. Policy provides the rules, regulations, and objectives regarding

L -

imformation security.  Therefore, constructing and 1mplementing policy within

organisations ensures that mformation can be protected. Education ¢
cmployees' security  awareness  through educating employees durfpg <€minars.
awareness programs, tramnig, and campaigns. Knowledge of 1T 1t important n
1ation security.

order to avord misuse of I'T devices. which leads to lack ow

Finallv. emplovee behaviour 1s iterrelated with awarenofs of

formation security n

can also

the workplace. Good behaviour towards iformat;

influence mformation security.
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Table 2: Factors Affect the Information Security Awareness

_—

Authors

Factors

Independent Variables (IV)

(Quagliata,
2010)

.

Mediator

Tramimg frequency
Traming method
Traming comphliance
monitoring

(kruger et

Cultural tactors

(Hacussinge
r & khranz,
2013)

N

o

| di\'idu;l] factors

al., 2011) e Beliets
e Values and assumptions
(Fakeh et e Policy
al., 2012) e Lducation
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2.9 Conceptual Framework
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2.5.1 Research Hypothesis
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awareness and practice presented these factors and their role on the security awareness

and practice and their various roles on the information security within an organisation.

cducation. The conceptual framework for the security awarcness an®§ praftice and

hvpothesis present the relation between the factors that are identf? the security

awareness and practice.
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