CHAPTER ]
INTRODUCTION

n Introduction
With the advancement of tge

securtty. Informaton security issudSdte @nsider :"-: D Prioriies n various

&

Com@iter security and crime are
considered serious and gfiallen® nidrigaYon system. protecting the assets

S On ‘l 'Qy'inll‘rrmulion security plan and the

1d

1ty

nvaced i work associated with information security must possess the necessary
nowledee about protecting information and ensuring a high level of security of

informauon (Kruger et al., 2011).
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[nformation security issues were investigated as a technical problem for many

vears, without paying attention to the human factor and how security culture and

awareness of iformation security affect users' behaviour in hl'm’idin;%‘onal

protectuion for information assets (Alfawaz et al.. 2010).

In recent years, with the increasing needs for informavgn sg®urity systems.

many studies indicated that security applications and sofigyardqgOt d not provide the

required security level to information systems. More h larsgound that
information security systems need extra dimension:
human behaviour, organisational values, cultural b

practice. These can be created by organis;

contribute to mformation system secuiy

Rotvold. 2008).
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interaction with inlhw‘m {1]\
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h (;J\L of mobility and the effect of

clobalization. mc N establishing informaton

SCCUTTlY AW arcgl : ng My aBprepriately stringent information security culture
(O Brien oap. 3). M. h&sk can be caused by the employees themselves

reeards ¢ security of in{@mliun assets because of weak practucing and

Ll!]il\\;\ﬁﬁ of information threats (Da Veiga & Elott, 2010).

[t becomes essential to protect information assets from nternal threats.

However. the threat of the human element in the information systems 1s considered
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more 1mportant 1ssue 1 iformation security. Researches reveal that unintentional

security mcidents from the insiders often occur, which could cause great devastation

to information assets more than outsider attacks. In addition. 1‘03&11@1]&'5% that

the majority of threats to an organisation' information system can be al } 1o the

weak experience and the awareness level of employees of how with the

internal and external security attacks to information assets (me al. 2014: Roy.

4.

O
L

2010; Colwill, 2009).

1.2 Background of the Study
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The development of Information and CorgnunicamsQn ”cch@ﬁfs (ICTs) 18
becoming very common throughout 1 1S must 1o protect

imformation assets. but mformation

‘I&K&;}mical means solely.

and awareness ol user
' 'Q\Anc of the mmportant 1ssues

he development of information

systems 1S accompati wlh d1\'
al.. 2010). \&

vbersecurity I\"ln@ for the quarter (Q1) i 2015, from January to

March S MYCERT. reported a total of 2909 incidents, about 2190 mcidents were
yied. the most categories of incidents includes spam, intrusion attempt, denial of

service vulnerability report, fraud, cyber harassment, content related, malicious codes

and intrusion (MY CERT. 201)5).



[t 1s evident that mformation system security practices encompass both

technical and non-technical 1ssues to protect organisational assets from a variety of

11l contribute to

threats, and providing organisation’s information security policy

protect information assets (Rezgui & Marks. 2008).

Several studies indicated that mformation sec

that users lack of imformauon security knowledee.

cducation and traming programs that directly prom sccuri.a_\' nc:»;:-;v well as.
\bﬁ*sccul Xresults from

organisations should provide these programs lz.alchic
' %l ni. :

enforcing scecurity policy (Willlams

2010).

on{mhrm;nion securiy issues 1o

-

Mpats (c.e. external and internal

Moreover, employees ned

r1ty

it:l(ujmliun SCCUrity awareness among

der (BANYs 1n organisations (Guo. 2013: Kruger
g 1lsof & H x‘h.’.‘l(t)} P Organisational management has become

nd sccurity awareness traming of employees to

protect therr mformatic

attack). In addition

cmplovees will rg

& Kearney., 20(
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Based on the above statement, any wrong behaviour or inappropriate act by an

employee n using mformation systems without considering the security measures in

the work environment has a negative effect on information security and cu{

a big threat to information system and cause a loss of confidential infoig ) belong

traming on mformation security to increase the p

w‘ily 1

loy@es con "rnil‘n_(-}lbrmnlion systems and
q

alibac Y. 2010)

nforntn security and increasing the level

:@iﬁcul to protect information assets of

Ttl‘hth user a unique perspective assoclated

1

Isatons aims to steer the
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of experience o 11\1

organisations. |

w more about internet security techniques are

This study relies on (Ismail et al., 2010) study which revealed that over 95% of
artments  in Malaysian universities have a high level of technological

implementation, but 54% were failing poorly on organisational measures, especially
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with lack of security procedures, administrative tools and awareness creation

activities. The finding indicates that the culture in information security is very weak in

Malaysian umversities. In addition to that. information security lhrcau% een

reported to be on increase among users of internet technologies. Py the

academic communities, comprising the students. lecturers and tutors

1.3 Problem Statement

Institutions (HEIS) encounter various security 1
complex attack methods due to msuftig

the technological aspect, impleme

procedures 1 compliance with

prerequisite 1o secure inl‘ormnlion\uls I 1ty yasdats (Ismail et al.. 2010).

X | s

%:.mismi‘w \n\ wlm; 2 also home users of computing

ches unless they comply with  the

Emplovees in

technology are Iy

S(SU h as firewalls and anuvirus programs.

N

organisation

Colleges a
the Tirstake

\\*hilc\L

ation systems within their organisations as classified information sull possesses

on 1s the open ;lccq{—,\fm’idcd by the university for students and guests

second reason is the role of the staff and employees 1 protecting

real concern for organisations (Ishak et al., 2014; Rezgu & Marks. 2008: Hazar et al..

2008).




The Use of technology 1s mainly in two locations which are workplace and

home. Many programs and mitiatives were proposed to improve security awareness

among users, most of these mitiatives are directed towards organisations wlhilegome

national programs are directed to home users. this interprets that edgcfiol about

he home

information sccurity occurred more in the workplace rather gthan

environment. Few research studies focused on staff securit 'ness both 1n

workplace and home so there 1s a strong need to investi

these two areas (Tahb et al.. 2012).

According to the

information security a

there are a numbg respondents general attitudes were

"very positive” b

fode 1tm?hcsc "positive things" are being practiced

| l&:\'c that in general all attachments to e-mail
@cy do not believe that this practice 1s applied 1n

xisminn. as well as, the study considered any negative practices by

L -

in their ory

should &¢ Sanned for a virus.

ovees as follow:




o Writing passwords on post- 1t notes.
e [caving computers on without protection.
e Open unexpected email attachments.

e Soliciing weak passwords.

10t enough 1o

T'he study focused on academic staft only which is wnw

measure the security awareness and  practices amq V1 staff. as the

administrator's staft plays a primary role in protectings

1o1re thag the

wrc,én essential requirement 1o

nld@ncrcnsc awareness of security

Orkin ‘QD’CdUCLHiUIHl] institutes 1 Malaysia.

S ;tﬁ&(ndmiun of security policies.

’ilﬂ]‘ﬂ%ﬂl concept that must be msulled m employees

T

throug lmggs®ted ways. Recently (a(n}' organisations focus on implementing security

3

1 :..\'d security awareness training programs to educate their employees on the

tance of information security. These programs can increase employees security
awareness as well as, other factors can also affect employees' security awareness level.

such as policy. behaviour, education and knowledge of technology beside the tramning
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(Fakeh et al.. 2012). This rescarch proposed to contribute to the literature by

=

identifying and evaluating the effect of policy, behaviour, training, knowledge of 11

workplace and home.

[.5 Rescarch Questions and Hvpothesis

T,

[. How the factors of policy. behaviour, training.

&
cducation might intluence the security awareness anfhpractice i be
home?

2. What s the current awareness and practice ley

cmployees in USTM?

Hypothesis I:

ll I:.l: I}t‘ilik‘}' hul"\ nl\ ,

H1b: Policy has Lve

ireness and practice at workplace.

uril\*w
e

decy

-

P awareness and practice at home.

o Training has a positive effect on security awareness and practice at workplace.

H3b: Tramning has a positive effect on security awareness and practice at home.
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Hypothesis 4:

H4a: Knowledge of Technology has a positive effect on security awareness and

practice at workplace.
H4b: Knowledge of Technology has a positive effect on security dvarcy ss and
practice at home.
Hypothesis S:

H3a: Education has a positive effect on security awarenessg

H3b: Education has a positive effect on security awarg

1.6 Research Objectives

\\QT : l\;{&flcdgc of technology
a® pra ?& both in workplace and

S
S

’clic — L;'l@rmlbrmmion security among the

and |

4
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1.8 Research Scope

T'he scope of this study is to evaluate the security awareness m% tice

among academic and administrative staff, and their ability to practic4s secPrity of

information assets in the workplace and home. However. the presegestudy’ is limited

(o mvestgating security awareness and practice in Universiti &ins ,®lam Malaysia

(USIM). whereas further mvestigation 1s required in othgg

extend the knowledge of information security.

1.9

Significance of the Study

qninn:(m the security awareness
nen USIM. to reduce the risk

S

resulting from a lack of gecurt W 1oh L&MNPS 1o protect information assets.
where security nwurm\mu D
human factors Ilmﬂ&lﬁc (N

(O :

CIMPIT] iy ONncerning some 1'@ factors to information security threat generally.

lii] -

the téé'{ril}' of mformation.

- .

[ O

\f at all any) studied information security awareness’ relationship within the

ual framework of community training, vulnerability to threats. percerved threat
severity and compliance to security policies with the information security threat. This

rescarch study will contribute n analysing the factors of policy. behaviour, traiming.
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knowledge of IT. education. and 1ts effect on employee security awareness and
practice i both workplace and home. The importance of this rescarch stems from 1ts

contribution to the following aspects:

1. Kknowledge Outcomes

Five factors that affect security awareness and practice of pees 1 both

workplace and home were determined that are; policy. behaviol ming. knowledge

g \'ll‘l evgluate the

of technology and education, these factors will be use
security awareness and practice i both workpla

apphication of the model 1s extended to cover the homM

A Security Qutcome

, Wl () | .&Ql’ld enhance the
\T 2

knowledge on mformation security W s and ‘:.u. lgc;'m employees 1 both

workplace and home this u'iN dug my_&limonx 10 1mplement an

Discussion of

information securiy aw: '-nlml informaton of students

urity (thi¢ats that can causes loss or any

and organisation from

damage by attackep TN

Q

{ry
&
S
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1.10 Research Publications

The following paper was produced to disseminate some concepts and

w

(rom the work that has done by the author during the course of this 1‘0:-:0:11@'%\.

e Asker. H. O. & Jali. M. Z. 2014. "A Comparative Study on z Information

v”. roc. ()_f'!/h.'

onics dand Electrical

Security Culture Related to Workplace and Home P

I %

Sccond Intl. Conf. on Advances in Computing,

Doctors, USA. 22" /Dec/2014. ISBN: 978-

1-63248<(1354-7=33 T
e Asker. H. O. & Jali. M. Z. 2( I%C’




1.11 Thesis OQutline

Chapter I: INTRODUCTION

This chapter introduces the study problem statement, 13

questions, research objectives, research scope. as well as, the g%
that related to the problem, and significance of the rcscarch&

Chapter II: LITERATURE RF

Presents the theoretical review and demonstr; US
the miformation security, security awareness. Supractjee.
allects security awareness and practice in bggh workplade an

Chapter I11: RESE,
Clarifies research methodology %
questionnaire instrument of 8
collected.

nlaubmulysis of collected data.
veagareness and practice in both

1eRG anl level of security awareness
SOSE ON
|

Justify factors Th

%mc. )
of TIN

workplace ¢

1 O
2 ©
e

ISIONS AND FUTURE WORKS

X! e conclusions 0@ study and recommendations after reaching
™ ndings from the r&Wflts of the analysis for future work.

Figure 1: Descriptive Outline of Thesis




