
CHAPTER I 

INTRODUCTION 

1.1 Introduction 

With the a(1vanCenlcnt of trc1lnOl(1ýw'. hi1'hrr education in; titutc; iilCc 

ch, lllcnucs to secure their IlllOllllation assets that could be \ ulncrnhlc to breach of' 

securlt\. 
Illl(lrlllati0n 

security issues are considered the top priorities in \ari(u1s 

or-1anisati0ns inclu(Iinu, those in academic sectOr. C'01111luter security and crime are 

considered serious and ChallCll1-'lll(-' issues to Illl(lrlllatlllll tiV'tite11L protecting the assets 

O1 the llll(lrlllatlOIl depends on the S(ICCeSS (ll the llll0r111atI011 secllll1V111a11 and the 

execution (, I'\ariOus securit\ controls \\. ithin the (, r-, ml isatloll (AIshmmrani LK: \ Ieh(1inl. 

,U1': : Ahlan & f_uhis. 201 1). 

In gencral. there is a comsidcrahIe reliance on the human clement in the iieId 01, 

inli0rmati0m security in terms ul heha\ iOun- and know Icdic: this means that pCopIc \\ 110 

arc engaged in \\ ork ass(,. iated mith inkrmation sccurit\ must possess the necessary 

kno\\ Ied,, e ahout protecting inliormation and ensuring a high le\ el 01' security 01. 

infiorn1atio, n (Kruger et al.. 2011). 
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lnlorlllatloll sccul-ity- Issues vVCI-C ifly cstigattcd as a tcchnical profhlcill l or many 

v can, vv ithout hav ing attention to the human factor and ho\\ , CCurity culture and 

avv arcness of information security alltot users' hchav'iour in prov idin_e additional 

hrotcction for iniiormation assets (Alfavvaz ci al.. 2010). 

In recent years. \\ith the increasing needs for inli, rm, ttion Security sy"tclils. 

manv studies indicated that security applications and soitmare could not provide the 

required security level to inRmrmation svstems. Moreo\er. manýscholars found that 

information security systems need extra dimensions beyond technical level such as 

human heha\ion-. Organisational \afucs. cultural hclicf's. a\\areness. experience and 

practice. These can be created by organisation's members and Could ', i'-'I1i1ICaI11IV 

comtrihutc to infi0rmation s\stcro security (Wang, &, Zeng. 2010: Nialcolmson. 2009: 

Rotýold. 2005). 

Illf(lllllatl(\Il sCCL11'1l\' a\\'al'C1lcSS I111111111L/C'S the IC\CI of' risks to inf'ormation 

aSSCIS. Sl)CClflcallV' bV' I'CLILICIIIg the risk of C1111)I(1V'l'C unwise I)ChaV1ml' and ha1l11fUl 

interaction \\ ith l1110Illlatl(\Il assets. With the rise of' 111(lblht\' and the effect (\f 

"lllhallialloll. modern 0rga111Sat10I1s require 
ý'Lll(lallcC 

in CSIahllSlllll IllfOIlllall(1ll 

SCCLII'It\ a\\ al'C 01' implementing all ahhroI)Ilalel\' Stflll. 
_'('Ilt 

IllfoIlllatl(111 SCCLII-it\ Culture 

Widen et A. 2(11 3 ). lhercfure. the risk call he caused h\ the emhk\ees thenlsel\es 

rrgar(ling the security of' inlilrnlation assets because of' \\cak practicing and 

unavvareness (, fýinfý, rnlati(ýn threats (Ua V'eiýýa ýl LI(ýiýtý. '_OIU). 

It hCCoillcs cssrllll, 11 to 1ll'olcCl Illi0llll[1lloll asscts If0111 llllcflllll lhl'cUl's. 

I Iý, ýý C\ cr. the threat of the human element in the In li0rmatloll s\*Stems is eomidered 



more important issue in införmatloll security. Researches reveal that unintentional 

security incidents from the insiders often occur, which could cause great devastation 

to information assets more than outsider attacks. In addition. researchers found that 

the majority of threats to an orI'anisation' inlormation system can be atu-ibutcd to the 

weak experience and the awareness level of employees of how to deal vV ith the 

internal and external security attacks to information assets (Parsons et al. 2014: Roy. 

2010: ColvviIl. 1009). 

1.2 Background of the Study 

The de\ cloplllc1lt of In l01-111a1loll and ComnmLill ICalloll I CCilllol(1UICS (IC I S) is 

hCConliML \C1'\ C(11111n(1n l11 ow-fliout society. i-hel-C101 . C. it IS a must to I1roteCt 

In I, 11-nlatloll assets, but information cannot be protected by technical mulls solely. 

II11orllliltloll securit\* currently extends to include the \ alues and a\\ arenCSS of user 

towards In Iornlatloll security. Information security' is one o1' the important issues 

discussed in Institutes 01' Ili, dhei Learning (111Ls): the development 01' inlilrnlalion 

systems is accompanied \\ 1111 developing new ways to attack these systems (Ismail ct 

al.. ? OI O). 

According to the survey on the security incidents and attacks conducted by 

\1"'(I R I'. Cv'hersecurity Malaysia for the quarter (Ql) in 2015. from January to 

March 2015 MYCERT. reported a total 01 '2909 incidents. about 2 190 incidents were 

reported. the most categories of incidents includes sham. intrusion attempt. denial of 

service vulnerability report, fraud, cvher harassment, content related. malicious codes 

and intrusion (\II CIFRT. 2015). 
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It is Cv. idCnt that inlornmtion svstcm Security practices encompass both 

technical and non-technical issues to protect or(ianisationaI assets h, 111 a variety' of 

In formal loll svstelll threats (Islllall el al., '_010). I herelOre. trai111I1g, program" are 

necessaI V fill' lull\ Cl'SllV' employees to gain a better experience to seal \1 Ith 1111,6rlllallon 

till-Cats. and pl'o\ Idlll'u, lýrý anisation S Illloflllltlhll SCCUI'It\ polic\ \\ III contribute 10 

protect inl<0rmation assets (ReiI-'ui & Marks. 200 ). 

ScVeral Studics indicatcd that inli, rnl, ttion security incident is duc to the fact 

that users lack of Inlllr(llatlllll security I: no\\ leClc. l hcrclore. uscrs must cilga-ulc ill 

education and trainin, hroUrams that dircCtly' hr0nl0tc security avvarcncss. as vvcll as. 

or. ", anisations should 1)r0\ide these programs to achieve fiOresceahle results from 

cnli, rCinl-' security policy (Williams N, ; 1vohanli. 2013: hritzim, cr . 
ý- von SoIms. 

? O1O). 

\10reaayer. employees nced to he educated on ill iivrnuuion security issues to 

protect their information systems iraml security threats (e. g. external and illici-nal 

attack). In addition to that. inyesti`, atin`, information security awareness anlon-, 

enlhloyees vvill reduce the rate of insider threats in organisations ((iuo. ? (11 3: hru, -, cr 

& Kearney. i(1(1(,; Wilsam &I lash. 2003). Organisational management has become 

nlore (i, cused on the security policies and security a\\ arcncss training of' employees to 

assist 1trolectll, information s\'tilelll, understanding the rl'lCyallcc and CIIeCI oh' hohc\- 

heha\lllur. lralnlný,, edllCatloIL and knoVyled, 
-, l' of tl'Chllhlllý, V' on the security 

a\\arelless of employees is necessary th determine the role of these lactors on the 

aayerall security (if an organisation ( Fal: eh cl al.. 20 1? ). 



Based on the above statement, any wrong behaviour or Inappropriate act by all 

employee in using? info dilation systems without considering the Security' measures in 

the work environment has a negative effect on infilrmation security and could present 

a bi threat to information system and cause a MSS of confide tial lllf0l"111x11011 belllnýe 

to students in the educational institutes hands of attackers of' the information system. 

As a result. some controls are needed to be in place to secure the information system 

(Gupta & Sharman. 2012: Scarlone et ill., 2008: Allen & \0 estby. 2007: Guttman S: 

Roback. 1995). 

Several or'-'anisatlolls hro, v idc information security' awareness programs and 

training, can iniiirmation security to increase the practices OCemfployees to ensure they 

acquire adequate kno" Iedge of infiormation security risks. Therefore. it is ev ident that 

assessing, the information security awareness within organisations aims to steer the 

interaction and security practices of' employees concerning information systems and 

contribute to the protection of information assets (Talib ct A. 20 I 0). 

Illrrcasin", the aýýarcncss towards informat loll security and inrrrasim-, the IcNcl 

of' experience of' training cnlhluyccs is Critical to protect In (', rmatloll assets of 

or-, anisations. Previous experience oilers the user a unique perspective associated 

With IllllWlllati0n security. users who know more about internet security techniques are 

likely to he more m\ arc of internet security threats (Jaw << Chen. 2007). 

This study relies on (Isnmil et al.. 2010) study which revealed that over o)50o of 

departments in Malaysian uniycrsitics have a high Ic\cl of tcchnological 

illlplelllentalion. but 54°o were failing poorly on organisational measure;, espccialIv 
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with lack of' security procedures. administrative tools and awareness creation 

activities. The finding indicates that the culture in ini`0rmation security is very weak in 

Malaysian universities. In addition to that, information security threat has been 

reported to he on increase among users ol' Internet technologies. especially the 

academic communities. comprising the students, lecturers and tutors. 

1.3 Problem Statement 

III lollllatloll SCCUr'itV is Considered a chatllcnoing issue 1,61" 01'0'1111 Silt lolls, 

especially the academic ones to secure their information. Further. Higher Education 

Institutions (HE Is) encounter various security threats resulted from advanced and 

complex attack methods due to insufficient current security practices. in addition to 

the technological aspect, implementin" and imposing appropriate policies and 

procedures in compliance with security' polio- and regulation is considered a 

prerelluisite to secure information assets from security threats (Ismail et al.. ? 010). 

Employees in organisations and who are also home users 01' Computing 

technology arc susceptible to security breaches unless they comply \\ ith the 

organisation policy to use saicguards such as Iire\\ alIs and anti\ irus programs. 

Colleges and universities may be easily exposed to attacks by hackers liar two reasons: 

the linst reason is the open access provided by the university for students and guests 

while the second reason is the role of the staff and employees in protecting 

information systems \\ ithin their organisations as classified ºnhan ation Al possesses 

rcal concern liar organisations (Ishak et al.. 2014: Rezoui S, NOW, 2OO8: Hazari ct al.. 

2(008). 
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The Use of' technology is plainly in two locations which are workplace and 

home. Many programs and initiatives were proposed to improve security awareness 

among' users, most of these initiatives are directed towards organisations while some 

national programs are directed to honk users, this interprets that education about 

inlollilatloil security occurred more in the workplace rather than the home 

cnvironnlcnt. Few research studies focused on staff security' awarencss both in 

\\orkplacc and honk so there is a strong need to investigate security awareness in 

We two areas (Talih et A. 2012). 

In this studv. the problem is to identify the effect of policy. behaviour. 

training,. know Iedge of' 11'. and education oon employees' sccu rity' avv aareness and 

practice lei el both in workplace and home. 

1.4 Motivation of Study 

. AccordinU 10 the study conducted at USIM by Halim ct al.. (200) to evaluate 

III lorlllatloll security awareness and practices among the staff'(: the research Found that 

there are a number of security issues \\'here the respondents `general attitudes were 

"v cry positi\c" but they do not believe that these "positive things" are being practiced 

in their orcanisatloll. such as, they believe that in general all attachments to e-mail 

should be scanned lin- a virus, but they do not believe that this practice is applied in 

their or-anisatloll. as well as, the study considered any necatiyc practices by 

employees as livIIovy 
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" Writitl", passvvords on post- it notes. 

" (-. CzIV'lllg, computers on \V'1tI1l1Lll prCltCCtIC)Il. 

" OpCll LIIICApCCICd C111a11 attaCl1111C11t5. 

" Soliciting vvcak passwords. 

The study Amused on academic staff only which is considered not enough to 

measure the security awareness and practices among 1. SIM staff. as the 

administrator's staff plays a primary rule in protecting information assets \1 here they 

interact with the Information assets of the Organisation more than the academic staff. 

In addition. the sample size of 43 respondents is considered Very limited that cannot 

provide a Clear evaluation of security awareness and practices among, staff. 

All cf"lCCll\ C Inll11'lllatilln Security management requires agreat understanding 

oj (loth tcchlloloulcal and human dimensions 111 the Supervisors and management staff 

(Talih, 2012; Milan & Lubis. 2011 ). I lowcyer. there is an essential requirement to 

llroyide consultation regarding security issues and to increase awareness of securitýllmhlems 

and threats employees working, in educational institutes in MalaVsia. 

I: 0r securit\ awareness to succced, it needs a liOundation Ofsecurity policies. 

SCCllllt\ a\\arCllesS is an important concept that must he Illstlllcll in 
elllhlo\'ces 

thrý, uýýh assorted vvav';. Rcccntlv. nlanv' 0r1-1anisations locus On inllllýmcntinýý seruritý' 

policies and security a\\'aI-ellcss trallllll" pro-rallls to educate their employees on the 

inlhortance of' infornmtion securitY. These programs can increase employees security 

awareness as well as, other Ictors can also al7M enlllloyccs' securit\' awareness Ie\ el, 

such as llolicý. hchaviour. education and knovvlccloc of tcchnology hcsilic the training 
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(Fakch ct al.. 201? ). This research proposed to contribute to the literature by 

idcntik ing and evaluating the effect of' polio', behaviour, training, know ledge of' IT 

and education on the security awareness and practices of' USIM employees both in 

workplace and home. 

l. ý; Research Questions and 11) pothesis 

I. Ilovvthc l"actors Ilf holicý. hchaviuur, training. knowIcdur 01, tccllnulc, gy and 

cducatlOll I1111-ht 1I1111IC11CC 111C SCCllrltV' av1'arl'nCSS and practice in both workplace and 

h11111C? 

2. What is the Currcnt awareness and practice lc\ Cl 01' inl'ornlatiOn sýcurit\ among the 

employees in l'Sl\1? 

Ihc i, ()Ilo%\inu resc, trrh hylxothcscs ha%c been 1,0rmulatcd and tested to ans%\cr the 

IIIIC"lloilti 51a1Cd ahmC. 

11ýpothcsis l: 

IIh: I'Olic%. has a positi% c cfTcct Oil sccUrlt\' m\ areness and practicc at \\ orl: placc. 

IIIh: I'AicN has a pOsiti\ c clTcct On sccurit%' awarcness and practicc at homc. 

11ýpothcsis 2: 

I I2a: 13cha% iOur has a hOsiti\ c elTcct on sccurity awarcncss and practice at ý\ orl: place. 

11-11). 13eha\ iOnir has a po. iti\ c eliCct On sceurit\, am arencss and practice at h0111e. 

IIýpothcsis 3: 

I Ila: Fraininu, has a pu: iti\ c eliert on security awareness and practice at ý\ orl: plaee. 

I I. "h: l raininu, has a pOsiti\ e elTcct Oil securit\ am areness and practice at h0111e. 
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Hypothesis 4: 

114a: Know lcd, 
-, c of Technolo(iv has a positive effect on security avVareness and 

practice at vv orkplace. 

114h: Know lcdgc of Tl-cchnoloIIv has a positive effect on security awareness and 

practice at home. 

11' pothcsis 5: 

I15a: Education has a positive effect on security awareness and practice at workplace. 

I Iýh: Education has a positive cflcct on security avyareness and practice at home. 

1.6 Research Objectives 

This rescarch vv orks on the f'ollowing objcctivcs, as stated below. 

1. To IIIVcStI,.! atc the Cl leCt 111 policy. behaV'ICIUr, trallllllo, knowledge 111 technology 

and education on Illlollllatlon security av1'arelless and practice both in vvorkhlace and 

hol11C. 

2. To im csllgalc 1hC av1'a1"CIlCSS and pfilCllCC 1CV'C1 of III fClIl11aloll SCCllrllv alllllllu, 111C 

cm1)Iovecs ofusi i hascd on the identilied factors. 
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1.8 Research Scope 

The scope of' this study is to evaluate the security amareness and practice 

among, academic and administrative stall, and their ability to practices security of 

information assets in the vrorkplace and home. However, the present study is limited 

to inyesti'-'al inU security awareness and practice in Universiti Sains Islam Malaysia 

(USIM). vyhereas Further investigation is required in other Malaysian universities to 

extend the know ledge of information security. 

1.9 Significance of the Study 

The main sigllilicancc of this study is based on dev'cloping the awareness of 

hulllall factor on the salety of intimation sv'stellls, and ullderstandnlu, the effect of 

policy. hehayiour. training. know ledge of' IT and education on the security awareness 

and practice of employees in both workplace and home in USINI. to reduce the risk 

resulting irons a lack of security' awareness Which leads to protect information assets. 

\ here security awareness and practice has a significant effect to address the various 

human factors that can cause damage to the security of iniiormation. 

To that encl. previous literatures have been reviewed either conceptually'. and 

empirically Concerning some related factors to information security threat `generally. 

v\ ith f'c\\ 1 if at all any studied information securit\ awreness' relationship within the 

conceptual framework of community training. \ Li lncrabiIit y to threats. perceived threat 

severity and compliance to security policies with the information security threat. This 

research study \\ ill contribute in analysing the factors of policy. behaviour, traininge. 
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know Iedue of' IT. education, and its effect On employee security awareness and 

practice in both workplace and hone. The importance of this research stems from its 

contribution to the loIloNN inýe, aspects: 

1. knoNN ledge Outcomes 

Fiyc factors that aflcct security awareness and practice of' employees in both 

workplace and home vycrc determined that arc: police. hehayiour. training. know ledge 

of technoloI. ', y and education. these factors Will he used in this study to evaluate the 

security awareness and practice in both workplace and home, so the area of 

application of the model is extended to coyer the home also. 

I Security Outcome 

Discussion of the proposed nuulel contrihutcs to understand and enhance the 

knovylc(luc on information security awareness and practice for employees in both 

vv orkplace and home this will help educational organisations to implement an 

information security awareness that protect the confidential information of students 

and oreanisation from many kinds of security threats that can causes loss or any 

damage h\ attackers that may lead to financial loss. 
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1.10 Research Publications 

The li, lloww ing paper was produced to disseminate some concepts and results 

from the vyork that has donc by the author during the course of this research study. 

" : Atikcr. If. O. fi Jali. M. Z. 2(114. "A Comliaratkc Study on the Inl'onnation 

Sccuritý Culture Related to Workplace and Idomc Practices". Proc. O/ r/rc 

sccorrd III[/. Crrrr/. oil Ach"crnc'c. c ill Comlrrrlirn", l: lccrrcrnics cm'/ l: lcaricu/ 

- (T1-'T 2014. Colwri-ht C" In. ctüuic o/Rc: cccrrch En-inrcr: c and 

1)oc7or: c. ( : S.. 1. /)cc'Ul t. /Sß; A': 9- ýý' 1 h; '-/S-U? -1-, c/oi: 10.15224 9-S- 

1- h; '-JS-U ; -J- -- ;; 

" : Asl: cr. It. (). & Jali. M. Z. 201_5. "A ('omharati\c Study On the hlti0rmatic, n 

Sccurit\('ulturc Related to Wcn'kplace and 1 tomc Practiccs". Into-national 

Journal o/ACh'unCc's in C'omputcr . 
A'c'nwor%. r und Its Sccvn-iti- I. IC. A'S Foltrntc, 

ý: I. ýýircI IISS. A': j7 /. Publication I)utc: 3(I, l1wi/. 2015 
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1.11 Thesis Outline 

Chapter 1: INTRODUCTION 
This chapter introduces the study problem statement, research, 
questions, research objectives, research scope, as well as, the concepts' 
that related to the problem, and significance ofthe research. 

Chapter 11: LITERATURE REVIEW 
Presents the theoretical review and demonstrates previous literatures on 
the ililormation security, security awareness, a practice, factors that 

affects security awareness and practice in both workplace and home. 

I 

ý 
_. 

Chapter III: RESEARCH METHODOLOGY 
Clarilics research methodology and research design, which include the 
questiOnnaire instrument ol1 data collection and analysis the data 

collected. 

Chapter IV: FINDINGS AND DISCUSSION 
Presents results from data collection and analysis of collected data. 

. 
lustifv fiictors that affects security awareness and practice in both 

workplace and home, as well, the current level of security awareness 
and practice of USIM employees'. 

`ý L 
Chapter V: CONCLUSIONS AND FUTURE WORKS 

Set the conclusions cif this study and recommendations alter reachin(c' 
the findings li"onl the results cif the analysis liar lüture work. 

Figure 1: Descriptive Outline of Thesis 


