CHAPTER IV

C}Y’
RESEARCH RESULTS A
\’Y.

4.0 INTRODUCTION z '
\J.

In this chapter, the social engineering @ is anfongo g'prA to
compile relevant publications related to social gngineering ftém 2001 to i/m and to
develop its taxonomy. All data and social ine?ing t havelbeen reviewed

from previous studies will be coIIect@cribed sec@&This process of

results contains three steps whichgare, a) Co \Ha.I\KT }ihted publications on
2} S

social engineering, b) Collecti related S ocial engineering, c)
&
Implementation in Protégé. \ 'A'i \A

41 COMPIL R ATEQ/PUBLICATIONS ON SOCIAL

ENGINEER / d ,"(J")
S

Amentioned in these@ﬁl chapters, the social engineering ontology aims to

% related publications on social engineering from selected databases. This

Q aims to develop a collection of related terms (taxonomy) based on the

xtraction of publications related on social engineering, in order to facilitate

information and knowledge sharing as well as knowledge reuse on social
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engineering. In order, to achieve the first objective which is, the compilation of

related publications on social engineering, this requires a deep review of pr

studies associated with social engineering. The review is going to @the

previous study based on objectives of this study. A

Throughout the phase of data gathering, and ap 0 suigested phases
proposed by Noy and McGuinness (2000), it is neces say hWermg of
data and domain and scope determination are closel nected to eac oTer

up an effective search operation. 2 Y~
\ Y
N QT
Table 1 reflects the phase of data eriwri mg t@eywords that are

supposed to be used in the searcEroass. At’%’t

intr inc de a VIOUS studies concerning

t /§e a variety of related

keywords in different search

with this study such swﬂngm'erm ld 5 pes, techniques , taxonomy,
countermeasures, etc major sear, né cu}@p in the data collection phase is
Google Scholar be sleen from T , most of the studies cover social

engineering categowies in detai Has undamentals the most used techniques,
types of at@eats ]nd ﬁw’cludlng employees training programs.
‘v’

Y-v



TABLE 1: Publications on Social Engineering

X
O
e

o

S
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Search engines/ s
No Keywords used databases used Citation Category Sub-category
1 Granger (2001). “Social Engineering Fundanentals". '
Retrieved on 7 March 2014, fr
Social Google Scholar http://mww.cwu.edu/~tiddr/Courses/Archive/ T565/ . Social Engineering Types of Social
Engineering bQuests/04SocialEngineering/04Social EngingeringWebQ [ C}T Engineering
st.pdf A
2 b
2 Guenther (2001). "Social Engineering -
Kinds of Social Series". Retrieved on 18
Enai . Google Scholar http://www.iwar.org.uk/coms Social Engineering Awareness
ngineering. ; b g
awareness/soual—engln
3 Allen (2006). "Social En ag 1@ To \Q)QTate A
Social computer system". Re Zgg» from
Engineerin Google Scholar https: // S,0r Social Engineering Social Engineering
19_ erng room/whltepapers/en |ng } ngln |ng means- Tactics
actics
pute Sys m
4 Robert et al ) So "The Neglected
Social Google Scholar Human F for Informati yManagement .
. . . L Techniques and
Engineering &} leve a 4, from Social Engineering Countermeasures
countermeasures http:// nm.eGuleXinluo pers/lRMJZOll pdf
_ Q- &
5 ; Nohlbet 8). 5S&urlng Information Assets-
Taxonomy of
. Google Scholar U ding, asurln%ﬁnd Protecting against Social
Social K q £ ial S S.E attacks
Engineering eering Attacks \%btrleve on 7 May 2014, from Social Engineering
\‘h&g//prlvat bahnhof.se/wb810999/Nohlberg_Thesis.pdf




TABLE 1 (Continued) T

S

Search engines/ s
No Keywords used databases used Citation Category Sub-category
6 Stergiou (2013). "Social Engineering and Influence". 2
Taxonomy of Google Scholar Retrieved on 7 May 2014, from
Social http://pure.ltu.se/portal/files/43754945/LTU- X-?& Social Engineering Influences
Engineering 43692742.pdf '
L
7 Social Hasan, et.al (2010). "Social Engineering Technigues For .
Enai . Google Scholar Persuasion”. Retrieved on 7 May 2 from [ c§ocial Engineering .
ngineering s . : A Techniques
. http://airccse.org/journal/graphhoc/pape 10jgrap
Techniques Y, X
8 Social Alan and Roderic (2006) "Social Engi ime, 7T
. . Google Scholar Prevention in Cyberspace". Retri 6 Jlﬂ}/ 2 fro:&\
Engineering . . . Terms
T http://eprints.qut. edu /75 << Social Engineering
erms
9 Lech Janczewski and L n Fu
Social Google Scholar Engineering-Based Atta ew Z@land
Engineering Perspective". Ret n July Social Engineering Terms
Terms http://www. proceedl g/pm%/% pdf
10 Gupta and 3& (2012] Sur@bn Social
Social g|
Engineering Google Scholar The Art Of n ed 0 (VMay 2014, from Social Engineering Human-based
Human-Based http://ljl upl /2012/08/5.pdf
11 Ivaturi anc ews 30 )"%Typology Of Social
Social Engine ttac - tion Science Perspective"
Engineering Google Scholar % ;201 rom http://www.pacis- Social Engineering Terms
Terms 5 net.org/file/2012/PACIS2012-066.pdf
&

N
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TABLE 1 (Continued)

S
ﬂ\

No Keywords used ili\i;%g:er;g:g:;/ Citation Category Sub-category
12 Social Maan and_Sharma (2012). '_'Social Engineering: A Partia _ o
Engineering Google Scholar Technical Attack™ Retrieved on 8 July 2014, fror&/ Social Engineering Terms
http://ijcsi.org/papers/1JCSI-9-2-3-557-559. pdf 7=
13 Greitzer et al (2014). "Analysis of Unintentio §der|
Social . . _Thre_ats . i . V . .
Engineering Google Scholar Deriving from Social Engineering Epr0|t§ Retrieved on ¢ ?'iomal Engineering Taxonomy
Taxonomy July 2014, from http://% c}
security.org/TC/SPW2014/papers/ 236. Y{x
14 Social Irani et al (2010) "Revers(e) rflci)ﬁieal Eng eerio\ s g
AtEtggllnlsleertlr?g ds Google Scholar Social Networks" Retriev% July roier; Social Engineering Methods
https://www.iseclab.org/pa irani_dimya.pd
15 cﬂ \Y ) N
Gulati (2003)."GIACSecurity Essential (GSEC)
Social Certification Practical A@en "', Retrjeved 7 March _ o Types of Social
Engineering Google Scholar N , fro AN Social Engineering Engineering
http://123semi son,y.c e r-
Reports/021/551720Z1-Fhe-Threat- f—Saﬁngineering—
and-You efemsé-ﬁg;@w.pdf
16 Social o schl Spinapoli 0&1) " 't(ijng islk of Soci?I |
: . Google Scholar Engineeri ttacks“.Retri€ve 0 July 2014, from Social Engineering
A neerng https://rit(med bitstream/h r{d%/,1850/14666/MSpinap Methods
iceThesis11- -2011 pdf?sequence=1
17 Kee (2 "‘Eocie’I Enbineering: Manipulating the source”
Social (Q Refri n 18.July 2014, from _ o _ o
Engineering Google Scholar .\‘ _ htt .//W@ns.prg/rea_dmg— _ _ Social Engineering Social Engineering
m/wh|tepapers/e6@|neermg/somal—englneerlng—
\\ manipulating-source-32914

S
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TABLE 1 (Continued)

O}‘T

L\
No Keywords used ili\i;%g:er;g:g:;/ Citation v Category Sub-category
18
Social Mandy (2005) " Social Engineering: Information Ba?f&v' _ o _ o
Engineering Google Scholar Retrieved on 10 July 2014, from T Social Engineering Social Engineering
http://www.giac.org/paper/gsec/4202/social -engi ing]
information-bandits/106723
19 Gragg (2002) " A Multi-Level Defense Against,Social .
Engineering " Retrieved on 10 July C}T
Social Google Scholar http://www.sans.org/readi ~.” Social Engineering Social Engineeri
Engineering room/whitepapers/engineering/multi- nsé-socidl- \Y— oclal Engineering
engineering-920 K Y'V
AL 1T D
20 d : &
Social Lieu (2002). " Social Engineeri ttackin ew@est
Enai . Google Scholar Link " Retrieved July ~fro &\ Social Engineering Social Engineering
ngineering http://www.giac.org/pape 2082/social-engineering-
p giac.org/pap 8 gineering
attacking- t-link/103563 , <
21 Heary (2009)."Top ial ring-EXploit
Social Techniques". Rew/nd orilB @4 from
Engineering Google Scholar http://www.pcworld articlg/18 80/t®-_5_social_engi Social Engineering Exploit Techniques
Types neering ploj% qﬁéptml
2N N B
22 Chan (ZOONaaI ngi rinﬁ%ﬁetrieved on 10 July
. fr
£ S_omal_ Google Scholar http://uwc‘t,N\atilo'o. llJI'o opic/Olivia_Chan_Soci Social Engineering Social Engineering
ngineering i
Q. al |§ﬁg.pdf
LY v/, S
23 CmMZOQ) "Social engineering" Retrieved on 14 July
Social 4, from Social Engineering Social Engineering
Engineering Google Scholar uwcisa.uwaterloo.ca/Biblio2/Topic/ ACC626%20Socia Tvoes
Taxonomy 1%20Engineering%20A%20Cheung.pdf p
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TABLE 1 (Continued)

S
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N
NI
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No Keywords used ?ji\i;%g:er;g:g:;/ Citation Category Sub-category
24 Human-based Algarni and Xe (2013). " Social Engineering in SOC|aI
Social Google Scholar Networking Sites: Phase-Based and Source-Based M Models
Engineering Retrieved on 15 July 2014, from Y~ Social Engineering
Techniques http://www. ijeeee.org/Papers/278-AOO4Qp%
25 Arief and Besnard (2003) " Technical and Hg. fn
Human-based Computer-Based Systems Security " Retrieve 15/Jul .
Social Google Scholar 2014, from | (_}T Technical and Human
Engineering http://homepages.cs.ncl.ac.uk/budi.arief/ formal/Pagrs ‘| =" Social Engineering Issues
Techniques ITR790.pdf s .\3‘
Q N\ Jr
26 "Q,
Social Whitaker (2009)."Top 10 So i mee ctic . N
Engineering Google Scholar Retrieved on 18 Ma fro b Social Engineering SoualTEnfE;_lneerlng
Tactics http://www.informit.com/artic /prln 956 actics
2 =
Social Heikkinen (2006) "Soeialengi |n ttiéﬁfvorld of _ o _ o
Engineering Google Scholar emerging communi tec&f\ eved on 15 Social Engineering Social Engineering
July 2014, from cs.iut. f| |/docs/WWRF—
inen-$
28 l o
Social TW|tck6% 09 ‘Sogial Er@ermg and its
: . Google Scholar Count ved Gn'6 May 2014, from Social Engineering
Engineering http:// “global’c /social-engineering-its- Taxonomy
Taxonomy - g : g g
% coun s/21344
(}V‘ 4 v - T
&




TABLE 1 (Continued)

S
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SV
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No Keywords used %Zi;%gfer;g:gg;/ Citation Category Sub-category
29
Social Buetler (2009) " Social engineering test cases" Retne?&d,,bn
Engineering Google Scholar 16 July 2014, from Y Social Engineering Social Engineering
Types http://www.csnc.ch/misc/fiIes/publications/8$ |netir|
ng_V2.0.pdf
30 ,
Social Tovstukha and Laaneots (2013) " Preventi trategl s F (_}Y—
Engineering Google Scholar Social Engineering" Retrieved on 1 -\ Social Engineering Social Engineering
Attack Types https://courses.cs.ut.ee/MTAT.03.246/ s/ \‘}"
Main/essayO?.pdf T
31 <"
Social Cazier and Botelho (2007). "S gmee ] ﬁto Social Engineerin
Engineering Public Privacy" Retrleved L{yCSZQ fro Social Engineering Thrgats 9
Attack Types Google Scholar http://www.isy.vcu.edu/~g ﬁlom f/ f07/P




Despite the scarcity of publications on social engineering, however, one of the
research process constraints was that some researches need a paid membershl'w‘!e
able to read and download information. However, in the end, that was no \Macle
to collect comprehensive articles on social engineering categories achategory,

because the same publications can be obtained using other's free access'sites.

4.2 COLLECTION OF RELATED TERMS (@ wsocml_

ENGINEERING
é\ J | S
&y
There are different types of classifieations'of safla ineering~attacks based

on literature review. For example, %;He’ (2001) nz@hese attacks into

human-based and computer-based. |s the Wul @slflcatlon used out of
reviewed related topics. But fer use og \rms such as person-to-
person instead of human- b te sed feahe second attack type. Some
respect the use of th 0 ectlve term dép&@ on the analysis of the social

engineering process%ause ‘t

some of these chni

mlgp_l,e stages of implementation. Where
use(t/&'phase of data gathering about victims

before attack men tlon oréxa@(}b‘l% (dumpster diving, shoulder surfing, mail-

%' N _ _ -
out and % analy techn@es used to gather information as a preliminary

phaﬁre social engmeermg@lﬁck is achieved, (Allen, 2006).

: Table 2 shows the different techniques used in the two types of social
gineering attacks depending on what are listed in literature reviews in Chapter 2.
Current literatures discussed and distinguished techniques that need face-to-face
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interaction or that implemented via media such as penetrate people by using

technology in general. T

In human-based techniques, Table 2 reflects more than one si through
reviewed studies such as by Phone, dumpster diving, impersonatmch support,
shoulder surfing, direct approach, important user, social engineerifg in reverse, on-
line social engineering, persuasion, spying and gYppirg, third-party
authorization, piggyback rides, pharming, pretexting and*ailgati .Wther side,

X
searchers. rtl‘em‘@, the

e % i forn;@zan of an

swﬂrds d so@g’ The main
countermeasure factors that have re&haatil now wa@‘gs and employee

training because this kind of attack ﬁsnarlly al\d\awhu an eaknesses.

o =)
§\‘ "

most o&em have similarity based on

groups of a unique technique are given by individ

most common threats presented by these st

organization, and stealing user names “and

[%2]

Technical-based te

the previous studies %

networking, bogus Ws an(i

‘cee@t]ues such as social (engineer)

&
. ﬁm findings of technical based threats

differed betwee epIo@'viruses and malicious, and stealing user

!
ufYter ‘E?sures of technical-based attacks also focus

on awareness i
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TABLE 2: Related Terms (Taxonomy) on Social Engineering

X
A

Type of Social Engineering
Attack

Type of Technique

J;:ntermeasures

Threats

References

Human-based

By Phone

A v i

\N
.\Tﬁwemployees

\_S\ |

ARG
X N

Sensitive information

(Granger 2001) , (Nohlberg, 2008)
, (Gupta and Agrawal, 2012) , (Alan
and Roderic, 2006) , (Maan and
Sharma, 2012), (Kee, 2008),
(Gragg, 2002) , (Chan D Lieu,
2002), (Buetler, 2009), (Cazier and
Botelho, 2007).

Dumpster Diving

d
>

Qﬁ"e N p all trash in secured,
monitored areas.

g

(Granger, 2001), (Gulati, 2003),
(Guenther, 2001), (Allen, 2006),
(Twitchell, 2009) , (Luo et.al,
2011), (Nohlberg, 2008), (Gupta
and Agrawal, 2012) , ( Hasan, et.al,
2010) , (Alan and Roderic, 2006) ,
(Janczewski and Lingyan Fu, 2010)
, ( Spinapolice, 2011) , ( Kee, 2008)
, (Lieu, 2002) , (Chan, 2006) ,
(Cheung 2012) , (Algarni and Xe
2013) , (Buetler, 2009) , (Tovstukha
and Laaneots, 2013) , (Cazier and
Botelho, 2007).

Q
§‘0
S
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TABLE 2 (Continued)

As

Y
Type of Social Engineering Type of Technique Threats Wntermeasures References
Attack )
4

Human-based

On-Line Social Engineering

Harvest passwords

on’t repeat the use of one

%i 'E?Ie password
Ay

(Granger, 2001) , (Luo et.al, 2011) ,
(Gupta and Agrawal, 2012) ,
(Janczewski and Lingyan Fu,
2010).

Persuasion

(Granger, 2001) , (Gupta and
Agrawal, 2012) , (Kee, 2008) ,
(Algarni and Xe 2013) ,
(Heikkinen, 2006) , (Cazier and
Botelho, 2007).

Impersonation (Quid Pro

Quo)

d
>

&

4 J‘<Q
S
S

Don't type in passwords with
anyone else looking.

(Granger, 2001), (Gulati 2003),
(Guenther, 2001), (Twitchell, 2009)
, (Gupta and Agrawal, 2012),
(Janczewski and Lingyan Fu, 2010)
, (Greitzer et.al, 2014) ,
(Spinapolice, 2011) , (Gragg,
2002), (Chan, 2006), (Cheung
2012), (Arief and Besnard, 2003) ,
(Heikkinen, 2006) , (Buetler, 2009)
, (Tovstukha and Laaneots, 2013).

~\
\
N
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TABLE 2 (Continued)

Type of Social Engineering
Attack

Type of Technique

Threats

Ng
\e.
\Wntermeasures

/)

References

Human-based

Conformity

Individual Settings

Direct approach

(Granger, 2001).

important and sensitive
| data.
ID and Password Dbru\rgned and Security

Spying and Eavesdropping

ID and PassonY-

-

-

|

(Gulati, 2003), (Whitaker,
2009).

Poliey.
l ‘o}w
—-\

ming}ﬁ Security Policy

Q\T

/'.

(Gulati, 2003), (Nohlberg,
2008), (Alan and Roderic,
2006), (Mandy, 2005).

-\ A
7 o (Janczewski and Lingyan Fu,
Questionnaire Sensiti\ﬁjormatl\x \,{\' Awareness 2010).
? ) \?)
W g QS'—
\ Q\ (Gulati 2003), (Guenther, 2001),
Tech Support ce?ﬁmis’ion at b%e Passwords are never spoken (Whitaker, 2009), (Allen, 2006),
2 :' $ over the phone (Gupta and Agrawal, 2012),
& (Alan and Roderic, 2006).
NSO O
& (Gulati 2003), (Gupta and
Support Staff (:\ Valuahle inf fonation — Awareness Agrawal, 2012).
. nifde@i | file
R ]) S
v (Gulati 2003), (Gupta and
The Voice of Authorit Password'— Accessing the Identity Management policy Agrawal, 2012), (Gragg, 2002).
7 system

N
S
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TABLE 2 (Continued)

Y.
e

Type of Social Engineering
Attack

Type of Technique

Threats

v

?o'ﬁntermeasures
~,

/)

References

Human-based

Important User

Sensitive Information

(Guenther, 2001), (Allen, 2006),
(Alan and Roderic, 2006).

Third-party Authorization

Access permission

YN/areness & Training
|
]

allgr/1D technology

S

(Guenther, 2001), (Olivia Chan,
2006), (Cheung 2012), (Arief and
Besnard, 2003).

In Person

Sensitive Info

o Y

\f
NG
\\

> LY\A

(Guenther, 2001) , (Chan, 2006) ,
(Cheung 2012).

Shoulder Surfing

ot
)
Password — Ph card num

ST

be C}wareness & Training

(Guenther, 2001), (Allen,2006),
(Twitchell, 2009) , (Luo et.al, 2011)
, (Gupta and Agrawal, 2012) , (Alan
and Roderic, 2006) , (Janczewski
and Lingyan Fu, 2010), (Greitzer
et.al, 2014) , (Spinapolice, 2011) ,
(Kee, 2008) , (Mandy, 2005) ,
(Chan, 2006) , (Cheung 2012) ,
(Algarni and Xe 2013), (Heikkinen,
2006) , (Tovstukha and Laaneots,
2013).

<
Familiarity Exploit \’ Wre § Training and awareness (Heary, 2009).
> |} .\ o Lo
Creating a hostile situatio P cc ﬁo trQIj Secure area Personnel training and (Heary, 2009).
Q’ $ awareness programs
(l ) ’ 1 el 4 —-

(/4//,1
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TABLE 2 (Continued)

c_}"("

Type of Social Engineering
Attack

Type of Technique

Threats

v

?‘ﬁntermeasures

A

References

Human-based

Gathering and Using
Information

Sensitive Information

ammg and awareness

(Heary, 2009).

Get a Job There

Sensitive Information drson el training and
, ess programs

(Heary, 2009), (Arief and Besnard,
2003).

Reading body language

Organization Secre@

Pegisqh Gg'ralnlng and
: warengss programs

(Jamey, 2009).

Sex Sells

Sensitive Informatin

N

(Jamey, 2009), (Whitaker, 2009).

Social Engineering in Reverse

confi ntlal

Sabotage a ne@ Stealin

__.)2

SEEN

{
-

/Vg

v
wareness
N Q\

@raining and Awareness

A
A
2)

(Whitaker, 2009), (Allen,2006),
(Twitchell, 2009) , (Nohlberg,
2008) , (Stergiou, 2013) , (Gupta
and Agrawal, 2012) , (Hasan, et.al,
2010) , (Alan and Roderic, 2006) ,
(Janczewski and Lingyan Fu, 2010)
, (Greitzer et.al, 2014), (Irani et.al,
2010) , (Spinapolice, 2011) , (Kee,
2008) , (Mandy, 2005) , (Gragg,
2002) , (Algarni and Xe 2013) ,
(Heikkinen, 2006) , (Buetler, 2009).

Piggyback Rides

-
<
P

Awareness — follow security
policy

(Whitaker, 2009) , (Masan, et.al,
2010), (Maan and Sharma,
2012).

Personal stake- Phlsm&w

v

Bank acpount or password

Training and awareness

(Andrew Whitaker, 2009) ,
(Budi Arief and Denis Besnard,
2003).

S
S
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TABLE 2 (Continued)

X
ra

Type of Social Engineering
Attack

Type of Technique

Threats

v

?oﬂntermeasures

/)

References

Human-based

Neuro-linguistic programming

Company’s secrets

aining and awareness

(Andrew, 2009).

Get smashed Trade secrets — passwords - get b 4 Trﬁinin and awareness (Andrew, 2009).
into a building ,fq
Mail-outs Individual / organizatio E \dé'tiOn/Qﬁxwareness (Allen, 2006).
information | &
Forensic analysis Individual / organizat ucation/ Awareness (Allen, 2006).

information ©7  ~|

Helpless user

Organization's.gystems .,
¢ b

‘v N
\ ﬁysical security

(Allen, 2006), (Alan and Roderic,
2006).

Asking for Favors

Pas&s
b

dﬁ‘aining and awareness

(Twitchell, 2009), (Gragg, 2002).

Cold Calling

,sys{em level security- awareness
G

(Twitchell, 2009).

Contriving Situations

- Educate/Awareness

(Twitchell, 2009).

Giving out free software —
Reward

Security policy

(Twitchell, 2009), (Arief and
Besnard, 2003).

Photography \ o I'R‘a\eﬁe\ﬁre'%sc“’ Security policy (Allen, 2006).
\'\ T (Twitchell, 2009), (Spinapolice,
Pharming (.-\ el |}d P ord Training on Security Policy 2011), (Alan and Roderic,
Q J ) L 2006).
y 3 — Py AL
w ‘v’ (Twitchell, 2009), (Luo et.al,
Pretexting 5 Ser%' e Information Awareness 2011) , (Nohlberg, 2008),

(Stergiou, 2013) , (Greitzer
et.al, 2014) , (Spinapolice,
2011), (Tovstukha and
Laaneots, 2013).

K
S
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TABLE 2 (Continued)

¥

Type of Social Engineering
Attack

Type of Technique

Threats

?o'ﬁntermeasures
~,

/)

References

Human-based

Reconnaissance

Physical Access

Y:"Physical security

(Twitchell, 2009).

Simple Requests

Individual / organization
information

v

Q:y'on/ Awareness
$ T

(Twitchell, 2009).

|
Surveys Sensitive Information 'A ness (Twitchell, 2009) , (Heikkinen,
A 2006).
2 "
Y' \\V N (Twitchell, 2009) , (Maan and
Tailgating N Aw%}&ss — follow security | Sharma, 2012), (Mandy, 2005) ,
Bypassing phy: uri 0\ policy (Heikkinen, 2006) , (Tovstukha and
CN Csﬁ Laaneots, 2013).
Ps --—_ D _\\ i
Theft Confide Wfor o) /A Awareness (Twitchell, 2009) , (Nohlberg,
a o 2008) , (Mandy, 2005).
Fear Se e Informati "AQ}' Awareness/ Training (Stergiou, 2013), (Hasan, et.al,
2010).
|5) S ’
Diffusion of responsibilities Rsitive Waﬁo@ Awareness/ Training (Stergiou, 2013).
4 P o
A4 i _
Chance of ingratiation / N, Sensiti Infor@hon Awareness/ Training (Stergiou, 2013).
o b P
Guilt A nsitive | ation Awareness/ Trainin Stergiou, 2013).
‘(__\ Sensitiv {rtﬁgFm g (Sterg )
Overloading Awareness/ Training (Stergiou, 2013).

LY
a4

AN
N
S

Sehsitive-fiformation
AV 5

S
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TABLE 2 (Continued)

As

Type of Social Engineering
Attack

Type of Technique

Threats

?o'ﬁntermeasures
~,

/)

References

Technical-based

Trojan horse

Workstations - Network

hysical technical solutions

(Gulati, 2003), (Twitchell, 2009),
(Stergiou, 2013), (Greitzer et.al,

td eliminate or reduce 2014), (Spipapolice, 2011) , (Chan,
ura ed physical access 2006) , (Arief and Besnard, 2003).
® Ty
| c}‘ (Gulati, 2003), (Guenther, 2001),
The popup window ID — Password - Sys - (Stergiou, 2013), (Alan and
|¥ Qpefating procedures to limit E_oderlc, ﬁooggl(éfn(cl_zevrs'{' a”g
HHH Ingyan Fu, , (Lvaturl an
z ~N> g nerabilities. Janczewski, 2012), (Maan and
NV 3 ? & Sharma, 2012).
\) )
o, _\V (Guenther, 2001), (Allen,2006)
Fake Mail and Attachments ? A (Nohlberg, 2008) , (Hasan, et.al,
Viruses— s<clog mail Q‘-}B\Iways update scanners - Limit '2:012)0,1(()3)3“(0,\2/'9W5k| an r:_lngyan
. . o u, , (Maan and Sharma,
systpm\ MaliciQus deiQ data leakage 2012) , (Kee, 2008) , (Lieu, 2002)
Y. ’ %\ (Cheung 2012) , (Heikkinen, 2006)
| , (Buetler, 2009).
“ '! }_ 10

Spam, Chain Letters and
Hoaxes

Always update scanners

(Guenther, 2001), (Masan, et.al,
2010), (Lvaturi and Janczewski,
2012), (Algarni and Xe, 2013).

£
&
$
S
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TABLE 2 (Continued)

As

Type of Social Engineering
Attack

Type of Technique

Threats

References

Technical-based

Websites

E-mail address and password

7
?oﬁntermeasures
N )
4

i Traiining and Awareness

\Jd.
[y

(Guenther, 2001), (Allen,2006) ,
(Nohlberg, 2008) , (Lvaturi and
Janczewski, 2012) , (Greitzer et
al, 2014) , (Gragg, 2002) ,
(Chan, 2006) , (Cheung 2012) ,
(Heikkinen, 2006) , (Cazier and
Botelho, 2007).

o~
Social (Engineer) Networking Sensitive Info%ati}n 0{\ < {\VAwareness (Whitaker, 2009).
5:) I~

(Catch Me a Vish) SMS cell Credit \ _\V Awareness (Whitaker, 2009), (Alan and
phone vishing CO Y \& Roderic, 2006), (Lieu, 2002).

@ (=)
Bogus Surveys %n%j : <3r Awareness (Alan and Roderic, 2006).
KeyGhost - Pagswo sz §' Awareness (Chan, 2006).
Spyware and Malicious ) \ﬂ'v/ 7 & (Alan and Roderic, 2006),
software O

Security culture

(Janczewski and Lingyan Fu,
2010), (Lvaturi and Janczewski,
2012), (Cheung 2012).

$
&
S
S
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TABLE 2 (Continued)

Type of Social Engineering
Attack

Type of Technique

Threats

N
K\e:

References

Technical-based

Phishing

?oﬂntermeasures
N )
a4

Financial / personal informatiol ? ' Security culture
‘% NY.

(Allen,2006), (Twitchell, 2009)
, (Luo et.al, 2011) , (Nohlberg,
2008) , (Stergiou, 2013) , (Alan
and Roderic, 2006) ,
(Janczewski and Lingyan Fu,
2010), (Lvaturi and Janczewski,
2012) , (Maan and Sharma,
2012) , (Greitzer et.al, 2014) ,
(Spinapolice, 2011) , (Mandy,
2005) , (Chan, 2006), (Algarni
and Xe 2013), (Heikkinen,
2006) , (Buetler, 2009) ,
(Tovstukha and Laaneots, 2013)
, (Cazier and Botelho, 2007).
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4.3 DEVELOPMENT PROCESS OF SOCIAL ENGINEERING TERMS

X
N
N
b

This section describes the process of developing social engineering taxonomy

(TAXONOMY)

4.3.1 INTRODUCTION

in terms of terminology analysis and classifies the coerding to hierarchy

relationship. As will be shown here, subclasses that resulted fro ial/éngineering

L 4
main root, as well as other members that have hie ical relations 'p‘in‘ll Y; of
sub-classes. Y' \f b &

N

{3'

A 4
[ Countermeasures }

A4
$ Human-based Attacks } [ Technical-based Attacks }
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Figure 3 shows the hierarchy of proposed social engineering ontology which is
going to be implemented by Protégé software. The main class of this an!ui
ontology is "Social Engineering” which contains three sub-classes Iisl@er it.
These sub-classes are a) Types of social engineering techniques; b) CdAwﬂeasures
to avoid social engineering attacks; and potential ¢) Threats thatWen humans,

secure area and sensitive information. V

Basically, human-based attacks and technical-based attack a'e alsq two sub-

classes listed under "Types" sub-class and Social engineertg's main 2 'lihe\ WO

sub-classes, human-based and technical-based, many membBbers \I/hiéch')reﬂect
4 b 4

the techniques of social engineering attack ch _are._implemen by social

attac victims or to

engineers, whether they were using thes@ﬂs dir;atly
gather information about them to discmeir \@ ;

before attack implementation. o >,; Q&}
\E 'Aj Ky

, aQ preliminary stage
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FIGURE 4: Social Engineering Human-based Taxonomy.

Social Engineering Human-based Attacks

N 4 A N\
1- By Phone 13- Important User [ 25- Piggyback Rides 37- Photography
J/ . J J |\
\| \ 4 N\ /7
2- Dumpster Diving 14- Third-party 26- Personal stake- 38- Pharming
Authorization phishing
J J . VAR
\| N\ 4 \|
3- On-L.ine Social 15- In Person 27-NLP 39- Pretexting
Engineering
. J . VAR
\| N\ 4 N\ |
4- Persuasion 16- Shoulder Surfing 28- Get smashed 40- Reconnaissance
VA RN J . I\
\| N\ 4 N\ |
5- Impersonation 17- Familiarity Exploit 29- Mail-outs 41- Simple Requests
VA RN J . I\
N\ | )\ ( N |
6- Conformity 18- Creating a hostile 30- Forensic analysis 42- Surveys
situation
VA RN J . I\
N\ | )\ ( N |
7- Spying and 19- Gather & Use 31- Helpless user 43- Tailgating
eavesdropping Information
VA RN J . I\
\| N\ 4 N\ |
8- Questionnaire 20- Get a Job There 32- Asking for Favors 44- Theft
/| J . /|
N | N | N |
9- Tech Support 21- Reading body 33- Cold Calling 45- Fear
language
VARN VARN J |\
N\ | N\ (" N\ Vs
10- Support staff 22- Sex Sells 34- Contriving 46- Diffusion of
Situations ihiliti
PN ) J 1L responsibilities
4 N\ (" N\
11- The voice of 23- Reverse Social 35- Free software —
Authority Engineering Reward
VA RN J . J
\|
12- Chance of 24- Guilt 36- Overloading
ingratiation
AR
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With reference to Figure 4, which is based on the literature review to develop a
comprehensive list of terms (taxonomy) of social engineering attacks, it beca
that the most techniques are used, with direct communication with the vi@}\/hile
on the other side there is a group of techniques used to manipulat ictim via

media. The list of human-based key terms consists of by phone, dumpSter diving, on-

line social engineering, persuasion, impersonation, conformi Nonnaire, spying
and eavesdropping, tech support, support staff, the voice %y‘ important user,
third-party authorization, in person, shoulder surfing, iliarity e i (;reating a
hostile situation, gather & use Information, get a job , reading b I#n@vfsex

sells, reverse social engineering, piggyback ri onﬂ\sfa - ishiqg)YT\lLP, get

smashed, mail-outs, forensic analysis, helw er \@Bc.old calling,
contriving situations, free software eward, photo ing, pretesting,
reconnaissance, simple requests, eys, ta\aﬁn‘, ﬂ\ fear, diffusion of
responsibilities, chance of ingratiati ,guilt,ﬂand erloadi

N
S
Ay \J bj,&o
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FIGURE 5: Social Engineering Technical-based Taxonomy.

[ Social Engineering Technical-based Attacks ] \:

1- Spam, Chain Letters and Hoaxes

2- Popup window

3- Fake Mail and Attachments

4- Trojan horse

5- Websites

6- Social (Engineer) Networking

8- Phishing

9- Bogus Surveys

10- KeyGhost

11- Spyware & Malicious software

]
]
]
]
]
]
o 2 st ]
)
)
]
]

o e e e N e e N e N e N e Y P Y T

S S
v
In contras on-td per interaémn, Figure 5, shows manipulation via

media represeEM e hn‘ic
t

spam, chairm™let andvryes po l(wwindow, fake mail and attachments, trojan

ed a t@which consists of key terms which are,
s

horse, \@t’s, socél gifeer working, (Catch Me a Vish) SMS cell phone,

N
phi 0Qus surveys, keygh%:sk, and spyware & malicious software.
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FIGURE 6: Social Engineering Threats.

[ Social Engineering Threats ]
4 \ ( \
1- Sensitive information 14- Bypassing physical security control
& J (. J
4 3\ ( 3\
2- Organization data security 15- Bank-account & passwords
(. J (. J
( \ ( \
3- Harvest passwords 16- Trade secrets
(. J (. J
4 A 4 A
4- Individual settings 17- Individual/organization information
. J (. J
4 3\ ( 3\
5- ID and Password 18- Organization's systems
L J (. J
4 Y 4 Y
6- Sabotage a network 19- Unauthorized access
(. J (. J
4 \ ( \
7- Database 20- Data files
. J (. J
4 ) ( )
8- Valuable-information — confidential-file 21- Physical Access
& J | J
4 3\ ( 3\
9- Stealing confidential data 22- Workstations & Network
(. J (. J
'd \ \
10- Phone-card numbers [ 23- Viruses-Worms-malicious code
(N J J
4 3\ 3\
11- Bypassing Secure area control [ 24- Loss of productivity & network resources
L J J
4 Y
12- Access control [ 25- E-mail address ]
. J
4 Y
13- Financial & personal information [ 26- Credit cards ]
(. J

Figure 6 shows the most threatening aspects that are directly or indirectly
affected by social engineering attacks. These threats vary depending on the target of

social engineers. Targets can be represented by, Sensitive information, Organization
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data security, harvest passwords, individual settings, ID and password, access
permission, database, valuable-information/ confidential-file, phone-card nlwm,
bypassing secure area control, access control, sabotaging a netw@aling
confidential data, bypassing physical security control, bank-accou sswords,
trade secrets, individual/ organization information, organization's systems,
unauthorized access, data files, physical access, workstations & “wetwork, viruses-

worms-malicious code, loss of productivity & network le-mail address,

credit cards, and financial & personal-information. ‘\d
]
| §
The next figure 7, represents counter that are dered as defense
lines against social engineering attacks. W in p{ew stud&:/oidance of
u

social engineering threats can be in@ed thro ese@ﬁ'hods which are,
awareness, training employees, k{g'ﬂ all tra\h\ c gd'}monitored areas, not

N,

repeating the use of one sim;%/vord,ﬂ requiring a<l</ ests to be escorted, not
typing in passwords with a hse I g over yltg}loulder, shredding important
and sensitive data, d#:andlec i?/l psh}y training on security policy,
passwords neverlbgwoken '0 \he pho%(xdemity management policy, caller ID
technology, en%
security, S t&)

vel securit s&gl

ain-



FIGURE 7: Social Engineering Countermeasures.

Social Engineering Countermeasures

A e
1- Awareness 11- Identity Management policy

J o
) 4

2- Train employees 12- Caller ID technology
J o
) 4

3- Keep all trash in secured, monitored areas 13- Enhance/ Train-on / Follow security policy
J .
1\ 4
4- Don’t repeat the use of one simple password 14- Educate employees
J N\
) 4
5- Require all guests to be escorted 15- Physical security

J \
) 4

6- Don't type in passwords with anyone else looking 16- System level security
J o
N\ 4

7- Shred important and sensitive data. 17- Physical technical solutions

< \
1\ 4

8- Documented and Security Policy 18- Operating procedures
J &
) 4

9- Training on Security Policy 19- Always update scanners
J .
1\ 4
10- Password never spoken over phone 20- Security culture

J .
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4.4 IMPLEMENTATION IN PROTEGE 4.2

4.4.1 INTRODUCTION %\

This study used Protégé 4.2 as a tool of developing the ontol e resulting
development process enabled the proposed social engineering orwt contain tree

sub-classes categorized under social engineering main t Which is sub-class of

OWL: Thing. \d
|5

4.4.2 IMPLEMENTATION b 4 b
N A S QT
Figure 8: Top Level\%wgineen onc@&

R lf ) ‘Qtﬁ\Jr, £ v ) ,
Active Ontology | Entities | Classes |  Object Properties rommpm | Annotation Properties | Individuals | OWLViz | DL Que
[ Class hierarchy r Class hierarchy (inferred) | Annotations | Usage

Class hierarchy: Social_Engineering mEEE Annotations: Social_Engineering
%S| | =X Annotations
v--@ Thing comment
» - Social_Engineering Social engineering, or what is known as art of mind's penetration,

7 N
(Q': A A
Alt can be seen from@? Figure 8, the Social_Engineering is the main class

of emented ontology. Also Figure 9 shows that, the middle level of social
neering sub-classes which are Types including (Human-Based Attacks and

echnical-Based_Attacks), Countermeasures and Threats.
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FIGURE 9: Middle Level Social Engineering Taxonomy.

Annotations

%

‘w ‘
Annotations: Social_Engineering

Annotations

¥ @ Thing
V- Social_Engineering
- Countermeasures

@ Threats
£ Q Types

FIGURE 10: Individuals "Femgocg

Human-Based_Attacks
~.@ Technical-Based_Attacks

comment

Social engineering, or what is known as art of mind's penetration,

Description: Social_Engineering

Equivalent To Sy

SubClass 0Of Tug

ngineerin

y

g onomy.
AN
A

Class hierarchy r7 (infe 7o
Class hierarchy: Types DEEE

%] ]

V@ Thing

¥--@ Social_Engineering
Countermeasures
Threats
Types
@ Human-Based_Attacks
@ Technical-Based_Attacks

7

@ ‘(Catch_Me_a_Vish)SMS_cell_p
@ Asking_for_Favors

# Bogus_Surveys

@ By_Phone

@ Chance_of_Ingratiation

@ Cold_calling

@ Conformity

# Contriving_Situations

@ Creating_a_hostile_situation
@ Diffusion_of_Responsibilities
@ Direct_approach

@ Dumpster_Diving

@ Fake_Mail_and_Attachments
# Familiarity_Exploit

® Fear

# Forensic_analysis

@ Gathering_and_Using_Informati
@ Get_a_Job_There

@ Get_smashed

@ Giving_Out_Free_Software—Rev
@ Guilt

# Helpless_user

@ 'Impersonation_(Quid_Pro_Quo

Annotations | Us

Annotations: 'Impersonation_(Quid_Pro_Quo)'

Annotations +
comment

The attacker pretends to he someone |
attack techniques include acting like n¢

Description: 'Impersonation_(Quid_Pro_Quo)'

Types
@ Human-Based_Attacks

Same Individual As §
@ Support_staff, Tech_Support,
The_voice_of_Authority,
Third-party_Authorization

Different Individuals §

@ Important_User

@ In_Person
& ¥ouChnct

-86 -

hitp: /iwww semanticweb .orglehmt/ontologies/2014/9juntitiec



Individuals of the sub-class are also individuals of the main class of that sub-
class. Figure 10 shows that, all individuals of Human-Based_Attacks and Tecv!
Based_Attacks as they two sub-class of Types class. Furthermore, the d@n of

any individual is clear if it is 'same individual as' another one or not. Pﬁ‘&mple, the

member Impersonation is the same individual as Support staffy Tech_Support,

The_voice_of Authority, and Third-party_Authorization.

@ Keep_all_trash_

@ Thing - - o in_secured,_mon...
= Ty res

@ Don’t_repeat_th
e_use_of_one_si...

@ Training_on_Sec
urity_Policy

|
¥ @ Technical-Based * @ Human-Bassd_Att
acks

A \\\ \ 4 Dont_type_in_p
\.\$\\\ \\ as\swrds with_a..
NN
Figure 12%t prope} of glal ineering Taxonomy.
Active Ontology l Classes Object Propemes I Data Properties I Annotation Proper
Object property hierarchy: topObjectProperty HNEEE
T | = | D

Vv-mstopObjectProperty

~mm Affect_Individual

~mm Affect_Organization

~--mm Countermeasures_to_People_Attacks
~-mm Countermeasures_to_Tech-Attacks
~-mmHas_Direct_Interaction
~-mmHas_Indirect_Interaction

A
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Figure 12 shows that, the list of object property of social engineering
taxonomy. These object properties reflect the relationships between individ
different classes in the ontology. For example, Affect Organization r@ the
relationship between Threat's members and members of social engin tactics as
shown in Figure 13 that, the threat of Physical Access affect ‘@rganization by
Reconnaissance and Get-smashed attacks. \,

\4
l

FIGURE 13: Sample of Relatio wew.l \d
N '

Property assertions: Physical_Access

Object property assertions
= Affect_Organization Reconnaissance
m Affect_Organization Get_smashed

Data property assertions
Negative object property assertions

Negative data property assertions
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FIGURE 14: Sample of DL Query (1).

A w .~ 4

_

Query (class expression)

Countermeasures_to_People_Attacks value Dumpster_Diving

| Execute | | Add to ontology

Query results

Equivalent classes (0)
Ancestor classes (3)
@ Countermeasures

@ Social_Engineering
@ Thing

Super classes (1)

@ Countermeasures

Sub classes (D)

Descendant classes (D)

Instances (1)

®Keep_trash_in_secure_area

i

shm@\jt-‘ﬁe result of queries whenever they were

Referrin@ Fig

tab. For example, querying about
&

given t th D
counter@ s_tofR&pZ;Attaggrelationship for Dumpster_Diving instance will

resuﬁ&e command to "Ke sh in secure and monitored area”.

%e other side, querying about same member "Dumpster_Diving" with the

Oationship Affect_Organization will result the type of threats, which is

"Organization data security" as shown in the next Figure 15.
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FIGURE 15: Sample of DL Query (2).

s [TowLviz | DL Query [ OnteGrar [T sP.

DL query:

Query (class expression)

Affect__Organization value Dumpster_Diving

|| Execute J| I Add to ontology

Query results

Equivalent classes (0)
Ancestor classes (3)
W Social_Engineering
@ Thing
@ Threats

Super classes (1)

@ Threats

Sub classes (0)

Descendant classes (0)

Instances (1)
4 Organization__data_ security

\-'
The next figure (all class h y)efor soci en@mg ontology is shown

in Figure 16, which allows us alize e onxﬁio%y which includes 3 classes

(h@ of the sub-classes which are 2

under one social engi rmg ain cla

sub-classes are cate%d wbbfé
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) |

FIGURE 16: Example of Social Engineering class hierarchy.

& Reauie i aus
R o

i ot T rain_ 6
R b
1%
@ Fhone-cara e
X
O and_rassword
R

* Srmanieevon_ty

TR 4 RN
T ARN

& Sreing_conna [

/ i
l b ey
= T 3 5"
T o €1} 7 N

R IS -AELHED

T R e e
R

Taer b age
* Tn¥iey
s

Ty ® suppenman ) A
R T 7

* rperonauen “

fl I Y Sy
T -
T !
STz, L Y %
L T e Familianmy Gep >

* Haras passwor
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> e e g

i atoran
& Rt H

R ;

3
& orering. Preee i

B T
S Iiiniaan_ses v
7 S acabo )
A TN
oA 9
STy e ey

* Amarencas
* Sirises e
seions oode

® Dypassing phys
Pttt e

* @ Shred_Important
_&_Senstive-Da...

O Technical-Based

At acks
\\ \\\\b\

r" ® Crear Carcds ]

W Social_E ngineer
W Thing —c:l i
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4.4.3 OWL VISUALIZATION BY WEBPROTEGE
9
WebProtégé is an open and free tool for creating, managing, andalyzing; and
visualizing RDF/OWL descriptions. The general information abﬁ%s online
software is given under the methodology in chapter 3. There are w ontologies
under the project name in the home page of the WebProtg Mare. After the
registration step, and a login, creating a new project is the step tolstart using Web

Protégé (Figure 17). ‘\d
"aX

FIGURE 17: WebProtégé homespage. | &

<€pmtégé eshmt v Help

WebProtege  (0CD) Ontologia do Cidade Democratica *  (0CD) Ontologia do Cidade Democratica
% Create Project...  { Upload Project ..

A Project Name Description Owner Download

Home (0CD) Ontologia do Cidade Democratica Ontologia do Cidade Democratica, orientada aos dados do portal: rfabbri
http://www.cidadedemocratica.org.br/

Owned By Me (0PS) Ontologia de Participacio Social Ontologia de Participacio Social, levantada na Plataforma Corais e capitaneada  rfabbri
por organizagdes civis (.g. Cidade Democrética) e do Estado (e.g. Secretaria
Geral da Presidéncia da Republica)

Trash

) 1. Semantic Web News The project for the semantic web news - to be used in the Protege short course  ttania
2. Semantics Weekly The project for the semantic web news - to be used in the Protege short course  ttania
3bdt-Bigdata Trabalho Carlos Bernardo
3BDT-USP Google Maps Usp Yuka
3BDT_Owl_RM46825_Exercicios Exercicio 5 - OWL Tkaros Rapakulias
Sisw Erling
5BDT - Alameda Lorena bojikian
5BDT-PauloGomes Exercicio 5 paulosag

4 N 1449 0f 449

WebProt;

The next step is uploading the ontology that is already created in Protégé. The
dcial_Engineering" domain ontology, generated by Protégé, is used and uploaded to

the site to visualize the class structure and relations. WebProtégé requires the ontology

to be in the RDF/ XML format instead of an OWL/XML format. Because the
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"Social_Engineering" domain ontology is saved in Protégé with OWL/XML format, it

was saved as an RDF/XML format in order to use it under the tool (Figure 18).

FIGURE 18: Selection of an ontology format. %

File Edit View Reasoner Tools Refactor Window Help

<> l@ untitied-ontology-21 (http: /lvww semanticweb orglehmt/ontologies/201 4/8/untitied-ontology-21)

Active Ontology raﬂhs' Classes I Object Properties r:Dda-onpaﬁes_ rti I Annotation Properties lhﬁvﬂ sals rmvzrm_mi OntoGra

( Class hi y [ Class hierarchy (inferrec | Annotations | Usage
Annotations: Countermeasures
t.' :' Bi Annotations
v & Thing comment
V-4 Social_Engineering An action, device, procedure, or technique that reduces a threat, a vulnerability, o
- Countermeasures reporting it so that corrective action can he taken.
~ @ Threats
b @ Types
<€ Select an ontology format g

Choose a format to use when saving the untitled-ontology-21 ontology

RDF XML -
RDF XML

OWL/XML

OWL Functional Syntax

Manchester OWL Syntax

OBO Format

KRSS2 Syntax

Latex

Turtle

Members
# Always_Update_Scanners
@ Awareness
#® Caller_ID_Technology
@ Documented_&_Security_Policy

® Dont_type_password_infront_others
P

'3
€gé, Q%}‘éntology can be uploaded using the

=

"Upload Project'é&b ig@ 19. Ontology is saved as RDF/XML
pr&]&t name is "Social_Engineering" and the

format is up@ ile". Q
Project@% is;S ciallen in@g ontology".

RN
N
S

Under the "
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FIGURE 19: WebProtége uploading ontology.

3 Create Project ... Upload Project ...

A Project Name Description

™, g gy TurTeTIpE

SemWeb2014-SMEOntology-HaldaSzvmula

SemWweb2014-SMEOntoloay-|  Upload ontology

SemWeb2014-SMEOntology- Project name: [ocial_Engineering

SemWeb2014-SMEOntology-|  Froject description: | Social engineering ontologyl A
SemWeb2014-SMEOntology- v
SemWeb2014-SMEOntology-| File: iE;\,_.:..‘,m 354 Thesis 2\SE Ontology| Browse... |
SemWeb2014-SMEOntology- OK Gancel

SemWeb2014-SMEOntology-|

SemWeb2014-SMEOntology-OlgierdGrodzki SemWeb2014-SMEOntology-OlgierdGrodzki

SemWeb2014-SMEOntology-Padykula uni project

N ¥ o
Figure 20 shows that t %I e'r'lg;wtn has been uploaded
q
successfully to the WebProte\ > ; A&

Project uploaded

Your ontology was uploaded and the project was
successfully created.
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Figure 21 shows the contents of the “class description for social engineering"
tab, which includes information about the contents, which are listed as wby
Name", "IRI", "Annotations”, and "Property". They are all upload@ the

ontology which was created in Protége. A

FIGURE 21: Class description for social engineerlqsm)gy

|

Class description for Social_Engineering 2(@/[X
Display name
Social_Engineering
IRI

|http://\w.".-a.semanticweb.org,.’ehmt/ontologies}'ZO14/9[untitled~0ntology—2I#Socia}_Engineenng

Annotations
o+ rdfs:comment = Social engineering, or what is known as art of mind's penetration, is a lang %
collection of techniques used to make people to do something or to
dedlare about confidential information.
Enter property Enter value lang
Properties
Enter property Enter value lang

G

N \>\ =
D $
After @I Gess, cl‘r%/domaln ontology is ready to use in
WebPr&{ e ge %} ike Protégé as it is displayed in Figure 22.
0

"Class perties”, "Indiv @K' "Changes By Entity", "Project Dashboard" tabs

::Med on the left side of thls figure.
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FIGURE 22: General view after uploading ontology.

X

ﬂprotégé

Gl * ot i sy P ot
i»ﬁ\classes 429X Classdescripion for Social_Engineeing alplelx
)Mm Ve | SR Tyt s || iy
/30 o Thing | Socl Engieeig
‘ () Socisl_Engingering
() Countermeasures i
() Threats |http://www.semanti(,web.org/ehmt/ontologies/2014/9/unt1’t!ed0ntology-2l#SodaI_Engineenng
30 Tipes
() Humen-Based_Aftacks
() TeshnigBased_ Afiacks Annotations
v rdfscomment £ Social engingering, or what s known as artof mind's penetration, 52~ lang %
collection oftechniques used to make people o do something orto
declre about confidental information
Entr property Enter value g
Properties
Enter property Enter valle lang

¢
Figure NWS the shasin Isett_lggs under the "share" tab. Public option is
used in or. ake ciaPe irg\' ontology in a public sharing for interested
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FIGURE 23: Sharing settings as a public option.

(oCD) Ontologia do Cidade Democrdtica *  Social Engineering *

ity
Sharing settings !

S @) Public

——1 KO Pﬁvéte

Anyone Can viewvy
Who has access

eshmt (you) Can editvy 3¢

Add people who Can vieww
Enter names or email addresses (1 per line)

| Q
The next figure%vidé{ﬁ‘.jﬂe,@c uding individuals from the social
engineering onto@sses,brop ies, an%dividuals can be viewed separately in
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FIGURE 24: WebProtége social engineering individuals view.

<€pmtégé

WebProtege ~ Sodial Engineering *
Classes *  Properties * Individuals * Changes By Entity *  Project Dashboard *

Sim e e 1 UISpIay narne
3 O owt:Thing Human-Based_Attacks
= O Social_Engineering
Countermeasures IRI
Threats |h:tp://ww.'.'.semanticweb.org_x‘ethontoIogtes/2014/9/‘unntled-ontology-z1=Human»Based_Azracks
= O Types
Human-Based_Attacks
_) Technical-Based_Attacks Annotations
rdfs:comment = Techniques that involve direct or in person interaction of the attacker with
the victim where the attacker uses deceptive methods to take advantage
of the victim's ignorance or his behavioural weakness and exploits the
trust.
Enter property Enter value
Properties
Enter property Enter value
/2 Individuals for Human-Based_Attacks || 2@/ X
Create Delete Search: | Type search string
Asking_for_Favors
A
By_Phone
Chance_of_Ingratiation
Cold_Calling
Conformity

Contriving_Situations
Creating_a_hostile_situation
Diffusion_of_Responsibilities

Nirart_annroach.

“ &
4.5 CONCLUSION v\ ¥ \AQ/

In summar. Miqu@ial engineering attacks grow in an evolutionary
process, and Nf th se}?m@es&)@ plurality in names. But, in both types,
-b

ed \Qhére are unique terms according to current

human- b technic

revie wh reflgct atl thewéz progress in offensive techniques of social
Ag

N
. With reference 'to(:’\'able 1, there are two types of social engineering

en\
%, human-based and technical-based. Under these two categories, human-based

Qntains more of the attack techniques compared with the technical based. There is a

variety of social engineering threats but, mostly it is targeting sensitive information of



an organization and individuals. On the other side, awareness is classified as an

important defense line against social engineer attacks in addition to employee w

&

Through its implementation process, Protégé is used as an @pen source and

and keeping security baseline mechanisms.

ontology editor tool. It's a flexible base for application develo t and for rapid
prototyping as it's based on Java. After the creation of a s %e‘ermg main root,

all sub-classes are defined, and object properties are define d|t|on all

’ ‘Z‘
members of lists and sub-lists are defined. é _\
.'

\,
After the implementation process, d Iopo? social eng;@nng ontology
format was converted from OWL/X 0 t RDF/X rmaéﬁ uploaded to the

public  users p It Y ownloaded  from

http://webprotege.stanford. edu%ro;ecﬂdzo 41443.1 3 43eb-807f-626dc37-

fc02d. '
KIS
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