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CHAPTER V
QUANTIFYING SECURITY REQUIREM USING
APPRECIATIVE INQUIRY AND FU HEORY

0}
5.1 Introduction % ’J'é
V

As presented in the previous chapter (SAIT)}ythe ZHe 'a\donéxc.:ording to the

ity uirements, is not

mgnts. Both of SQUARE

regmremems quantification

i.e. (perform risk assessment, calc& = &vmy requirements). Thus,

this study adapts itself to an algo of t theory to quantify security
requirements in the rcquircn%l ase. } 4 1 will be integrated with SAIT

especially in the dCSiun@ \\'h'rc.\N is é!e SAIT uses external methods to
1108t anli@"

complete the process (’% mng & security requirements in the SDLC
artifact. Moreover, cYults pf th
destiny phase wj gOwain gx 1'21)’0
elicit user zmq sSm y 1‘cquircmcm:a&'quamii'y security requirements in a proposed
technique ;Nl\ Secure Apprecidtive Inquiry Fuzzy Quantification Technique

(SAIF = nally obtain at the end of the day, the Security Requirements Index

(SR

e study that quantified security requirements using fuzzy soft set algorithm as a

13 L& in the proposed SAIT must change i.e.

8 @’oulputs. The aims of this integration is to

nhancement of SAIT technique was proven to be successful based on the

cas

preliminary study (See Appendix B).
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5.2 Benefits of Integrating Algorithm of Fuzzy Soft Set Theory into SAIT

There is no reliable concrete way to quantify security requirements K DLC
artifact (Khan, 2008: Khan, 2011; Savola et al., 2012). This quamiﬁcalr%' h

ecessary
to know about the security state of an SDLC artifact before (a early stage
especially in the requirement phase) and after the software dev§bpment process.
Moreover. this could help software developers and securitywrls in allocating

1e@lnimbilities in any

and {rorgdis important

because if an error leading to vulnerability is not corrggted at ayf ear
of correcting it might increase tenfold with ev%ﬂio’njk@‘gm phase
(Khan, 2008). In this chapter. the fuzzy soft set IIWW'INEK ¢d toghMd the SRI by
1 A

integrating the algorithm of the fuzzy soft s wy in ‘ﬁscussed carlier,

the option of using fuzzy soft set theory t

further resources to increase the security and decrease

software. The quantified information about vulnerabdg

h?isqgfhe cost

its own obstacles, because 1t is a very apRy

5.3 Embedding Fuzzy Soft Set

The embedding of fuzzy so% algorj#

T especially in design phase,

1
7%

related to this reason; o1 th c'emb has ps in this technique use external
method for perform 11\\%9 Ksm fgor@ prioritize security requirements, and
¢

document security '*;c:>m equl n (?rocesses which will be achieved by
embedding the 1‘%&1‘1 sef Jgofyhm @0110\\/.

a) Users a1 &m\c\'clopcrs examiwe the feasible size of the system.

asgc recognized strengths highlighted by the stakeholder.

b) Develop artifacts to support security requirements definition.
The following relics are to be gathered: system architecture diagram, use case
scenarios/diagrams, misuse case scenarios/diagrams, attack trees, and standardized
templates and forms. Consequently the dimension and the strength of the system

can now be derived.
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Consequently the dimension and the strength of the system can now be derived

(Draw Use Case Diagrams. Identify user roles and resource capabilities a isuse

Case Diagrams: apply security principles to design (detail misuse % dentify
g,

attack surface. and annotate class designs with security prop ¢ (Perform

security analysis of system requirements and design (threat modujssay).
d) Elicit software and security requirements. V
An essential factor in this phase is to make sure {l software/business

5.4 Proposed Quantifying § lmcq

requirements are proven, and that, they do not have. el e'nali n or design

restrictions. rather than requirements; thus elicit all se®wgity fequ ent&ﬂml are

‘ irements | &
related to software requirements. £
d b3

as a tool: %
To quantification security requirements, CINEOIKE S¢

security requirements, and perform sg a’sczs%
U]

r

\LY ‘igirements, prioritize

JYole system.

()
&

re

——
7

ng Fuzzy Soft Set Theory

ts
oy
In this chapter. fuzzy \0& \H~ € L%410, first, quantify Vulnerabilities

Index (VI) then quamifﬁ

an&hally quantify Security Index (SI) for
fn‘cﬁ?whole software or system by using the
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TABLE 16: Vulnerabilities, Errors and Security index

Vulnerabilities Index Errors Index Security Index
Definition | Is an index for weakness | Is an index for Is an index for th

in a product that could undesirable deviation | state of feelir
allow an attacker to from requirements or | stable, and LOTh
compromise the to change the vulnerabil®es
integrity. availability, or | functionality of the resultin ITOTS
confidentiality of that program
product

W Denial of Service Null pointer A rigdtion
problems that allow an references or failed
attacker to cause a Blue lock releases, rather T
Screen of Death than redundancy

checking [
ou ew& 14

5.4.1. Quantify Vulnerabilities Index Y.

Every software has vulnerabilities, which %V oié\by attackers to
control the system as a whole or to destr - i ubse@on a discussion in

quantifying VI that may happen in the n; 1&61 rding to Khan (2008)
APC
NS

‘i%each software; i.e. every

where the VI depends on:

a) Percentage of vulnera
vulnerability may h%
software (the lil;ﬁg ‘ rabNy being exploited).

b) Percentage OfK ’ @én because of this vulnerability to the
software. %

X

¢) Percentgpe e g ' in particular software. Every software has

ab than one time in a particular

its owlﬁ'iss s and each asse_has different value of importance, each single

My be affected by ah%a t one of the system vulnerabilities.

w

5.4.2. man , Citak and Enginoglu Algorithm (CCEA)

The definition of the fuzzy decision set and the algorithm of Cagman, Citak and

Enginoglu (CCEA) as given in their paper (Cagman et al., 2011).
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Definition: Let /-y € FPS (U). Then a fuzzy decision set of Fy, denoted by F¥y, is

defined by equation 1 as follows.
Yy €q

Fy={urx@) m:u €U} ... (1) !C}

Where a fuzzy set over U, its membership function IUF'IX 1s dgfin ; by equations 2

and 3. Y'
I
s :11——)[().1] ....... 2) % ' .\G}
) o F

/ 1 V . 0‘
l-“. = b -\ Q) Y. ~’
A T Tsupp(X) Z \ /1\(\)1,\“\% ( &

e: (]
U]
Where; \ A<$
FPS: is Fuzzy Proposition Set Y' i
T o , TS
F* -+ is a function set for fuzz§ sion sgi ot J.p &,
;IFI_\ . decision of F% (n&w i :

paramclcl- x and % erisg, u )

A ]

> TR o ’
$ cain { 0,

The @nm of how the algorithm will work according to the algorithm steps is

given below:

Stepl: Construct an intended universe (/) which contains a set of elements to make a

process of decision making related to them. Construct a power of universe



115

(Eu); which is a set of parameters that describes all aspects of the elements in
(U). Finally give all parameters fuzzy values (£).

Step2: Compute fuzzy set over (U) which is characteristic function (se@lat is
computed by step3.

Step3: Find F (e,,) for all parameters, 1.e. Construct a set for each&neter sk
contains the elements which have this aspect (paramete D), (€w2)sn ...

(¢w.n). Compute the fuzzy decision using this mathemaWalgorithm that is
wnl- )

ich 1?116 main equation.

it fma ﬂ@ary to
herefpr d'eegl%n can be

related to (Cagman et al. 2011) see equation (3) wl

Once a Fuzzy decision set of a Fuzzy soft set has
choose the best single alternative from the alterna
made by the following algorithm.

Step1 : Construct a soft set Fy over U. V “‘

Step2 : Compute the Fuzzy decision set /8
Step3 : Select the largest membership g nax ZIEE ;T \&

i ) -
When the algorithm is applied, if JaMglemengUs ¢ aﬁa&@ﬁl F (ey.,) then it will be
multiplied by One, otherwise, ‘0 it gs del@strated in the characteristic

function (see (4)) mcmione(qz deflltim"‘ﬁ‘izbapplying the algorithm for all
i i ¥ \ﬂk emedls

elements, a fuzzy value ‘*”Q“fd éﬁa this value describes the element
situation according to t@m
this means that the el th

means it has a lo@},_’
w !frror Index

5.4.3. Quafgly
Every stglcX®rror or more can lead to one vulnerability or more, which are used in a

section a discussion on quantifying EI that may be available in the system using the

i C;&x case, i.e. if fuzzy value near to One

fm has a high priority, if near to Zero that

<

algorithm given by Cagman et al., (2011), is presented according to Khan (2008)

where the EI depends on:
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a) Percentage of error occurrences in each software; i.e. every error may happen

one time or more than one time in particular software (likelihood of each

single error being exploited). Yv

b) Percentage of the error effects; i.e. every single error ma \am one

vulnerability or more, for instance, the percentage of effect ror X which
leads to three different vulnerabilities more than the percw of effects of
error Y that leads to one vulnerability. V

¢) Percentage of the error dangers in particular softvgare’

very software has its
y@more errors,
and some of these errors affect the different Iguels & vugneraghl ti&'&?anger.
é\ |5
4 X
Y' \ N
o

vulnerabilities, every single vulnerability 1s inf

5.4.4. Propose Quantification for Securit

proposed, then finally, the SI conter onifct 'lh% security requirements in
the proposed software. There are rSglORsgps lwe@ errors and vulnerabilities;
ch @ty requirement is affected by

these relationships give us 11(81 g a resufit.
one vulnerability or more. Each lnc% Sg‘tfﬁpled by one error or more. On the
other hand, the SI value & he g fuzz valu@. the value should be between (0,1).

Aesording to the prew an x$ t s’dtap_g;kquallon to quantify the Sl is proposed
) &

W lwp

Ss/'" - is security index for vulnerability 7 .

a) Categorize security requirements. The elicited specifications are classified
C =) 4 2

(not less than), in accordance with the following conditions: important,



b)

)

d)

(5

unimportant, system-level, software-level architectural constraint restrictions

Considering this. the latter is not regarded as requirements, but their presence

signifies that the previous steps should be implemented again. Y’

Perform risk assessment, whereby in this step, the Wealﬁks and risks
relevant to the system are determined, in addition to the ch that the risks

will result in attacks. The authors have suggested impthing current risk

evaluation techniques. Y ’
Prioritize security requirements. It is presumed thMyonfy a
can be applied: consequently, the most @l reqir ex’l TAve to be

determined. Y. \f 3
The role of organizations, their o@es and ™ py ed»éare viewed in the

external point of view. \T é
2 ﬂ: y' S

T . . . =
As a matter of fact, 1t 18 ssible alyé%ecurity in an application
4

ri:@'.ements

therefore applicationgest\gg and f#'alu 1 n‘§-%b\uld be a core element of the
1&46“ omated assessments tests can

entire security techriiqu Sp
alé ot recognized during code or

discover SCCUIQ’[’)]C]‘]S
implementati Nl ws, QY
¢

ai S

environme,

§ se@nly threats unveiled by the operational

t€c1@1 mechanism, by finding downfalls in the

design, £ memls

N3
?\ecu@l. Typically, test and assessment functions
are held\py a test analyst, (W the quality assurance organization, but it can
beaaNgded to the complete life cycle. The factors and elements that should

Naonsidered are:

i. Verify the security attributes of resources.
ii. Perform a source-level security review.
iii. Identify, implement, and perform security tests.

iv. Document security-relevant requirements.
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Integrate the security analysis into the source management process: A
vital objective of software security is to generate and sustain multiple-
use source code, which fortifies the fundamental security se VYS'(n the
software and over an organization's applications. This ob @ is most
effectively accomplished, by applying secure developn ractices into

an organization's general development process as so wosmb]e in the

SDLC.
¥e’ss reported security
rogram up-
101 \M Kxh)yed to

es’ ‘?abllshmg

@we risks, by

res ‘%adhele after

Manage security issue disclosure process, a

issues: It is specifically significant in tl
dates and improvements, to determine wigch a

recognize, evaluate, focus on, and Ve wez

resolving techniques will accelera

interpreting tasks, obligation

recognizing the weakness egloval te 1qu®<‘me often fed by
application tests, both in ouse \H-NY lg%and help to manage

information when discl c p}ﬁns

“« Q-
Define and momlm S ty, 11 r'A @éd development team will

R what ,' th termined. However, applying

nit rﬁ %&can be a challenging aspect. In

s ale im onanh%rums of a general software security

not be able to d

efficient analytics

spite of 1hi@~&

attempt.

In &g_l}nﬁning the present security stance of
an nr% ' cm@lraling on the most crucial weaknesses,
an w ing A ALgicc Tsly or improperly the investments are in the
| w\'cd security 01‘;\ ganization.

a]i/.ing how applications will be employed, and how they could
»ossibly be misused or infected.

Potential preventive controls and their value and efficiency.
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Output of Phase 4:

The outputs of this phase are: the “what should be’ needed artifacts: scenarios. misuse
cases diagrams, models, templates, threat modeling diagrams. Other outpu clude
reported security issues, forms, SI, results of risk assessment, initial cut &rily and

software requirements; categorized and prioritized security requirem

Table 17 summarizes the proposed integrated technique namew re Appreciative
Inquiry Fuzzy Quantification Technique (SAIFQT) phase n%a‘m steps inside each

phase, viewing the security issues concerned. \d
L
TABLE 17: Summarizing phases of proposed Se%’prec ti lrh@ uzzy

Quantification Technique

N
'pect‘cgﬁlts
¢

EGIRSE Exccuters Security issue
name
T | e Stakcholder | e Discover security N e S@\y situation in the old
e User e Sccurity definitigps agre ‘Yl : ‘k
e Developers e Resources an % % hRt i "@Old software/business
boundaries, A I 1uir@s needed in future system

Discovery o ldentify 1N\ I security WL the security definitions agreed
holic_\'T LI \1 is” Resources and trust boundaries
{ '&hal is” The global security policy

old system (Software Requirements)
s ag@.‘v e “What might be” the System boundaries,

s
(5‘/ *What is™ The existing situation of the
3

curity
’
relafed to

? fss'ioilazlrc assets, resources besides the agreed

e User
Dream reqirer $ security definitions, related to
‘ s ’ Y' business/software requirements
&’
et il e Misuse cases e “What should be the” Needed artifacts:
svelopers e Make risk assessment scenarios, misuse cases, models,
o' Sceurity e Threat modeling templates, forms, and threat modeling
experts e Fuzzy quantification, and diagrams.
reported security issues ¢ Risk assessment results. Initial cut at
Design ¢ Categorized security security and software requirements
requirements e Reported security issues
e Prioritized security ¢ Categorized security requirements
requirements using fuzzy
e Prioritized security requirements
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using fuzzy

e Stakeholder | e Initial selected security e “What will be the’ Initial selected

e Sccurity requirement requirements, documentation ‘g
experts ¢ Categorized security decision-making process u& hale

e Developers requirements

Destiny = e :
¢ Prioritized security

e Security requirements

index V

— v
The steps in the proposed SAIFQT in the table 17 gee il!Estr e.d\'qgu@S and
there are four phases to complete the eliciting usm@cu;it ' %]

irenTouts process
through SAIFQT. The steps are explained in the w&in

requirements Y

(o5
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FIGURE 18: Proposed Secure Appreciative Inquiry Fuzzy Quantification Technique

(SAIFQT) Process.

Stakeholder, User &

Developer input

Tdentify global security

policy
Identify secunity goals
Specify operational
environment

Current
Sys

2- Dream
Phase

Feedback

l“zecuﬁwmcms

i fy user ol resourcg dgpabilities
y; S v C 21

em. requirements

Examine
the feasible
size of the

s (Idenufy attack Security
experts

Users &
Developers

sys

essment (categorize and prioritize

i et dl
enti plement, and perform security tests

fanage sTcurity issue disclosure process.

nt security-relevant requirements

V.Y ALGORITHM.

:' @rcmrnls ).FUZZY ALGORITHM.

CeSS

Monitor security metrics FUZZY ALGORITHM.

Address reported security issues )

/ will be done

Feedback

Security
experts

Defining the activities that
have to be considered

4- Destiny
Phase

Categorized &
Results———=| Prioritized Security
Requirements

“What is™ iy \
Identif and boundaries Whaltiis
entify resources ¢ C 5 b
: 3 Sys. Description S/W 5
Agree on definitions related to SR g F Req

Feed

back
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5.5 Summary

In this chapter. the embedding of the fuzzy soft set algorithm Wiy&cure
Appreciative Inquiry Technique (SAIT) to gain Secure Appreciative x\/ Fuzzy
Quantification Technique (SAIFQT) has been emphasized. SAIFQT %lmique to
elicit each of the software and security requirements and tify security
requirements which are related to the proposed software 1hm$mc artifact.

SVY\y requirements to

. thefissug of eliciting
and quantifying security requirements will be discussed iMWpe next Chigter Quough a

real case study. é , '.{_}
3

Moreover. it is used to make the decisions for all elicite,

prioritize and categorize them in the design phase of (SAI
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