CHAPTER I1 :LITERATURE REVIEW

2.1 Introduction :c')

This chapter concentrate on the literature review related is, study. The
previous concepts and studies related with this study were di briefly. This

chapter extensively discuss the concept of IT infrastructur d services which
including the definition, the issues of IT security man tiniT @tures and

the rationale components of IT security maintenance@tamework implementati 0{8‘

Fe

2.2 Initial Work on Information Infras S ' 4 T

Y,
N -
Henderson & Kyng (1992), from EEW)]‘ Pa
t

ﬂ\cip tive Design, proposed the
term "tailoring” to describe the very

S
workplace information technolo : rate i s e f,éorganlzatlonal context.
0

They demonstrated how sophi rga atlo t‘éch@gles had to be dismantled,

ical types ewor@quired to enable

broken down, modified, aanlgule befo the@)uld be helpful to a company

!
(Greenbaum, & Kyn He‘n ers ‘.a yng (1992) claimed that this

demonstrated hO&W\ICEﬂ lprhs wa%&ned out in the latter phases of
d

implementatio \ age, qgest@he term “continuous design in use" to
% ¢ o)

describe ItQ (_/
wnlflca{cbjls ué\whlch was not explored further in Computer-

N
Supported Cooperative Work &"ECW) that it provided an early hint of how design

‘%be extended out in space and time. After a few years, Karasti et al. (2010)

Olsued and tried to expand this concept. They said that the CSCW's focus on short-
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term temporal elements of workplace technology was at the cost of a longer-term
perspective, which they viewed as critical when engaging with any type of charv

They tried to blur the lines between design, implementation, and u@well
as subsequent phases like maintenance and redesign, based on Hende d Kyng's
work. They coined the term “continuing design”, which is described mevelopment
orientation in which the relationship between short and long term; traditionally seen as
a tension which is addressed and accounted for from the m f infrastructure
time by incorporating it as a foundational design consideragion” ( ew‘nd Kyng,
1992). They claimed that this reorientation was esse ince its op telor_\ﬂkerent

timeframes than conventional IT projects. 4 \;T

Unlike conventional IT projects, w last thr year. are referred

as @rastructure time."

to as "project time," seconds last decw are referr
q@\ﬂcentrate on extended
N

Their study raises the issue of how G%/ type a i %o

temporal scales and other IIs-ra%culi

. pro Iems% igning entrenched disparities

According to Edwards et alt (20’)
across local systems % ressur‘g of c‘)‘nﬂp@n or accommodation between

systems, which m e aIIevir \By\ e dﬁapment of 'gateways’, which enable
numerous diver% emste. 't. Tea&})ﬁs and differences between local systems
’ 2

may eventu esult in pressu tlfat@c periodic modifications and redevelopments

N
to suit c% integ ?xterna&onditions (Ribes and Finholt 2009). As a result,
infr@ure advancement n ad\)s'lmultaneous efforts on many fronts. Infrastructure

aﬂties.

designwfor example, must act as a connection forwards to future expected users/uses.

d Itaneously, infrastructure deployment necessitates the construction of functional

ridges between the e-general infrastructure's characteristics and the specific locations

where they are used. In this regard, Ribes and Finholt (2009) emphasis that people
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attempting to start, develop, and build infrastructures must combine the ‘demands of
the present’ with those envisioned as essential in the ‘future'; which they refer to e
Long Now' (longue durée) after Wallerstein (1998). Their essay hig@h how
infrastructure expansion efforts are often unexpected and prone to Today's
sought-after future-proof systems, which aim to serve all purposes, eug¢n some not yet

imagined in often end up as tomorrow's legacy systems. \,

Y

2.3 Literature Review Knowledge Framework i

Literature review framework is about the topi€s,that will be covépi thfscfﬁbter

c,)
in genaral overview. The study of literature begim, with tpe orejof th@esearch
Y

knowledge which is about the Information Tech%log

literature review had covered the topicof\@stru

requirement, IT infrastructure

T)Fhen, Wg' i this topics,
IT segurity.
[

w Qs IT infrastructure
uc&g& governance and IT

infrastructure limitation. For th f IT_security, it co of subtopics which is IT

security risk, IT security oﬁ%ﬂe p 1 IT s@rity offensive detection, IT
n#ainte ne %

security management IT Security eo
Hacking, viruses, and other Ki f,‘bx%'rcrime have become a significant

worldwide issue myearsl w\ise in Qgefded instances of hacking, infections,

ugh’ com crime has existed since the dawn of
i tb(! gr‘aﬁjr%:readth accessible to would-be attackers,
to the Interne ub@y. The many advantages that the Internet and,
e W&IM Web“provide have led to broad popular acceptance. At
the %&ime, its increasing usgj;as exacerbated the difficulties that come with it, and
oesn't seem to be a day\fhat goes by without a cybercrime event of some sort

ecorded (Hadlington, L., & Chivers, S., 2020).
The following Figure 2.1 is about the summarization of topics cover for

and other form

i

erature review in this chapter.

20



IT Infra.
Requirement

IT Infra. Planning I

IT Infrastructure |
.

IT Infra.
Governance

IT Infra.
Limititation

Information
Technology (IT)

IT Sec. Risk ”

IT Sec. Offensive
Protection

IT Sec. Defensive
Protection

IT Sec.
Management

Maintenance

IT Sec. I

NN\
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&5
y

@formation Techno

E The development of technology for information technology infrastructure which
iS very fast in producing a wide range of computer products cause some medium sized

organizations are confused and ambiguous as to what should be done to the
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infrastructure of information technology (Laudon, 2012). This resulted in tragedy ‘white
elephant’ where infrastructure is purchased by the organization were not fullywﬂ!d
or not used at all (Kulikova et al., 2012). This ambiguity is likely due t(@ck of
control or it does not give the impression and clear benefits to busin ities and
organizational management (Straub & Welke, 1998; Tu & Yuan, ZOLY'

When it comes to information infrastructures, the concentration is on four
factors. Infrastructures are community-shared resources; t m’zs.c?mponents of an
infrastructure are incorporated through standardized interfaces, o nw‘ntext that

there is no hard limit between what is included with

infrastructur c'w.rkﬁ-tj\‘z:\ot,

and who can use or for what intended functi

various types of components whether on human

A common resource among@e groups

infrastructure. This is in contrast to cts |Ike\W§OS f;\ rd and Excel, which

each user has their own prlv and%ay e«frezLQF?T he gap between word
processing software and th t's i frastr e exemplifies this disparity.

Each user of a word p% as thei 6%0&) the usage of one user's system
rnet'

does not affect tthQothers' ail infrastructure, on the other hand,
ce

is a shared resor\ all s Alles alls are sent and received via the same
rE

ore, ow léer(:‘t%racts with the infrastructure may have an

network. F
impact %k users. Pgle us‘? transmits a large quantity of data, the network

mayg&ngested causing di tles for everyone else.

% ndividual actors often purchase various elements of an infrastructure on their
& Responsible must be compatible in order for the entire infrastructure to function.
s a result, defined interfaces (protocols) between modules are essential for the

construction of infrastructures. Infrastructures are open in the idea that there are no
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restrictions on the number of users, computers, or other technological components that
may be connected to them. Infrastructures are diverse socio-technical netwowﬂm
include a wide range of networks including both technical and social playe(s’}

The worldwide TCP/IP network, for example, is made up'Agany sub-
infrastructures: e-mail, news, and web infrastructures. These networ ay be seen as
distinct infrastructures in certain ways. However, many new, iwctures, such as
those enabling electronic commerce, are constructed on Y;d' integrate these
disparate Internet sub-infrastructures, resulting in hetero ity. T errtheless,
diverse in that they include non-technological comp . The Internet, ‘or.&éxgn'ple,
entails the efforts of a huge number of support : h% ould not function

{\T
&
Citamerts o
e F& ements of campus

without them (Hanseth, O., & Lundberg, N.%2001).

=

As a result, the information technolegy in@

sized businesses will be examined% oar tg %’th S . Plans are made to the
“« Q-
lo

infrastructure of information gy | t imp&(@ facilitate commerce and

organization but it mus EW with the sllob@objectlves of the organization
n, 20

(Stoneburner & Gogue : Turel etc al., 2617L,

Such pl %@ho 'terr@/&?f information technology needs of an
¢
organizatiog\.&@it seeks ilfpl mented and operated well for the success of an

Ny
ethefiti r:prof‘i?@social service.

organiz%
N
A _ <,
& formation Technohgy Infrastructure
QE The necessity to construct a medium-sized information technology
f

rastructure necessitates a high cost of failure in order to ensure that the infrastructure

operation's downtime is kept to a bare minimum. The complexity of information
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technology is constantly evolving further complicate the process of implementation of

information technology infrastructure in a medium-sized organization. Howeyer=it

should be balanced with the vision, mission and objectives of an organizat@}

S,

This requires careful planning for the short and Iong?m period in
h

implementing the medium-sized information technology infrastrt% is study only
focuses on campus-sized organizations only. However, it an?'ﬂe applied to small

or alion chnology

and large sized organizations as appropriate surrou
strategic plan should be provided to achieve a balance between theggo pfe@!ive
c)

implementation of information technology infras re with busine pIanQTT% within

h - N
the organization (Sarriegi and Santos, 2008; Turel etc al., 2017). ),

WV
Implementation of information\%)gy infras ure @eir organizations

do not plan or soon to be avoided. Tl@,’\)because %i tj@ ill evolve over time.

N
So, there will be little growth thegsi the ﬂ1for tion t2§6logy infrastructure such

as increasing the number o%ees]i rease the ﬁber of transactions in a given

time, increase the num puters and erve d so on.
NGy
If the imp@tio ‘s m

wit planning, disruption to the business
A
activities of a Nzat' nof ?{ate will occur. Usually, this is rare in the new

organizati ese problems i@"ee when an organization has been operating for

4
more tS%years, or en‘;arli\egﬂwan that. There is two types of IT infrastructure
irem

re ts which is physicaI\quuirements and logical requirements.

6& Physical Information Technology Infrastructure Requirements

Generally there are three main physical requirements in an IT infrastructure,

including hardware, software and communication network as illustrated in Figure 2.2.
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It also know as an IT assets. It should be known at an earlier stage of development
infrastructure as these can explain what is necessary and not necesswmr

implementation an information technology within an organization (Bourgeois, 2014).

A

Physical needs for information technology hardware spe ions include

minimum, maximum or optimum for personal computers, laptopstand

Dzw! 2017). The use of
ic on.f\r? client or
ical specificatio fhe\SETVer

puter servers

used in an organization (Bourgeois, 2014; Nwankpa J. K.

information technology hardware are also involves

workstation computer as needed along with the p

subscribed as a IT service providers (Sveen and e 007, N,W kpaJ. K. atta P.,
2017). SN %
Specifications for a hardware nec s cor Dé t appﬂ& ion or software
used in medium-sized organizations to av pro ems as requency of failed
time (down time), failure of c ; cor@er server that is not
. L=
functioning properly and othe av & 12 ) ddition, the need to set the

specifications of the qU|r me t ﬂ% the minimum, optimum or
% 'S
e parallel \QK se’

maximum. It should b E{fpmputer software and information

NI

=

Along \mthe specm he physical needs of the information
technolo pact nd ? ‘F&'éd to be analyzed and drawn together (Tan et
al., 20 ased IT| rasfuct\u/?é'demand on the other hand, may only be possible

fow nating corporation}r’a successful cartel, whereas the other reason entails

erformance targets as well as additional expenses, such as higher inventory and

Qreased organizational complexity (Child, 2018). In light of this literature we

hypothesized that:
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H1: IT assets significantly positive influences the IT infrastrucure for IT security

NS

maintenance.

SOFTWARE./ HARDWARE
INFORMATION
SYSTEM

NETWORK &
COMMUNICATION
AN

- L
Figure 2.2; :ia

ysieal of 4 quirements
RN A
re e nts i\&mportant for IT infrastrucure
{ STl
security maintenance s tly. V\‘a’t that, jh% owing hypothesised is needed.

H1la: Hardware ican ositive inf@es the IT assets of IT infrastrucure

for ITsecurib}te nce. f' G)(J

Those for achievin

N
are critical. It require&scﬁbhisticated software such as Customer Relationship

‘@ment (CRM) and Enterprise Resource Planning (ERP) business information

thology solutions for their medium-sized. Implementation of ERP and CRM

software like this can manage data organization soundly and safer. This can reduce the

L \(J
:wment iM of u§e. f the software for a medium-sized organizations

problem of security and the failure of information technology functions such as data
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compromising’s problem, issue or Windows operating system is not functioning well

and others. Y-

In common-purpose computing portals like desktop computers, th@nery

is made up of numerous parts, each of which has a significant number ional items

(e.g., configuring registers) that govern its function. FWe'rmore, the

parts communicate with one another through a variety of contgol communications. We

must guarantee that an adversarial cannot influence or vi state components or

integ itwility, etc.)
"AY

is breached or a protective device is circumvented in for the ha ale erate

control signals such that a security goal (e.g., confidentia

securely. 4 \/‘T

Consider kernel-level crypto brain éhemicals, whi cut@&;mputaﬁons
in the kernel space (e.g., Microso %qraphy ; Ne@meration, Linux

Cryptographic API). The secret key@s)t in file\S‘rdgth lge'{}rel space by the kernel
339 N

(running at Ring 0 privilege) an%ield

Ring 3 privilege) via a re of p

D

eﬁ fro ser-le@c?programmed (running at

&
ique oﬁ\% processors privilege mode

>

segregation in these S% emoryt acc i‘ fe s from a direct memory access

&
(DMA) peripheral device, on tr
authentication. (Potlapally,

\'er\ andé ot limited to the page mechanisms
) O
For gj es, hardware has lée r‘e?arded as the primary protection for security-

&

N
sensitive’activities. Thi e ses%n the long-standing usage of hardware security
mo HSMs) for crypto @e’essing, such as the tamper-evident/resistant IBM

toeards, and the more recent interest in protecting sensitive processes using trusted

G uting technologies like Intel SGX and ARM Trust Zone (Tudosa, et al., 2019)

Physical verification is a more manageable issue than software verification

because machinery is more consistent. Nevertheless, many of the problems are distinct,
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and others in firmware may be far worse. Pointers, for particular, are notoriously hard

to cope about properly, and several ‘‘verifiable” languages, such as Gypsy, forbid

AN

pointer operations. Coordinates, on the other hand, are simply references that are used

extensively in physical processes. As a result, enforcing address manipulating integrity

=——
is critical to the formal handling of hardware. Secure cryptographic hardware provides

oD
precisely this kind of control. A basic base and limits system can ensure that a project's

A
memory access does not exceed its allowed limits. As a result, the ph)/sical processes

»
offer fundamental structure that can be depended on by the validation of greater

YO\T

safeguards constructed on top of it (Young, 1991). | _f)

? 4
Those for achieving the hadware ele s IS i \ﬁ( for !T'anfrastrucure
siSe

security maintenance significantly. With @ fo uin potr{e{

d is needed.

H1b: Software significantly posm Iuences S t,a'Q T infrastrucure for
N
IT security maintenance. 0 <§)
Ny .
Software requir or mfor atio s¥ste lutions for a business problem

is obvious because it is based on t% jons a'lzifpsmess processes involved, such as

the sale and purc&,r m@ymen@ so on. However, the requirements in
A

terms of physeal astructure t I}lh tr(egfocess and the business transaction or as a
platform, @yls not obvi nd ready for mid-sized organizations. In reality,
4

it's v %'tant asa atfo‘rm f\o‘f/{'oftware or system information to move quickly to
co Iet e transaction, proc& and business problems.

By adopting common methods such as penetration and patch4 and inputs

0 eening (seeking to prevent harmful input) and adding content in a proactive way,

security architecture comes easily from a web security strategy. To put it another way,

28



access control is mainly concerned with identifying and correcting identified security
vulnerabilities after they have been exposed in deployed systems.

Software authentication is the protection of identifying and elimina@ws in
software by planning, developing, and evaluating it for security. iS manner,
computer security professionals try to create technology that can acti resist assault.

e session token

Let consider an example: while monitoring HTTP traffic as it comeSWia port may help
prevent SQL injection attacks, fixing the faulty code an |§g ttl

altogether is a better strategy (Morrison et al., 2018). ‘\d
L

All across the project lifecycle, safety is

nstant /co nlirl\@}?u'rity

is_nede or @ software
. S«"
Supplying key demographic fo%ﬁ)cation pro 'ss is a hard process
because: (1) lack of efficient met)@snd para Tof q@are security risk; (2)
ﬁy N

security must be regarded from tsta&es of design, ay not become apparent

until the software is in use; @he T e Who cc@ct and then use the operating
u

tinﬂaﬁb’security risk. System security is

Development Life Cycle (SDLC). Fault mini

design, but it is not sufficient (Hall et al., 2%

’
cyc:lé.(.;ﬁeeger and Cunningham (2010) look

inition, protocols testing, and the behavior of

Those for achieving the hadware elements is important for IT infrastrucure

Qurity maintenance significantly. With that, thus following hypothesised is needed.
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H1lc: Information System significantly positive influences the IT assets of IT

infrastrucure for IT security maintenance. Y‘l

There are needs in terms of network communication where it inm dware
and software. It is more focused on the technology used for data ¢ nication in a
computer environment. Software and hardware used should bew of supporting
communication network technology used by mid-sized organiz (Park et al., 2008).
Examples of network technology is Ethernet. '

Nonetheless, coping with such obligations in, the fast-paced md‘re{SIrTgly
controlled world wherein we operate continues t a challe‘}.ng . Every gt{%:qss that

matiémz}%tem (1S)
t

ad

wants to thrive in today's connected society must h

protection and Risk Management (pr
framework based on an Information%m WS

approach for a variety of reasons, Eua g rag%yb m@al growth possibilities,
(

_ a

and even management enha Mayeryet al., 2‘(2}‘9)'. However, handling with
o . N .

ISSRM effectively is onrWor alle |' g@nutshell, the following are the

€
major concerns: \o' '3 C},
* The co@es ‘ today's in@tion systems, which are also ever

N
increasing c\ O

(S

oY)

management

k ‘Mg%gement (ISSRM)

P

¢
. l\%g an eyer-ificr s@ﬁwount of risk-related laws (Mayer and Feltus,
4
2017).:

.

Y—v
%
S

\Those for achieving the hadware elements is important for IT infrastrucure

Gaity maintenance significantly. With that, thus following hypothesised is needed.
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H1d: Network and communication technology significantly positive influences the

IT assets of IT infrastrucure for IT security maintenance. Y'

Strictly speaking, all physical requirements of hardware and soﬁﬂe, e;ecially

the operating system such as Windows should support and Work%n this data
communication network technology. Specification used for s% hardware and

communication networks should be balanced and supportive oRcWother.

2.5.2 Logical Information Technology Requiremen \d‘

NJ
Logical needs of information technology i ething that i stlaeb,‘:r?amely

d

regarding the governance of information technonohg{ theg(l;tz;taff and

policy as illustrated in Figure 2.3. It is thEMntst t support %g anagement is

essential to ensure that information tech infrastruc facil@s can be used at an

optimal level. Thus, the use of inf g@n tec@t S improve profitability
? @

and reduce business operatin

POLICY

Figure 2.3: Logical of IT Requirements
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Costs, staff and the policy as well as the physical needs of information
technology which it is interdependent and support each other. With regard T!
convenience technology available information should not only be used o\he the

problem trivial in business but it should help improve the productivity aﬂ;@hty of an

organization. ?

Cost is an issue that is very critical and sensitive b au?'l!an expense for an

organization. For a medium-sized organization, it is n cQ?we Return
of Investment (ROI) that a comprehensive review ofya purchase or i ﬁta\wh of
s ‘Z*

\ N

With regard to the staff or emplo de or u@;.information
technology, they usually spend a lo a to solve prc@h of information
rrec ion format document

N
files, lost password, and so on% thes(e" impa@rtant |9§§€§ to be addressed in the

organization, but some of t Nolel y employees involved. This

can be done with the )% formation techn Blo&‘to hold exercises and settlement

<v
procedures to aII e ees |n\‘o he o& zatlon (Nwankpa and Datta, 2017).
¥
It wo b tte fo;?ry!m medium-size this focus group employee

|nformat| Io y e okganizational capabilities in business activities that

canr %!ts and im ove{)rc@mllty, such as increasing service use of information
olo

te

the project for an information technology infrastr e.

é‘

by customers, re}itmg in an information system that helps business

es, the use of information technology for promotional purposes effective,

0 cient customer service and so on. The employment of workers for the organization

also needs to have a good basic computer usage (Nwankpa and Datta, 2017).
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Next in respect of policies developed by the organization, especially for the field
of information technology, it should be smart, easy to understand and long termw.
It is important to ensure the continuity and travel information systems and@?kjtion

technology infrastructure in the organization running smoothly.

Employees who provide information technology suppert services for the

computers of the server and the end users of information tech is having one of

!

i ese{deys require
the recruitment of information technology by the hu resources for t rngni{mns
SK_ e,
Ini

the best human resources to maintain the quality of s

/

involved that meets international standards (Fran and ‘gal tto, 006;%95 etal.,

2017). Y i, Y\"
Similarly happen to the m %e policy inf@%tion technology

infrastructure. The maintenance po r infor \lm%c a@y infrastructure must

have a Service Level Agreem%A) vﬁﬂch a mz’;@ance agreement that is
constantly updated and apphi mout ng te buy ‘ﬁequipmentor expand the size
of the central infrastrut% istinglata (}r&gzbance and Siponen, 2012).

N O

0

The key iw e ‘nf rmation @ology is applicable to meet the needs
N
of customers @}fro intern ?1[1 e&(%-dal organizations involved (Siponen, 2005;

Haes et al.@ For example, It a ééﬁmer organization wants to visit the website of
4
1Zati els

n, but the'Sit I"alw S problematic and repeated problems occur. In this

the or
S
CO%I can not meet the rkeds of customers well even gives a bad image to the

N

ation.
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2.5.3 Information Technology Infrastructure Planning

The design of a medium-sized information technology infrastructure |SR&~
achieve the effectiveness of its use in the long term, governanc st the
productivity and quality of business in an organization. Whatever so%g to plan
beside the IT infrastructure, planning is requires a thorough understanding of the

fundamental things or not an inherent or otherwise (Khurana Y&sney, 2009; Haes

In designing the IT infrastructure, imple tion of fexisti g'mf m&'lon

K'g

technology in the organization needs to be clear as a crigical in rmaﬂ@-systems

used in the process of transactions, existl%xtransa%store%{%ﬁg with the
rs %@ore, the number

orecast_increase in its use in

of users who use the information system aI ng
the future, inventory information w spett to sgu es o@ormatlon and the use of

traffic in network commumcatl uch wit {he expected increase in future

p
(Arora and Hall, 2004; c & Fortin, 20 (

(.z

The mana Ntrucdjre e com@snents in information technology such

etal., 2017).

growth forecast for a period of time s years

h

1—1-

as mformatlo res S' usa)(}formatlon systems, business information
systems o t ne aged properly by the information technology
mfrast hurﬁ'n Hadl% 010). All four of these components play an

ole in achieving theﬁcé'plratlons of the organization in the field of business or

ratlons The productivity of a business can be improved and the cost of business

oeratlons can also be reduced.
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All of the components of the information technology infrastructure which needs
to be implemented in the present and expanding development needs for the ]
Planning and good governance in the information technology infrastructu@des a

good impact on the data, information systems, users of informati ems and

resources of IT infrastucture. ?

The design of a medium-sized information technology i?s?ucture can be built

to meet business demands, prolonged and imple ici%pects of
management, communication and security can be designed together, tetal, \)UI{ETabIe

| &
and strong.
v/
The productivity of employees, ticularly=in fiel Y.information

technology can be improved by Ing,/ systems caro(‘lh automated of

computerized. The systems that ca tomate \d~c$m feri ed will reduce errors
N

which is often made by human | spe%d up euimzl?q ntation time.
&

\ 2
Policy regardi th¥§ge ar’i im e‘ e@n of information technology

infrastructure in medium-sizé can.be’ dﬂv@,a better and smart way, especially

regarding the etw@qe o@er ap@\tions, usage of data and information
N
technology w@%iliti s avail I;|n magdganization such as an e-mail, the Internet,

informatio%bms, camputer ppﬁé‘(ons and others (Melara et al., 2003; Héroux
Lo 5
g

and Foitin;»2018). Train I{r th\e/YT staff can be managed with more structured, easy
% &)
to ﬁq@s nd and good contromy the organization.

6& Information Technology Infrastructure Governance

The problems that arise from the not well planning in IT infrastructure will result

in not good governance of IT infrastructure. The components of IT infrastructure are
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available in a separately but in certain situation, there are requirements for these
components to combine or meet each other. This problems will triggered the uw

and complicated situation in information technology management. 0}

Data is an invaluable asset to any organization as it plays ar?grtant role in

implementing the processes and transactions of the business within an,@rganization. If

b@from information

1 Er‘t\p?Resource
Planning (ERP), Financial Information System and others, flaws will o n‘fh@ﬁtire
C—)

it is not administered properly, especially the data which,0

systems such as Customer Relationship Manageme

I
of the information system for the organization (B and Gaya er, 2012) =

\ g
ignedé?ovision of IT
he @‘ér does not have a

This situation can be happen due Q\th?;ot
infrastructure platform. Those an exa Ike'the storag

e increase quantity of
N

data that must be stored (Strau ' éro%éifmﬂn, @3)
This imbalanc Wome’more c m@ed by the inherent security

!

wi
problems of on-line infotl;; tion{ anc “the use of internet technology by
employees in the @ﬁtiou@emet reveal cyberspace of organization into

good method of control and to secu dataint %v

v,

N
a cyber situat'@}N IS notkn ibo o will access it especially some one from
outside. LQ& of 1T} security’'im entation inside the organization to the cyber
4
envir will facilitate tH’e s%ga of the virus, hacking, spam and others (Siponen
_ o O
anﬂ%l on, 2009; Héroux & Fortin, 2018).

E Lack of security aspects in IT infrastructure will allow the occurrence of the
roblems like high frequency of failure, loss of important data, issues of privacy, data

theft and others. These problems need to be dealt with promptly by IT staff of the
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organization. If not, the time for them to act in a more productive to help the business

processes of an organization will decrease (Vulreport, 2015). Yv

Another problem that arises is that it will cause digital communic 'mblems
mainly through communication technologies medium such as an e?ue to the e-
mail server fail to function or not function very well. In a m% zed corporate

organizations, e-mail is an important communication tool usiness tasks such

as giving the orders, delivery reports, form requests,

on;@?er things.
With that, likened the other situation such as an e-mail failure includi 'eTa.'kIE{'re of
c,)

other tools of communication such as video con cing, teI:ep one line o@‘olP and

others. \ >
NGB

Non governance practices of fwcaagement in“KFInfr ture will have a
negative effect in the implementatio@jro-activ\m%n t{@\'nfrastructure (Bashir
and Kesan, 2011). Next, it will h%acon's‘train Inder @\execution time is limited
and requires a long time o }astr 'S%AISO, the constraints of high
cost implementation a@tme 1‘;5%@0 @be higher.

’ 4 F o ((_}Q

255 Informat@no@astru@ Limitation

\ L O
Mana(ﬁv pra tices wi hput(iJﬁTarmation technology infrastructure planning

will res@es t‘ha D(%e |de@ed clearly as the use of poor quality products,
s
unmanﬁe i

N

T; I, 2009; Birk and Wegener, 2011). As discussed previously, the balance

stems, security , safety issues and integration issues (Sunyaev and

een physical needs in IT infrastructure such as hardware, software and network

Qmmunications will not take in place. This is among the factors causing imbalance in

implementation of IT infrastructure.
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Usage of the non quality software and hardware are happens because of unwell

managed and implemented hastily. Software and hardware purchased from a Sw

of information technology within different purchasing time can cause pro@n the

functionality between hardware and software (Buyya and Vecchiola, ). This is

because the production of any IT infrastructure components was not tR same between

the manufacturers. \,
Within that, it will cause main problems in the @ of @?n’ucture’s
components. Similarly, production of different products can cause ofgint grﬁt'@?ﬁnd

| &
odu@re very

rationVQe een new

support issues will arise as the updating of info on tech;ol ay
quickly updated with new versions. Thus, the Roble M
information technology components or p@ﬁ to a 'ad nfra ﬁre will occur

and derived the problems (Birk and Wm, 2011). O
p ( g LLKT _\

N

Management of inform%temsf‘ and iatingérﬁware in an organization
which is done separately, s@onf
infrastruct

not good governance

int@s and tools used is a way of

re ( anb a@‘Lee, 2013). Those, it can cause
4 &

problems to the IT Q@rainir]g Me too;éaﬁy differences IT products exist and
should be knowg@wry staff i opeéﬁﬁ of IT infrastructure.

An%nc)ost ‘iéﬂa
infrast &g’l 4 4

s a low level of g;m'rity implementation. Unsecured IT infrastructure

is that arises from not well planning of IT
ham@ ecause of too mamm'ifferences between one another within IT services and

nents. Then, the situation will complicate the process of security updates to the

oormation system or software because of the the differences. Each IT services and
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components requires a different updates and at the different times according to the

information technology products manufacturers or suppliers (Rahman, 2014).

"

The integration between the components of the IT infrastructures essential to
facilitate the process of cooperation between the components. TY@raﬁon can
reduce the cost, the usage of high profiles human resources but in%e, curity aspects

of IT infrastructure. Then, integration aspects also facilitates Wraﬂon to be done
in IT infrastructure (Rahman, 2014). "\d
"AY
elin@ation

As a conclusion, the lack of planning for t@wnentat n
technology infrastructure in moderate size can I ms.@? entire of
IT infrastructure should be flexible, easy to‘integ

according to the organization's develw:)entralize unt@wagement and so

on. Not well planning of IT infrastr@s will cr

manage and not good governan% ¥
2.6 IT Security Y ' I

IT security is,a colleetio Fp& S, p%‘@lﬂres, model, theories, personnel and

other e expanded

pqsfhat is very difficult to

technologies resp@or ltec ing the J{@%sets of an entity (Jourdan et al., 2010).
Inthe meantir%\n also Be r r,e'd t(f-ay the protection and recovery from unwanted

or undesi &!magg,yi , disclosure or use, unintentional or deliberate, of IT

4
assets ﬁd ources (Alnatheer Nelson, 2009; Bozkus and Caliyurt, 2018)

S
2.%\T Security Breach

Vulnerability, threat, and attack are the three kinds of security breaches or
hazards that endanger the security of data in a digital environment or IT system (Beebe

and Clark, 2005; Bozkus and Caliyurt, 2018). All of the vulnerabilities and threats in
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\
N

the information technology infrastructure arise passively at first. However, before it
becomes an active mode, it is essential to address and overcome these w
vulnerabilities and dangers (Kim et al., 2012). The assault is shown as ald that

occurs on a regular basis (Simmonds and Sandilands, 2004; Bozkus andt%rt, 2018).

H2: IT security breach significantly positive influeneges the IT security

maintenance for IT infrastrucure. ! Y‘

] y
Further following discussion is about each kind of security breach that may

jeopardize the information technology infrastructure's security. All of the dangers, as
shown in Figure 2.4, may transcend beyond data security, which is very important to an

organization or business.

IT SERVICES &
INFRASTRUCTURE

VULNERABILITY

~ e,
\ Figure 2.4: IT Security Breach

Threat in the cyber world is anything that can be interferes with the operation,
function, integrity, availability of all types of IT infrastructure and services. Threats can
be occurring in any type of form (Straub & Nance, 1990; Bozkus and Caliyurt, 2018).
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Threats can be happening as an evil action by those who are not responsible or by
accident due to natural events or human errors. (Khorshed and Ali, 2012).

Different forms for data breaches have been interpreted within the context.
According to Jaeger (2013), missing paper files accounted for 38% of cyber-attacks,
lost transportable storage media accounted for 27%, and attackers accounted for just
11%. Insiders who are malevolent pose a significant danger to data security because
they have more expertise, tools, and accessibility than outside hackers (Vance et al.,
2013).

Another significant insider danger is access policy violations, particularly when
they are combined with malevolent intents such as fraud, copyright infringement, sale
or exposure of confidential material, and identity theft (Rubenstein and Francis, 2008).
According to the Poneman Institute, in 2012, 39% of all events were caused by
irresponsible workers or contractors, 37% were caused by hackers or criminals inside,
and 24% were caused by system “glitches” (Ebad, 2020). As a result, it's possible to
argue that the human element is the weakest link in information security (Yeniman et
al., 2011). As a result, a written risk management framework, as well as higher levels
of policy literacy and skills, are required, particularly for software companies
(Whitman, 2017).

Those for aghieving the thkeat of security breach is important for IT infrastrucure

security, ma\inienance‘sign_ificﬂantiy._ With that, thus following hypothesised is needed.

& H2aT Threat significantly positive influences the IT security breach of IT

security maintenance for IT infrastrucure.

Vulnerability refers to any flaws in the usage of information technology

infrastructure and services. This vulnerability may occur in a variety of circumstances,
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such as in the design, configuration, implementation, or administration of information
technology infrastructure, exposing it to attacks (Trcek, 2008; Bozkus and Caliyurt,
2018). The disadvantage is that it exposes information technology infrastructure to data
loss and downtime problems or downtime.

Cyber-attacks increase worries about possible privacy intrusions, which
supports a similar trend in contemporary society. Internet users are exposed to ever-
increasing privacy concerns as they rely more on computers to store and transmit private
data. Despite rising security issues, studies have discovered that individuals continue to
reveal an ever-increasing amount of sensitive data online (Barnes, 2006), and this trend
shows no indications of going backwards. According to popular social media data, Fb
users share over 300 million photos each day on the site. With the increasing frequency
of security events and the rising amount of technological advancements influence
subsequent, the issue of how to encourage computer organizations to monitor oneself
arises (Daigle, 2020).

Refusing to disclose details is other type of threat avoidance. The act of
exchanging data to all is known as self-disclosure. Soul is an essential component of
personal and plays a vital role in the formation of social connections (Livingstone et al.,
2020). Reciprocal self-disclosure aids in the discovery of mutual understanding and the
development of trust in relationships (Rubin, et al., 2020). Self-disclosure may have an
effect that extends beyond the person, in addition to fulfilling performance targets. A
feature of online product evaluations on Amazon.com, for example, discovered that

disclosing individual data in customer reviews had an impact on review assessment and

W following identity by other users (Forman et al., 2008).
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Those for achieving the vulnerability of security breach is important for IT
infrastrucure security maintenance significantly. With that, thus following hypothesised

is needed.

H2b: Vulnerability significantly positive influences the IT security breach of

IT security maintenance for IT infrastrucure.

The term "possible attack" refers to a method fdr éxploiting existing
vulnerabilities in information technology infrastructure (YYang and Wang, 2011). A kind
of threat known as a denial of service, or DoS, is an example. Actually, this flaw exists
in the architecture of operating systems, and one kind of attack that may be carried out
as a result of the flaws is known as Ping of Death assaults (Vivo et al., 1998; Yang &
Wang, 2011). There are two types of attacks: passive attack and aggressive attack
(Yegneswaran et al., 2005; Yang & Wang, 2011).

Previous work on pc interaction indicated that, in order to solve technological
constraints, individuals may enhance identity in innovation settings. Online
communication forums are one of the few sociological phenomenon that seem to reflect
people's seeming readiness to share confidential info. According to assessments,
Facebook members share almost 3 million bits of content every minute (Karim, et al.,
2020). Mamonov and Benbunan-Fich (2018) suggests that most of the information
provided by users via the service indicates anything private about them.

Facebook has declared intentions to monetize the wealth of data shared by users
thru the platform. Impressions of a privacy danger linked to computer security breaches

Sy will prompt an instinctive reaction to the threat and action to mitigate the risk to

“windividual personal data. It's worth noting that, although security breaches and privacy

infractions are theoretically different, both dangers often coexist in reality.
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A cyber-attack occurs when unauthorized computer entry occurs, regardless of
the reason for the access or if real data is exposed. A privacy breach, on the other hand,
arises when private data acquired for one reason is utilized for other even without
permission of the subject (Mamonov & Benbunan-Fich, 2018).

Those for achieving the possible attack of security breach is important for IT
infrastrucure security maintenance significantly. With that, thus following hypothesised

is needed.

H2c: Possible attack significantly positive inf —ekhe I se\gﬁr@h of
.S

IT security maintenance for IT infrastruc

NV
T \ <
Protecting data using protective mew ch tials@assessing the
release dangers of new evidence are'wamples 0
Login details may provide you som@sence ove\mMo
and practise by Taddei and C%OB 9mor ubject@orm over data has been

&
related to increased wiIIing?t\geveil rso Ida@vusoglu etal., 2016).
an

Users may feel dards of s et§ a@'educed chances of data breaches
’ 4 ¢ &
when a novel con@od isla MO saf%ard data. According to a meta-analysis

of conscience iw er- ettin@élt safety is highly correlated to personal

e ! (,8
data sharingf 1Isband and 5i Ie’,lzlj ; Cavusoglu et al., 2016).

NS
Personal self-evaluation, according to the Pattern Recognition paradigm,

cti\é/écurity measures.

happens after automated advice people as a long slog aimed at assessing and modifying
one's degree of self-efficacy. Nevertheless, detailed work in data from legacy systems

A
\suggests that self-efficacy represents one's expertise in a certain area, and thus it may
\Iead to rapid and effectiveness of spontaneous actions (Mamonov, & Benbunan-Fich,

2018).
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While most of the study on the influence of self-efficacy in overall social
behavior has concentrated on the straightforward effect of self-efficacy on behavioural
intention, information protection researches (Johnston et al., 2015) have emphasised
that self-efficacy also has straightforward effects on behavioural intention, but also
mediates the range of specific dangers (Woon, et al., 2005; Johnston et al., 2015).

This impact was verified in an observational research that found that security-
related identity mediates the desire to avoid computer safety violations in the face of a

security danger (LaRose et al., 2008; Yar, 2018).

| &
2.6.2 IT Security Offensive Protection -
? 4

IT security offensive protection is actiRies 0 \‘bLSIS and, feSting the IT

infrastructure security. It has three ty@ th U'LCI es: é

o Vulnerability Assessment - Stu w e cmﬁy vulnerabilities and
E? 5‘ AN
identify the corrch\B on should bg'ta e@mprove the network.
(7}
u

o Penetration test’ﬁ; bjec em toife( real world attacks selected
N
and contcteR& testing persgnnel. %
o IT Se{ity di Sqﬁ res cﬁ' practices against a set of standards.
H3: IT % ffensi rptec@significantly positive influences the IT
( ¢ ? (..)
sec@ intenance far 1T infrastrucure.
2.6.2.1%V erabilityAssessr&ﬁ-
N

\/ulnerability assessment is a study to locate security vulnerabilities in the

d ork or system (Koivunen, 2012). In this method, it need full of cooperation from
e

targeted organization in term of grants access to its facilities, providing the network

access, detailed information about the network and others (Radianti and Gonzalez,
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2006; Koivunen, 2012). The main objective in this study is to identify weaknesses in
the system and make improvements in to the security the systems and network. ItYevy
useful things among of all network security assessment but it's very hard t@efine
(Lee et al., 2002; Koivunen, 2012) A

Rather than security audit that had specified standard to measure against, in

vulnerability assessment there is no standard (Kostina et al., 20Q9'i Jumand Punit, 2011).

It may be a vulnerability assessment for internal, extern S net\‘/ork, perimeter,
non-technical and others (Guha and Mukherjee, 1997; and Runit; )‘ So, this
practice is higher level than penetration tests an its and th udce.iéf?t and
usefulness of this result it depends on the skill 4 \/‘T

X

The usefulness and cost effectiven

of the people will determine the quali i

al., 2015). The scope of the vulnerability assess \is%e
S
to be assessed (Yuill et al., 200 et al., 2015).4 43-
Those things that n?\g)e 7 an b@uding examine the specific
systems that may the% Inerable or ‘Ql‘ai most valuable information or

g 4"\/
maybe the vulnera wsse@ edegﬂrewall or web site (Killcrece, 2003;
Yunos et al., 2015). ybe ient wan <<ﬁrewall or Web site assessed or examine

!
¢
in non-tech 'S@urit posture, \%it@?ay warrant walkthroughs to all the facilities
N
4

(us-c% 5). "D) %

wever, the goals or, Qg\éctives in certain vulnerability assessment must be
A N

d Nhing the tasks that are need to perform. An assessment is also more beyond than
ecurity audit is because it will look the past checklist if exist (Jun and Punit, 2011). In
ulnerability assessment is not only addressing the specific issues by using the scanning

tools but it will perform to examine the extent of the system'’s vulnerabilities and explore
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the implications of the vulnerabilities disclosed by the tools (Yunos et al., 2015). Then,

the report will produce within more detail of recommendations. Y~

Those for achieving the vulnerability assessment of security offensive is
important for IT infrastrucure security maintenance significantly. With that, thus

following hypothesised is needed.

H3a: Vulnerability assessment significantly positiv Knces]the IT security

offensive protection of IT security maintenance T infras .

"X
| &
Scholars in software engineering, finance, ational Jr’es arch; and a@?d fields

[
have lately focused on data protection asset alMocatio \Ph\ rowgeld of data
security economy attempts to formalise @gice e is still'a gap between

theoretical frameworks and actual interms. ta c ing _;{) ibilities for central

D\ Ve
computer guards, in especially, fam Rn%%t ons; The topic of our article,
“« Q-
penetrating test (short: pentes'rhgk n insta active data record options unique to
N
computer networks. V era?ityI assessment i f@ﬂtly utilised in practise, but its
imythe

e

{

impacts have not been dogume ed” di érature on data security expenditure

)

A

(Bouveret, 2018; Leszczyna, 2019). 4«%

v \ \
Vulneeb}"&ass ssment ibmet.%vés known as "ethical hacking™ since hired
ethical ha@uamine he target n rk from the perspective of a hacker, revealing
Sbing

loiting f s."Th{/‘iaal of this research is to look at the additional

instea:'o
adﬁ@ and costs of secm?ty research for overall system protection. Because

megaly and attacks are so similar, it's natural to assume that data uncovered by

thests should be represented similarly to data uncovered by strikes. However, there

are cost distinctions: pentests incur predictable upfront expenses, while costs related to
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successful assaults are more unpredictable, considerably greater, and borne ex post

(B6hme et al., 2019).

2.6.2.2 Penetration testing :: ,

Penetration testing has the most sizzle and the testing is WhaTofessionals
use to ensure that a system or network is secure condition (Kohn 13). However

it's actually the least useful of the various network systemsidia W}S.

Firstly, correct action that to perform penetrati gisa \’ertt test. This
means that consultant or tester inside the organization plays t )( sQTtlle
attacker that tries to compromise the network sys secur}y Zambon e@‘ 2010;
Bdhme and Moore, 2016). Within the term of rat testin W‘\n1 carry out

without warning in situation that close z@tes c 5@ ang, 2011).
tion tha

Ideally, there should be no s port w?w t had being tested.
i ozuid ba

Any of the guidance from the orga nsh estrlo(%foto the penetration team
(Zhang et al., 2012). Howe I th pen on t ﬁﬁ'(g is outsourcing to other
organization, that organizati hould t th ops@ only know their objective and
goals in doing this penh testi ( eté.l . 10).

This pena& sti l con d to relate to the real inside or outside

attackers (Zh@t, 11).

technical ehns

on testing is also can be technical or non-

&
i*c,

01 or example, in “social engineering" method is

not @ esting tha neea' t(ca‘%ey?o get information maybe by telephone or other.
Ny

So, from inside the target organization, there are only a several people that

0@ know about the execution of penetration testing. Another important thing is any

ical aspect of the penetration testing should be to see and involve by the staffs in
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target organization that had authorized in this area (Zhou and Yao, 2012). They can
react with his authorized on the penetration attempts. T

Then, penetration testing is useful because of its goal to compromis \NOI’k

holes that in believe it's become a pot of honey and very likely to be detgcted by the real
attacker's perspective (Bing and Hai-Feng, 2012). According tq tMnario, the target

organization should be known and see the potential dama atican l'e produce from

N | }7@”

Those for achieving the penetration testing of security offensive is important for

the exploitation of these vulnerabilities.

IT infrastrucure security maintenance significantly. With that, thus following

hypothesised is needed.

H3b: Penetration testing siﬁ{santly p\ﬁ\lgi I@es the IT security
;\."i y N
offensive protection of | y mzﬂnten ce f%? infrastrucure.
N AN
N
a

Even in a hi -secQtyI syst{m, h'c@ay still target a number of
-AES/IS

vulnerabilities. WPA2 still consiaéred ong security protocol, however it
only pertains to ti }Ban r‘ot ad inistr@ frames at this time. A hacker attempts

A
to inserta for{(kasrol rames | t}t'ne p.l%ﬁ’orm in order to launch a Denial-of-Service

(DoS) attaQﬁ:osta, al.,;2012). less Network Overload Attack, Identification
4
S@ af

Flood 3tt De-authentication Q‘;@ck, Affiliation Flood Assault, and Disconnection
Stlﬁ@e he most common w}(;?ess DosS assaults nowadays. These assaults will cause

ess connection to become overwhelmed, resulting in service interruptions,

Oreased packet loss rates, and the necessity to resume the stopped Access Point (AP)

(Wang, et al.,2016).
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2.6.2.3 Security audit

Usually an audit is generally known when the organization wants to km
real level and tasks of this organization to measure up to meet the spec f(ﬂw\ards
This type of testing will provide a good guidance to the organlzatlon on Improving its
adherence to the specific standards (Kurowski and Frings, 2011; et ., 2019).
This will implicate to organization to have the better securit N So, an audit is
when taking a set of rules and measures it with the curren >,Y:(pmmerman and
Glavach, 2011; Malik et al., 2019). This task is very straightferward sec testh{q,but
it has a concentrated purposes and limitations. ’ _\

The process on usual audit in genera ion sa 0 the\m?ermatlon

systems security audits. In a security aUdIEWO having a s t of seeUrity guidelines,

standards or policies that will be meas

A
and Lekkas, 2012; Malik et al., 2 (@Qntent in security audit

standards must be very greatl e addressing the physical

including the technical secusi nou! and hani»2013; Malik et al., 2019).

In security aud% ver 09, IIh tL \fos treat the information and the
physical resourc |zat|P u22| a addach 2012; Line and Albrechtsen,
2016). Then, |t Iso nclu I 'Ieve computer protection and maintenance,
system co ra n, pass tren nd other usual aspects of technical security.
So, the a musl% gsent contlnumg network security process or practices
and er not a one-time m&i’surement (Zonouz et al., 2014; Line and Albrechtsen,
L
2016

In organization site, a standard must already have in place to determine whether
he standard itself is acceptable by the security auditor. Then, the standard must

acceptable to the actual environment. If the organization is not having the standards, the

50



auditor will measure it by their own standards. So, the organization needs to determine

the acceptable of the auditor's standard. Y.l

Those for achieving the security audit of security offensive is important for IT
infrastrucure security maintenance significantly. With that, thus following hypothesised

is needed.

H3c: Security audit significantly positive influenc (T seturity offensive
protection of IT security maintenance for IT in ucu .\d

| ]

2

A audit committee of a data system is rmed t‘g termine @well a

company can secure its valuable or essential asseRFurth \Orek omp ex@\s/saults have

been created to discover fresh weakness@elt S ere techagl gical advances
and Internet-enabled applications becohilabl\As

adapt their system security m%ameﬁt%

“« Q-
security plan nowadays requir& rough ure ( ubiko, 2009; Susanto and
’ N

Almunawar, 2018).
PO ¢ S
Regular data securityaudi off cé aésessment is one method to evaluating
an institution's d@ns ;@and a@ies. An auditing procedure will allow

N
you to see wh@mur i teq? RJ&n ules are in place, if your assets are secure,

private, an%hble, d ifyour d alytics are working quickly and successfully
4
to meX%,ecurity goals (P'ereir and Santos, 2010; Susanto and Almunawar, 2018)

=, &’
N

se%ie;ge, businesses must

da@curity needs. A good



2.6.3 IT Security Defensive Protection

For data protection or security of information technology, it should RAQe In
proactively which mean that there should be a plan for implementins G!)J es of

preventive to secure IT infrastructure. However, the limitation of this case 1%t requires
high capital and skilled labor. So, with that, whatever the outcom{s, urity breach is

difficult to expected or demonstrated to management until t some attacks or

security breach happen in real situation (Tripathi and Sing : Nw:ankwo, 2020).

In this situation, the IT staff needs to be prudent,in extending t sihe‘r@&‘ong
with the figures of return on investment to the company. This Is b ausi/‘é:cost to
restore backs any data or information thKhasjVnen Io\rfiamag s very high
compared to the cost of the investmwKQ)ecurity vention In¢IT infrastructure

(Baskerville and Spagnoletti, 201{, Nwankwo, 202\0. I ?{buld be analyzed and

compared more closely to the return? nveStmen f?‘ the @pany’s need.
Generally, to securTT intastr ture, i@ould be the three most basic
[
implementation of IT %« practige whi is(lQ ecurity policy and guidelines, IT
security educatio N\/arerkss IT se@ﬂ y perimeter (Arcy & Hovav, 2009;
&
Baskerville anE&@gn Iet;[i,

: ]\IW&gt_(WO, 2020).
4
O

curity defensive protection factor is about IT

Fi s&most important

g& :

securityypolicy and guidelines. | security policy and guideline, it will be clearly state
N

ttENat can be done and what cannot be done by any person in control or mange of

0 T infrastructure and services for a company or organization. Any usage of IT

frastructure components such as computers, Internet, information systems, computer

networks and others must be having specific policies in addition to general IT security
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policy. IT security policy is an important factor that controls the usage of IT

infrastructure for a company or organization (Baskerville and Spagnoletti, 2014Y~

Q

Within the IT security policy, IT security guideline is add valte onJit. It is

important to ensure that whatever IT security services are use, it will vﬁ in safe and

Secure manner. V

A
Those for achieving the IT security policy of defensive secuity is important for
IT infrastrucure security maintenance significantly. With that, thus following

hypothesised is needed.

g o J h &
H4a: IT Security policy significantly Rsitive \fhse\ es t e:z}f security
defensive protection of ITsecurit\ intena Wor infrgit cure.

The risk management frame@5must be\d'at?d ,(%gular basis. It should
':\l"" y N

evolve and expand with the co%‘ all pegula B (0] mé;e)that it fits the business's
on oIic@‘ﬁers a number of benefits.

vision and purpose. Restarti pCr[
tional cha

Maintaining good With% '$ ng aﬁdgh‘ranteeing that the documentation

F &
does not become st nt am@ﬁm e areé&ﬂ/of them (Briney, 2000; Rostamiet et
al., 2020) \ (ﬁo

!
¢
The %t su or'n?ufio@ust be carefully examined and executed in

N
order to/reate'an effiCi sect!&y policy. These auxiliary activities contribute to

the m&l creation of a succ@ﬂ data security policy. If people are unaware of an

d \tection policy, it will be ineffective. As a result, it's critical that the data security
@ y be implemented properly and effectively across the company, as well as
ommunicated to users (Hone and Eloff, 2002; Rostamiet et al., 2020)
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Those for achieving the IT security guideline of defensive secuity is important
for IT infrastrucure security maintenance significantly. With that, thus following

hypothesised is needed.

H4b: IT Security guideline significantly positive influenc T security

defensive protection of IT security maintenance for IT infrastrucure.

IT security policy and guideline will make a balan 'Yy.u secure situation
happen in IT infrastructure usage. For an example, the loyees WI‘Iowed to
during working ti.qie}yse, if
-u% cordk‘fto the IT

security policy for the involved employe uch”as \n?rnl susp@on fines and

others. c) 6'4

surf any porn, social networking and others certain w

this thing happens in organization, there will b

Then, second |mportant fa ecw e |Ira '&iure is about education

“« Q-
and awareness of all empl ustom d w er involved in usage of
computers, information,systems and I’ of a o' p hey need to be educated and
aware with the rlght to use D safe his is very important part because
within the usage h |ca e!i sec y rsystem is not necessarily guaranteed
to protect the o data, in ‘g}.a r IT infrastructure. As an example of the

s1tuat10n as10n o th m nking user’s account, the bank said they have

Af?c

N

a very ecurlty S tem’and blame the customers which do not operate their own
% 5
et banking account in pr}e rly (Jang-Jaccard and Nepal, 2014).

int

Q Whereas, the user's bank account is not properly and wise educated by the banks
Vi

olved. They only promote intensely concerned with internet banking for consumers

but not how to use internet banking wisely and safely.
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Users and customers whose cannot use information technology infrastructure in
properly and safely manner will be subjected to the invaders with a variety ovud
techniques such as social engineering, scams, phishing, fraud and t\The
department of information technology should make a lot of awarene#&palgns by
providing cyber security guidelines posters and others. Like wms done by

CyberSecurity Malaysia during this campaign of safely uses Iqterne ong peoples in

Malaysia. The company or organization can also collabo thf CyberSecurity

IJH-)

Those for achieving the IT security educatlon of defensive security is important

Malaysia on cyber security awareness program.

for IT infrastrucure security maintenance significantly. With that, thus following

hypothesised is needed.

H4c: IT Security education @y’icantly\siﬁge i f)@nces the IT security
"\F"' y N

defensive protection of I y mginte nee f@- infrastrucure.

Q

Our computer frWures %CUI‘I Sa’fablllty is becoming a major
uallf:a

priority. University g tlon y' d&}ggrated computer and data safety
concepts into th |o ‘post seco y software engineering curriculum to
meet this nee E ti ahp?};&n @gcépts must be based in practice in order to
accomplls sfull strugtio iéﬂ’d Wang, 2008; Rostamiet et al., 2020). Using

approﬁa tack ooI ha€ ersYﬁay effectively infiltrate and manipulate mobile

well as beat defe§€s such as virus scan engines, by leveraging system

esses or a lack of protection. As a result, stability issues and risks should be

de
Oroughly investigated and managed (Wang, et al., 2017).
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Data safety expert and vendor credentials verify abilities and skills, but they do

not replace experiences or qualifications. Professionals certificates may be use

¥

restricted operating market, whereas academic credentials promote wic(%h and

abilities in generally (Hentea, et al.,2006; Whitman, 2018)

N

Those for achieving the IT security awareness of defensive security is important
for IT infrastrucure security maintenance significantly. With that, thus following

hypothesised is needed.

v v ¢ \ &
H4d: IT Security awareness significantly po influ+ce ell'@urity

defensive protection of IT security mai fo{ truc@g

N
:li Si |ficaqu over time. The
clk&g\/ere computing or

(—e) A
computer science experts to one % e K) consu erégte barely internet savvy
98;

today (Thomson and Von Sol?wgs ; W ZO@Qvery firm must implement

The way people utilise data an aI;@! ev

user account has shifted as well, from a scenario mw\hi

a data protection awarepess &gr'amm in orde t@ this. This software will teach

customers on data safety p Iem whi of‘aﬁ}pding them of the problems as well

as any new ones @ha\@mca@e goal of this preventive maintenance

A
program is to em user's think 9&n vior, it must be designed in such a manner
u

that the u tons and t changed to guarantee that their activities are
4
safety %s (Sipon et‘;l, 201Z;
&

he rise in computer technology (IT) protection measures around the world is
& arily due to (1) a rise in online records, (2) a boost in smart phones, (3) a boost in
rganised cybersecurity groups, (4) a boost in smart local and global IT security threats,

(5) complexity in detecting hackers, (6) restricted cyber - crime laws, and (7) limited IT

Whitman, 2018).
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threat intelligence among web users. Pirates are also driven to carry out an attack for a

variety of purposes (Aloul, 2012).

P/q

The security perimeter are the tools and techniques that are necessary t@'secure

IT infrastructures such as firewalls, Intrusion Detection System, In n Prevention

System, anti-virus software, DMZ (Demilitarized Zone) techni thers (BOhme

&4

et al, 2016). Besides that, high demand for IT experts and ainw'l'staff are needed to
well manage and control all the security perimeters of LLiafkas ctqQ?verall and
Tyl

rast re,
S

services and facilities that are used and available In a company o0 orgalyzz"}tion.
\)

A" ol

These security solutions may be software or hardware, but the technique of

centralized IT security system should be implemented on"all the

management and security on the Internet and networks is the most essential factor. This

firewall, whether it be software or hardware, must contain the following features.

A network firewall serves as a gatekeeper for the computer system, acting as a
filter and safe transit route for accessibility to and from the Internet and networks to

secure the organization's IT facilities on the network from intrusion (Norton, 2016).

It will examine all network traffic for appropriate password and other security
code use. Only authorized transmissions into and out of the network are permitted.
Because of its susceptibility and lack of security, it has become important to every
company that connects to the Internet (Killcrece et al. 2003; Jang-Jaccard and Nepal,
2014). It can totally discourage unwanted access to computer networks, but it can't

A
\completely prohibit it (Klein et al., 2010). As a result, it may enable access to the

\computers within it only from trusted Internet sites, and it may only allow secure

information to flow (Norton, 2016).
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Those for achieving the IT security parameter firewall of defensive security is
important for IT infrastrucure security maintenance significantly. With that, thus

following hypothesised is needed.

H4e: IT Security parameter firewall significantly positives cestheIT

security defensive protection of IT security maintenance for #i_infrastrucure.

The numerous benefits of enhanced meters, monito ; ana‘ytics come with

additional tech issues when the electricity grid adopts S Gridjtec (Lyu and

Lau, 2010; Brewer, 2019). The network is becon@&easmgl pr r@g as
i n

the power grid becomes more digitalized and omm t{jﬁrnologles

ion
in a»\tim mann,@nay result in
system controllers receiving misleadiﬁ\}d the po rid <ﬁmally collapsing

(Zou, et al.,2020)
el

The intrusion detection system (IDS) is an essentlal part of the security

Computer hackers, if not discovered and ifi

454
/)}/

protection measures for IT infrastructure (Anuar and Papadaki, 2010; Brewer, 2019).
IDS has to be precise, adaptable, and extendable. The systematic and automated IDS
development process, rather than pure knowledge encoding and engineering methods,
are required to meet these criteria and the complexity of today's digital surroundings

(Lorena, 2015; Zou, et al.,2020).

The primary goal of IDS is to detect potential events, record information about
them, and try to report them (Lorena, 2015). Then, businesses utilize IDS for a variety
\of reasons, such as detecting issues with security rules, discouraging people, and

\recording current risks from violating security policies (Gritzalis and Furnell, 2012).
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Nearly every organization's IT security architecture now includes an intrusion detection

system (IDS) (Kheir & Debar, 2009; Jang-Jaccard & Nepal, 2014).
\'

Those for achieving the IT security parameter IDS of defensive segurity is

important for IT infrastrucure security maintenance significantly%ﬂp that, thus

following hypothesised is needed. \,

H4f: IT Security parameter IDS significantly 'tic influences the IT

é—h

security defensive protection of IT security maintenaneefor IT in cure.

L
N
oS
Many protection measures for 10T have n suggf.st to/solve_scale and

resource-constrained safety problems, such as WQ app fi M An | Szn\s/ capable of
monitoring network activity among IinkWs a alegté a violation is
discovered. Because of its surveillancem/arnic@&

a critical defensive tool for conventi naP ae@
‘%Q " &
Despite the fact t E furﬁgz@ in conventional networks,

creating IDS for lot s is a difficult job Th'is‘i&tje to the features of lot systems,
4 F &

such as the IDS aq@des' I \sess angM age capacities (Thakkar, & Lohiya,

2020). Neverthdﬁ lo

!
@
one anothe %a@ security .c céfns@c?oT networks. As a result, a suitable data

'tiel IDS is regarded as
A

archi re and devices' capacity to interact with

protecti% ompit stst S, such as an Intrusion Detection System (IDS),

L
mu eated (Thakkar, & I@'a, 2021).

\ The typical IT infrastructure depends on various forms of protection software,

vcluding anti-virus and anti-spyware applications (Zhang et al., 2010). The anti-

malware tools safeguard persistent state on the IT infrastructure to provide protection.
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These tools rely on rules and signatures developed based on knowledge of malware,

g

In IT infrastructure, causing the computer client and server, which executes anti-

—

malware software for detecting and removing the malware and virus, to monitor all the

attacks, and software vulnerabilities (Zhang, 2020).

computer client and server that is served on the IT infrastructure (Zhao and White,

-—

2014). The anti-malware software will execute and monitor one or more application

Ny

program, periodically storing a state of the nodes as snapshot, suspending the first node

from which the virus is detected if the anti-malware software executed on the second

N I JI1 S

node detects the virus, and restoring the first node at a state of a point in time when the
— . Tt U
snapshot is stored by using the snapshot of the suspended first node. ),

c\/z j
Those for achieving the ITW paramet ti-@are software of
[ T}tenance significantly.

defensive security is important for ﬁﬁastrucu\esw

S
With that, thus following hypothesised’is negded. « Q-
So

\ 2
H4f: IT Security parameter }nti- aI' % ftware significantly positive
influences the IT security. )efens,( cﬂ'oé/@.f IT security maintenance for IT
infrastrucure. /K\ l 5
A
NN c.%J
Bec neural networ a{d ata’ centers have many parallels, authors have

N
describ% ified"version, of ths\bbasic SIR infected individual to investigate the
beha&of particularly unde@l’fle and how their grow in multiple channels such as

p %peer networking and wsns (Mishra and Keshri, 2013). Several methods for

% ting malware in network infrastructures have been suggested (Watson et al., 2014).
a

Iware authors, on the other hand, attempt to make them invisible by using

polymorphism methods to remain undetected. Malware activity duration should be kept
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to a minimum, and malware dissemination should be limited in cloud networks (Shahin,

2014). \Y.’

Suarez-Tangil and Stringhini, (2018) performed the biggest study of Dalware
detection behaviors to comprehend the nonlinear response of ma?g They used
VirusTotal testing data to examine malware strains discovered be@ 010 and 2017.

To detect target Android apps, they presented an operati naw analysis method.

Their method divides apps into categories related to ne flow a lreat intrusion
- h - - ) ’
prevention characteristics \Y'
| S
The key of the protection on user data fo n o@ ' shou@ge known
NS

with respect to where and how the data is qud, hosi caraccess w to protect
the data from being stolen, distribute shared amon uth person (Barske

& Stander, 2010; Zhang, 2020). Th@sw to pro\ﬁ:s%s om | aud’s attacks such as
N
spamming, fake e-mails, fake v.%and o’t'hers. q Q:?
N So
N

2.6.4 IT Security M agw ' %
N

:
Information security, ac g o 1SQ/ 17799:2005, is defined as "the

protection of in/o‘ﬂion' fi tiali&J integrity, and availability, as well as
!

additional ch \stic s%@uthgﬁﬁcity, accountability, non-repudiation, and

dependa 'Il&' ? )"

re are many definiﬂé& for information, including the following:

QQ )] Information is about someone or something is made up of facts about

that person or thing.
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i) By processing input data using a programme, important or valuable
information may be retrieved as output from a computer.

iii) Information is a valuable corporate asset that, like othe@icam
company assets, must be adequately safeguarded (Melé’%&arriegui,

2003; Tehranipoor & Wang, 2012). ?
iv) Information may take many different forms. It rqawibrinted or written
r

on paper, saved electronically, sent throug erctronlc means,

seen on film, or uttered in a dialogue.

‘ NS
L2
The main goals of IT security manageme eto guara ee that IT YaL ets can

meet the following security goals. YE’

1) Confidentiality \% é

i) Integrity c—) ,<\

o % 0 S

i)  Availability $
N Aij Q

Confldentlalltyt Wpert t or.

disclosed to unauthorlze ndividua Vbjﬁl or processes (Landwehr, 1981;

_.q_,sz

n is not made available or

*

Tehranipoor and a , 20 !) Same e es of breach of confidentiality are
“Unauthorize pe nel can re 1ﬁed documents”, “Remote access to the
system Wl PT aD) “Shar, olders without consent of the owners”

0se for achieving th@]’ectlve of confidentiality is important for IT security

m%\hance for IT infrastrucure in significantly. With that, thus following hypothesised
6 eded
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H5a: Confidentiality significantly positive influences the IT security objective of

IT security maintenance for IT infrastrucure. T

The implementation of input validation that depend on encryptlo to rantee

data secrecy has long been seen as incompatible with the fundament rlty concept
of clear distinction of laws and regulations. While using a nonli nsfer network
and tokens significantly simplifies access control, it also ¢ eat w risk in terms of

policy secrecy (Mattei, 2017). "\d
| ]

_ Ay
ssociated Ilﬂe@nsfer
t% y a@ owed to

rtain @5 the strategy
ull@eal to whom they

A
RS
% : &
An examination of th may a le a‘r&‘&ets to rebuild the aspects of

N
the proposed networks Ef aWed u'ers a ' eir true identity. The safety of

Indeed, the major trend of tokens, and thus
hierarchy, makes the connection among custo
access apparent, and thus reveals the edltlo

must be treated as secret since admm&)o not wan

provide (or do not grant) access to t a.

the security policy |t seem e neE ity that processes will be willing to
support, as Iong as'ener eff ncy ensu |nce the overarching objective of these
fresh ideas is a anfeffecti 'gdn sure method for asset dispersal (Alabady,

etal.,2 02
d v):

Aegrlty separates mt@ integrity and system integrity (Butian, 2015). Data

mEi means the property that data has not been altered or destroyed in an
& thorized manner (Chen & Nazareth, 2010). System integrity means the property
t a system performs its intended function in an unimpaired manner, free from

63



deliberate or accidental unauthorized manipulation of the system (Trcek, 2006;

Tehranipoor & Wang, 2012).

“

Those for achieving the objective of integrity is important for IT security

€)

maintenance for IT infrastrucure in significantly. With that, thus follo pothesised

<

is needed.

{

H5b: Integrity significantly positive influences the | Kity rbjective of IT

security maintenance for IT infrastrucure. .\d
| ]
|
oy

The protection policy in a "secure” com devic% ch'as pro&_ on and

\oma; ed. hq\'r‘l't comes to

at rgLy nly on secrecy

privacy, communicate with one another and weréfn’t sel

maintaining secrecy, honesty is a must. S@Ated

for safety might not even be capable topXide th,js\fu
be safe by design. Information SEFHDII’] a ﬁgsyggm& is determined by the
rth

“« Q-
microsoft's handling of the da&g Manc@élson, 1994; Zhang, 2020).
N
y chan 1

In computing ;
’ &
the data or utilising i creat:le? aék, authenticity in a production facility
is determined byythe aécura ldata er than the avoidance of change.
(0 ‘Y2 9
ALQﬁity is depepdent og~the accuracy of programming and the proper
4

conne &dong the s tenf'and\/ e information on which it works, since information

in Qqnp ting device is mod#?ed by users via software programmes. (Limoges et al.,

a_erQs a result, may not

is inevitable)'data preparation entails altering

w

1994; Zhang, 2020). Authenticity is defined as the absence of contamination or

Onipulation that has a negative impact on a system's functionality.
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This term indicates "correctness of processing”™ between the program's
consumers, programmes, and data components for a computing device. This desw
is the result of looking at a multitude of scenarios where strong consister@}lued

and identifying security criteria that are similar to all of them in the m ificant of

which is operational accuracy (Eckel and Laffey, 2020). Q

The definition of Availability is the property of bein acWe and usable upon
demand is obtainable from an authorized entity J@hrampoor

and Wang, 2012).

Those for achieving the objective of ty |s t fo@f security
maintenance for IT infrastrucure in signific th tmit,t follox@g ypothesised
IS needed. \)

.\
) 1

H5c: Availability S|gn|f|cantly mﬁ 'E%ecurlty objective of IT

‘&
security maintenance for ITN& rucure: A
\

As a result, da%;mn |i“egryj‘£)!)r in everybody's life. In addition,
nolo

many companies e d in % services to operate more effectively
must be Worrle bo he f co tial data being put at danger. The three

goals of cy C |ty are c erfl @ Integrity, and availabality, which guarantee
N

security n acy( yr etal., 2019). The companies must be able to handle

Y‘
datq‘&ty risks such as tan@ﬁg security breaches, and service disruption. Every

mN’ has a duty to improve data security expertise in order to protect network

0 onments. The word "availabality" refers to giving authorised users access to the
ssets and data they need when they need it.
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An sovereignty private information technique may be used to ensure remote
regulatory compliance (Khidzir et al. 2018). This method shows that the data is?ﬂve
and that it can be utilised in an actual world. It may also efficiently verify @}urity
without downloading and installing the real data. Furthermore, a publi oken is a

shared erasure-coded information and scalable stockpiling techni Kumar and

Bhatia, 2020). \/
2.6.5 Information Security Management Model Revi '
N,
IT infrastructure security is a state which %&1 system or j?ct f risk
=\
(Anuar and Furnell, 2011). It consists of systems, rationgrand i ernal‘qontrols in

\h{ S
i a, krg&dge and ICT

order to ensure the confidentiality, availability an 'teqy\

h evolved from IT

niel for daily operation,
unspecified individuals whicpé ereste fes f outside organization.
Establishment of organizatiow mati ity p{b%f (ISP) is the first step to
protect organizations %g::ity tzreat Tﬁt@.l summarized procedures for

building a set of ISWU t'h bsfﬁg |sorg§}$< standards in information security
2 8
YIS
(a) 2 .9
- v
(o ’ YJ')X S
X N
RS

infrastructure of an organization. Use’s,\% in IC
specialists for accessing informatiom facili ewer

o
=
D

management sta
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Table 2.1: International standard for ISP

International standard

Guidelines

BS 7799
(Code of practice for ISM)
ISOVIEC 17799

BsI
IT baseline protection manual

COBIT
(The information system audit and control
association and foundation, ISACAF)

GASSP
(Generally accepted system security principles)

GMITS
(ISOVIEC PDTR 13335-1)

15Fs

Standard of good practice

(The globally representation information
security forum, 1SF)

Describe the minimum contents in an ISP
Explain what should do with an ISP

An ISP should be approved by management,
published and communicated throughout the
organization

An ISP should be evaluated and updated
periodically

Description of drawing up an ISP

Coverage topics

Contents

Review

Describes the process and control needs for
implementing an ISP

Brief section on the security and internal control
framework policy

Writing and maintaining a document

Minimal requirements for an ISP and principles
behind it

The different processes needed for defining,
maintaining and implementing the policy

The hierarchy concept of an ISP

Provide a comprehensive guidance on information
security with planning, management and
implementation

Performance evaluation

List the contents of ISP

The characteristics of the policy

Explain the acceptable user behavior

, ~~<7y 77~
ﬂé—) Y $
As a pioneer, UK Dep;\ t of Trade & | u%t&@?l) firstly developed Code
of Practice (CoP) PDO000 informatio curi;@n September 1993, with the
assistance of a group Y;JK', rg z.atllgg?r his Code of Practice was later
retitled and publis“&gBS 7799 1 “C,@%}of Practice for Information Security
Management”%%bru 5 %

provides a@n'

inf(;n@ecuritf
or\ nal dealings.
Qé Then, a new standard BS 7799 Part 2 “Information Security Management

stem — Specification with guidance for use” was released in 1998. The structure of

y British Standards Institution (BSI). BS 7799
'

this standard was the same as Part 1, in addition to defining a Code of Practice based on
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a set of key controls. As BS 7799 was a theoretical control standard and not a technical
standard of practice, it might not solve ISMS problems effectively. Thereonso
further developed ISO/TR 13335 (Information Technology — Guidelin the
Management of IT Security) and ISO/IEC 18044 (Information Sﬁk Incident

Management) standards (ISO/IEC FDIS 17799:2005; ISO/IEC 27001:2005. Both

standards are helping ICT industry to implement information secManagement.

e Q&lnehed at
InfoSecurity 1998 by UK Accreditation Certificati%ervi e (UKAS)and the Bfitish

A scheme for accreditation of BS 7799 enti

S
=

N
o y | O
Standards Institution (BSI). The accreditation pro e for IS}) 01 was a

\hg rpoi}exz\Fﬁ' is scheme

interndtional standard

d such

as independent accredited certification body required

initiated the further adaptation from nati \Jnda

(1SO). Following the revisions of BS %rt 1w

to ISO/IEC 17799:2000 (Par‘t% odﬁ %’:t ce @L%;K Information Security
Management. Finally, ISO/IE& 1 PM{;& ﬁ%:e issued in 2005, making
them official and rec niWndar‘is b ,IOS@M internationally. 1SO/IEC
27001:2005 is directly% to the .Waz's 2799.

d advisory document, not a formal

%
Y
Pt

ISO/IE(‘\ :
specificatio g@rd.l pravi

N
to address i atioft riska&Jvering confidentiality, integrity and availability

aspw&rganizations that a@SO/IEC 27002 must assess their own information

ngrisks and apply suitable controls, by following the standard for guidance.

S 1 wtl_lcj-?ructured and comprehensive set of controls
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2.6.5.1 1SO 27001

ISO 27001 is an international standard that lays out the criteria for d{l%ing,

implementing, operating, monitoring, evaluating, maintaining, and \‘@lng a
documented Information Security Management System (ISMS) th&resses an
organization's entire business risks. ISMS is intended to verify that the security
measures chosen are sufficient and proportional in order to saf?me organization's

information assets and instil trust in its customers.

2.6.5.2 ISO/IEC 27001:2017 (Information Sectsity Managem S B{X‘T‘u -
3

Requirements)
s b 4§

NV
\lts rootsé’gme technical

The international standard ISO/IEC, 270 '20]!:7\
content derived from BSI standard @art 2:

applicable to all types of organizatiens, in Iwéres ,}{btgrprises, government

agencies, institution and healthcare, [

“« Q-
SN ’}j L
The standard introd?- cyc'c medel knoiiivas the “Plan-Do-Check-Act”

o
(PDCA) model that ain‘%ablish, implemept, Qg itor and improve the effectiveness
of an organizatior&M. Thd PDCA cycle &our phases:

o

1. Plan—Est \nt the | 7 Théfirst step is to define risk assessment, in which

Q O
risks sha |den5'|.fivd,}al se@ evaluated. Identification and evaluation of the
4

risk treatment options are t@gllowed. After the control objectives and controls

N
\selected, management needs to approve residual risks and authorize

Qéplementation of ISMS.
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2. Do — Implementation and operating the ISMS. Management actions, resources,
priorities, roles and responsibilities shall be defined in this step. It needs to dew
the risk treatment plan to the respective risks, and to implement controls @ngly.

3. Check — Monitoring and reviewing the ISMS. Monitoring and revie ocedures
should be developed and executed. The effectiveness of ISMS and‘gontrols, as well
as the risk assessment methodology and residual risks, % e included and

4. Act — Maintaining and improving the ISMS. Imp ting OWntive and

reviewed.

@
corrective actions in this step could further im the ISMS a‘sq@orces
document and record control, and reviews i N secarity. i |den.@'r lessons

learning, so as to improve the ISMS. \, 0\ g
\ )
Often, ISO/IEC 27001:2017 1 imple@? tOKth with  ISO/IEC

27002:2005. ISO/IEC 27001 andEO/ C& assis in(g)sl}ning the requirements
7]

contAﬂs for the ISMS respectively.

N
However, there are co iczwa?d cor"usin glfidg% of risk assessment mechanism
ation

and ISMS implement inc% e’ rds are only stated what is needed

to do but itdoesr)% ion r‘operl howt@it.
N
\ ¢ ' C')(J
2.6.5.3 IS 27002:201 éo@ of Practice for Information Security
eme
4

and outlining the most suitable% ation s

Manag s

&/IEC 27002:2013 @acing ISO/IEC 17799:2005 in April 2007) is an

i onal standard that originated from the BS7799-1 standard originally laid down
@ e British Standards Institute (BSI). ISO/IEC 27002:2013 refers to a code of
ractice for information security management, and is intended to be a common basis
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and practical guideline for developing organizational security standards to facilitate the

effectiveness of management practices. YV

By adopting the standard, an organization can address informati ﬁ&my risks

comprehensively. This standard consists of several guidelines and t%%oractlces in

11 security domains shown as follows: V

1. Security policy. z '

2. Organization of information security. .\d
g

3. Asset management, | _\C}

4. Human resources security. \‘T

5. Physical and environmental securit u\ .4

6. Communications and operatlom ment. «

7. Access control.

8. Information systems ac%, dev‘élop an(io ntenance
9. Information securltyﬁ? t mI ‘%\A
10. Businesscontir% agement. '0’

’ 3
11. CompllanK ' \ C}Q

‘.

——v

Amon he 10 securi ()Jg’al otal of 39 control objectives and 133 best
practlc on se rity/co tr% asures are recommended for organizations to
satisfydt ntrol ob ctl\f:zs a?ﬁ' protect information assets against threats to

cow lity, integrity and a%?ablllty



2.6.5.4 ISO/IEC 13335 (IT Security Management)

Initially, ISO/IEC 13335 was a Technical Report (TR) before beco ingq full

ISO/IEC standard. It consists of a series of guidelines for technical ss%ontrol

measures:

1. ISO/IEC 13335-1:2004 documents the concepts and mWor information

and communications technology security manag nt.i
2. ISO/IEC TR 13335-3:1998 provides the tech for the management of IT

| ]
security. It was superseded by ISO/IEC 27005:2008. ' C}Y'
: A
3. ISO/IEC TR 13335-4:2000 covers the seleetion of safeguards (fls(-example
NV
technical security controls). It was %;ed b C 23(3?2008.
4. ISO/IEC TR 13335-5:2001 Lﬁgy

man
security. It has been under peview, and W@e ,it{n\LSO/IEC 18028-1 and

ISO/IEC 27033. # S
‘% ‘&
S Y &
Information securilﬂ?multi-'ime ional diseipline that can be viewed from
different perspectives%

o
concepiual o‘de&v e presenting security element

\

relationship that s@gw asslets a potent{'Q L}subjected to a number of threats. The

. ANY. . -

threats and en Ngent ha‘n rl“'Ei()@Iﬂd it may have impacts on the probability
c;

t guidance on network

4

ofriskc%' “V) §J

Ene odel has been loped with the assumption of an environment
N

C Nng constraints and threats that change constantly and are only partially known,

ding the assets of an organization, the vulnerabilities associated with those assets,

feguards selected to protect assets and residual risks acceptable to the organization.
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2.6.6 Information Technology Security Maintenance

Upon the successful implementation and testing of a new and im row IT

security profile, an organization might feel more confident of the level S%tion it

is providing for its information assets (Whitman & Mattord, 2018). By theé time the

organization has completed implementing the changes mandat% upgraded 1T

security program, a good deal of time has passed. Y.
In that time, everything that is dynamic in th izati H’Wment has
| ]
changed (Whitman & Mattord, 2018). Some of the f s that are like tf sth't;E' the
=\
information technology security environment are: ¥ X

\ S

« New assets are acquired. c\,

*  New vulnerabilities associated the new o

«  Business priorities shift. C‘) >\v
]
d.

«  New partnerships are
«  Old partnerships divv
. Organizationa%ture an? @jj{g@ur.
. Employe@\a i
proced n
* N %el e hire és@y creating new vulnerabilities.
» P J S

b4
S%gprogram is not ag}_;gi.ng adequately to change, it may be necessary to
N

well the organization and its program for information technology security

EMG cycle again. That decision depends on how much change has occurred and

aintenance can accommodate change (Whitman & Mattord, 2018). If an organization

deals successfully with change and has created procedures and systems that can flex
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with the environment, the IT security program can probably continue to adapt

successfully (Kundu and Ghosh, 2014). T
The CISO determines whether the information security gro& ca adapt

adequately and maintain the information technology security profile rganization
or whether the macroscopic process of the SecSDLC (Security4System Development

Life Cycle) must start a new to redevelop a fundamentally ewWation technology

security profile. ‘\d

e
rmation te obg)_é}urity

gew Mattord, 2018).
y@;ﬁe again and

It is less expensive and more effective when a
program is designed and implemented to deal

It is more expensive to reengineer the information,technelogy securit
again. \% é
NS
Management model mu‘sé teg a an@perate ongoing security
e

“« Q-
program (Alnatheer, 2014). I\NK are fra S trﬁs&lructure tasks of managing

N
particular set of activiiE S owus'mess Iunct?n' (@2008; Alnatheer, 2014). With

that, by assist the information sec |i§ n'wo manage and operate the ongoing

security progran@aga@del rr@ be adopted (Guo &Yuan, 2012). In
N
general, man@m madels ar f‘;almtmgrks that structure the tasks of managing a

particular Qcctiviti s or/busine nctions. A maintenance model is intended to
4
compl he chos mgna%ajﬁ'ent model and focus organizational effort on

S

m enarce.

05.7 Theoretical Conceptual Framework

This research is focusing on the issue of information technology security

maintenance in IT infrastructure. A conceptual framework can be well-defined as the
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outcome of combining numerous related concepts from various theories in order to explain,

provide a better understanding or predict a particular event, phenomenon or w

problem (Imenda, 2014). In order to develop the conceptual framework, se\ehﬂected

concepts are derived from IT security management model and Iiteratun%ew. Then,

all the concepts are combined into the conceptual framework. Y'

Based on these several selected IT security mana emwmdels, theories and

concepts, the conceptual framework for this research is d Ir' the conceptual
framework of this research, the inputs are all the components’of | s:c\dnimnace

collected throughout the using of the component security/ma gen!en%models,

s b 4§
theories and concepts. Y. \ Y\."
As a result, there is a pre:@j to inVestigate @‘\comprehend the

difficulties of managing the co@ual se \'lj\vai t@qce process for IT

N
infrastructure via improved IT marﬁgem wAltheugh software maintenance
is considered to be one of the liféeycle S that.is-better suited for a distributed
environment, software(de o;ent ac’iviti typic@y necessitate extensive customer

4 2
contact, quick develwt ycl:\and\ ick@se times, all of which are hampered

by communication“sgdela i erprat;%ions of requirements, and indirect
. ’

i
responsibiliti are comm mﬁis&i@ted environments.
N

A

also nee%&ing‘@e connections between difficulties, since various
>4
ch@ may result in the o&:?rence of other issues. (Ulziit et al., 2015). To the best

nowledge, despite the fact that a few studies have focused on the problems of

Oinfrastructure in general, no thorough research has been conducted in the context of

improving IT security management for IT infrastructure.
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This is critical since there are obvious differences between software
maintenance and IT security management, as well as a method for improving IT w
management for IT infrastructure. It's essential to note that this research i@d on
outsourcing. That is, all of the settings examined in this research a?E;.garated by
cultural, chronological, and geographic barriers. Our contributions consist of a

conceptual framework (Wieringa, and Daneva, 2015) that explains*the problems and
solutions associated with conceptual security maintenan fit ell al., 2015). We
contribute the following sub-contributions to the concepttial framework:
| ]
X1
| O
* Using the grounded theory approach,“adentify difficulties in_managing

? 4
conceptual security maintenance and gracter

maintenance. (,) \>Y
@
‘% “ &
* A map depicting the prgbléms and their solutio %Q/
Al 1,"5“5 yy
r

The conceptual rk fo

IT security manj@ mo ,\‘eas, a% ncepts. The inputs to this study's
conceptual franw re a ponthsc%f IT security maintenance gathered via

¢
the use of | ngu)y mana

4
fm!ggested onc’;ptKaJY'model for security maintenance in a campus

ne&{k s IT infrastructure is a}’amalgamation of IT access control models, ideas, and
‘%ts that encompass a wide range of elements and activities related to information
technology security. Software vulnerability, risk assessment, attack motive, threat

detection, deterrent, and security goal are all part of the framework. It is built on an
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older model, ideas, and principles for information security management. To guarantee
that potentially anomalous circumstances are avoided, the framework haY!m
improved with the addition of a mixture of constructs and refined via the @mion

of IT security management model, theories, and ideas. Figure 2.?*rates the

~

IT ASSET
IDEMTIFICATION

suggested framework.

SECURITY BREACH |
IDENTIFICATION

.
IT
INFRASTRUCTURE OFFENSIVE
SECUR'TY PROTECTION
| MAINTENANCE

IT SECURITY
DEFEMSIVE
PROTECTION

IT SECURITY
OBEICTIVES

Figure 2.5: Proposed IT Security Maintenance Framework
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2.8 Chapter Summary

After review of IT security management, this provides foundation W@ge

and supporting evidences to develop an IT security maintenance fraﬁworbfor IT

infrastructure. The development on Information Security Manageme%[em (ISMS)
had a long development history in any organization and low adopw O 27001 was

observed (Mirtsch et al., 2020). The high cost and lengthy i plewwﬁtion time of ISMS

are clear deterrents to organizations adopting the stand "\d

"AS
Therefore, an IT security maintenance frame or IT infra ct‘ngﬁged on
putting the core and compatible requirements 27000 for.@&cing the
redundancy of the existing usage of ICTW sa‘Ygua and.%rge:j to reduce

domain’s barriers. The development | i}ecurity i ena@?amework for IT

infrastructure is proposed as a corﬁjframew % overcome the limitations of
N
fing e'keycon
S

integrated system theory, as cepts from IT security

adopting ukey
\0 &
management model, theorigs_an coT andlfgﬁW?; Chadwick & Hibbert,

2013). S
s ¢ &
\, oy O
Moreover&e\ C@h w@served in 1ISO 27001 ISMS model.
N
Combination ﬁ}ythe advant ?lincegeﬁ model as example like understanding

custom@bement, valu -aﬁsJ processes, processes performance and

continua ﬁ%p@'ment and others to develop the IT security

effectiven
4 &)
ma&@a ce framework for Imfrastructure.

rformed such as ISO/IEC 27005:2018 and PDCA framework. This is combined with

E A review on different approaches of IT security management model was
e

PDCA and IT security management model to fulfill ISO 27001:2017 standard. Lastly,
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odels for ISMS and IT securi

implementation m

the different

reviewed.



