CHAPTER V

DEVELOPMENT OF CASE MANAGEMENT SYSTEM FOF%JXYBAH

COURT (CMSAC)

5.0 INTRODUCTION z '
\d.

\
In the previous chapter4, the user requirem@wanag th tlllltL{s‘bf the

2) y tivities) (3) staff

Yw

sing“ﬁuestl nair e suggestions
LY

) iviti qjl)me in order to save the

q
users time and efforts. \ AQ%-

2. The lawyers need to d investigate 'the \online

: y W : 0 :

3. The staffs need to regeive the‘ thﬁt(é}gﬂed by lawyers online and manage

the cases mca %
Y
4. Thej eseed mana |r s online after staff processes.
rgsp

5. Th trat rs ?s @-ﬁbout the technical supporting of the online
such as adaredit acceunts.

. $ N
C.)
\ security issues su8h~as account passwords and data encryption need to be

§ provided efficiently.

online courts such as: (1) administrators activjti

~—~

activities, and (4) judge activities, were a
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In this chapter, the implication of the system will be explained, the functional and

non-functional requirements will be analyzed, and the system design wﬁe

discussed. \

51 IMPLICATION OFCASE MANAGEMENT SYSTEM YFORAL-
TAYBAH COURT (CMSAC)

The traditional implementation i.e. paper based me t‘tlons of courts
activities require efforts and time to be man ocessed. the

aged an
expenses of the traditional approaches i.e. paper approach re es, the

Y-
traditional based approaches face many prlvaw sechﬂ% eng%ﬂch as the

papers damaging or losing. Therefore, it c ary to\develop elec nic systems to

“’)'

{

How@' the many courts

A

avoid the current challenges of court ma ent syste

actors i.e. lawyers are Worklng the h sﬁhe online management
0
systems considered as eff to an ts actors; judge, staff,

soI
administrators, and Iawyer '

CMSAC has ma y advantage e e tra @nal management systems of courts

activities (Rlchar 2). T 'e a ge@ as the follows:

l ‘,)
t @ court actors i.e. lawyers will process and
N
helrlc j.onln‘z‘lsyv ithout the need to visit the court real site.
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Scenario: suppose lawyer X wants to submit case for court then he needs
about 1-2 hours to complete the case registration. Thus, he will leave
his/her office for many times daily which delays his/her work continually.
CMSAC will provide online registration for the daily cases online. Thus, the

lawyer will save 2-4 working hours per day.

\]

2- To save the expenses: the expenses requireme p'ers rms, and

stamps will be reduced based online managemen;xstem. qy ’

Scenario: suppose court X has 20000 cases, each case need 10 papers to

O

be represented then the court need 200000 papers to represent all cases.
CMSAC will provide electronic representation of all cases which reduce

the needed papers to 0.

[
automatlcally through CMSA hu'é e management mistakes will be

av0|ded Q ‘%
&
I NS

Scenarlo. suppose there are many active cases, and these cases managed

N
ST
3- To maximize t Wmenl per arb Il activities will be managed

traditionally by the employees. The employees may make many mistakes
during managing of the cases activities such as writing wrong names or
saving case papers in other documents types. CMSAC will manage the

cases activities efficiently for best retrieving and inquiring.
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4- To provide security issues: CMSAC will define the authentication and
authority of each actor to access the data systematically and save the?us

electronically which protect the data from damaging or losing. T@h, the

data privacy and security challenges will be minimized. -\

AV

Scenario: Scenario: suppose a fire occurs in a court that used paper-based

system then the cases data will be damaged which requires recollect all the
damaged data. On the other hand, case stolen in paper-based system may
happen. CMSAC will provide many security functions such as passwords

and account authority to save the data from damage or lose.

%V | QQ‘
5- To save the working efforts: the plo;Q ing_\EQrts such as paper
TN S
iving w

managing, processing and u edc}
J &
& \ §<(/

Scenario: suppose the court needs 15 employees to process, manage, and

archive the cases based paper system. CMSAC will reduce the employees’

number to 5.

3
AN
5.2 MANAGE ENT SYSTEM FOR AL-TAYBAH COURT
5%1 f

\ SAC) ANALYSI’S&}/

This section will explain the analysis of functional and nonfunctional

requirements, and Unified Modeling Language (UML) analysis of CMSAC.
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5.2.1 Functional Requirements

The functional requirements are the mandatory requirements that nee e

g

developed in CMSAC. The following are the functional requirements of

<

1. The CMSAC design needs to be useful and easy to use in to ensure the

<

users acceptance of CMSAC using.

{

2. Providing accounts for court actors (administrator, ju?!aff, and lawyers):

the administrator account could be access in fixQ?ame and
h

password, and the password can be changed “from the mh{&a‘tors
themselves. The usernames and passwo other actors“could m\-.kcreated

’ b 4§
from administrator accounts and theRcan ﬁngg heir @words by

themselves after access their acco%\, Q\

&
3. The lawyer could have the mon Q rKQtasks; (1) register
era

ovx‘n%pn ()B,%i%uest the judge reports
‘&

f .

of cases \ \A

asks;i(1) re register cases by lawyers, (2)

4. The staff could complete many
add session of case; 3) \s& p?opg)sed judge to cases, (4) and search

about the @ Q &é}

5. The jfg}wulﬁdlcqm e halu%tdsks; (1) confirm the cases sessions (2)

new case, (2) track the regi

*

wn

arch about the owned cases, and (4) provide

e

:NE ecurity Requirements
he security requirements are important and necessary requirements that need to

e included in the development phase in CMSAC in order to ensure the privacy and
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data security such as confidentiality and integrity. Figure 7 illustrate the security

requirements in the proposed system as the following: Y'l

1. Each user has permission different from others, meaning that Sgge four

levels for the court actors such as (1) administrator, (2) lawyer, (3) court staff,
and (4) judge in order to maintain the system privacy. \,

2. All actors can access their accounts using standar ord (eight digits

contain upper and lower letters, numerical, s@ctw letters at
minimum). ®

Y
3. The password and files case could be in databases ing eh(i?yption
’ X
[ algorithm

format using MD5 method. The MD5 e- @kés as input

128-pitfingerprint™ or

a message of arbitrary length andeWs as outp
D5\alg ithm is@ended for digital

"message digest of the input.
S
signature applications, w a large di

=9

"’~Ic@mpressed" in a secure

6 A
manner before being encrypted wi ivate ( é&) key under a public-key
cryptosystem such a (Sta'lngs 5). N
{
4. The accounts ogout au 0

Q’ng session timeout. Thus, the data

N @)
privacy wi Mavideﬁ due Iogou%utomatically after 15 minutes without

N

any ac -Nng fthe tem. C-)(J
'3
5. Th@C negd tojhave fo@ﬁen password processes to allow the users to

7 N |
their pa ords usgag their emails. Therefore, the account privacy of

ki
\Ars will be effective
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System Security Requirements

Administrator
Session Timeout After 15 min
Access Control: [0 &Password
(reate
Accounts
Recessibilty and Permissions
4 v
Forgotten Password
Y Court Staff Judge

Start Session
Acgess

Add New

(ase

Start Session

Update

Email Semver

approve )
@ __m % siision e
e Date
o Database Propose Date
"| Encrypted Using and Judge
y M

Security Requirements for Case Management System at Al Tayha Court

1. Aceess Contral: D &Password
2 Accessibility and Permissions
3 Database Encrrption

4, Session Timeont After 13 min

5. Fargatten Password

Figure 7: Security Requirements
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5.2.3 Non Functional Requirements

The non-functional requirements are supportive requirements to ionK& the
system performance. The following are the nonfunctional requirements SG@AC:
1. The lawyers, staff, and judges are able to edit their personale'nation such
as passwords, addresses, phone numbers, and emails. \,
2. The judges and staff can display statistical reports, of ie pending and judge
cases. ‘\d
: ' X
3. The users can print the cases reports. N
| S
4. The administrators can manage the users’ acceunts sugh s delete achunts.
NV

5. The administrators can add/edit ano% such \ws on ﬁmepage.
6. The CMSAC may have addititmxﬁ?s bout us a%scontact us.
Ar .

7. Design two version of CMS& ( iﬁ?s
6

5.2.4 Unified Modelling La

52.4.1  Use Cage Analysis ( 0
, s ¢ &
There are 4 @torm stem; dministrator, (2) lawyers, (3) court
staff, and (4) J% ery 'tor should be active and understand his/her roles
¢
in the syste :' ’ 4 (j)
LIRS
Fi lustrates the us'e casg-dlagram of administrator. The administrators are
Y

resq{ about creating a&:c;ﬁnts for other users (lawyer, staff and judge). The

%

istrators will login their accounts through correct ID and password that assigned

che system workers. There are many attributes could be assigned to create any new

account. The attributes are as the following:
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1. User ID and user password in order to allow the users to access their accounts.
2. User name, email and phone to provide efficient real contacts of USETE
lawyer address also could be assigned. However the staff and jud Ss is

the court itself. Therefore, it is not necessary to provide their a@ks.

Moreover, the administrator can edit and delete the accou%ingmation of the

users to provide effective administration processes. The adquor can access the

information of any user using the user ID before edit/deleteithe%acco r{s information.
. . . . L 4
The editing and deleting processes of spe account wi l)e q.‘e;&':lted
_ iy _ A
automatically once the administrator adds this ac t. Thys, he ccoun@-deletlng

N

and editing are generalized from accounts a dingz. Q\ \ ?Y'

/i
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S_ Email

- 5 ‘.QJ
=) O

§ Figure 8: Administrator Use Case Diagram
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Figure 9 illustrates the use case diagram of lawyer. The lawyer can login their
accounts through providing the ID and password that created by the administrawhe

lawyer has many responsibilities which are as the following: (o}

1. Add new case: the lawyer can add new case with many attributes; (1) case ID
which represent the tracking ID of case in the system@e. type (civil,
criminal or financial), (3) case description to clarinyuse details, (4) the
date of case addition, and (5) the power of attorn rove! that the lawyer
responsible about this case. ® \Y'

2. Find cases that previously added: the Ia@ searchjof prlev‘réu cases
that added from his/her account using ¢ b fh& or pri Y; case.

3. Request judge reports of his/her N‘ue lawyer re uﬁsxahe reports of

the judged cases that added from*his/her account@There @many forms could

be attached by lawyer t gﬁ@t tge.%e 0 cé;lbh as judicial warning,
E‘ ial

gg%my? ' 33"

4. Edit his/her persorw'ﬂmma'on: Iawyén\Can edit his general personal
information su%mdate yneoqj;f'gggvord, email, address and phone.
However,'@yer rbt al\ed upd@ng fixed data such as lawyer name or

D. (’} / ,?,n 3¢

financial guarantee a
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Judicial warning

Financial guarantee

Judicial guarantee
S
Request report

S\

Case type

Power of attorney

e
»dX 5
\J/

i

<

------ Edit personal information
,—""""" ‘\

VA

Yse 9 i
Figure 10 presents thele cas@ m‘?) urt staff and judge. The staff and

judge can access MOU ! usi corre@ and password. There are many roles

of both staff @e cha ?’ne {oggving:
O

i
\
1. %gnew es ?m Ia\néﬁ: the staff request any added case from lawyer

d prepare it to be in @z‘;es

\\ssign proposed session: The staffs propose session’s dates and judge name

QE for the new cases.
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. Find cases that previously added: both of staff and judge can search of the

previous cases that added by lawyers using case ID before view or p

case. C}

. View statistical reports of cases: there are three types of cases; ipals, civil,
and financial. Both of staff and judge can view statistical reports of all judged

or pending cases. V

. Edit personal information: staff and judge can ‘edi tCir gleneral personal

information such as update the data of pa rds, emai ones and
g
addresses. | _\C-}
. Show the cases: the judge will receiv es_with ropase! sessions

that assigned by staff. The judge camwupd thew‘ase sion tégv on his tasks
calendar. \ &

. Prepare final report ofjudgﬁﬁes: t%%n rg@re the final reports of
\
the judged case before sé the fwyers <?
RN

/tqu/
T’
@(//
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Judged
Pending =

-
-7 Lase Stafisfical Repo\;'l\ 3

"'\\
Final Report e .

5.2.4.2 Data F!
@illusﬂ es the te@w between systems users and database. First of

all, theydatayof all user Wilr'be\s‘fg)?ed in databases by administrators. Secondly, the

I Wl | store the case datah'f database. Thirdly, the staff will retrieve the case data

e database and add the proposed session of the case before store it again in the

Qabase. Fourthly, the judge will retrieve the case data that added by lawyer and staff

and confirm the store the real session of the case in the database. Consequently, the
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case judge session is confirmed. After taking a decision of the case, the judge will

store the final reports of cases in the database before retrieve it from the Iawyer?

£N

/f-"'l 1.1 | Lawyer

(] Administrator |~ L2 | Staff
Add Accounts " s Judge
\/] 21 | Date
= LB 2.2 | Type
Add Case 23 I Description

[\Z} /—"i 3.1 | Session Date

[ 3] Staff
/‘H 3.2 | Proposed Judge
Assign Session 1

—~

\\L.;. P

/ﬁ 4.1 | Case Postpone
Case Processes

P/g d 42 | Case Report

Lawyer

Regquest Case
Report

TSy

igure 11: Sys ataflow

\rhis section will discuss the main design of CMSAC; (1) main page, (2)

Ugmistrator page, (3) lawyer page, (4) staff page, (5) and judge page.
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Figure 12 presents the main page of CMSAC which contains about us, contact
us, news, and law trails pages in order to provide effective supportive Tf

CMSAC. Through this page the users can access their accounts u(%\&rrect

username and passwords.

# " Jaall lgoad il gy rooha lalg

il nco

ALTAYBA COURT

. Home

Welcome to AlTayba Court

User Login
Invalid usemame or password

Inthe name of God

Forget Password

©2014 Capy Right, ATayba Cout

P-C QA Main Page
36

4
ministrators, the administrators can complete

\ p
Figure s the' mai

' 4
many Ss ough thei acco'unts,tghese tasks are:

)
S
\Add new accounts for lawyers, staff and judges.
- Show statistical data about the cases and users.

3- Manage the home page data such as news, about us, and contact us data.

4- Manage the users’ accounts such as editing information and deleting accounts.
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" Jaslly o0 Gl ol py el g

|
it

*lnubll £lg)ulay o

ALTAYBA COURT

Statistics

Number of Cases: 8 Cases

Manage Home Pages

Manage Accounts Number of Pending Cases: 2Cases

Number of Lawyers 1 Staff

Number of Lawyers

3Lawyers

Number of Judges 3 Judges

Number of Reports S Reports

Number of Non- Approved Reports: (1 Reports

Number of News: 4 News

©2014 Copy Right A'Tayba Court

f nist@s

4 QS
L@eir accounts the lawyers can
N

NS

2. Enquire a thejcases t’dNre(%Pycurrent account.

3. Ed%.%erso | informatien~ such as passwords, phone numbers, and
Ler *

4
es. \/VC

oé)w all owned cases.\c”

Request the final judged reports of owned cases.
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md:]l Ligl wlwan5an

Power of Afomi Chomeﬁie e chosen
Figure 14 aln agedfla \T/;(\
N
o e,
Figure 15 illustrates the ge of.court staff. @'&taﬁ can complete many

activities through their ac

1. Asagnsessmns) req

ffli-f

s

2. Editt %al i ‘0rm n su@passwords and emails.
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* Jaellylgosad i il o roloSa 1blg
i

(et gl fnce

ALTAYBA COURT

sakher

2014, Copy Right, AlTayba Court

Figure 15: Main Page ufp Staff.s
A
% n: %1[ >

Figure 16 presents the mai judge accaount. Theudges can complete many
tasks using their accounts whim: Q\

Confirm/ editt%;essionl ; S
Edit their personal iafor amﬁ:\ as'.@llsand passwords.

Enquire a@wed
Showth& Een ing a
g [

o > w0 e
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“ Jaelly oo 8 ol g oo A 18y

il nc

ALTAYBA COURT

CaselD Date Case Type Owner ID Owner Name Actions
04 Sep29 2014 Commemal | 1241M23 | Awed Ciosad &
M0 Oet11,2044  Commercial | 387132087132 Mohammed Al || j-
¢ 08204 Commerl | 1230400319 Ahmed 2 e
0 DecB A Lega 1234567540 alial 2 p
102014 Dec28, 2014 Ci T Hikhik ZE

2014 Copy Right, AlTayba Court

5.4 PROGRA A GL&
SYSTEM% b
\ ¢ ! )

CMSA weve pe ing F@/P programming language. PHP is a server
scriptin@r and’a ;jul too'$\r making dynamic and interactive Web pages. PHP
is a midely-used, free, and eff'cﬁ%’rf‘z;lternative to competitors such as Microsoft's ASP
( Introduction, 7 October 2014). The PHP programming language is used to

3 lop CMSAC for many reasons as follows:
1. PHP runs on various platforms (Windows, Linux, Unix, Mac OS X, etc.)

2. PHP is compatible with almost all servers used today (Apache, 1IS, etc.)
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PHP supports a wide range of databases

PHP is free. Can download it from the official PHP resource.

Ag

age'nent system for

ional _and
X

ming

PHP is easy to learn and runs efficiently on the server side

CHAPTER SUMMARY

This chapter discusses the developing stages of ¢

Al-Tayba court (CMSAC); the implementations MSAC

nonfunctional requirements, UML analysis, @ [’ro

language that used to develop CMSAC. syste@ i eredsg efficient
| | . 9
solutions to avoid many challenges oftw tional manageme tems such as

time and effort requirements, expeN

design
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