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APPENDIX B: BRIEFING SHEET

About ChoCD
ChoCD is an alternative graphical authentication scheme. This protot es the
combination of user actions’ (i.e. choice, click and draw). ChoCD sche s benefits

of security and usability for the users. The operational framework of: design process

was discussed in two different stages: password creation stengstration) and
authentication step (login). V

Password Creation Step |

i.  The first step is to enter the user ID that wo di\%'(dgvbase (<
username must be ‘unique’). =
er

be ‘sto
’ %
ii.  For the second step random images are dispged t \fh\ n@ser must select
only two images from the 25 of images@ gr'dW‘o Th'é\done by using the

recognition-based schemes.

iii.  The two selected images are thg ear@ir
]

S, ]
Q@md user must click two
C-J

points on each images and dra erRonN i iq&re stored as password in the
database with the specific us \A
% , j : §
Authentication Step \ ' \" ‘réO

i.  During the authen &n phas r m@‘eenter user ID and the system displays

5x5 grids form % ntgirfinget: dcﬁ@ type of images. User must choose two-
selected ima en,’i 1h9u r lexists and the selected images matched, the
two-select ges world ge ‘d\’ aring behind the pattern-draw authentication.

Finally,% ust click pointsg?'

image and draw a pattern on it.

Imporia

In the authentication step, during the first authentication, if user failed to attempt a

A%L

graphical password more than three times, the system requires user to solve CAPTCHA,
while in the second authentication, once the attempt failed to pass, the system will bring

user to the first authentication back.
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APPENDIX C: ChoCD QUESTIONNAIRE

ChocD Authentication System Prototype Questionnaire

Question

Usually

How frequently do you deal with the graphical
authentication schemes?

Moder e L ficult Very Difficult

How do you evaluate the graphical
2 authentication scheme from an ease-of-use
perspective?

Not Secure Less Secure | ‘o, "ace Secure Very Secure

How do you evaluate the graphical
3 authentication scheme from a security
perspective?

»
Very Easy Moder; te ., Difficuic Very Difficult

How do you evaluate ChoCD from an easy-to-use \ 2 \,

perspective?
[N T

Not Secur . Ve ;s Secure . Mad ‘rate secure Very Secure
How do you evaluate ChoCD from a security
2 perspective?

Do you remember the username and graphical

Uscally Never

°=

3 “password” for the next testing phase?
\ln 4 Unl €_uix; Jnhelpfu,.  Moderate’ | Helpful Very Helpful
4 What do you think about the documg xion
given in the ChoCD testing ( Q
~Con’ising <o using Moderate Very Clear
What do you think about the gr, ges in
5 5x5 grid?
A wa's Usually EY Never

-—

6 Is it the performi Q is stfightforgard? \(J

Ayvays Usually Rarely Never

d for all level of users? &
Usually

e terminology related to task?

Very Slow Moderate Very Fast

How about the system speed for overall
authentication system prototype?

Very Easy Easy Moderate Difficult Very Difficult

How do you evaluate for learning to operate the

10 system?
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Abstract R \ b
Since designing effective graphical password @cation 1es Q“Of vital important, this
ng ]

paper attemplts to address the need by providi SIgr and developing hybrid

W Ray f¢
graphical scheme named ChoCD. ChoCD (.'()%?S the i 0 &-based”, “Choice-based”
. and “Draw-based”. By combining these,"Ws nt'w tedWhat iqml offer better usability and
Qd

security. An evaluation towards ChoCD ted toghéasyReits viability and practicality as
the alternative user authentication. FromWgs® con WPevalyWons, it was found that ChoCD is
easy to use and provides more security othef exisgrie sc‘@ces and thus potentially be used for

'S

user authentication.
P 4 s &)

Keywords: Graphical ])asswol‘dQst(@( uthey{ightion Security, Usability
1. Introduction \& é’"
¢
‘ : 'o{ rpose in computer security depends on password
at be used to guarantee information security is

Nowadays, all of usgf autfent
[1]. In this regards, inén th
authentication, and“mg@spvord au fg&'is the most often used and handy method of
4 ssk
u

authentication. P rd'refers to the secpd{Ase for authentication [2]. This is the most frequently
used method fomy wtication by iden ng a computer system’s users. In this light, Graphical
password is a?*awn as ‘graphical user authentication’ (GUA) which refers system used for
authenticayl e the users will have to choose images in a particular sequence, which is
presented a GUI (graphical user interface). Inherently, GUA ad GUI can replace the
hanumeric passwords where instead of typing alphanumeric strings, the users will
authenticate themselves by clicking on images.

This paper is arranged as follows, it starts with a review of graphical password. The next
section describes ChoCD design and development which is the core of this paper. Then, the next
section explains initial evaluation of ChoCD based on its security level and usability from the




84

perspective of the users. Finally, the last section summarizes the proposed scheme and conduct of
experiments.

2. Graphical Password Classifications

This paper proposes the Graphical-based password technique as a prospective su e to the
text-based techniques. In this regard, this proposal is based on the well known fac% nages can
be remembered by humans compared to the text-based [3]. Thus, it is believed emes with
graphical-based authentication, compared to the present method for authenticagidn, wéll have higher

level of memorability. Furthermore, compared with the token-based and text-base authentications,
graphical passwords are more difficult to break through the use of norma ks such as brute
force, dictionary attack, and spyware [4]. Consequently, it is claimed thg thisymethod has a higher
level of security compared to others [5]. &

In the graphical passwords scheme, the user is required to sek?'ﬂlemorablc images. The
process of selecting memorable images is based on the dispositi pmage processing and the
precise click location’s sequence. Therefore, image conte uld n Iino 1 so that it is
memorized by the user, as random content may be less memo 3 1Mrds, this paper
proposes graphical-based passwords as an alternative to the c@ayentionalfpass@o, d‘reg:gf)d. This is
because, compared to texts, pictures are easier to rememb nSequendy, tiem hers coined
this as “picture superiority effect” [6]. From our findings,pajorigy flerat on graphical
password (1994- January 2016) mentioned that graphicz%wo?&% i can be put into
three groups. This group is based on memory class% s re R@sdll-Based category,
users are required to recall their passwords without% m fL‘ g@lires, reminder or hints. This
category can be perceived as convenient andﬂ howeve tir Q‘the users are having
difficulty in remembering their passwords. Sych sChen % h& aw a Secret (DAS) and
quulitutivc DAS [7]. }e &

Meanwhile, the Cued Recall Based ine§y a f@ework which comprise of
strategies that can assist the users to reca I 1o K@'e more accurate recall such as
hints, reminder, and gestures. Examples beul.&g to this category are Blonder
algorithm [8] and Passpoint [9]. Othe oryfknownlas gnition-based, where users select
icons, symbols or pictures from t give esl kvnis regard, the users are required to
identify their registration choice from ajget iieq'glages during the authentication process

[10]. Meanwhile, authenticatioyfging th che ‘skategory typically combine two or more
schemes which are adopted t erc®meghe ligdtatio % a single scheme, which might not able to

single handedly protect agu* SIng & ., brute force search and shoulder surfing.
The example of hybrid sc ‘o! or online banking system, which the combine

WAreNg
thg afithgatigati
graphical images authe%ﬁ andftexryalbased password [11],

Another classifigatiGhgjor il i as d is based on the users’ action: named as click-
based, draw based %ce-base I&fly?;user of a choice based scheme needs to memorize
a set of images il\g&cribcd category. while, the click based scheme entails the user to set a
password by cl N?‘ ertain spot on a ﬁescribed image. As they log in, the user needs to re-click
the spot they ci¥geither randomly or in a sequential order. Finally, draw based scheme requires
aw on given image background.

3. ChoCD

Motivated by the hybrid scheme, the graphical password authentication system named ChoCD
is developed. The idea of ChoCD is to give an experience to user (o log into their accounts using
username and graphical password rather than using conventional text-based passwords. It is



85

intended not only for desktop use, but it can also be used in the mobile devices. ChoCD’s generic
conception comprise of three forms of authentication, starting from choice-based, followed by the
click-based and finally, draw based authentication. The flow is generally easy and uncomplicated
to construct. Consequently, it can be used to guide the users to easily use and implement this
scheme. There are two steps in the whole process, password creation and login. For the basic
scheme, a simple example can be used to describe both stages. This authentication 1 icial as
only the correct user would remember the passwords (graphical images, positiqg -click and
pattern draw). In this light, as the users’ memory can be triggered by the ima & method is
more memorable and secure as compared to other types of graphical passwosg%u‘es 1 and 2
present the illustration of the interface of the ChoCD prototype.

Autwntcaton Sysier Prototype
REGISTRATION
How 10 Regrster?
ease Choose TWO raphical mag
1 [ ] L J @
O O
(¥} [ J ®
] [} <

N Ry

Figure 1. Screenshot of the Pasis. i mg. Screenshot of the Login Step

Creation Step c , [ 0’

g L2 '3
4. Evaluation § é‘j’
Evaluations towards Ch&%ﬂme o w*&onducted with regards to its usability and

security. It was tested by % r . ? ts@m various backgrounds and having a number
of years using computegmthif authors ingti ui\(y All of them were given a set of questionaries’

to answer after they u e hoF pgtotyp,
5:0 o

—

4.1 Procedures eps .$’

Partici %he study were requested to read the briefing sheet before embarking into the
ccompleted, they were requested to register into the ChoCD system. Each of the

. hao follow these following steps:

Step 1: Training Phase

The participants were briefed about the primary purpose of this research, as well as what they
were expected to do. The briefing covers definitions of the range of different schemes such as
token, biometric, text-based and graphical password schemes. Later, they were presented with an
overview of the testing steps, ChoCD itself, and questionnaire. The participants were also
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presented with a number of graphical images and were briefed on how to draw a pattern on the
image. A discussion session was also held.

Step 2: Testing Phase

Two sessions involved. First session dealt with registration and the second session focused on
login. Times taken for both phases were recorded through the system prototype. T icipants
were asked to register before they could login. The questionnaire for the prototypgv& presented
to each participant. Briefly, participants were requested to answer the questiom% ated to the

security and usability of the scheme. 1
4.2 Results T

The evaluation involved 41 participants from the IT background an rticipants from non-

IT background; as presented in the Figure 3. In the Figure 4, it can Rsvn that the median time

taken for participants was 17.50 seconds for password creatior 5.6p seconds for login.

Basically, the default measure of centrality is the mean, b n the iftrib ion is skewed,
the median will better match to the intuitive meaning of "mi > Kd:

Y-
| é—:
)

No. of Participants

45
44
43 B |T Background
42 ¢! Password
a1 B Mol Creation
40 Background & Login
39
IT Background Non-IT
Background
Figure 4. Number of ParticipT i ian time for Register and

Participated ‘ :

4.3 Usability Perception To@h«@
Ny Q
Usability means how % is Jo e ufeyd system and the extent of how it can fulfil
¢

users’ needs [12]. Deg re ripus dphentication schemes proposed that claimed to

are
increase the strength gf Tggssw thgSe Ay 5™ usability is still unexplored. Thus, a scale was
used to investigate &S cedbAciPEh & ra of authentication schemes. This scale is split into

five stages: very ggs\ easy, moderate, dieult, and very' difficult. ChoCD was included in the
survey and was 4gplaified to measure othy authentication schemes. Figure S results indicated that

ChoCD is perce s an easy authentication method by the participants. When asked which part
they liked gOSQT ChoCD, participants responded that they like the user interface as it quite user

friendly
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The Comparison Between Online The Comparison Between Existing

Banking Authentication System and Authentication System and ChoCD

ChoCD Authcntfc'utmn S)'stcx.n According Authentication System According to
to Usability Perspectives Sedine i’crspcctivc

Very Difficult ‘
Difficult s Very Secure W ChoCD
Moderate S Authentication

Secure
sy T ——

Jeano e e Y e IS A BT s s
Very Easy  Aumiiinirinsiniinnin Moderate filf ﬂ g
0 10 20 30 40 50 Less Secure Nl
3 Ayphentication

B ChoCD Authentication System Prototype Not Secure System
W Existing Authentication System 0 20 40 T
Figure 5. The comparison of usability Figure 6. The cmWon of security
between existing authentication schemes between existing ntication schemes
and ChoCD h

o(iD
NY.
| _@\T
The participants’ thought on the different authenticatiomwshemeg s€cugtty levlr was prompted
in this survey. The participants were given these opti " Secu®’ Moderate, Very
Secure and Strongly Secure. ChoCD, along with ing a ntication schemes
were included to see the authentication scheme, wifich Wd hE'} st secure. Then, the
stages were reviewed and rearranged into threew onq ed as Average, Secure
cure indic

and Very Secure means Above Average, Not §, d lass S isid ated as below average.
In this light, the above average (secure an ‘ecurem a“’Q\‘JSed to evaluate particular
schemes’ security level. P

5

‘&

Figure 6 shows that ChoCD authen&ﬂo ¥s %med as the most secure by 77
participants. Meanwhile, 75 partigipa nked th esen% thentication system as the most
cecure. These responses indicate{thae 1% genergl, p til:ip@s think that ChoCD is most secure
scheme. Moreover, it shows that Chq a% it &ystem prototype scheme and scored an

\ prithcates that omparison to the text-based password,

the entropy of password in grghgy as he s longer. Therefore, ChoCD has shown an
anticipated balance betw ity ¢ ility Wat can be used as a new enhancement of

authentication scheme. % (.)

e ¢
4.5 Pattern of ChoCE 2

In term of sAfhosen by the pgg?ipams, it was observed that the chosen image was
predominantly ted by the sequence that appeared earlier. For the first graphical image secret,

the participants probably select lemon, grape and strawberry images, while for the second
graphical ggadggecret, participants most likely to select the image from the next row or grid. They
would ghooWgghe image by sequence. For example, they would choose the image from top to
bottom oMl left to right grid. Table I shows popular images chosen by participants.

4.4 Security Perception Towards ChoCD

W,
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n ;"‘; ‘h &» R ~ £ 3
g . W

¥a > R
A W © % 1 )3
éi‘ - !? i" + T
Figure 7. 5x5 Grid of graphical images Figure 8. Samples of cli d draws.

S

Table 1. Popular image picked by parti

1™ Graphical image Frequency of p tsl .
Lemon 40 \ ’ ('}Y'
Grape 14 < o
Strawberry 31 ’ \’Y'

nd : : 55 T

2" Graphical image | No icipant N
Strawberry K‘ A~

Banana 25 ~/

Apple

Coconut () &

\

iga select any click-points on the 3x3

For the click-based secret, whi ; es the’par
pattern draw given, it was found that ghost % ®igants preferred to click on left side first.
ey wege ired to a line on the screen, it was found that

For the draw-based secret, wh
participants drawing secret similantd thegdbatte ring the click-based secret. For example,
3ie then they would draw a pattern from the

participants chose to start ¢ th¥ dot le

left side too. Figures 7 andd elalﬁp ¢ cliiyand draw made by a number of participants.
: N

5. Conclusion ( :k ? {\

Yv
This paper p S a new graphical\(?!éme based on the hybrid scheme combination named

ChoCD. The Wc of ChoCD authemication system was developed and gave to users to test
the protolyp% on the evaluations, findings suggest that majority of participants agreed
ChoCD prlagRg is user friendly and the “secrets” is easy to remember. In addition to this, ChoCD
is said g matywin the usability and security simultaneously. For the future, we will conduct more
users test 1, ChoCD scheme and analyze extensively all of the data from the result in order to

make further enhancement. We hope that the new hybrid scheme, ChoCD will be used widely for
all system’s user according o the accomplishment of usability' and security perspectives in this

A\

scheme.
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