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CHAPTER 11

2.1 INTRODUCTION
Nowadays the education depends widely on the technology; the technologyhas vital

impact of the modern education. It 1s necessity to use the techno%zhe university

classrooms, utilizing the technology give the lecturers the pow

ow more data to

their students and help to enhance the students learni e u'e of different

ents

technologies in the classrooms save the time and help S

e-&t(;,f?ntlon

exactly what the lecturer attempting to say, and 0 0n51de t1

to be paid to the content of course (Alkhateeb et

Technology is a critical instrument in ap
As being defined, e-learning me

learning with each other onli %@ther
E-learning 1s discovered fo Thost 'art

learning encompasses espomy e

Nposing, teaching and

tﬁlz omputer—based systems.

as le software apparatuses. E-

| \\f,
@13@8 o members from any email, talk

board, web Joum& bool(, §er an% er related technology that help e-
learning. Inclpdig, the ingre ntsj O@blle technology and new tablets of

d 1R&aﬂe could contribute the easiest methods for
4

-learningy ™ tec?rologles additionally contribute effectiveness at
the class and enuﬁge the exploration of knowledge in different ways

et al., 2012).
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2.2 E-LEARNING

E-learning facilitates and enhances the learning process through the use of devices

based on computer and correspondences technology. E-learning covers a gT

category of uses and processes, for example, education through the Inter@ et

(web based learning), education provided by computer (computer b%aming)j

virtual classrooms and advanced joint effort. The content is offervtronically

through the Internet, Intranet, sound or video tapes, satellite, D1 YOM or DVD.

tiased learning)

Typically the e-learning term 1s understood as online educ

CESS Carn

a teacher and other students (Luminita, 2011).
2.2.1 The Development of E- Learmn\%

The upheaval 1n the data and corre ndence 1

the development of the e- leamm%

data and correspondence enomee

agtraightforwardly to

N

xpenses. The force of

Péteractwe media (Gambhuir,

o
%dentlﬁed with the expanding

iffic
'3

2008). The developmegt of &' ammg S Sp

access to data and In chan S 1 _ - rmg, sg¥1t 1s diminishing the expense.

g‘

I
Fes usa In e-learning readiness models made by

on fﬂ1
er’?p )1

oudgetary assets ar

Through the c

(Darab IO d that preparation, content availability, social

stat n51stently accentuated in most of the models

e standards, or only few have accentuated on instructive approaches.

%ISB having distinguished those components that help the formation of the virtual

tructive environment and merging them with the rule files of e-learning in status,
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little uncertainty remains important to create a fitting appraisal model to be used in

securing the level of e-learning in availability of the Iranian higher training

associations. The model produced as 1n Figure 2.1 will be the guide for researT

study.

E-Learning
Readiness

2.2.2 Challenges in E-Leargng v.jf (30
@ ollan egpy tas@
learning, thertar SO jisggies

\
{ges when aiming to make e-learning
successful%

Implementing e-l spite many benefit gained from e-
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l E-learming challenges

Learmung provider perspective

-—"—'—"——ﬁ ———————— e
Efficient Quality leamung
infrastructure material

Figure 2.2: The E-Learning Challeng

The challenges, as reflected in Figure !

learning supplier, and the cllent F

Learning Institutions (HLIS) relation to various

technological 1ssues, for e e where students will be

dependent on these (%
Moreover, the dmé)f hlgr
problematic to . W=

nal material on the Internet.

nt, such as digital video, is still

mu@ 1s also an 1ssue, since a lack of quality

content 1S REE] .. ! &o(;?ntent for students should consider many
N
differeniigct NadSP | da%_ cal aspects, human-computer interface, and

nsuring all of thc-':%}ér well-prepared requires a high budget; thus, high
implementation are to be expected. In a developing country, all of these

Yenges are even more difficult, simply because of the resources issues faced (Alwi

Fan, 2010).



16

2.3 E-LEARNING SECURITY

Ahmed et al, (2011) mentioned that e-learning is the procedure where learning and
instruction are conferred by utilizing a wide range of electronically erKg
innovations, both the Information and correspondence frameworks dueie 1ve e-

learning. An e-learning framework for the most part is spotted consitently in

numerous areas. E-learning frameworks permit various chen%;phcatlons to

download, upload and exchange distributed information from Tﬂt location of the

world. Ahmed et al., (2011) in his paper discuss some of e Wsues #h an e-learning

and this paper support the problem statement of rese;cher
cus

Costinela-Luminita & Nicoleta-Magdalena (ZOW

e-learning frameworks ought to be C

techniques and security norms.

administrations, for example, coi

clients and their authorization

am@t on encoded SSL channels

|

eﬁ:@’mg stage ought to join all the parts

(J )

' of t@wethods more straightforward to the

heads or substance adminis Tougi’

through the web orgam on nterfac;

ﬁma%ahnd Nicoleta-Magdalena(2012), In their
"typicgl thr?at of ing systems and how we can address these
iscussfed £cur1?-an5d privacy vulnerabilities of the most popular

er’s research.
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Today web 1s the most famous and shabby wellspring of correspondence all through
the world. Presently People have the entrance to web, from home, office, and versatile.

Web have advantages and also disadvantages. The primary peculiarity that is s

with ease, however, with the progression of time a considerable measur%\erent

issues have been confronted by the web, that are concerned to spee eliability

(Jalal & Zeb, 2008). Y"

E-learning 1s primarily dependent on data and in on lcorrespondence

technologies. As per Rosenberg (2001), e-learning 1is d th Jndamental

i
dis% ' and@éﬂing of

{3'

criteria, which are:

a) Network-capable upgrading, storage/r

data.

i@%tandard Internet
technology.
c) Concentrate on the br

The main and second critey - : rincipal and second criteria

expose the e-leaming% elat

'3 &
lead to numerous ible dar |

ents t® the the use of ICT could ultimately

¢
\H'ry dangdcs’ which could compromise data, for

compden

example, loss cess'@\&, exposure of basic information, and

l.
vandalism ' | 1CAS. n@ately, very few efforts have been made to
NN

ore sydeavors have been underlined to improve the

Yv

u@ﬁddressing content and innovation as the difficulties

1?(: ing a fruitful e-learning environment.

% and engineering d
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Srivasta and Sinha (2013) discussed that security is required inside e-learning

situations owing to the way that, these days, information has turned an important

means of production, as product and as a key for individual achievement. In e—lev,

data getting from helpful information is among the principle resoxA%\ the

association. Among security issues in e-learning are insurance AL control

(students, insider), client validation, and secrecy. However, as theYe%lness of e-

learning 1s expanding, data must be actively protected in ﬂﬁs%ontext to evade
e Peo

the loss of its confidentiality, integrity and accessibility. | pl': may state that

¢

0 of Frellectual

dgal training
| th@ble society. This

learning materials for certain gatherings an

3 Yy .
% as wel
paper supports problem statement earch&;%c ,Q\

0 S

&
e @g towards the e-learning

properties. Srivastava and Sinha (201

environment and its importance for

Y

» turns §to a} uée @' This test and works out another

‘v’ ¢ &

Some of associations ag
scrating g2 e-learning. Under this new security

methodology, the sec%

component to acbmsecurit" AeiTo0

demonstrating,% g frageg o' cmt%vf)etter actualized by all stakeholders. At
.

i fram wcfksecgequired for instructive organizations, there

N

'&iduals included, in the same way as engineers,

@msa organization staff, supporting professionals,

. It 1s vital to characterize the security parts and important traits of all

Q E eholders separately. Security credits, which are applicable to all e-learning

akeholders, controller, foundation, designer, teacher, organization staff, educator and
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learners. A security displaying for e-learning framework delineates the connections

among e-learning stakeholders. Educators are accountable for course creation and

conveyance through e-learning framework. Organization staffs are accountaT

organization capacities of e-learning framework, in the same way as%\udy

enrolments, and so on. Supporting specialists are accountable for keepi* learning

frameworks as the specialized backing. Learners are the individuals wRuse e-learning

?yrk clients, their
lers'

Y.
Student’s security z@s
v \"

frameworks to direct their learning. As they are all e-learning

security qualities rely on upon engineers, foundations, and

| Instructor’s admhin ’ge s€
security atiributes | ## % attriput
T f
[ Technicialgs€ecyyity a
| Y

&

Fl\_.3 illustrates the regulator’s security attributes that will affect and influence

institution’s security attributes. The institution’s security attributes will affect and

d
influence the security attributes of e-learning developers. The developer’s security
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attributes will atfect and influence the security attributes of e-learning technicians. The

technician’ security attributes will affect and influence the security attributes of e-

learning 1nstructors, administration staff and learner. The instructor’s ST
the

attributes and administration staff’s security attributes will affect and ir%

security attributes of e-learning learners (Yong, 2007). &

' ;tion' utilized; the

methodology and the partner conduct molded natur e eam\l#;su%of

dependability of the framework in course matec formagio c&@ the
evaluating result, non-denial and abuse of Tng ﬂ{ e ca?;&i} social

specialized security 1ssue which is particu

t wmﬁe \with hdivi
t

need to take after approach, methods aMg,

2.3.1 Basic Security Requirements For E-Learning

E-learning 1s different from other e-services in the

Is. Individuals

IS exercis

attained. Individuals are relied upo

individuals likewise can be

secret key imparting, non—ov
) 4

Luminita (2011) Kﬁs\ed the \ng P

learning platfow entict
¢
“gecur apthentication is required to identify the user

'@nd to determine his access privileges. This

non-repudiq *
who w% he
N

meA\ prevents the attack{rd to access another user’s account, to view sensitive

MSEr can happen, for case:

piectiaddAlwi & Fan, 2012).
S -
%Jurity aspects should be fulfill for e-

S co@i confidentiality, integrity, availability,

2 &

' 3

tion or to perform unauthorized operations. Also, once authenticated, the user

0) Id have the possibility to change his password. Luminita (2011), In this paper
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discussed security assessment and this was related to in researcher’s research

(,}Y'

OS5

objectives.

2.3.1.1 Access Control

Access control 1s a basic mechanism which aims at restricting acce

resources to authorized entities only. Such restrictions contribute Tprotection

Q)

ooals confidentiality, integrity, and availability by

» [imiting read accesses contributes to confidentiality,

» [imiting modifications contributes to integrity,

» allowing usage of resources only in a specified m

(Franz et al., 2006).

Access control - Users can't exchang

that they team up without the c@ng rfognize

2.3.1.2 Confidentiality , [ 0,
: , g '3
Due to the way thanl O , 1ts t@%éncy must be appropriated to the

O
Jedcu et al., 2011).

(Va

@obbery are not significant issues 1n e-

ved substance and those persons who are

O

( Ve @apacity to get access to the system (Ahmed et
X

&

Ee w/identiality is where a client may wish to keep the substance of a message mystery

Fom everything except the proposed beneficiary. It might likewise be essential that a
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client keeps their personality, mystery from busybodies, so the privacy primary target

1s to keep LMS data from being uncovered to anybody not approved to get to it

(Mohammad et al., 2012). Y'
Confidentiality refers to keeping the revelation of data to unapprmegple or

systems. Because of the way that learning material by its tempTlt must be

appropriated to the outside, industrial espionage and informatiorwlry are not real
) liRWise'of importance.
City gadsgets, % severing

®

inst elgttron r’)b‘bigg}or

instr¥Pments to

on qpedvef insty
Yy &
SV o
NS

issues in e-learning. In any case, in specific situations thi{

Beside countermeasures against physical burglary o

security executives need to set up countermeasure

example, the establishment of firewalls and inte

hamper assailants from the outside (Kim, 2%

2.3.1.3 Integrity

’ qd to&r the contents which

Integrity is that just approved cli

incorporate creating, changing,\ ndj
the assaults on integrityfre fg he mos
or devastate data 1 :

v{ee S
2011). _ '

Moham &El (3002) grpk
't
infOrmE'oﬂ rom transmissionc:gﬁ)'rs, however users might likewise wish to be

N

ted from a message being changed deliberately for malignant reasons,

I g{&ormation and metadata and

¥ @rs made to effectively change
£ LN

gitimate approval (Ahmed et al.,

in@ﬁat Integrity measures are taken to protect

Ngitionally defines what rights and services the end user 1s allowed once server access

¥ cranted. Mohammad et al. (2012), 1n his research constructs a framework that can
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be used to evaluate the security requirements of the Learning Management System

and Authentication (ACIA) as key role in the security management of LMS ass

(LMS), where the framework has four metrics; Availability, Confidentiality, Integrity
with the e-learning and this paper supports problem statement in researcheyffs rch.

Integrity - Modifications of transmitted or stored information mustWectable. In

the event that reasoned by technical defects, adaptation to non-criticC¥failure and error

correction can be applied. In the event that reasoned by 1} uct ugage, originator

and context ought to be disclosed (Vasilescu et al., 20

2.3.1.4 Availability

Availability 1s a network service can be w bl

conditions or hardware/software faildygs, likew¥se be disrupted

C

because of pernicious assaults that mad et al., 2012).

Eswari (2011) mentioned that avaabilgye ring tifrdthe information is available
at any given time In o%zess thg cou es'o@mit their assignments on time.
' '3

hort Ang” declared enough ahead of time.

Administration Intesgns mustl \kep,g

Disappointmen\i&, 0

I
learning 1s thé atfon thalthd e- %ing environment is available by approved
o

AW0 features of availability are normally talked

Yv

are dissent of ad@ﬂration and loss of information handling abilities.

%

t prﬁf short interferences. Availability in e-

clients, e ver po

arning clients are reliant on the data on the Internet; accordingly, the

h

d% ability of the materials and data to be gotten whenever and wherever is urgent. In
1e

event that, for instance, an e-learning stage is moderate, clients don't just oblige of
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a chance time to do their work, yet they additionally get to be disappointed, expanding
the negative impact on productivity. Neglecting to satisfy this will have a noteworthy

effect on e-learning clients and e-learning suppliers. There are no compelling s

for the avoidance of dissent of administration, which is the inverse of availalili

again, through perpetual observing of uses and system associAone can

consequently identify when a denial-of-service attack occurs. Eswariw addressed

aMerated and a

m,'which helps to

o fos rwﬁts of e-

t in regearchgy i &QYCh

{:’
¢ tl‘é&mer have to be

as when computer

various security & privacy risks associated with e-Learnin

process framework 1s proposed for securing an elearning

address the security problem in a systematic way in or

learning and this paper has relation with problem stat

2.3.1.5 Non-Repud:iation

Non-Repudiationis the last step 1n m\%

provided with e-learning services tany \PNQ

systems are broken 1n to or 1n %

or changes done by them in thm

ses, to deny the works

eru‘l@éﬁgﬁn operation can deny partaking in

Non-Repudiation: ﬂntees til

the operation. lik acteg/lhe system of non-repudiation as the

¢ l ﬁ "
the 4 a)ftht - sender of the message can't deny having

1bi e@O 13).
' 4

ate

component C

sent the %k |

uthentication

9

yientication: a user may want to be sure that a received message was sent by the

ser whom they purport to be and not by someone masquerading as another.
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Authentication involves validating the end users’ identity prior to permit them server

access (Mohammad et al., 2012).

I[dentification and Authentication: guaranteeing that the client is who he/ h to

be furthermore fitting access 1s allowed to the client. In an e-leaminA of view

just genuine learner or other distinguished partners of that environmeNought to have

admittance to the framework. Authorization: guaranteeing thal%mw has the power

to get to the framework or data. In an e-learning point of e fr§mework needs

Qistr ioMich they

to guarantee that partners are permitted to get to those a

are approved (Eswari, 2011).

2.3.1.7 Privacy

Privacy: Is necessary to ensure non-§ or each user.

Privacy is required to ensure the seccty

al.. 2013). E

E-learning framework sec®

ser (Rjaibi et

Y

&

) priv@and access control are now

)
?0% most recent patterns in training

ingtrati

| eratior.; ec

pulling in all that muc
de\' tom electronic record of an understudy

frameworks imerNan

so as to empmwe % I‘Siltl ' ex%)i g. Access control ought to anticipate

unapprove@ to 1ghp sse@athering such a prerequisite in e-learning
1 figgl bo@g since 1t 1s important to ensure the substance,

..
jons and individua{n

frame

ad formation not just from the outer clients of a
ork, additionally from the advancement and managerial inward clients of a

$

ework (Sabic & Azemovic, 2010).
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2.3.2 E-Learning Vulnerabilities

Mu’azu and Lawal (2012) discussed that vulnerability is an attribute or quality of a
component which can be utilized through both an external and internal agent o
or malicious insider) in order to breach a security policy or result in a drgftd filNggsult

by either the segment itself, and the framework foundation of which i*ection. A

hacker who threatens organization’s information assets is takimvantage of

vulnerabilities in the media and systems which handle them. VuhNties and threats

’ EZS pa')er 1s related to

Jt.§'
Yw
N
\ \eit (%&I:ureafair

ecaéﬂaf operation and

@- can't progressively
\
uy light of the fact that e-

0 en@e learning help. Actually,

clearly go hand-in-hand: all threat is directed at vulnerabil

security threat in researcher’s research.

2.3.2.1 User Privacy Vulnerability

In e-learning, client security 1s additionaly 1

situation. On the other hand, client s\% |
approach instrument utilized by ﬂ.ing_

sharpen their security from da Mizin®' namelegsne
learning framework requi s%nfo
uncovering the client pgot 'Zinform

P 4
It 1s because of ass&%can si; %

tion tii@mg 1S powerless against assault.

4 &)
e theg@rmation In transit (Derawi, 2014).

&
o)
23.22¢C cmte@er ih? f : (‘)

Qe &
One of @ien

pWOrtiy s j In the! &-learning space is content respectability. The

Yv

abiljgy (\ distinguish changes ﬁ;}l&aming substance has been smoldering for some

-\cms. In this way, content verification has been a standout amongst the most
prative subjects in the e-learning world. Improperly, numerous e-learning

ameworks don't offer the substance honesty assurance. Absolutely, they likewise
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don't retlect advanced property right security to the e-learning substance. As a result,
a true blue client of e-learning facilitates to abuse advanced property right of others by

posting or TV the e-learning substance, for example course presentation files l

g

video, software, and book, without approval (Derawi, 2014). (\:

The greatest amount of e-learning systems are web-based applicm As such, these

* ;icatn')ns- The online
UIW securl
®

2.3.2.3 Web-based Application Vulnerability

frameworks likewise acquire all shortcomings of electro

applications are powerless against numerous assaults to:

patch of web server, developer lacks in secure c{®

website(Atashzar et al., 2011).

1catypn, includ

against numerous assaults because Int sid&we

be separated into two gatheringags ovation dpvgn 40 n-innovation driven. In

the event of initially spec%\.en I 1ISSayant 2 UZes innovation in assaulting

electronic application. y Yase, asspilan a})!)li&aocial designing' in misusing the
G &

Oy e ctroyplication. Spam, malware, hacking,

i&ﬁ, click extortion, and infringement of

Then again, expressed that electronic

b ‘exfajnt side of web can

shortcoming of clie

, ph

N
ve%etl}zmed innovation driven of the faint side of
N
@ven incorporates online robbery, online tricks
., physical mischi@igital tormenting, spreading untrue or private

ion, illegal online gambling, aiding crime and other reprehensible behaviors

shzar et al., 2011).
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2.3.3 Risk Assessment in E-Learning

Lately, the issue of information security has become widely concern by organization

that have long used information systems to perform their everyday operatioj s?
'\ks

management 1s performed through the procedure of identifying risks, ass

and making moves to diminish risks to a worthy level (Lo & Chen, 2012).

X~

y relying on

Feng and Li (2011) explained that organizations are in

Information Systems (IS) to improve business operations, dministration

age

choice making, and deploy business strategies. The relian®ghas gkpan

business situations where a variety of transactio@ing tr

services are accomplished electronically. In pra®®pmghe ISS Tis
complex and full of the uncertainty as well@
assessment, has been the essential elem®yg thel impac

assessment to a huge degree. Therel% order th‘l%?/
@

Q

iab@ of the ISS risk

-,

the Incompleteness and

C;»

vagueness of information, the%bll' mus)y Bé c@‘dered in the ISS risk
Ing_ 1 -

assessment. Notwithstandi

assessment have a fe\% .
assessment. Feng @1 1),
based on the imw videTmsg

t e,is ethoddlogies applied to the ISS
@A@meﬂaiﬂw in the process of

tagej
s JRper, [édsed an ISS risk assessment model

. EproNy, establish the ISS index system and

o)

l{c\h@; evidential diagram is constructed. To deal

quantify indgagweights, bfse

with the ?md iﬁe ISS risk assessment, his model provides a

new \A define the basic be A

H{fyssignment in fuzzy measure.
rally speaking, several basic concepts such as risk, information system,

nformation system security and risk evaluation are defined as follows:
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Risk 1s defined 1in ISO/IEC TR 13335-1 as “the potential that a given treat will

exploit vulnerabilities of an asset or group of assets to cause loss or damage to

the assets”. And more concepts in relation with risk are also defined in 1

TR 13335-1. Defines security risk as referring to relative exs%\f an

information asset and the probability or likelihood that th can be

compromised plus the possible loss. Risk can be translate¥ the formula

below: V
Risk = Threat X Vulnerabill z '

It 1s established that the risk, threats and vulnerab/ges a

clo%es

the relationship between them. The relaf mod

O

which makes a clear explanation to the TS oh gse

Figure 2.4.

Assets Values &
FPotential
Impacts

Figure 2.4: Relationships in Risk Management (Source: Zhiwiei &
Zhongyuan, 2012)
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e Information system 1s a narrow concept of an information system, which

refers to the computer-based system. It is an organic set of facilities as human

beings, rules, databases, hardware and software, tools and ruw

environment. It highlights the use of PC and system corrs%\ence

innovation. Two levels of implications are incorporated in the data irfgaework.

To start with, the capacity of data framework is to finish tz association

complete the organization mission.

missions. Second, it 1s a component of information svacoordinate and

e Information system security is the reason for thégfornjation

operation mission by data framework. In editime, fhe adork
by data fr k. I * at b SRork
depends on its constitution components ai dun'gé whio spe‘ht; ; aining

Ew am cuﬁ[@ be utilized
0

tftaining to data

framework mission. %
e Risk evaluation 1s t%dol ! and keeping up data

framework security iTﬂ asgpciaty whi@atends to "identify, measure
qleiagy it
sid canil unc&% ts" ,? rde (?ntr‘ul fize loss and optimize the return

curity

lgish%h_e

to association mission. In a saying,

as a part of components of data

on the c

fmr%
Lsess on different

N

nalysis from the purpose, the objective, the process methodology of risk

0 evaluation according to the role, the structure and the environment of

information system.

fposes. As the center of danger

ticm(?~ the methods by which dangers to

’ %

ed \@y assessed to support security controls. It

n@evaluation what to assess and additionally how

i '\é. Zhiwei & Zhongyuan (2012), made detailed
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2.3.3.1 Security Threat Source

Threat intent represents the intent of the human who caused the threat:

e Intentional Threats: It speaks to dangers that are consequence of u% afe

choice. Case in point PC criminal acts, or when somebody delibg arms
ty th¥t, child

property or data. Computer crimes include espionage, identi

g

e Unintentional Threats: It represents threats that Tsented without

pornography, and credit card crime.

awareness. These dangers essentially incorporate nAppr de or 1pcidental

change of programming. Accidental error ingludes
by programming error, user or operator e

A threat can be caused by internal, extern

o

A. Internal threats: Internal threats

to the network with either %@n a
& Bt

A risk can be inward t\ ani
failure of an org izmocew,.

ysé‘}access to the system.

4

the &&’; of employee action or
S
N

wge from people or organizations

on. Thegon't have approved access to the PC

\
o cégsbutside dangers to PC systems and the

harade€ristic catastrophes: hurricanes, fires, tloods

orm ’
- xtt;na] chks occur through connected networks (wired
S

wireless), physicalhtrusmn, or a partner network.

Yﬂb
%ﬂuman Threats: This class includes threats caused by human actions such as

0 insiders or hackers which cause harm or risk 1n systems.
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D. Environmental factors: Environmental threats are threats caused by non-

human. It comes, 1n the first place, from common calamity dangers like quakes,

surge, flame, lightning, wind or water and, likewise, because of cre@
natural life which cause serious harm to data systems like surg %1 '
%

Ing,
Tidal Waves (like Tsunami) and fire. For sure, this class incorpor ifferent

dangers, for example, mobs, wars, and terrorist attacks Z
N@/ physical and
;de t'e utilization of

physical intends to pick up entrance into limited re s, fi thui Ing,
N
compound room, or whatever other assi Fe like pur 0
d hat th i lik boom of
equipment and programming. In any vyn% ods?'_ orporate
equipment and programming advaﬁw)we

esses include
hardware and software technolo

Ly

E. Technological Threats: Technological threats are c

compound techniques on material. Physical process

Rical

equipment like power supg

» Threat motivation: At

attack on a system. uge ma&ms or non-malicious results.
ttacks caused by employees or

organization like viruses, Trojan

ployees with the ai@t to harm the system.

AN o
@r:al impacts: The security threat can cause one or several damaging impacts to

systems. Which can be partitioned into seven sorts: Destruction of data, corruption of
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data, theft or loss of data, disclosure of data, denial of use, elevation of privilege and
illegal usage. Jouini et al. (2014) in this paper addresses different criteria of

information system security risks classification and gave a review of most *

classification models. It also 1dentified a hybrid model for information sys%\rity

threat classification 1in order to propose a classification architecture t&por‘[s all

threat classification principles and helps organizations implement mfonnation.

security strategies. This paper supports the first objective in% arch, that 1s to

lg.

N
O

identify the information security threats faced by GOALS

2.3.3.2 Security Threat Classification

A. Errors and omissions: Errors and omission: gersﬁf ncei&rmation
and system integrity. These errors have now n inf Y;n entrance

et additionally are
e@ormation. Now and

S

a programming mistake

clients, who process a high number N%n

brought about by a wide range of c% who

then, mistakes are the dangers t%

es, 1
{

or an information entrance 3 f 3

: BY o®nd th@e also information system security

jttgd 1n a}l t ventional misrepresentation and robbery

B. Fraud and t

threats. T

were con 1 ere preplikemdst some newer techniques. For instance, an

0 aniatioﬂs' information system to steal a small amount of

employge
% S
mo& m different fmancsﬂ' accounts. The stolen cash may not be checked

<>

more is hard to be found because of its little sum. However, a large number of
t® type of thefts might eventually result in a large amount of loss. Sources of
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computer fraud or theft can be both insiders and outsiders. Authorized users for the

system are an example of insiders. The insiders include technical staff members and

general users like general users. Yv

C. Employee sabotage: Employees’ deliberate actions such as 3i o and

sabotaging can also cause damages for the information system, becau®® of the

weaknesses of the computers and applications. So when they hav nenge feeling to

their association or when they feel restless about their occup they can attack

against their organization. Such as destroying hardware o pities ‘nd destroying

programs or data using planting logic bombs.

D. Loss of infrastructure that supports the sy

to c%h}o.l of the

ﬁ happens in

unications, etc.

result in a system downtime, and it 1s ﬁequentl

holders of the data frameworks' assets. T

Q

circumstances, for example, fire, flood, p®
@ed Into an imperative

ﬁ Q’

tof'th cem correspondence systems
progammer ,ortr roved individual who tries to
separate the data sy \ar , tlf. CJ y harm the data system, let the
system insecure, !

of the llct

ygrammers exercis@cowadays have pulled in more considerations of

E. Malicious hackers: This kind

part of the data system, asan a

and the Internet. The te

atiofy gnd/or lose data. Generally, a general

N
h ﬂ%‘ than that brought about by robbery or

O

grammer's impact is typically littler. On the

harm created

extomo the

other h d

em security spec1allsts

d
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F. Malicious code: This type of security threats includes viruses, Trojan horses,

worms, logic bombs, and all "unwanted" software. The three most significant kinds of

Malicious Codes are: Y'

able

e Viruses: They are pieces of code which can copy themselves S%J\
ute

software. This new duplicate can be executed when a client exec a system

which the infection was appended to. It may do some s%c;ngs when 1t

meets a particular condition, in the same way as a peTr

point, it shows undesirable messages at a certain tin

date. Case 1n

a

e Trojan Horses: They are a kind of projectsathat ®rfo M@
errands. For example, it may erase clie r adjust glie#f b
multiuser system. Additionally it may Wil ", ocu

client's system.

G. Threats to pe

rsgnaly
information are stor;>'
AN

organizati uge thT8J1 to individuals’ privacy. These kinds

o .
' }ln Qér} different undesired ways. Alhabeeb et

1Y pagdSTs to design a methodology that can classify

$ Mite threats¥in a:dykalﬁ'l'c way to represent each threat in different areas

_w e information sy%. This paper also supports the objectives of the

§ research like identify the information security threats.
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2.3.3.3 Remedies of Risks

There are many threats to e-learning, and here are some tools and methods that reduce

the risk: T
1) Access control using Firewall c\
A firewall 1s a blend of equipment and programming security system% to avert

unapproved access to a corporate system from outside the organizatimin principle

i1s that all movement from 1nside to outside and the other way ar(wust go through

the firewall. To achieve this, all access to the local netw t ﬁr';t be physically

rmitt d.Whe traffic
@

blocked, and access only via the firewall should t

authorized as per the local security policy should

firewall itself must be strong enough. One suc

2) Digital Right Management (DRN\hearning %

One of the real procedures to be exM to lewrs @cted with e-learning
\

%i 2 §ource 1S the basic asset,

resources 1s computerized righ tration. Shreabl

for example, a static HT a B pdrt, or sgumulation of documents, for

anc ‘B'_\aﬁ’)[anagement (DRM) makes the

: Leamé-gystem 1S working either 1n a spread

N

 joined with learner, educators content

framework or in% t wi
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el R —
— -

HTTP

SMTP
FTP |
TELNETY {

AR CALON JaAtow ay

InMtermal network

|
&.—L
—L TECAHER /MANAGER
NY SERVER | - ) ‘

3) Cryptography
The purpose of confidentiality 1

to any unauthorized person

of the course. One (%
cryptographic dev@ strat
based exchangegy ThNe ard .
e\ ¢
Karforma, ZEH :
4 u): ?g

+) SAey algorithms \C)V
In ?X—key algorithms the encryption & decoding key is the same, it requires the
r

and receiver to agree on the key prior to the correspondence, the primary

apacity of this calculation 1s encryption of information. Cases of such calculations are
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Data Encryption Standard (DES), International Data Encryption Algorithms (IDEA),

and Advanced Encryption Standard (AES).So just for encryption systems for E-

Learning substance we can utilize these procedures. Barik and Karforma (20 I'{yiypig
aim of this paper 1s to focus on different risks called e-risks and their rem NE
e-remedies to build trust in the minds of all participants of e-leaminAem, This
paper also supports the third objective of researcher’s research,tlﬁ‘ﬁo propose

remedies for information security threats. V

N4 X

Public key cryptosystems utilize one key (the publE"Wg r‘e@s or
e rske;:iges or
lly )@E;d Integer

dpen é‘calculations are

5) Public-key algorithms

information, and a second key (the secret

information. Here three scientific mod

factorization, discrete logarithms and wa _

RSA, El-Gamal, Diffie Hellman. Wefca tilizetk . @the time of sending
\

participant we can use

e Digital Cert&
Gupta & Kuﬁac% 3),
ma
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6) Neural Cryptography
[t 1s a new approach based on Artificial Neural Networks (ANN) for information

security in electronic correspondence. It is by and by a cryptosystem, which is iY

of natural thoughts including the system building design, organic operati® the

learning methodology. So the unpredictability of the era of the sec&annel 1S
direct with the span of the system. This natural system may be utiliﬂ to develop a

productive encryption framework utilizing keys which ghano® forever. It is

exceptionally straightforward and quick to actualize in 1on pf conceivable

7) Elliptic Curve Cryptography (

As huge amount of textual lextu
participants so ECC will b?'}er _
procedures. It is tried a% am ke ysiz

requires 224 Dbits \samel
authentication n\b ave ™y
1 g

to be transfer among

‘hatever other cryptography

e 3&1(0

Y. AdQifonally both confidentiality and

r RSA 1s 2,048 bits where ECC

shotms;se an occurrence of e-learning record

)

;deed mark calculation (ECDSA). Gupta &

exchange ugliZinglellipfic

NN
Kuriac 0N), in Bisni ’of reﬁch work, emphasis is put on different risks and

T

hazAd of course remedig-\ led e-solutions to build trust in the minds of all
o).

seArcher’s research.

ts in the e-learning system. This paper also supports the third objective of
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8) Biometric Authentication

Among all authentication techniques like passwords, smart card, digital signature and

advanced endorsement, there 1s no ensure that untrustworthy students will ke

watchword mystery. c

Secret word may be abused at the time of accommodation of task,& Inquiry

papers, downloading of course materials and others, where biome\gfc authenticity

would give better security (Lim & Jin, 2006). V

\Y

9) Digital Watermarking

This procedure permits a single person to include add'§

feature, picture signals. So media database se fmewo

wate@'ing. At the

secured against unapproved use by the mdggod

point when additionally e-learning datdgke lnaj lry P per@study materials,
and so on will undetectable to the %r : thﬁ?v- @cking will be nil or
Syt

less. Barik & Karforma (2012), per, heisas injéon different risks called

e-risks and their remedie Me-r' ot B the minds af &l
participants of E—Legrr%zm_

2.3.3.4 Types @
E-lemi@is }ubj:v ic@h

s O¥security assaults z}g’&'icated by a security study are: insider ill-uses of

~s

a mixed bag of clients and assets. The main

three S

s;Nccess, viruses and laptop/mobile device theft. The emphasis leans back on

rabilities and dangers particular to e-realizing, all the parts of E-learning

mework, for example, web administrations, server PC frameworks, customer PC
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frameworks, database frameworks can be undermined. Possible vulnerabilities that

may affect the security of the online teaching learning system are summarized as

follows. T

e DDOS (Distributed Denial of Service): the attacker tries to 1o server

using a high-speed connection, it jams the network card, or bloc

\/

submit a lot of

the legit

traffic.

e Search-SPAM: similar to the DDOS attack, a hack®

“dummy” searches using our internal search engi tv&l) or three letter

words with high frequency (such as “of”)”

pages being a lot, these searches consumes

web service, PHP page generator and tlw - e SerV%’

e Key loggers may be installed byc l te chers’ passwords
and modify their own grades (BeMgt al.,

1

E-Learning system allow nu ents

ap

icat i&) download, transfer and

N

d-clients' PCs and e-learning

trade circulated data. Corres

site 1n these systems are%lal, as\

€

é;&c aracterized by broadly scattered

hysical geography. Moreover, the

stem' topolpgy ap
\

ous correspondence which gives intense

components reg

systems regul Nmt wgero cln
?s ste

4

bs to have the same correspondence at any

abilities a S n

g:,we

Al a n (2010), in this pa}hr explains the situation and existing research relating

%lty in e-learning. Furthermore, information security management is suggested
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to contribute to preparing a secured e-learning environment. This supports the

S

.- ity
vafitage 1S

objectives ofresearcher’s research.

Dangers to data frameworks may affect secrecy, trustworthiness and/or

of an asset. Threats may operate in several ways such as destruction (t

not recoverable), modification (changing the representation of an ), exposure

(infringement of need-to-know), and foreswearing of administngers for data

=

security are listed below.

Y-
| &

2) Compromises to Intellectual Property (piracy, 1ght infri nt). Y_

3) Deliberate Acts of Espionage or Tregr i h\d acce :nd/or data

pr (P

é

dalism

collection).

- -
@matlon disclosure).
*,

a Q-
5) Deliberate Acts of Sabotag\ + ucti@ﬁﬁ systems or information).

N
iz gal con’mca n'oﬁ@eipment or information).
NGy

S, wo&naeros, denial of service).

o)

4) Deliberate Acts of Information

~hnical Hardware Failures or Errors (equipment failure).

) Technical Software Failures or Errors (bugs, code problems, unknown loopholes).
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12) Technological Obsolescence (antiquated or outdated technologies).

Tatar and Karabacak (2012) his paper addressed the hierarchy based asset valuation
method, where 1t 1s intended to minimize the common mistakes that were donew

Information Security Management Projects.This paper supports the sec?%\tive

[n an e-learning situation, the system allows learners and proYﬂ access 1t from

Ve

in researcher’s research.

remote locations. Usually, professors can do the following

1- Load course material onto course sites for le

2- Store assignment marks on the course é
3- Store tests to be written directly on Tse

While students can: °\

1- Recover lectures and courseN 1.
' ursem
6 )

¥ &

3- Access the coursite t, retri the@xks for assignments.
[ }

4- Write diﬁ‘erhes of tgs ' *

Gy pn their work stations with results
markec@syste*

to getrie

2- Submit assignments togl teachers recover and

mark such assignm

and™tored glécourse database.

a geéﬁﬁ} results of tests.
’ 4

From here } entyw oten&d data security risks, such as.
- opprse ma{e _ n‘y b@lsted by unauthorized people.

N

N

W
Ogus course matefh&?nay be loaded on course web sites, or web sites may

be defaced.
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3- Submitted assignments can be replicated from course sites by unauthorized

parties.

4- Submitted assignments can be changed or erased by unauthorized p

5- Access to test papers may be gained, test contents can be chat%\

the

test can be deleted before the scheduled test date. &

6- People may masquerade as students and write tests on %half of such

students.

7- Students may get unauthorized help during the
8- The destruction of course web sites and course
9- Denial of service attempts against course

students from accessing the web site

misused.

The Information security risks 1

security categories:

1. Unauthorized rele infogmatioP, %
S
2. Unauthorized modi cati% ' tion,

resyyirce @ould be addressed by ensuring that
N

e onlse%g].@"

3. Unauth _

countermeasures are in place.

Q8&€ssed presents possible information security

Vasilescu 11) iyt F’
e-learnigg A wv's to tackle e-learning security challenges by

risks r w f

adofling Proper measures in"’t‘ﬁg respect. This paper supports the objectives and

§m

v of researcher’s research.

-

Ug
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2.3.3.5 Risk analysis

Risk analysis 1s the procedure of characterizing and dissecting the risks to people,

organizations and government agencies posed by potential natural and human-v

adverse events. In I'T, a danger examination report can be utilized to ad; us%\tion

related targets with an organization's business goals. A danger investi BNgeport can

be either quantitative or qualitative (Barik & Karforma, 2012). YV
' gco
determined purely qualitative.

Quantitative risk analysis: A risk analysis th@es

,
probabilities or consequences-sometimes a lonms

&

2.3.3.6 Steps for Risk Assessment \

This is an important stage for secur;;sks |
be carried out or needed to per 15ky as8 , w@ are itemized below:

1. In this step g8 to xermine f theytisk {SNYentional or unintentional. It is

’ 3
tSll §C{k are._,‘l-%@(vare, Antivirus, Spy, Trojan, SQL

also.@smﬁed in terms of whether or not they

Qualitative risk analysis: A risk where probabiliti equences and

’ e!' C)::or
b &

A
&
, e four steps needed to

from Insider or

¢ 4 ofcﬂbrication, modification, interruption or

or@’on and also decide who might be harmed, or

ndt and how. '\3’
S

Evaluate the risk and decide on precautions: In this step is to know the

0% security vulnerabilities for application employed for the e-learning and the

extent of damage resulting from this risk.
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»

3. Record the findings and implement them: When the administrator know the

type of risk and damage resulting from it, then it can take the appropriate

decision against this threat or minimize damage.

4. Review the assessment and update 1f necessary: Review, then cg

assessment and updates the system, and learn from mistw %

the previous system. T
This paper by Rausand (2013) supports the methodology for re%w’s research.






