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CHAPTER IV

RESULTS AND DISCUSSION

4.1 Introduction %\

In the previous chapter the methodology stages has been Wiscussed to

achieve the main aim of this research. This chapter prwmzthe findings of
We BYOD security

1-0wmework to
o
framework by number of experts from IT departmem

1S condjcte t(' i%ﬁgte the
T
S

N

"C

this research. The purpose of this research 1is t

framework. The findings in this research inclu

secure BYOD and an interview findings whic

4.2 BYOD Security Framework

Based on our evaluation of y 10

are able to address the issu\
bv combining each c nc?’m fne

' er\f rd

relialg)in the event of system failures.

1O

3 fslsthf two layers security control which 1s

Device Cophr 1k1d I}Y D f rv@ shown 1n Figure 7. Layer one 1s Device

Controlali®& which located 0{;’&16 physical device itself. Device Control tier

BYOD security, we

“« QO o
Fity @create security framework

Iigworks into BYOD securnity

egé}o using two layers 1s to make the

\)cvicc Profiles and Light Anti-Malware scanner. Layer two 1is

Server tier, this tier consist of User Control and Applications
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Tier 2-BYOD Server

Applications Control

e T
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1ternal External
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e

User Control
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profiles
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Fig\ | B\’Nﬁtﬁlework
N

Control. Within Uger C)x , St‘:r ¥rofiles as well as User Role.

¥

|
(j)
N

T

he hanis M device is located in this layer to promote the
gc® his layer contains of two main aspects: Device Profiles and Light

Analware scanner.

Applications mal Applications and External

Applications.

|-Device Profiles: Each device has a set of profiles, each of their have

specific set of permissions, setting, applications and resources. These protfiles



61

cannot nteract with each other in any case. The user also cannot adjust any of
these setting without authorization. Each profile has special set of formulated

rules to tollow. These rules formulated based on current locati the

device and the time of day. For example, a device should be %\1 "Work™

profile whenever the current location is “ABC Building™. tllgaunenl time

is between 10am-6pm. Device profiles also dictate tl

scans for malware or any other malicious activity.v

more high-risk employee are scanned much mo en th%\dth a lower
Y

risk. |
D [ JIS

%3

2- Light Anti-Malware: Majority of g ga] o\u('er glaptops come
LquppLd with some type of an\%nalwar

many resources are easily avail hi

larity of device

ce belonging to a

::044 In these devices,

@ case 1n smartphones.

Although these devices have cent years, they are still
far compared with PCs 11pey ; er and battery life. For this

reason, BYOD a  Lightweight  anti-

functlon of this scanner 1S scans

as the kernel of the device or system

scanner 1f he feels his device has been

' 4
actimé\,Fuspiciously, also  when required by an

1S

e Tier 2 BYOD Server
The management system for BYOD security framework is located in this tier.

This tier contains of User Control and Applications Control. Within User
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Control are User Profiles and User Role. For Applications Control are

Internal Apps and External Apps.

|- User Control: This part controls the user access bas*d\Q1 Y user
condition and level of user authorizations in the Oriri%m. Each

user has specific authorization level based on _his le 1n the

organization. User Control system includes UscNPr;ﬂes and User

dent &Qﬂsituation of
@

ot pospible ﬁT .t\% user to

ne of the

Role.

A) User Profiles: User profiles are directly

the user inside organization. Where it 1§

change this situation. These profi fth _s

formal process of the organizatid

(g '
B) User Role: Access COKSlougjsﬁ‘ii@b the user based on his
re

PErmissIons.

role and job descKipen. Ther ferent levels for the wuser
BN

authorizations can . cﬂ(sf}@/ the wuser. Depended on this

classiﬁcatio&} OT'g

SEVEre c%\( ‘

c@be imposed strict restrictions and
be % Cl? fy gh
ﬂes&*ipi‘on inside the org

N
i’és. é{s part provides several levels that can
N

us \category based on user role and his job
E\Slandurd User: The standard user is an average employee who may
0 have been in the organization for few times and understands the

basics of security policies of the organization through training

=

Zation :

process. This employee would be subject to normal device scans

via anti-malware scanner. For the access permission this employee
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1s given limited access to data and very limited access outside

- q 10 may

time and

organization premises.

)
|

Advanced User: The advanced user is a trusted employ

have been 1n the organization for an extended perid

has at least basic to advanced security policies e organization.

This employee would be still subject to devicw . This user has

more permission to access to the dat thz standard user and

NY.

gy Y:i have
pcﬂ{ggs of the
T

wt | fall into this

&

1inis@ive permission to

limited access to sensitive data.

3- Super User: The super user i1s a hi

advanced security knowledge

organization. The administr
category. This user has\; |

access most lf not Sﬁl"vel' Ceniler. The

device of this use\ ' ééss to sensitive data. For

, , ., N
r's fdevi

devices. fm'\in ]Ceﬁt\‘i

smart ¢ ACCeS&]

this

this reason, monitor more than other

S

N Wwhould have a pin number and

n” urgkrsted user 1s user who does not have any

£ ¥

>rmission  to aca@o the organization network using his device,

4- nirmgied ys &

?\and will be considered unauthorized user until a proper vetting of
0 the device has occurred. This user level will be applied on any

device that has been stolen and suspected devices as well.
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2- Apphcations  Control:  The applications control system for BYOD

framework 1s located in this part to promote the security level in the

organization. This part contains of Internal Apps and Ex{ ii Apps
control system. : % |

A) Internal Apps: The 1dea of set up the internal appswz from that the

employee 1n the organization have only be @oin¥ specific tasks based

cirafevice. For

usin

X
shouldf only pe >essing
P

Yels ba\lfi,, _ em&l&ee should

Yv

on the place and the time when they

instance, during work hours, an emplo

internal apps related to work. On tl

not be viewing contidential resource

B) External Apps: For extemal\ also
% \Q’\ Xn

During  working hOUTSaK I sibuld Aﬁ be accessing unrelated
materials online Tdev,e
Whereas 1t allow a%o e)% .
4.3 Evaluation of B@a e -

In this section %c
After cach £ g i(t \

on to access 1S

based on the place and th es used their device.

i Ss%aying games and chatting.

ps‘@ng non-working hours.

supported from all interviewees with the following findings:

|- Using BYOD for work can increase the productivity and efficiency.
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2- BYOD policies must be set carefully to prevent any emerging attacks.

3- BYOD policies must be set by administrators only.

4.3.2 Device Profiles %\

Configuring mobile devices profiles is important for implementin® BYOD at

work place, the research finding about setting devages :rofiles are  as

Y-

| - Setting up devices profiles could enhance the BYOD Irit \d'

2-All mobile devices must be registered andﬁlreé voj);y |

work place.

following:

3- For more security levels, emploYgs® canno

without prior permission.

4- Profile setting should bg. s

time.

i S

\and using anti-malware scanner on mobile devices is very

ghe following findings:

- Mobile devices such as smart phone must install anti-malware scanner to

prevent any mal-ware attacks.
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2-  Anti-malware scanner must be functioning at least the vital parts of the

e

device.

3- BOYD admins must be sure about using the suitable anti-mat&zcanncr

in terms of price and performance. A
4- BOYD admins must be sure about anti-malware scanner upd%z

5- Anti-malware must be configured to perform Can'of’ the devices

)

periodically.

4.3.4 User Proftiles

One of the user control variable 1s a

server tier. The study results figure out follgwing fin

ve 1 eEY
5 -4
AQ/
t ve@iauthentications.
S

uth rizat@'ﬂevels for specific users.

| - Setting the users profiles 1s impo h ilw)

security.

2- Users profiles can be used WhiE d’ Cr

3- Users profiles can pigvide

el and

4- Only admins ¢
c@mg to users’ roles. Users’ profiles can be

D %} usp
e

the users’™ activi ie§¥0r security and enhancement purposes.

), "0

roles 1s the second variable of user control that can be used to classify

the users in the organmization mn terms of implement BYOD framework, the

results come out with the following findings:



| -User roles must be used to specity the user activities.

2 -User roles must be set according to the user job descriptions.

3- Setting users

BYOD system.

4- Four users classification can be defined as following table;

Standard user

Advanced user

67/

N\

roles properly can help to increase the SS h level of

Super user

~This user should
have limited access
to organization
data.

-This user
understands the

basics of security

policies.

This user should
be subject to

normal device scan
by anti-malware

scanncr.

-This user mu

have very Lighted
access outelc

1
ACCCS

-This user 1s a
trusted employee.

-This user has at
least basic to

advanced securgty
policies.

-This use

mafl canne?

N,

ser ba

have limi

to sensitive Eata.

still sulyect (8 -
de\fc e sSofn of ant,—

ey user can be
@dmin ot the
"RY OD server.
-Can access all data
and resources.

-T'he super user’s
devices can
monitor other
users’ devices.

@t'he permission

d gdo access the

organization
network using

his/her device.

-This user role

normally apply to

stolen and

suspected sevices.

Table 10: User Classification
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4.3.6 Internal Apps:

Internal apps 1s one of two variables of application control in the

BYOD framework, they must be configure to apply more Ygity to

BYOD system. The following 1s the study results abogt ksi internal

apps:

|- Using internal apps must be controlled.

2- Internal apps must not be used outsidé™

permission applied.

3- Using Visual Private Network (VP

using internal apps from 0uts1dg@zat-

4- If necessary, the pcm

organization should be g\

5- For more

)
—_ @al apps outside the
)

@s only.

houldn’t access confidential

data and re

4.3.7 Ext

@

ecQty variable of the application control in the

lntc

N
{mmcwor]\ Th&’fo]lowmg 1S the study results about using

%1 nal apps within the BYOD security framework:

| -External apps must be controlled in terms of time and place.

2 -Apps such as games and chatting are forbidden.
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3-Admins may allow specific apps if they safe and do not cause any

Nzxtemal

security 1ssues.

4-For necessary reasons, users may access safe and tr

apps during working hours using their own internet cq%; n, so this

will not attect BYOD security.

4.4 Discussion

se W framework
@

In any or n’zi within

ye t@roductivity

The main objective of this research is to
for BYOD system 1n order to implement it
secure and sate environment in order to er

and efficiency of the organization.

In order to evaluate the BYO

urityﬁﬁ

i l@perts and then analyzed

AN

esults come out with the

)
<

using qualitative analysis e 0|

following summary: %

At the dc\ric\&‘o] . Wier éq which 1s consists of two security

heen held in order to collect

y th

U ARS
&

clements (dC\"‘%ﬁle alfi- altvare scanner), the control of devices’
profiles wi%;de A
ACCESS \A

pel %_ ecurity by defining the allowed devices to

Y OD system. On&fhe other hand, using anti-malware scanner will

the devices for any malicious apps or scripts.

7 at this point, the system nsures that all devices that login to the system

are authorized and clean devices.
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At the BYOD Server layer (tier 2), which consists of four security

clements (user profiles, user role, internal apps, and external apps), the

proposed framework makes sure that user profiles will be set up{qm
wzed user

role to define

order to prevent any misuse of any data or resources by any u

as the system admin configure each user profile according

user level and allowed activities. V

On the other hand, user role can be used to sE™ : 1ﬂert.,nt types of

users (untrusted, standard, trusted, and super userSWas eM W has

different level of security which allow to

As a result, users’ profiles a usas

security to access the organization d

users’ permissions.

ide the required

challenge as the use er as main gates to the

usin

organization data an ftemal apps within the working

hour could cause €5, (J mal apps must be controlled to be
used according l{lpécj?entmﬂ of VPN and applying the right
g\to provide the required security to access

1zation.
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4.5 Summary

This chapter presented the main findings of this research. First section

presented i details the proposed framework which is the main aim 4 R'S

rescarch. The purpose ot this framework i1s to present a S()Iutisl t:) the

“Bring Your Own Device” problem 1n businesses through con he user

qccess  coupled with device control, anti-malware scannei pcr - profiles,

R the 1nterview

user role and apphications control. Second section

findines which 1s conducted to evaluate the proposed fi



