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CHAPTER 3: RESEARCH METHODOLOGY

3.1 Introduction

This chapter discusses methodology of this research including the explanat:

tools, methods, analysis, collection of data set and evaluation technique?ez.

3.

The methodology and outcome for each objective 1s sho

Table 3.1: Mapping Research objectives, metho

Research Framework

N

of used

J

No

Objectives | Methodolo éa:ltcome
To propose new 1. Collect cloud wo &
7 - FREL. cloud worm
classification  for 3 Create contro Pt
the worm cloud 5 Ication
based on cloud A
worm features 3 *
‘ ?'d m%fms based on
Q&V ation, payload,
3 algorithm and
7. Data cleaning and Transformation
To deglop ¥ cloud Improve existing genetic algorithm | A cloud worm
worm etection through enhancing selection | detection  technique
technique by proportional of fitness, tree crossover, | integrated with
Integrating the tree  mutation and  evolution | enhanced genetic
enhanced genetic controller. algorithm.
algorithm
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A cloud worm

response  technique
based on threat level.

3- | To propose a cloud 1. The threat level 1s being
worm response measured based on the impact
technique based on confidentiality, integrity and
threat level. availability.

2. Threat level measurement based
on the assigned rules, weight and
severity level measured by the
security metrics.

4- | To evaluate the | 1. Simulation of the proposed

proposed cloud
worm detection
technique.

technique and embedding 1t in

Weka.

2. Calculate the accuracy, TP and
rate for the proposed and existi
techniques and compare

performences.

parison result
proposed
ique with the
Isting technique

PAS don 1€ accuracy
rgte
Y

| &
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’ . l e e o Problem statement
| view
define research > esearch proposa > i e > and research
mutwathn and design
objectives o ° o
Phase 1 -Initial study
| Propose EGA wom :
- o classification in cloud |
w )
VirusShare.com computing l

Classify warm from > el

The analysis

L

Test EGAworm
class ification in cloud F
computing using chi-
square & symmetric

measure

18:c i"zr to i

aCCurag

.

Test wo , in cloud
accuracy as a new A classifier :

¢ hni N\
s

Propose
method for
'

response

J — - il — — — — — —— —— — — il— . P — — —
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1-EGA (99.74%)
4-Naive Bayes (99.07%)

5-0

re 3.1: Overall research process for EGA technique.
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3.3 Research Design
This section 1s to explain the research design and procedure of the research. Below are

g

the steps that are involved in this research:

3.3.1 Worm Dataset

S

The dataset in this research consists of different types of WCnd benign

mNalwr website

' usad to build up

mpeswg. rom
1O

g osBft %ﬁfsshare,

front\he internet.

ther i(ﬁfyear 2014

les Q their research

2015; Shijo &

executables that are sourced from VirusShare (virusshare, 20Y

(malwr, 2016) and Arizona website (Arizona, 2015). This dat

and evaluate the detection technique. The amount of worms

23,699,719 samples available in virushare.com, these 101§"

collected which are identified by different anti-virusgrant®
freZy aval

2015). Virusshare is one of largest worm databasg

According to virushare.com all collected sa

m@l\
or 2015 Various researchers collected virus aMg w

work from virusshare.com (Suarez-Tan:' % ’1

Salim, 2015: Kim & Kim, 2015).

Men exatutaPled @p
Qe AL _
Debray, 2015; Yadegari er\ 15;
|
YA

?
es ar/lis d nﬁfe 3.2 and visualised in Figure 3.2 with

their types. Duplicgi &g collect rm@amples was avoided through MDS key.

L
N

On the other hand, the amounts les are 177. These benign

executable samples had bee ers including (Yadegari &

Collected cloud wor

{—,




Table 3.2: List of collected cloud worm dataset

Worm Type

No of worm

(downloaded by type)

Total

Downloaded

Email-Worm

116

Backdoor. Win32-Worm

56

IM-Worm 42
IRC-Worm 23
Net-Worm 148
P2P-Worm 106
Worm. BAT

I-Worm

Win32. Worm. Downadup

W32.ScriptDropperE.Worm |

Worm. Win32

03
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& Email-Worm
B Backdoor.Win32-Worm
IM-Worm
B IRC-Worm
Net-Worm
P2P-Worm

B Worm BAT

M I-Worm N
B Win32.Worm owan
B W32 .5criptDropp . Worm
B Worm in;Y

Figure3.2: Collected worm dataset

X"
&
The controlled architecture for laboratory h i 1S W

control worm propagation, 1t 1S nece 0 0;%

connection in order to make a fully@ed eQla dqeiu%(;nment. But without
S@les dynamically. Due to

*&1} loud environment virtually
co‘n\édted to cloud through VMnet.
rchigvhre for worm analysis. Also, a
Iab%)made use of controlled laboratory

ur:} an ébrse malware. Likewise, controlled lab
In this woﬁc ~%"T\IS (Sanabria, 2007) suggested the single

alysis, especial l&r researchers. Because deploying virtual lab

/Pe

3.3.2 Controlled Lab Architecture

network connection it 1S not possib 1alylse

this, virtualisation technology w

and other host (Attacker a;@itorir _
Saudi er al., (2009) usecg
research carried out b %

al
1

architecture to do t%
architecture was a% d

PC lab for mal%

ingle workstation or laptop using VMware or VirtualBox emulator

environmen

1S an e sONRON.



3.3.3 Software and Hardw

0

e -
.f-""’#f i
e N
- | /"
- - /
- / -
-7 . ~ Windows 7 Host
£ ,‘ :
'\ | Q Q
I \\ :
1 . 9 { [ . , p; 3 f
| H Windows Server 2012 Q Wil e
| - | rzzaibed 3l tmait L mrervalt
N
OwnCloud
\ \ “
. 3
™
Windows 7/ \
(Installed "
Hypervisor and N
Virtual Hosts) - - Attacker

Controlled lab architecture presented in Figur\
he \

In a physical machine, cloud 1s deployed 1t

AL

64-bit Windows 7 lomg¥edit

ﬂ -

-

A 15-3470 CPU and 4GB of RAM with
ﬂéi\'sed environment. VMware was used as

Yv

A\c@ep Freeze cloud tool (DeepFreeze, 2015) is

All experiments are p

virtualisation to r creating VMs

used as rebo Nestore technology protecting the host from worm infection. This

tool helpst rn the system to the onginal state once infected after being restarted

Windows 7 was used as a host for the tools that were utilised for dynamic analysis in

this research. In the mmitial stage of this research that commenced in 2013, Windows 7

was still the popular Operating System (OS) of its time. It was also known to be more

stable than 1ts predecessor. Windows 7 OS was more stable and never needed to
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consume more RAM (Random Access Memory) n order to run. It was also more

stable when running other software tools on 1t.

Therefore. Windows 7 was the chosen OS when this research began during the year of

2013. All dynamic tools that were used on the windows OS platform % Red

i‘) %

ws 7 OS

successfully without any serious 1ssues.

The entire research performed by Abuzaid (2013), also made use of the

platform for the whole research analysis. Also, another research 1e name of

visualisation and weka was used for testing and sim

the analysis. For cloud implementation ownClougw

security features. \%
Table 3.3: Software and Hardw ed l&?ﬁl &‘aﬁ) Hosts

0o
ctign (Q
th@ctions associated

_ r@g, writing, closing
hl in relation to cloud

é‘/ f

) and unpack the cloud

nQr ¥ codpWthin cloud server.

[y jde the resources used by all
nAnQ{)rocesses, including DLLs and

% »keys in cloud server.

Process Monai g 4 Progess explorer provides information on
(Process Ex®Morer) I@w the cloudworm 1s affected upon the

Wtim computer.

e | To see which ports are listening on the

trusted system. To record all TCP and

UDP activity and to see various running

programs that are sent or received from

data to port on the cloud server.

Network Monitoring To look for backdoor listeners by which

(Newt) cloud worm attacks could be nitited to
be recognised byNeWT.

- Tool _
- File Monitoring
(Filemone)

T IS\
S
réels

T ; :
Process Monitorin

(Preview v3.7.3

T

' Port Mon
( %
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- Network Monitoring To gather all traffic going to and from
' (Wireshark) the target system, using a sniffer loaded

on a system other than the wvictim
.=.--- _‘ computer within the cloud server.

' Network Monitoring To determine 1f the interface of victim's
~(Promiscdetect.exe) machine 1s in broadcast state mod

! gathering packets destined for ,al

L systems on the LAN. \
- Network Monitoring To monitor the listening ports. 1 %

(Nessus)

ai1stry Monitoring To display real time indicatnps all
(Regmon) registry activity including reating,

reading and writing registry

A
g

|
|
|
'[. —
r

“Software for datatesting and | To perform data minin=pmelysis and

Simulation testing.

(WEKA) |

Virtual PC To build up virtual ting systefils In

- ®
(VMware) a Computer. | é 3
- Own Cloud To conduct Clq =\
[__[__)_e_t;"Bl*_reeze Cloud Tool To system resq fe o1 e
- Web based analysis tool | Virustota¥ |
“du

PC-Win7 I W‘n\
OwnCloud 1s a solution for cloud depl % \\gt%

that could be hosted on 1ts own sef%rs An

& and sync solution

011r%%0|nn1unity edition of

Ul ver@le access front-end was

us yie@ Cloud resources could be

e [t @also easier to control, manage

ownCloud 1s available for cloud

provided by ownCloud to all

accessed from anywhere, anygme 6

Nacti '

rderdg)® ensure security and comphance
{@E '
ﬁg‘\‘ér hand, Hadoop 1s an open source

and audit the resource sh

measures are met (owin
framework for runnj

hardware which !% '

which 1s beyo e of the scopa@" this research. Hadoop allows distributed

'xgc data sets across clusters of computers by using simple

processing

The following steps are considered for loading Specimen:
e Before loading the specimen into the laboratory, the entire activities for the

analysis must be observed thoroughly.
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e The list of activities for the worm analysis in reference to Saudi (2011), are
Monttor file activates, Monitoring processing, Monitor local network activity,
Monitor registry activity and check registry changes, Monitor memory,

Monitor network behaviour, Monitor tcp activities, Monitor udp activities,

Monitor processes, Monitor all listening ports and Monitor dlls changes. Y'

ﬁa}ow
3.3.4 Worm Analysis Process Vz

* egw rm samples.
Virusshare.com malware report 1s also being followed ddMgQ |
Virusshare.com (VirusShare, 2015) published wo@alysis

Virustotal.com which is implemented on cloud (ViruSeggal, 20)5 |

malware analysis system, completely based on open Q Iree

customisable by the worm analyser. Virustoe: V th

e The worm datasets were loaded into the testing computer using US

device. |

Dynamic analysis processes was chosen to analyse down

wh'cﬁ'\-{s totally

t éalyse any

?0 sf%e installed in the
N,

th@ost to observe the

cloud environment. Then sample WO'% inj@cted ' %
behaviour. For observation, various mlo ' aréxsed to monitor files,

I
S, regi’try, qm§ processes and dlls. After
reswlt€ B e’égrded for classified worms.

environment. For the analysis of worm beligaagur, so

network, tcp, udp, lan, all listen

Ie p
getting monitoring results, obtain

oxferi ing the angi§Sts process which i1s an advance

pteég'.w Appendix A.

Virustotal report 1s also use

N
- X

3.3.5 KDD Proc
AN &’

Knowledge Di in Databases (KDD) 1s an automatic, exploratory analysis and

modeling &&laM¢ data repositories. KDD 1s the organised process of identifying valid,
novel, Wl Jand understandable patterns from large and complex data sets. Data
Mining (DM) is the core of the KDD process, involving the inferring of algorithms

that explore the data, develop the model and discover previously unknown patterns.

The model is used for understanding phenomena from the data, analysis and
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prediction (Giudici, 2010). Figure 3.4 1llustrated the common KDD processes

involved in developing knowledge.

im————— I ——— ]

Pre- Trans- Data Interpretation/

Selection processing formation | Mining N Evaluation

, -
Target I Preprocessed ITransformedI Patterns

Data Data Daca

The knowledge discovery process (Figure 3.4) 1s iterative and YiWggdctiv, consisting
of nine steps. Note that the process 1s iterative at each step, mclgng 1 am back
. : - L : N kR . \Y'
to previous steps may be required. The process has ma e‘ts_\‘iﬂrj the
sense that one cannot present one formula or make a gomp¥ ﬁ)&) & right

0 unticystand the
&

process and the different needs and pOSSIbllltlE‘:l\% Steps O

Apart from various attack recognition tech s (L1ao ? )Q\Lazarewc et al.,

2005), data mining 1s one of the efﬂmeﬁm &tracgdhs @ususe detection by
establishing profiles of normal networl& 2NN ect‘aﬁ?&nd then generating a
classifier to detect the attacks (qvo : '2(@ In past few years many

researchers integrate KDD process : rcth intrusion detection system

&
(Malyadn er al., 2013; So- x/ 2')14;

[1S

Sahu [.. 2015; Elekar er al., 2015,

qr L;»@n attack detection (Saudi, 2011;
* )ﬁ)@or this research, KDD 1is used as a

atasets.

The purpose of% Ye-processing pro“c‘a.s 1s to transform the cloud worm raw data
Into a more%priate format for data extraction stage. This stage includes the

data cleansing to remove any noise, duplication and data

feature sele

transformati@n. The next stage 1s data miming process. The common technique
implemented in data mining is classification in which the data pattern is extracted and
achieved in this stage. The data 1s to be interpreted after the patterns have been

extracted to make only useful information or knowledge kept for further analysis.
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3.3.6 EGA KDD Process

In this research, enhancements have been carried out in the KDD data pre-processing
and pattern extraction process which was achieved by data mining and classification.
Under the data pre-processing activity, a dynamic analysis 1s implemented to 1

feature selection. While under the pattern extraction processes, statistica%\ods

containing Chi-square and symmetric measure, security metrics and gen%orithm

are introduced. Chi-square and symmetric measure are used in order IT

relationship between cloud worm characteristics and also to quanti*w relationship

lmWrm threat level
C. ne{itl algarithm 1S

m e.cg‘q\e{)ository.
* Amic, adalysis. After
44 y

data@d

mine the

strength. Meanwhile, security metrics 1s used to carry out the
based on Confidentiality, Integrity and Availability (CTIA). Al

also utilised for improvement of the accuracy detection rate o

KDD process is presented and summarised in Figure3.5

then inserted

Br @ction accuracy 1S to be

ra‘zévate when proposed GA is
@so 1S to be able to carry out the

In this work, feature %&c ':

e and duplica

initiated to remov& n tiQB' through data pre-processing. Data pre-

processing ta

Nw data as mput antl transform raw data into appropriate new

format. N tical analysis was done using chi-square and symmetric measure to

determ lationship between worm characteristics. Security metric was defined

for data mining process then, from the post-processing pattern of knowledge revealed.
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Figure 3.5: KDD process of EGA.

ichFre known as

Pattern extraction was achieved by data mining and classificati

the most common techniques. Types of algorithms imple ed u Wﬁcaﬁon

e KDDJ pro Sfe;cﬂid

or uge ul fOFl?tIOI’I 1S
NV

N3
3
téw:

depend on the goal that is wanted by the completion o

extracted pattern from the data considered as knowled

retained for future exploration.

The stages of EGA KDD processes are explai

3.3.6.1 Data Pre Processing %
S

The raw worm dataset 1s collected f Mus ' Mmr pository. These dataset
Ing § to or@acteristics for analysis.

are transformed into new forngat ording

y ﬁé’transformation and cleansing

me@gful dataset. This process took

N
r?lesggl;’eature selection process 1s done by

d gdption of each process in this stage is

These samples are in various formats and needs to be converted into comprehensive
format for analysis. Thus, feature selection 1s carried out through dynamic analysis.
Feature selection was done in this research by a process which defined characteristics

of every worm through dynamic analysis and tabulated into a meaningful dataset for
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the further analysis. The chosen data in this thesis, as already defined under section

3.3.1, was analysed using dynamic analyses in a controlled lab environment which 1s

referred to 1n section 3.3.2.

In this research, dynamic analysis procedure 1s used to complete the feature sel

process. All findings and analysis are documented.

3.3.6.3 Dynamic Analysis

vironment. In
ystelm. Inside the
SWI\JBH' e

ehg{a}sary

'* e le;i' worm
wo@. observed

ved & the procedure

of dynamic analysis: monitoring file activitigs, pro¥esg ’ gAnetwork activities
monitoring, monitoring system registry OIR a s'@\process. Dynamic

analysis processes are illustrated n Fig\ O be

Start dynamic
analvsis

Monitoring System Register Complete
’ Analysis Process

Figure 3.6: Dynamic analysis process.
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For this research, the worm categorisation was done for the EGA 1n order to help
Increase the accuracy in worm detection rate in cloud. The worm categorisation was
based on testing and comparison through dynamic analysis that 1s associated with

other researchers’ techniques such as those carried out by Saudi er al., (2008):

Pratama and Rafrastara, (2012); Abuzaid er al., (2013); Rajesh et al., (20@
Suleiman and Husain, (2015). The categorisation or classification of the@s IS

related to five main attributes. These related attributes are infectioanation,

SIS were

payload, operating algorithm and propagation. Dynamic tools for the

utilised in order to come up with the new categorisation. Thisagtes

necessary due to the fact that the numerous types of worms are er by different
malware programmers. Because of these incidents, + @Jifferem
ssaly to >td

characteristics exist. This also became the reason why 1t gs n v

about worm characteristics especially in cloud computing

be utilised for further research in the same filed.

fiel

sen thique due to

@ of virtual cloud

fﬂur@i?pro ach. In dynamic

be@se of the nature of the

\aas the capability to record

The types of analysis that are frequently used by g
1S 1S the @

dynamic analysis. For this research, dynamicm
I

the fact that the study and experiment to e%orme
. 6. .

process which also uses dynamic proc

approach, the action and behaviour rhaall *
malware activities can be monit(‘ed afgd obsernpved.
changes in the malware that is pnade dr

analysis can be viewed as &ogso N

gl
_é’)&bo, it 1s evident that dynamic

nfor@on on malware behaviour. An

O

As for the signature Wgch, 1jp1d ngfadingdd be used in this research due to the fact

that 1t 1s limited to Rati&¥signature databég. Static analysis may also fail in analysing

unknown malwaNthat uses code obfushtion techniques. Also, it needs to update the

database r

malwaraa Dulo this reason, it can be understood that cloud computing utilises more
of a dynamic approach not signature based approach because of its constant

connectivity with intermet. As it 1s based on signature, it only detects malware by
comparing the pattern against database. For this reason dynamic analysis has been

implemented for this research experiment.
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3.3.6.4 Data Cleaning and Transformation

The data cleaning process 1s done during the collection of dataset from virusshare

Malware samples available in virusshare are 1dentified by MD35 key and these key 1S

checked for each sample to avoid duplication. This method ensures absence of n

gunnﬁ

'peratmg

duplicates and outlierdata. However, noise, duplication and outlier data ar

after transformation. The pattern of worm characteristics are i1dentd

dynamic analysis which are: infection, activation, payload, propagation

iMtributes are

and also for data mining using WEKA. Characteristy

transformed into nominal data with a numbering re%

Furthermore, dataset used in this research er;e Virussigfre sc@:e consists of

executable source code in the Windows P t ( 1. e :.; e A%ﬂ .0CX, .SYS, .SC,

gr mm%‘{.’@crlp'cmgD and other

- a ) By executing worm

and .drv) and some of them mn w

programming language (1.e. .html, \

the main features of the worm w{extzted Later,

ures are transformed into

an understandable format and e as software. Virustotal i1s used

for automated and advance Nual dynamic analysis also done

by using various tools.
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ata transformation examples

/b
e

MDS Key | Infection
Other users resource. . S &—
O0c1935a06¢ | hypervisor, VM 1mage | ckdaor! Doy,
i sl . Human (rig gy tive.Ste
8f88ac025 | sharing, VM migration, heduled Brocess . JEA #
, sche 0ces Phi®hir
203aa7ted | VM rollback. VM | : ._u .
| | | and self-activation
hO6el) 1solation, communication
and application
Root privilege,
mﬁmmﬂmmqo _,_u.tw?._moﬁ <Z_ :s.mmm Hunman trigger. Backdoor, DoS.
c39de2(31 sharing, VM migration, A Destructive. Steal
sche | . N
e1b983582 | VM  rollback, VM oA information,Phishing
| - and self-activation d reais A
a&709 1solation, communtcation and registry shutfling
and application
G S E—
0f31ccN6O : .
Juman NgEer, Destructiv
476927061 | Other users resource and . i C?:dr:.,m. Steal ,
o scheduled process information, Phishing
51b8b08bd | application o ;o a
and self-activation |and registry shuftling

S9774

Steal
polymo
and anti-ant

h.

VIruS
Stealth and
polymorphic

Operating . New format of
. Propagation
Algorithm dataset
| mﬁ%@
hic 4ndyl 123456789,a123,p12
ARl %e| 3456,0123.Pl1

No

»3456789,a123.p12
$%3456.0123.P1

@p&ﬁ% 124

PO
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From the worm source code, once 1t has been analysed using the dynamic analysis, the
five main features of the cloud worm are being extracted into semi format structure

comprising five different subareas to capture the worm characteristics. These five

different subareas were transformed into nominal data with five numeric values which

are used as the input to the machine learning algorithms, where the WEK A so

¥
used. Worm sample characteristics are transformed into numeric represent% en

transformed into nominal data with various number representations. dka only
supports transformed nominal data for data mining. Few examples o sformed
dataset are presented in Table 3.4. In this table, new format of fi rm sample

could be described as follows:

123456789 represents Infection as - Other users rgg

image sharing, VM migration, VM rollback, VM 1sqlatio

application.

al 23 represents Activation as - Human trigg

activation

p123456 represents Payload as - Back
Phishing, and registry shuffling.
0123 represents Operating Algorithg

VITUS.

Pl represents Propagation as -Tﬁ
Transformed dataset used as an in% veka |
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Figure 3.7: Transformed data

The classification formation of the new E

of dynamic analysis are explained in detar

3.3.6.5 Independence Test of ougm ‘m gataget |
"' &
O
A Chi-Square test of indep waﬁl per rmed‘? each feature to determine if a
,:het)@et variable. The term document

relationship exists betwe

matrix was transforme repyee ntaU to get a 2- -way contmgency table. To

prove the re]ations eer’ f]OU&OFm ClaSSlﬁcatIOI‘lS, StatISthEll analySIS

“zrr

was accompanie& five main featu@ infection, activation, operating algorithm,
&tlon were evaluated. If the expected frequency is less than 5. it is

payload and p

the stand all researchers use this value for their study. Assumption about the

shape o ' derlying distribution 1s not required in nonparametric tests. In this test,
it is assumed that data is revealed from random samples. For each category the
expected frequencies must be no less than 1. Less than 20% of the categories would
have expected frequencies of less than 5. On other meaning, because this is Statistical

prerequisite to test the chi-square, 1t means there are at least 80% of the actual data
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already available even subject to the chi square test. The dataset was a nominal data
which is also known as categorical data set and testing was done based on frequencies.
After that, the dataset was converted into percentage for further analysis. The

statistical analysis was conducted using the Software SPSS.

Statistical analysis was conducted once the data pre-processing method 1s ¢ N; d
pra/

to analyse the datasets. According to Giudici (2010) the statistical analyﬁ
are S

added value to the analysis by data mining. In this research, the Chi-squ

1des

tistical

test, symmetric measure, training and testing validation under data€gining was
implemented. Y.
Chi-square and symmetric measure tests were used to test elof e EGA

WQre

worm classification and the EGA relational model. Thege tes o &karto
) | ~
S hé:s?n In

uap?i.fy the

determine the relationship whether 1t exists between aractprig

the EGA relational technique, followed by the sy

strength of the relationship.

frequencies

% $by chance or not
& . ‘ |
e wvari e"be@en the experimental

Chi-Square test compares actual frequenci

statistically by cross tabulation to verity

(Greasley, 2007). It 1s also able to me

S ows were distinct. The

results cell count and what to expect,

l NN
In equation (3.1), sg_dtobv d frequency, E represents expected
frequency, and QO es Chi-Square.{]\)e value of X* cannot be assessed except the
number of de \of freedom (df) associated with 1t 1S known. The number of df
léiy

X* may be computed easily.

associlated

If data isWfstributed randomly, then those estimated are known as expected
frequencies. Under null hypothesis average count, one would guess is the expected

count in that cell. Generally, each cell of the contingency table expected count is

calculated using equation 3.2.
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row total * column total

3.2
grand total (3-2)

The Chi-square and symmetric measures involve null hypothesis (Hy) and alt _
hypothesis (H,) testing. If the null hypothesis (Ho) 1s accepted, then 1t 1s pr x
there is no significant difference between observed and expected frequencigs. (Qh the
other hand, if the null hypothesis (Ho) 1s rejected then the alternate hypoth&sl (H,) 1s

accepted and then it is proved that there 1s a relationship between oRserved and

N%, thus the
' gce. lT he result 1s

of,

expected frequencies. The confidence level of significance 1s cho

P value is set to 0.05. meaning less than 5 from 100 happens

obtained from statistical tests, presented in the chapter 448

results is also presented in the same chapter.

Fisher's exact test (Conover, 1999) is another statistic

a non random association exists or not. But fisla

functional with the 2x2 matrices, and 1S com

foééfge matrices.

[ Gl ofs cidion between two

discrete-values. The Fisher's exact test haSNge qual% e aé}e Chi-square test.

However, it is limited to the expected c\ % f noT™NQOT th"éﬁ&é In Chi-square test,

the expected counts must be more thTe udig?®11) Because this 1s Statistical
1stribgit)

t-hgl&}bif the expected count less

The statistical null hypothesis for the test 1sgthat

O

prerequisite to undergo the chi-
than 5. It means that the signi 1 get @dissing) In the sense that there

. mang Pleref - It cannot rule on the approval or
rejection of the hypothesata | i b‘Tg Sarch is nominal data so; it can be
snneies that the Ol %est #ﬂ etr@neasure find the relationship between
wWOrm chmacteri@loud. T qgm%@' the strength of the relationship, EGA
[ W

rm detection and Dehaviour analysis within the cloud.

are more than 20% of the

model 1s applie

3.3.6.6 Qty Metrics

This research used two important measures, weight and severity which were

calculated using security metrics in order to conduct an in-depth study. Explanation of

security metrics to determine weight and severity values 1s discussed in Chapter 5.
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Security metrics is a method that helps to measure, quantify and classify security
based information. Threats defined by the experiments and analysis are transformed to
the metrics so that threat level could be easily 1dentified and measured. Following
these metrics, it is tranquil to identify and understand security holes, problems, flaws,

weaknesses or the harm they can initiate to the security infrastructure. It also he

l
Investigate the present countermeasure process performance and recomrf Ee

improvement of any countermeasure process or technology if necessaNaquith,
2007).

EGAKDD Processes for worm detection as presented 1]

Table 3.5: EGA process * metrl '

-

Security metrics processes lyi
| Security metrics processes A 2! E

) Define cloud worm threats

I 2) Represents cloud worm threats mto
metrics ted based on payload,

0 agation and operating

iggetion,
$rithm.

: Formafl
*‘

&(&GA worm classification and

I—_) Understand  and 1dcnl
| vulnerability, flaw, problem g

\&ﬁ!}) analysis.
and damagc to security Infra: | Ify the*Peed to assign weight and severity value

Qg)unturmeasuru process.

o
Al >
understanding of Worm behaviour and architecture 1s crucial for

¥ work leads to the development of EGA cloud worm classification

An 1n-depth stu
EGA researc
and the £G

need to be obeerved and defined. Then, by the support of dynamic analysis, the worms

oud worm relational model. Primarily, cloud worm characteristics

are analysed and simplified into cloud worm representation, which comprises payload,

activation, operating algorithm, infection and propagation.



R1

A thorough analysis related to security holes, problems, flaws, weaknesses or the
harm they can initiate to the security infrastructure 1s monitored closely. As a result,
weight and severity are chosen as two main attributes in assigning the countermeasure

process. It is suggested that, all worms with a high severity level need to be isolated

These measurements were already taken into consideration when the cloud \‘H

analysis was conducted. Therefore, as a result, the weight and severity perf \ce

and value are tested based on data criticality level, infrastructure availabiﬁknd loss

of productivity.

3.3.6.7 Data Mining

in this research are nominal data.

3.3.6.8 Classification

In order to test the accuracy of the eigh

classification algorithms are integrat?ﬁe
The classification algorithms cho% ’the
s

n basexamined in Chapter 5).
e@ecision Tree (J48) and K-

&

ere; osen by various works for

1§01 cf, - 2009; Saudi, 2011). However,

O

, cloud 1s considered as a types of

o=y

algorithms were chosen for this

research.

These classific \ are applied so that a comparison can be made between them,
Nenable identification of the most accurate classification algorithm.

which t}%

complex network syz&’or ,t
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3.3.6.9 Data Post-processing

At this stage, the complete pattern extracted from the data is interpreted so that useful

knowledge 1s produced by the end of all the processes. Later, the pattern extractgdygan

be simplified using graphs or any suitable methods to represent the complete ted

usi@n and

pattern for any further exploration or analysis. In EGA, at this point, a co

summary can be made based on all the findings to ensure all the objectiveS for this

NV

3.3.6.10 Genetic Algorithm for Cloud Worm Detection ?

research are achieved successfully.

Genetic algorithms (GA) are search algorithms based gn t

— ‘B n\?.lral
a‘d_\‘g?pn‘ed

re\ﬁg fittest

Y.

offsprings

selection and genetics by Darwin’s, introduced by J H

by the biological evolution of living beings. Genen

0
of pg

individual by producing generations iteratively:

includes the operations such as crossover, m

1989).

A
1 N
GA evolves a population of nitial N | R?léion of high quality

e problem to be solved.

individuals, where each individual e
Each individual 1s called chrom%t, d 1s $a predetermined number of
i

' Ye( a n@{s function as the quantitative

genes. The quality of each rLQ e
representation of each rule’&p atio

erta@vimnment. The procedure starts

individuals. Then the population 1s

o

eplr

1l «&rﬁdually improving the qualities of the

| tl?- itness value as the measure of quality.
N

During each geH®ma@n, three basic gaialc operators are sequentially applied to each

individual witiNeg™ain probabilities, 1.e. selection, crossover and mutation.

The al@ﬂow 1s presented in Figure 3.8 (Dhopte ef al., 2014). GA can produce

fittest generation for the future survival, due to this it can be used in cloud worm
detection to detect known and unknown threat by using GA nature. This research use

GA to improve detection accuracy in cloud worm detection.
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Figure 3.8: Process flow of GA alg@
SR, o

| \'ﬁiated Sr'nprove

St

In this research. selection, a crossover and mutation pr&cess

detection accuracy and determine unknown cloud har etect future

attack. Under the selection process, this researclygas been

Proportional of Fitness technique by combi '%0 1

generate new types of cloud worm IStICS.

% f& e Selection
cgbt cloud worm to
f ‘forQ%'ossover, the Tree

Crossover technique has been used to do m each parent cloud

S compined tb @ilerate new cloud worm

worm. The parent cloud worm

| | ' |
characteristics. Under mutation p@‘; utatign'yas been used to give a new
cloud worm with new charact&s ' _ fer@om the parents. Additionally,
Evolution controller proce ntro j-ensure better new generation for

the future. Following

explanation can be fq

vi%l Evaluation

f cloud worm detection was done in a controlled lab environment by

3.3.7 Exp

The evaluatio
integrating dynamic analysis for monitoring behaviour, statistical analysis for finding

relationship between features and data mining to find detection accuracy rate.
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A contingency table which is also known as confusion matrix 1s used to describe
experimental results. Confusion matrix represents predicted and actual classifications
(Kohavi & Provost, 1998). Confusion matrix dimension denotes in m x m where m 1s

the number of various label values. 2 X 2 confusion matrix 1s shown in the Figure 3.9

E’re&_icted das-s

Yes No

)

true positive (TP) | false negative(F

false positive (FP)

3.3.8 Performance Criteria

All criteria for performancc measurement are descr{Rg

are used to measure performance throughout this

positive (FP), true negative (TN) and false é;a

parameter such as: F-Measure, accuracy, e\ e

The TP occurs when data is correcty claitied
being misclassified as class A. TN b W

class A and FN occurs when th@&s WT|> '
these four parameters is calc&qe Sing ey

e (B a_é'neasured. Other
6 AR
pregsidn @'also measured.

g

J&¢ FP means the data is

Nk

s€otgpctly classified wrongly in

LGl

-&—

as a different class. Rate of

True positive@'ﬁ’ (3.3)

False posi{iPmmate (FPR) = (3.4)
. TN

Tru ve rate (TNR) = T (3.5)
: FN

False negative rate (FNR) = —— (3.6)

(FN+TP)
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F-measure 1s a way of combining precision and recall scores into a single measure of

performance the Equation (3.8) shows the measurement process of f-measure.

2 XRecall xPrecision
(3.7)

F — Measure = =
Recall+Precision

Precision is the proportion of relevant documents in the results returned and Rc N‘
the ratio of relevant samples found in the search result to the total of all\ele¥ant

samples. The higher the Precision and Recall values mean, the more rele

samples
are returned more quickly. Precision 1s calculated using Equation (3.9)N2

Precision L 3 z
C —_— — R
(TP+FP) l

Accuracy referred as the value of correct classification. So the grec CM@IIO%S,
are the TP and TN. The accuracy calculated by dividing t Mion of Tl d T \y

the addition of TN, TN, FP and FN as shown 1n Equatio \3'

A B (TP+TN)
CCUTACY = T p A TN+FP+FN)
On the other hand, error rate is calculated NENatcu from 1 which

represents the error of the classifications as pr

Error rate = 1 — Accuracy

3.4 Experimental Procedures% \
\Qe.c “ﬁ detail explanation about these

Cloud worm dataset are collegtec
¢ | t? |
3. THE pfoposéd EGA technique and algorithms

dataset are presented In se%
are tested based on t@ct? at :e . D@\ung the dataset collection and cloud
worm sample Ch&&l ¥ics evaluation e, many samples were included and

excluded based ofMgeir characteristics. Fina ly, 1018 cloud worm out of 1195 samples

are selected fi experiment. Each cloud worm sample tested individually in a
controlledaenvienment revealed their characteristics. Some cloud worms are in
dormant phase based on their activation characteristics. The worms which are
activated by human triggering are easier to evaluate by the software tool. For the other
two types of cloud worm which are activated by self activation and scheduled process,

they are trickier to evaluate in their characteristics. It was found that these kinds of
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cloud worm can easily be analysed by the virustotal tool which generate a report for
each worm and which 1s cloud based analysis. Virustotaltool manipulate worm in such

a way that they activate themselves while they are self activated and have scheduled

process characteristics. Hence, this tool was used to tackle this i1ssue especially for
cloud worm which are generally in dormant phase. The activity of a worm 1s da-%

by the software tool and virus total report. When a sample worm 1s execj 1) a
0

oY and

controlled environment, the activity of the worm 1s triggered by software t

considered as abnormal activity. Similarly, wvirustotal report also repr®ents the
abnormal activity of a worm. So, the baseline for the abnormal Mty 1S the
malicious behaviour detected by the dynamic analysis tools and stZaJ tool. Every

' Infe
mmunicitio

@the proposed

n., N
@md in the worm

wid thﬁh‘ﬁ{ 1S no. More detail
After finding the

software analysis tool produces many sub features. However,

the features based on the proposed classification. For exa

done by communication and application. It 1t 1s done

monitoring dynamic analysis tools are able to figure o

scan for remote port to initiate attack or not. Simil w
%1. .

find when a worm is trying to bind itself with

sub features are influenced by the cloud

characteristics of each worm categorised, |

then the value for that category 1s to be yeN

about each characteristic 1S to m |
mple,

characteristics of all cloud worm sa the dof : formed into nominal data

for further analysis. Then, i&}ﬂd Sy | ~pe undertaken to find the
relationship among cloud WEN sl

testing was initiated on

important cloud worm pn atfhiQui#S,and&fso helps to determine the relationship

between the anribuﬁ erimental resul\gs_?z;r frequency analysis are presented in
section 4.5 Aft Nuency analysis, a supervised learning i1s used to find the

malicious an n among worm samples. Hence, classification i1s used to find the

pattern fr orm samples. Here, benign represents the samples which are not
malicious program which does not cause any major harm to the system. As an
example, a worm just replicates itself steadily, but does not delete or alter anything in
the system. In this case worm is too small in size and the steadiness replication

characteristic does not affect the memory much. The dataset obtained was labelled.
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The dataset consist of different types of worms. A new EGA algorithm 1s proposed
and classification is carried out to find whether proposed algorithm can classify worm

properly or not. Finally, security metrics are proposed and again tested with proposed

EGA classifier. The flow chart for the experiment can be seen in Figure 3.10 belqw.

Collected cloud worm dataselt

Implemented new enh¥agy

algonthm (EGA) to 1\®™pasg accuracy rate
for cloud@sornm§detection

| N
N o

Created Control lab environment

Installed dvnamic analvsis tools

[.oaded cloud worm datasct

v

Analyvsed cloud worm dataset

Obtained cloud worm classification

=

| | = NS
COmped andeQDIMQ A resy 1?\'1111 the

X 1St Work s

: g{ cloud worm bv

SH&CA

%/
10&1 welght & severnity level
cloud worm

Transformed cloud worm dataset into
nomimal data

ped a new cloud worm response
technique

Verihied the propdied ™
detection by uss I

Figure 3.10: Experiment procedures

A brief description of each phase above can be seen at the Table 3.6.
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Table 3.6: Brief Descriptions of Experiment Procedures

Phases

==y

I

— ==

Description

Collected cloud worm dataset

Two type_cL)f dataset were collected for this

research which are worms and benien
dataset. The dataset 1s used to bui@
(NS

detection technique. For both g
and benign 1195 samples were 05%

To carry out research expesfgent by

bv using WEKA

2. Created Control lab environment
installing  dynamic analysgg,_tools 1n
VMware to perform analysis ¥n the cloud
worm dataset in order t uce a new
| cloud worm classificatiog
3. Installed dynamic analysis tools Installed dynamic
file monitoring,
network monitori
4. Loaded cloud worm dataset | The cloud w |
the control lab Mgt LS
device and 5 | 'm into
| control lgb en¥ ' J§
S. Analysed cloud worm dataset Cl @w | ) analysed in
a refled nvifor)ment. Then,
' * rork f the worms were
c.@acteristics were
6. Obtained cloud orded for classified
classification 2e On infection, activation,
«fating  algornthm  and
7. Transformed cloud wor )€ analysis was completed,
into nominal data s of cloud worm dataset were
X3 _ nto nominal within 2
'u'n hg representation data and then
insgftpd into data mining for finding new
| qp@ﬁ by using WEKA.
8  Statistical | Spatistical analysis was done using chi-
and symdmeasures) ﬁl;fquare and symmetric measure to
determine the relationship between worm
characteristics and to quantify the strength
of the relationship and also to verify that
the result happens by chance or not by
using SPSS software.
1 d % e A
9. Verified the proposed worm detection | By using different classification algorithms

which are built within weka such as IBK.
J48 and Naive Bayes in order to identify

| most accurate classification algorithms.
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10. Implemented new enhanced
genetic algorithm (EGA) to
increase accuracy rate for cloud
worm detection

| To implement EGA technique, OlexGA
was first implemented and embedded in
weka. Through OlexGA, enhancement
was made using selection of proportional
of fitness, Tree crossover, Tree mutation

techniques and a new technique g
Evolution Controller in order to K e

Evaluated new enhanced genetic
algorithm in WEKA

1.

!
the

accuracy rate for cloud worm dete%
To evaluate EGA 1n weka tQ sbt '*

| required output.

12. Compared and obtained results | To compare the experimentawjlts with
with the existing works existing work and 0% stablished
aleorithm through evalyatioWCriteria such
| as measuring the accuracyfdctection rate.
13 Defined threat level of cloud | To define the threat
worm by uging ClA cloud worm usind®
and Availabihity,(CI
| and Gregg (Sw
14. Assigned rules of weight & | To define thé™
severity level for cloud worm severity le
process ,CIA}
value R
“han hi e infection,
| i, agation and

] aﬁ'é} on CIA, weight

1g defingk icht and severity

e Ju 1ﬁed@'the CIA. Based on
' vallé severity value also

15. Developed a new clo
response technique.

ed

L)
hd ogy algorithm for cloud worm
' ns S

e. {1s a new algorithm after the

afectioffeprocess. There was no previous
Study, Mutch has been performed in relation
¢ wordh response in cloud environment.
the proposed algorithm was

b
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X Summary

This chapter discussed the methodology of whole research processes to propose a

technique for cloud worm detection and response. Stated methodology 1s the_main

column of this research which provides detail guidance about research mgocRss,

r %cible
approach is used from the first activity of the research processes until all m&)cesses

are complete. Details of how these research processes are applied and thgmdings can
be found in Chapter 4, Chapter 5 and Chapter 6. V

experiments and results analysis. It ensures that a consistent and




