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CHAPTER VIII i’)
CONCLUSION AND FUTURE W%N

8.1 Introduction '-{‘}
i ? ¥

This chapter synthesizes the findings of lh lt Vl e e ar it

background and objectives, it also summ € leﬁeal m ology, research

contribution, and research limitations. T\ ter conCilles %1 recommendations
for future researches, w hich may be pl d base % QQ*Cpomzd Hehe:
>

]
X
A‘o

8.2 Review of Research Back =
l E
In this study. the main aim 10 -‘AQ;L mique for enhancing software

O

development’s life t\&\mllltu( it se%s to investigate the security issues
M @/el the process of elicitation and

arising in  the
quantification lm%} uirggn{s 1 (cgds to be achieved in the requiremem phase
L

of SDLC. To {
N

E
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8.3 Review of Research Methodology

This study follows the mix method, which depicts the research process that is

undertaken to achieve the research objectives. The process of COHdU@search

should be designed systematically to satisfy the requirements for so]¥ particular
problem. Therefore, the research process is adopted to guide the co d research.

At stage 1. a literature review of relevant research includes iew and analyses of
the requirements elicitation techniques, security requirer eli«lilation techniques,
appreciative inquiry approach (Al) and the fuzzy soft se g yie%is on the

use of appreciative inquiry in eliciting software 1'@1%& At islst@\, we study
the security requirements, quantify the security ygguiemend® i nVc‘@Bnal software

robl®a}'s statement.

its ability and efficiency in elicita northal gequirg@aénts then, the appreciative

At stage 2, a pilot study 1s carried og(bthe a )\;j @uiry approach to prove

inquiry approach 1s mapped with CCI" uire@ns elicitation (SQUARE &
IT)

CLASP). The integrated 11Ce (S i I(@sed and finally a conceptual

S
i s
framework is created. \‘. ((j,

At stage 3. a Dy ‘\Dd-\' of set algorithm (CCEA) is conducted to
% ang? ! f“c)"b quantifying security requirements then, the
algorithm iA‘lp ed and embed Y\.\'ilh the proposed integrated technique SAIT,

N»pcd in stage 2. to calculate and quantify the security requirements, as

byt

investigate 1ts

which 1s

In stage 4, a real case is conducted to use the proposed integrated security
requirements clicitation  technique SAIFQT to elicit software and security

requirements and. quantify security requirements in this real case.
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The final stage (stage 5) focuses on evaluating the functional reliability and validity

for the proposed integrated technique (elicit and quantify security requirements) by the

pilot study which uses the IslamTag Website. The proposed integrated que

SAIFOQT is reviewed by software experts, security experts and, practigioMgt. The
penetration test is done for two prototypes, the first one is built un bpro})osed
integrated SAIFQT, and the second one built with the same busines irements and

programming language, but using the normal SDLC, then the safgg pghetration testing
tool is used. The penetration test results for the two proto ich are mentioned

before are compared in order to validate the efficiency of tl p@hnique -

to register the contributions of this study.

®
| S
8.4 Research Contribution Y. \’ \3.'
This study makes important conlrilmlions@ﬂe ' oft engineering and
secure software engineering. This resgarchWhe \QT he Yollowing important
contributions: L, \l<‘
O )
] Q.
a) The first contribution of this I'CSCN relate ndﬁéﬁnd ]

which cover the functional/buginesyfrequirgmen
n th i

er, this study highlights the
importance of the security i softwdh MQ , especially in the requirement
phase. This in turn plzl_\'S&\pOl@C in"o scasing the level of security of the
software artifacts. \ p | O
o, %
. . . ~ \ .
b) The second caQgb ion ey )hc f&l"that developing a technique helps each of

the “"\C“""hCA‘C“”“-\' experts @" practitioners to know more about system

hich serve to be the main contribution of this research. This

=l

vulnerabilit
(echniq®ea Nonsidered to be more appropriate for developing secure software, as it
has be cloped after thorough investigation of the situation which is made in the

current related techniques. This technique reflects the following aspects:

i) The study reveals that the integrated technique (SAIFQT) proves its il

clicit unique and new security requirements and quantify them.
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“) [_ 1C1 one l

time.

¢) The third contribution of this research is that important feedback i d b
< K red by

security experts to validate the proposed techni
\ s que. Based on the pro
p ototype,
the result was very satisfying, as revealed by tl i
\ ying, as 1¢ penetration testi i
" 1is research
provides 1mportant recommendations with regards t
g o the sec requir
quirements

elicitation and quantification techniques that wi
il help researcly i
security experts
and practitioners 10: Yv

i) Understand security requirements.

¥

‘?y in the

ii) Understand the influence of security factor

requirement phase.

iii) Provide high-quality and secure s ‘v\%y

(SAIFQT), which will help them to gcquir
which will ultimately enable the a
failure.

The integration is a modern
requirements. According taggthe Iit i‘ N iew{D¥ing
A he fuzzy soft .
= set theory to
quzmlil')' security rcquir&& has u@
study adds insights 1(%L opgrs*ar
requirements zmd@mif}"‘s curgly

The benefit \ g the fuzzy sc S theory by applying the positive aspects of
0

engineel ' facilitating the process of quantification securi i
0 ecurity requirements
among
e ' experts and groups of developers. Contributor. i
0 S. utors are motivated, b
, because
they feel that 1t 1s tangible to know more about softwar i i
, g are security, especiall it
, Yy security

requirements: which consequently and positively influence the software industry. It i
ustry. It is

noteworthy that, the success of any software developm ‘
) ) ent process depend
S on many



179

issues: one of the most important issues is the process of covering the security

requirements (system vulnerabilities).

8.5 Research Limitations \

Due to some reasons which are illustrated in the table 23 belo here are some

processes or steps in the SQUARE method and CLASP best prgcticy, which are not
considered as part of the new techniques. Table 23 illustrates v

some justification provided. \d

nored steps with

aQ

L
TABLE 23: Ignored steps from SQUARE and CLAS integrgting rﬁc&ﬁg\with Al
/ ) RPN D 08
: ¥
“Method | lgnored Steps
Method ! £ The main obj 3 ose@od is elicit
| N : . a0 1 > (> e ~ . ‘S
‘OUARE | Sclect elicitation technique requirenye quiremen
R ‘ i i Techni

min@velopers to extract

%will be used to extract

rity ﬁ}reness programs are held

attacks after deploying the
ments phase
he implementation phase,
in the proposed technique

ccuM Requirements Technique)

shoplfbe in the implementation phase,
Nluded in the proposed technique
QgJrcurity Requirements Technique)
1is sle@(ould be done after finishing the

uilffo:nl phase by showing the alpha interface to

\ ¢ >r
l”‘l‘]"‘”“q‘ : i!r)’ adh “’)‘ﬁ’ the falseholders (type of prototype method) to agree

‘ e an \gn the contracts
- . 0 fY’ @\ step sho.u]d be in .the implementation p.hase,
| pe ,-‘!, !] cXe signing Ayhich is not included in the proposed technique

Institute security awareness

| programs

T lE[\t;lWh and assess secur

| posture of technolog)

i \U]llllt!}v\ﬁﬁ -

. 7lwllnig;l;~mcm and clu&;nc 4R
| resource policiesaniig ‘CLH'II_\"

technologies

|
CLASP |

P(Elicitation Security Requirements Technique)
This step should be in the implementation phase,
which is not included in the proposed technique
(Elicitation Security Requirements Technique)

Wy database security
“onliguration

3uild operational security This step should be delivered to stakeholders after
guide building the whole system (Deployment Phase)

As shown in table 23, there are some ignored steps of the SQUARE method and
As she é 22,
CLASP best practices, but 1t 1s clear that, the SQUARE method misses the proposed

hniques by one step. which is “Select elicitation technique™, that is compensated by
techniques DY '
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the proposed integrated techniques, which is “elicit security requirements” serving as

one of the important priorities.

On the other hand. CLASP best practices have seven steps, which are M ‘gl from
1

the proposed techniques, because some steps should be in advanced stafes of the

SDLC. and others should be done after completing the software; EE : Bl

steps of the SDLC not just only the requirement phase, but it als% es more on the

requirement phase.
8.6 Recommendations for Future Research \d‘
{\ |
This study has successfully investigated theggecWity #equi me@' LR
techniques and developed two techniques to elfcit
in the requirement phase. Moreover, lhistx%l s hiwdli
Hov

vulnerabilities on the software in general Sl‘iia e i s

g Vel helx

all the security issues that influen % g% 4% /\like RS b
implementation phases. Therefore, \ cludesghis 1ud£ ers some suggestions for
o . ~ 0 . 0 ~ oy e \

future rescarch as follows: , 0;

e

secufNy requirements

ed influence of the

&
/:‘I

Misuse Cases, SCCUI"‘W > galk

P
requirements in difigagnt amsc ok
2) Future studi wd examine oll@*sues concerning software security such as

security dc;Nccuril)' rcquircmchs specification, policy, in addition to the issues

coveredl ®udy.

3) The cloped techniques in the study include the (SQUARE, CLASP and FUZZY
THEORY) methods. so it is suggested that future studies should adopt other methods

such as the MSRA.

4) This proposed technique (SAIFQT) tool is converted to be able to be used

automatically to ehicitand quanuly the security requirements.
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