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INTRODUCTION ?
NY. ‘,

Nowadays, random number generat @pseu orggdofn $m _\ mber

generator are needed for many purposes such rc to Q%Aodellmg,
and simulation applications. For e A r ogrQQ1c field, all

cryptosystems use keys and other ¢ ptog phi 1t arameters must be
N
n

N
generated in random pattern. T . 1tQS sar@r an algorithm to be

random, but it is not suffici \the algqgithm t e con51dered as a strong

algorithm. %ew\.' 'y |$

O
One of the t 1q es @ th domness of the algorithm is by
&)

using stat1st1cal gt ﬁab‘@ialysm is used to determine the

oS

randomness outptl roduced by the algorithms to be tested

(Soto & @m, 2000). Therb%e quite a number of statistical analysis tests

aval evaluate the output sequence to verity whether the output

‘s random or not random, including National Institute of Standards

and Technology (NIST) statistical test suite, Diehard suite of statistical test,



and Crypt-XS8, as stated by Juan Soto in his article titled “Statistical Testing of
Random Number Generator™ published in 1999 (Soto, 1999).

Grain-128 is one of the stream cipher algorithms. It was introd I
2006 by Hell, Johansson, Maximov, and Meier. The algorithm su \128-

bit key and 96-bit initial value (IV). There are 3 main building Bocks in

Grain-128, which are Linear Feedback Shift Register (l% Non-Linear

Feedback Shift Register (NLFSR), and an output of Bgleg fun'ction (Hell et

al., 2006). There were several cryptanalysis attac rfornpedhNQng@rain-128
L
Y-
between 2008 and 2011, such as linear app@on (He t’al_{'\fO%;
P 4

T
2008), algebraic attack (Hell et al., 2006;W Afxal M , 2008;

Berbain et al., 2009), time-memory-@ ok
2008), fault attack (Hell et al., 200t, 2008 %‘t .'(1009; Karmakar &
N
Y attack m@

Roy Chandhury, 2011), distingu 1 7 2006; Knellwolf et

A“'
al., 2010), key-recovery att axirov 06 osen-1V attack (Hell et
al., 2008), slide attack &)

(H{L%:t al., 2006;

anpgie afl, 8), differential attack (De

o

Canniére et al., 2008)&&121 d- !y chffsen @k (Lee et al., 2008), correlation

| o gl ¢S
attack (Berbain et Of, selsSie 1&§1utack (Zhang & Wang, 2009), cube

\
fiyn‘%ﬂ?ﬁ: cube attack (Dinur & Shamir, 2011).
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1.1

Background of Problem

Stream cipher algorithm is still a choice to be used either in software
or hardware, because the stream cipher algorithm can be designed to_allow
faster keystream generation in software and it can also be desig be
smaller in hardware. Therefore, the stream cipher can be inte#kg in the
aspect of being faster in software or smaller in hardware (Hell ew,'zoow.

One of the important criteria in evaluating a strear’egmher algorithm is

the suitability of the algorithm to act as a random @ge@%deral
Register, 18 December 2011). Hence, statisti@ysis sind ?n(;@\.ess
A

test can determine whether the stream cipher be f¢Ste sa}i\;ﬂfés this

requirement (Rukhin et al., 2010).

Grain-128 is one of the strea
suited for hardware and it aims @
gate count, power consumpti\ d
According to Hell et al. OX'
same security as Grai %@r

had been applied inst Gra
pp 553\ :
showed that thg€aleofithny sti



1.2

Problem Statement

The most important property of stream cipher algorithm is the
resistance against different attacks. Based on the previous works donev
area of cryptology, it showed that Grain-128 stream cipher algori%\ not
considered secure. There is a number of cryptanalysis attacks perf®med on
this algorithm. Thus, it is important to develop algori@vat provide
acceptable security level when subjected to attacks an matical analysis.

Therefore, research on modification of Grain-128 s cip ekgl\gvhm was

done in this study. é J | _\C}
4 VY‘



1.3 Conceptual Framework

The conceptual framework of this research is illustrated in Figure 1 below.

Figure 1: The conceptual framework ! %\
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1.4  Objective of Research , \fvj
The objectives of co&n i tl@uch

|
1. To identify th@m sﬁ?&ni h
Sl




1.3

1.6

N
N

Significance of Study

In completion of this research, the enhancement of Grain-128 stream

cipher algorithm is expected. This study may become a reference iN re
e

analysis of the encryption algorithm. Besides that, this study 1 ome a
reference for future research on: T

1. The strength and weakness of Grain-128 stream ciph@hm.
2. Statistical analysis using randomness test for strea er Q?un.
Cryptanalysis techniques for stream cipher algorithri¥. g
yp y q p \Y'
| S
4
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Scope of Study \’z \ g
The scopes of this research are as fol‘%) O‘:’~

(V8]

o=

A

1. The research mainly focused \%in-lﬁ\’ax @r algorithm.
[} )
| 8

a offific &in—l% stream cipher

D
()

2. The randomness of the

N

algorithms was eval tewsﬁg N'yt stigaest suite.

The signiﬁcance{g bd& def‘f(gﬁne the randomness of the
algorithms we, &S‘V b \"‘Qe

\ ¢ l (.g:
4. This rese uged llO s @ oth Grain-128 and Modified Grain-
N3
grerns

128 stfw her gl @0 infeasible system and time constraint.
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1.7

Outline of Thesis
This thesis is divided into six chapters, including the current chapter

which contains an introduction of the project performed. The rest of this ¥

is outlined as follows. G}
Chapter 2 presents the literature review that was d at tie earlier
stage of the research. It consists of stream cipher design.& 28 stream

0
cipher algorithm, randomness testing using statistical st, gd NIST statistical

test suite. \d
g o
Chapter 3 explains the research method@ed infthj q@ The
s b

aims of conducting this research were to ana e &Q 3s cipher

algorithm and to produce a new Grain- @éa 21) algcQ{m known as

Modified Grain-128 (MG-128) s %ci ?0 'fgm.oThe subtopics
covered in this chapter are res@wi@%ﬁ Q\nd sample, research
tools, and experimental setu;Y\. A} e\%

IJVS}}!E?} Grain-128 stream cipher

Chapter 4 prese ana

algorithm that was hd frobn 0O uct@he experiment and observation.

N
It consists of e@en[l sse ’!or(éréin-ﬁ& results and analysis, and
O

conclusion fj %res‘ul ojflar e@
% v X

Cg&r 5 presents the@dysis results for Modified Grain-128 (MG-

128)@ cipher algorithm. It consists of modification of Grain-128,
Oy

ental setup for Modified Grain-128 (MG-128), results and analysis,
comparison between Grain-128 and Modified Grain-128 (MG-128), and

conclusion based on the results obtained.



Chapter 6 consists of the overview of this research, the conclusion of

works conducted in this study, and the future work or recommendation that

can be extended from this research.
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